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[bookmark: section_61374f2dd9c645a89a39ef327e262344][bookmark: _Toc79557798]Introduction
The Simple Mail Transfer Protocol (SMTP) AUTH LOGIN Extension is an authentication mechanism that provides an easily implemented method for clients to authenticate to SMTP servers over a standard SMTP connection. This extension uses the SMTP Service Extension for Authentication, as specified in [RFC4954], to extend SMTP. 
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_3447c54c70124b54ae3c5e47083b79b6][bookmark: _Toc79557799]Glossary
This document uses the following terms:
[bookmark: gt_24ddbbb4-b79e-4419-96ec-0fdd229c9ebf]Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF), commonly used by Internet specifications. ABNF notation balances compactness and simplicity with reasonable representational power. ABNF differs from standard BNF in its definitions and uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more information, see [RFC5234].
[bookmark: gt_179b9392-9019-45a3-880b-26f6890522b7]base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is converted to a sequence of printable ASCII characters, as described in [RFC4648].
[bookmark: gt_fff710f9-e3d1-4991-99a2-009768d57585]NT LAN Manager (NTLM) Authentication Protocol: A protocol using a challenge-response mechanism for authentication in which clients are able to verify their identities without sending a password to the server. It consists of three messages, commonly referred to as Type 1 (negotiation), Type 2 (challenge) and Type 3 (authentication).
[bookmark: gt_92d19873-ca51-489a-9d6c-e4a2afc66df5]SASL: The Simple Authentication and Security Layer, as described in [RFC2222]. This is an authentication mechanism used by the Lightweight Directory Access Protocol (LDAP).
[bookmark: gt_0678be67-e739-4e33-97fe-2b03b903a379]Simple Mail Transfer Protocol (SMTP): A member of the TCP/IP suite of protocols that is used to transport Internet messages, as described in [RFC5321].
[bookmark: gt_f2bc7fed-7e02-4fa5-91b3-97f5c978563a]Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of messages in client and server applications communicating over open networks. TLS supports server and, optionally, client authentication by using X.509 certificates (as specified in [X509]). TLS is standardized in the IETF TLS working group.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_ebb2ee21c4dc4f0daf6e6f0e054f75bb][bookmark: _Toc79557800]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_a979357d5c95443cbd8c867c8137910e][bookmark: _Toc79557801]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC4648] Josefsson, S., "The Base16, Base32, and Base64 Data Encodings", RFC 4648, October 2006, http://www.rfc-editor.org/rfc/rfc4648.txt
[RFC4954] Siemborski, R., and Melnikov, A., Eds., "SMTP Service Extension for Authentication", RFC 4954, July 2007, http://www.rfc-editor.org/rfc/rfc4954.txt
[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", STD 68, RFC 5234, January 2008, http://www.rfc-editor.org/rfc/rfc5234.txt
[RFC5321] Klensin, J., "Simple Mail Transfer Protocol", RFC 5321, October 2008, http://rfc-editor.org/rfc/rfc5321.txt
[bookmark: section_68967695db8f412298ef7a1c735d1bf1][bookmark: _Toc79557802]Informative References
[MS-OXPROTO] Microsoft Corporation, "Exchange Server Protocols System Overview".
[RFC4346] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.1", RFC 4346, April 2006, http://www.ietf.org/rfc/rfc4346.txt
[bookmark: section_949d695992454de1a25287704b244b8e][bookmark: _Toc79557803]Overview
Client applications use SMTP to transfer mail to a server for submission. Client applications that connect to an SMTP server can use a number of different authentication mechanisms. In some scenarios, clients can use existing authentication mechanisms to authenticate with the SMTP server, such as the NT LAN Manager (NTLM) Authentication Protocol. However, in other scenarios, existing authentication mechanisms are unavailable or clients may not implement them. This extension provides an authentication mechanism for SMTP clients that is simple to implement. 
The SMTP Service Extension for Authentication, as specified in [RFC4954], defines a service extension to SMTP, as specified in [RFC5321], where a client specifies an authentication method to the server and performs an authentication protocol exchange. This extension is one such authentication method for SMTP. It allows clients to authenticate to SMTP servers over a standard SMTP connection by passing authentication information in SMTP commands and responses.
[bookmark: section_4e5471134fca4089b3c74a986fb0fc4b][bookmark: _Toc79557804]Relationship to Other Protocols
This extension uses the methods provided by the SMTP Service for Authentication, as specified in [RFC4954], to extend SMTP, as specified in [RFC5321], by providing a new authentication method. This extension relies on SMTP to provide the transport for the authentication commands and responses.
For conceptual background information and overviews of the relationships and interactions between this and other protocols, see [MS-OXPROTO].
[bookmark: section_1ee53de8bce14eb18b89f9b4e5f3e771][bookmark: _Toc79557805]Prerequisites/Preconditions
This extension conforms to all of the prerequisites and preconditions of SMTP, as specified in [RFC5321], and the extension to SMTP provided by the SMTP Service for Authentication, as specified in [RFC4954].
[bookmark: section_564bea3a8c78410f94b0987f5ed4f367][bookmark: _Toc79557806]Applicability Statement
This extension is used by clients to support authentication to SMTP servers that implement the AUTH LOGIN extension. This extension is used by SMTP servers to provide an authentication method to control access to the SMTP service.
Since this extension does not encrypt the password sent over the network, it is only applicable to environments where a secure channel exists under the SMTP connection, such as Transport Layer Security (TLS), as specified in [RFC4346].
[bookmark: section_2dd2976add7d4340afeb6b2c515c14fa][bookmark: _Toc79557807]Versioning and Capability Negotiation
None.
[bookmark: section_d64ca6e27724471982229d8b479d9d18][bookmark: _Toc79557808]Vendor-Extensible Fields
None.
[bookmark: section_8c8491b256a048feaf47a9f7d9bbbb6b][bookmark: _Toc79557809]Standards Assignments
This extension defines a SASL mechanism for use with the SMTP Service Extension for Authentication.
	Parameter
	Value
	Reference

	SASL mechanism
	LOGIN
	http://www.iana.org/assignments/sasl-mechanisms/sasl-mechanisms.xml



[bookmark: section_3f38507e977d4faab1cd7143ce5ca0ad][bookmark: _Toc79557810]Messages
[bookmark: section_dbacc9b87fcb4728acf3dcdd0da20e0d][bookmark: _Toc79557811]Transport
This extension does not change the base transport specified by [RFC5321], or its extension specified by [RFC4954].
[bookmark: section_1381922a28b24bf5af34ee815e39e39f][bookmark: _Toc79557812]Message Syntax
[bookmark: section_f17fe38f77ce4c3d87aa86aacfd67c6b][bookmark: _Toc79557813]SASL Mechanism Name
The SASL mechanism name for this extension is defined as "LOGIN".
[bookmark: section_9cfd21e603054d78831260128f921f72][bookmark: _Toc79557814]Command and Response ABNF Grammar
This section uses Augmented Backus-Naur Form (ABNF) (as specified in [RFC5234]) to define the format of commands and responses used by this extension, where CRLF, SP, and CHAR are specified in [RFC5234]. Note that the values of username and password MUST be encoded using base64 encoding, as specified in [RFC4648], before being transmitted.
username                        = 1*CHAR            ; Base64-encoded username
password                        = 1*CHAR            ; Base64-encoded password

auth_login_command              = "AUTH LOGIN" [SP username] CRLF 
auth_login_username_challenge   = "334 VXNlcm5hbWU6" CRLF
auth_login_username_response    = username CRLF
auth_login_password_challenge   = "334 UGFzc3dvcmQ6" CRLF
auth_login_password_response    = password CRLF
The auth_login_command ABNF rule is consistent with the AUTH command syntax specified in [RFC4954], where the mechanism parameter is "LOGIN" and the initial-response parameter is the base64-encoded username.
[bookmark: section_dfc1c95b90e147bb9851d4eecbfb520c][bookmark: _Toc79557815]Protocol Details
[bookmark: Appendix_A_Target_1]This extension defines both a client and server role. The choice of which roles to support is implementation-specific.<1>
[bookmark: section_4435785f71da400994c4e159e2651184][bookmark: _Toc79557816]Client Details
[bookmark: section_a1431cf4edc043c2a69a00b942517006][bookmark: _Toc79557817]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
The client maintains the following state for a given connection to an SMTP server:
Username: The username provided by the application or higher-layer protocol.
Password: The password provided by the application or higher-layer protocol.
[bookmark: section_04bf7982a0814c5ab06a09cee09f42a3][bookmark: _Toc79557818]Timers
None.
[bookmark: section_e690c8898ed144b1a2d8aa24030300af][bookmark: _Toc79557819]Initialization
None.
[bookmark: section_e72f7aa28e6a40c482693ad909110ae2][bookmark: _Toc79557820]Higher-Layer Triggered Events
[bookmark: section_bbfaa927d4dc4c56b0e18523f66557f2][bookmark: _Toc79557821]Initiating Authentication
[bookmark: Appendix_A_Target_2]When the client initiates authentication, it MUST compose an AUTH command that conforms to the auth_login_command ABNF rule, as specified in section 2.2.2. The client SHOULD include the Username (encoded with base64 encoding) in the command. It MAY<2> instead omit the Username.
[bookmark: section_0328a741e8ce4b44a6db4ac8730a03a9][bookmark: _Toc79557822]Message Processing Events and Sequencing Rules
This extension does not change the message processing events or sequencing rules of messages specified in [RFC4954].
[bookmark: section_17e019c391514dbe9a7b6a81ee819c19][bookmark: _Toc79557823]Receiving a Server Challenge
[bookmark: Appendix_A_Target_3]When the client receives a 334 response, as specified in [RFC4954] section 6, it SHOULD check whether the response matches the format specified by the auth_login_username_challenge or auth_login_password_challenge ABNF rules, as specified in section 2.2.2. If the response does not match either format, it SHOULD cancel the authentication, as specified in [RFC4954]. The client MAY<3> instead simply assume that the server challenges are in the proper format, according to the following rules:
· If the client omits the Username in the auth_login_command, the client assumes that the first server challenge matches the auth_login_username_challenge ABNF rule and any subsequent server challenge matches the auth_login_password_challenge ABNF rule. The client MAY cancel the authentication if a third server challenge is received.
· If the client includes the Username in the auth_login_command, the client assumes that the first server challenge matches the auth_login_password_challenge ABNF rule. The client MAY cancel the authentication if a second server challenge is received.
In response to a challenge that matches the auth_login_username_challenge ABNF rule, the client MUST send a response that conforms to the auth_login_username_response ABNF rule with the Username, as specified in section 2.2.2.
In response to a challenge that matches the auth_login_password_challenge ABNF rule, the client MUST send a response that conforms to the auth_login_password_response ABNF rule with the Password, as specified in section 2.2.2.
[bookmark: section_9c90313fc09a47fc95d0eb224d70e854][bookmark: _Toc79557824]Timer Events
None.
[bookmark: section_24d3fcedff44401b94495a3f693ee67c][bookmark: _Toc79557825]Other Local Events
None.
[bookmark: section_003f22620e1b4a098808104d39f8dec0][bookmark: _Toc79557826]Server Details
The following state machine diagram illustrates the states used in the authentication process.
[image: Server state machine diagram]
Figure 1: Server state machine diagram
[bookmark: section_e1e1f4f6a6a04220869c95e9aaa67641][bookmark: _Toc79557827]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
The server maintains the following global state:
List of SASL Mechanisms: The list of SASL mechanisms names to be returned in an EHLO response, as specified in [RFC5321].
For each connection from an SMTP client, the server has access to a set of authorized credentials consisting of a username and password. In addition, the server maintains the following state for each connection:
Substate: The state of the authentication, which can be either AuthReceived or UsernameReceived.
Username: The base64-encoded username value provided by the client.
[bookmark: section_59ea79f1b0b640c2a3b7986e54a0632f][bookmark: _Toc79557828]Timers
None.
[bookmark: section_50bd71f7b44042d6a6d99227ed50190e][bookmark: _Toc79557829]Initialization
When the server is initialized, it MUST place "LOGIN" in its List of SASL Mechanisms abstract data model element.
[bookmark: section_3e7e319c26ac47af93881d34d6842e1b][bookmark: _Toc79557830]Higher-Layer Triggered Events
None.
[bookmark: section_0917a5a1ee024ffda1a0f24e493fc145][bookmark: _Toc79557831]Message Processing Events and Sequencing Rules
[bookmark: section_b97f449901644c7eb024ffb00dd5c59c][bookmark: _Toc79557832]Processing AUTH LOGIN
When the server receives an AUTH command that conforms to the auth_login_command ABNF rule specified in section 2.2.2, it MUST respond according to the following rules.
1. If the username is not included in the command, the server MUST set the Substate to AuthReceived and send a response that conforms to the auth_login_username_challenge ABNF rule.
2. If the username is included in the command, the server MUST save the username in the Username associated with the connection, set the Substate to UsernameReceived, and send a response that conforms to the auth_login_password_challenge ABNF rule.
[bookmark: section_1fe43bc625f94f049ae7386272a94631][bookmark: _Toc79557833]Processing a Request in the AuthReceived State
When the server receives a request in the AuthReceived state, the server MUST attempt to parse it according to the auth_login_username_response ABNF rule specified in section 2.2.2. The server MUST save the username in the Username associated with the connection, set the Substate to UsernameReceived, and send a response that conforms to the auth_login_password_challenge ABNF rule..
[bookmark: section_570861e06d2f444586c5b176ed7f6463][bookmark: _Toc79557834]Processing a Request in the UsernameReceived State
When the server receives a request in the UsernameReceived state, the server MUST attempt to parse it according to the auth_login_password_response ABNF rule specified in section 2.2.2. The server MUST attempt to base64-decode the Username associated with the connection and the password included in the request and check that the Username corresponds to a valid user and that the password is a valid password for that user. The process of validating the Username and password is implementation-specific.
If the username and password are valid, the server MUST end the authentication by responding with a 235 response, as specified in [RFC4954] section 6. If the username or password is invalid, the server MUST end the authentication by responding with a 535 response, as specified in [RFC4954] section 6.
[bookmark: section_689a73eb7dff4e01ba0c6c2fec40ae20][bookmark: _Toc79557835]Timer Events
None.
[bookmark: section_14652be99cbb4776afc6ec82989ea86a][bookmark: _Toc79557836]Other Local Events
None.
[bookmark: section_80c23d005f5d41d19c406a515ee3028f][bookmark: _Toc79557837]Protocol Example
The following is an example of the use of the AUTH LOGIN extension. The example demonstrates SMTP authentication using the AUTH LOGIN extension. In this example, the user name is "Charlie" and the password is "password". The following diagram illustrates the sequence of events following the client's initial connection to the SMTP server.
[image: Example Authentication Exchange]
Figure 2: Example Authentication Exchange
1. The initial response by the SMTP server ("220 SMTP.example.com") is the greeting by the server as specified in [RFC5321]. 
2. The client sends the EHLO command. 
3. The server responds with, among other things, an indication of support for AUTH LOGIN. 
4. The client then issues the AUTH LOGIN command. In this example, the client omits the username in the AUTH LOGIN command. 
5. The server responds with the username challenge. 
6. The client responds with "Q2hhcmxpZQ==", which is the username "Charlie", encoded with base64 encoding. 
7. The server stores the value "Q2hhcmxpZQ==" then issues the password challenge.
8. The client responds with "cGFzc3dvcmQ=", which is the password "password", encoded with base64 encoding. 
9. The server base64-decodes the username and password and verifies that the username "Charlie" and the password "password" are valid credentials. The server then responds with "235 authentication successful".
[bookmark: section_cfb4c723ce2c4940b72e1b408bd68780][bookmark: _Toc79557838]Security
[bookmark: section_8fbbb83459294c34a7563b53cc0f4d0f][bookmark: _Toc79557839]Security Considerations for Implementers
This extension offers no inherent security mechanisms to protect user credentials during authentication. Because of this, it is extremely important to only use this extension when also using a secure communication channel such as Transport Layer Security (TLS), as specified in [RFC4346].
In environments where the use of TLS or other external security is mandated, it is strongly recommended that the AUTH LOGIN advertisement be suppressed until a secure channel is negotiated. TLS in particular exhibits this behavior where the SMTP session is restarted after TLS is negotiated.
[bookmark: section_dcf546dff6974deda5d89f23437bd2fe][bookmark: _Toc79557840]Index of Security Parameters

	Security parameter
	Section

	SASL mechanism name
	section 2.2.1

	Username
	section 3.1.1

	Password
	section 3.1.1



[bookmark: section_362655c7cf6e4d07932b5e4c47b48843][bookmark: _Toc79557841]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Exchange Server 2003
· Microsoft Exchange Server 2007
· Microsoft Exchange Server 2010
· Microsoft Exchange Server 2013
· Microsoft Exchange Server 2016 
· Microsoft Exchange Server 2019 
· Microsoft Office Outlook 2003
· Microsoft Office Outlook 2007
· Microsoft Outlook 2010
· Microsoft Outlook 2013
· Microsoft Outlook 2016 
· Microsoft Outlook 2019 
· Microsoft .NET Framework 2.0
· Microsoft .NET Framework 3.5
· Microsoft .NET Framework 4
· Microsoft .NET Framework 4.5
· Microsoft .NET Framework 4.7 
· Microsoft .NET Framework 4.8 
· Windows 2000 Professional operating system
· Windows XP operating system
· Windows Vista operating system
· Windows 7 operating system
· Windows 8 operating system
· Windows 8.1
· Windows 10 operating system
· Windows 2000 Server operating system
· Windows Server 2003 operating system
· Windows Server 2008 operating system
· Windows Server 2012 operating system
· Windows Server 2012 R2
· Windows Server 2016 operating system  
· Windows Server 2019 operating system 
· Windows Server 2022 operating system 
· Microsoft Outlook 2021
· Windows 11 operating system
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 3:  Exchange 2003, Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 only implement the server role. Office Outlook 2003, Office Outlook 2007, Outlook 2010, Outlook 2013, Outlook 2016, Outlook 2019, .NET Framework 2.0, .NET Framework 3.5, .NET Framework 4, .NET Framework 4.5, Windows Vista, Windows 7, and Windows 8 only implement the client role. Windows 2000 Professional, Windows XP, Windows 2000 Server, Windows Server 2003, Windows Server 2008, and Windows Server 2012 implement both client and server roles.
<2> Section 3.1.4.1:  Office Outlook 2003, Office Outlook 2007, Outlook 2010, Outlook 2013, Outlook 2016, Outlook 2019, and inetcomm.dll in Windows 2000 Professional, Windows XP, Windows Vista, Windows 7, Windows 8, Windows 2000 Server, Windows Server 2003, Windows Server 2008, and Windows Server 2012 do not include the username in the initial AUTH command.
<3> Section 3.1.5.1:  .NET Framework 2.0, .NET Framework 3.5, .NET Framework 4, and .NET Framework 4.5 do not verify the syntax of 334 responses and instead keep state to remember whether it is the first server challenge or a subsequent server challenge.
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