[MS-WSSFO3]:

Windows SharePoint Services (WSS): File Operations
Database Communications Version 3 Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

* Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.

* Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

* No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

* Patents. Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
this documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

* License Programs. To see all of the protocols in scope under a specific license program and the
associated patents, visit the Patent Map.

* Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

* Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access
to Microsoft programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar
with the aforementioned material or has immediate access to it.

Support. For questions and support, please contact dochelp@microsoft.com.

1/484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://msdn.microsoft.com/en-us/openspecifications/dn750984
http://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

1/20/2012 0.1 New Released new document.
No changes to the meaning, language, or formatting of the

4/11/2012 0.1 None technical content.

7/16/2012 0.1 None No ch_anges to the meaning, language, or formatting of the
technical content.

9/12/2012 0.1 None No ch_anges to the meaning, language, or formatting of the
technical content.

10/8/2012 1.0 Major Significantly changed the technical content.

2/11/2013 2.0 Major Significantly changed the technical content.
No changes to the meaning, language, or formatting of the

7/30/2013 2.0 None technical content.

11/18/2013 | 2.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

2/10/2014 2.1 Minor Clarified the meaning of the technical content.

4/30/2014 2.2 Minor Clarified the meaning of the technical content.

7/31/2014 2.3 Minor Clarified the meaning of the technical content.

10/30/2014 | 2.4 Minor Clarified the meaning of the technical content.

2/26/2016 3.0 Major Significantly changed the technical content.

7/15/2016 3.0 None No ch_anges to the meaning, language, or formatting of the
technical content.
No changes to the meaning, language, or formatting of the

9/14/2016 3.0 None technical content.

1/12/2017 3.1 Minor Clarified the meaning of the technical content.

6/20/2017 4.0 Major Significantly changed the technical content.

2/484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017



Table of Contents

B N 15 o T L1 T ot f ' 1 4 S 15
1.1 (C [0 T1== 1 PPN 15
1.2 ] =T =] g Lol PP 27

1.2.1 NOrMative RefEIENCES . oviiiii i e r e e e eaes 27
1.2.2 INfOrmative REFEIENCES .. vttt e e e aans 28
1.3 L Y] YT 28
1.3.1 File OPratioNS vttt e 28
1.3.2 User and Group OperationsS .. .o.ieieieiiiiiiii e s e s 28
1.4 Relationship to Other ProtoCoIS ..ocuiieii i e e 29
1.5 Prerequisites/Preconditions ........oviiiiiiiiiii 29
1.6 Applicability Statem et ... s 29
1.7 Versioning and Capability Negotiation ........c.coviiiiiiii 30
1.8 Vendor-EXtensible Fields ....o.iiieiiiiiii i 30
1.9 Standards ASSIGNMENES. ...t e 30

7 =TT T« 31
2.1 I =1 117 oo ] o o PP 31
2.2 COMMON DaAta TYPES euuiiiiieiiit ittt et e e e e e e e ane e rnenes 31

2.2.1 Simple Data Types and ENUMErations .....ccooiviiiiiiiiiiiii e 31
2.2.1.1 SIMPIE Data TYPES ettt e 31
2.2.1.1.1 Content Type Identifier ... e ens 31
2.2.1.1.2 Document Identifier....ue i 31
2.2.1.1.3 Event Receiver Identifier ....coovviiiiiii i 31
2.2.1.1.4 Feature Identifier ..o 31
2.2.1.1.5 LISt IdeNtifiar cv i 31
2.2.1.1.6 List Item Identifier. .o e 31
2.2.1.1.7 ROIE TdeNtifier cuue e 31
2.2.1.1.8 SCOPE IAENEIfIO . e e 32
2.2.1.1.9 Site Collection Identifier.....c.cviiiiii e 32
2.2.1.1.10  Site Group Identifier ..o 32
2.2.1.1.11  Site Identifier. e 32
2.2.1.1.12  SYSEEMID o 32
2.2.1.1.13 User Identifier. .o 32
2.2.1.1.14  View Identifier .oviiii i e 32
2.2.1.1.15  Web Part Identifier ...oovie i e 32
2.2.1.1.16  WOrkflow Identifier .c.o.eie i e 32
2.2.1.1.17  EPeIrMMaASK .euiiieiieiie ittt 33
2.2.1.2 ENUMEratioNS ..ot e 33
2.2.1.2.1 Attachments FIag ....oviviii e 33
2.2.1.2.2 7 L o =T o T Y o T 33
2.2.1.2.3 (@] 1=T g e 1= ol N7 0T 33
2.2.1.2.4 Collation Order ENUMEration ....viive i seeie e enesnee e nneanennens 34
2.2.1.2.5 (V7Y ol o o 1= o IV o Y= RS 36
2.2.1.2.6 EVENt RECEIVEI TYPE ittt e 36
2.2.1.2.7 EXcluded Folder Ty Pe .t e e 38
2.2.1.2.8 LiNKDYNamMIC Ty P ottt et e ne e eaes 38
2.2.1.2.9 [T 0] ST =T B g N o T 39
2.2.1.2.10  LINKTYPE TYPES 1eutititinieieie it ittt ettt et r e e e e e e e e e e e s e nenenes 39
2.2.1.2.11 LISt BaSE Ty Pttt s 40
2.2.1.2.12  List Server Template ... ..o 40
2.2.1.2.13 Moderation STAtUS ..o.viiiiieii i 42
2.2.1.2.14  PAge TY P& tuiutinintinititet ittt e 43
B A T (=T o =T o NV o 1= P 43
2.2.1.2.16  RoOle Definition Ty Pe. .. 43
2.2.1.2.17  ViFUS StatUS ..t e et 44

3/ 484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017



2.2.1.2.18  App Principal Permissions EnumMeration ..........ccovoviiiiiiiiiiniininiineenenes 44
2.2.1.3 Time Zone Identifier. ...oviiieiii i e 45
2.2.2 Bit Fields and Flag Structures ........cviiiiiiii e 48
2.2.2.1 Y L ) ol F= T = PP 48
2.2.2.2 Configuration Object Status.......ccciiiiiiii i e 49
2.2.2.3 5 7o Yol =T - 49
2.2.2.4 (Do Yol U] g p]=] S o] /TN V7 o =T RPN 50
2.2.2.5 ]l = o = 51
2.2.2.6 PUDIIShiNg LeVel Ty PE oottt e e e aeas 54
2.2.2.7 U o o =T = Y o = 54
2.2.2.8 RENAME Flags .. ittt e e 55
2.2.2.9 Site ColleCtion Flags «.viiiiiiii i e e 56
2.2.2.10 Site Collection Upgrade Flags .......cccoieiiiiiiiiiiiiiiiiinn e e 57
2.2.2.11  Site Property Flags c.ooe it e 57
2.2.2.12  UserInfo tPp_flags .uce e e 58
2.2.2.13 VIEW FlagS. ittt e e 58
2.2.2.14  WOrKdays Flag ....ooieiuiiiiiiiiiii et a 60
2.2.2.15 WSS RIghtS MaSsK ....uuiiiiiiiiii i e 60
2.2.3 o L= [ VS o o U o o U =T PP 63
2.2.3.1 Calendar View Options TYPe ... e e 63
2.2.3.2 EXternal GroUp TOKEN ..ttt e e raeaneas 64
2.2.3.3 Token Group Offset and AttribULES .....cveiiii e 65
2.2.3.4 0] ] g T 1 o] U 1 PP 65
2.2.3.5 WSS ACE ittt et 66
2.2.3.6 WSS ACL FOIMIAt ouuiiiitiiiiii e ettt e e e e e e e eaans 66
2.2.3.7 WSS External Group Map Cache Format.....ccoiviiiiiiiiiiic e 67
2.2.3.8 WSS Compressed SEFUCTUIES .....vieiiiii i e e 67
2.2.3.9 WSS External Group RECOId .....ciuiiiiiiiiiiii i e 68
2.2.3.10 WSS USEI TOKEM .ttt ittt re s r e e v e se s an s aa s e e rae e e s e sn s e snnannerneanens 68
2.2.4 RESUIE S OES 1ttt ittt 69
2.2.4.1 ACL and Permission ReSUIt Set ......civiiiiiiiiiiii i eeaeas 69
2.2.4.2 Custom Actions From Scope Result Set.......coiiiiiiiiiiiii e 69
2.2.4.3 Domain Group Cache BEDS Update Result Set.......cccovviiiiiiiiiiiiiiiiiicnnn, 70
2.2.4.4 Domain Group Cache Versions Result Set.......c.cooiiiiiiiiiiie 70
2.2.4.5 Domain Group Cache WFE Update Result Set .......cccoviiiiiiiiiiiiiiiiiiiiean, 71
2.2.4.6 Document Content Metadata Result Set.........cooovviiiiiiiiii e 71
2.2.4.7 Document Content Stream Result Set......ccocviiiiiiiiiiiiiii e 73
2.2.4.8 Document Metadata ReSUIt Set.....cciiiiiiiiiiiiiii e 73
2.2.4.9 Document Version Metadata Result Set.......ccocoviiiiiiiiic e 77
2.2.4.10  EMPLY RESUIE Sl ottt e 81
2.2.4.11 Event Receivers ReSUIT Sel....icviiiiiiiiiiiii i e e e e e e 81
2.2.4.12 Individual URL Security Result Set .....cccoiiiiiiiiiiiiiici e 83
2.2.4.13 Link Information ResUlt Set......c.ciiriiiiiiiiiii e 85
2.2.4.14  List Metadata ReSUIL St .....iiiiiiiiiii i e a e e 85
2.2.4.15  List Web Parts ResUlt Set.....cciuiiiiiiiiiie i e 90
2.2.4.16  NULL Individual URL Security Result Set .......c.ciiiiiiii e 91
2.2.4.17 NULL Unigue Permissions Result Set........cciiiiiiiiiiiiiiiiiiiiiciici e 92
2.2.4.18 Object ID ResUlt Setl. ... 92
2.2.4.19  Principal User Information Result Set.........c.cooiiiiiiii e 92
2.2.4.20 Server Time ResUIT Sel..iiiiiiiiiiiiii e e e aea 93
2.2.4.21 Single Doc Link Information Result Set........cccoiiiiiiiiiieee 93
2.2.4.22  Site Audit Mask ReSUIt Set ....uiriiiiiii i 94
2.2.4.23  Site Feature List RESUIL St ...ouviiiiiiiiii i e aea 94
2.2.4.24  Site Metadata ReSUIL Set......cciiiiiiiii i 95
2.2.4.25 Site Metalnfo ReSUIL St ...oiiiiiiiii i e e 100
2.2.4.26  Unique Permissions RESUIt Sel.......ccoeiuiiiiiiiiiiiiiii e 100
2.2.4.27  URL RESUIt Sttt e e e 101
2.2.4.28 List Related Fields ReSUIt Set.....ccviiiiiiiiiiiiiici e e 101
4/ 484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017



2.2.4.29  App Principal Information Result Set........cccoiiiiiiiii s 101

2.2.4.30 App Principal Permissions ResUlt Set .......cciiiiiiiiiiiiiiiic e 102
2.2.5 11 @] I 8 o U = 102
2.2.5.1 Configuration ODbJECE ...ocviiiii i 102
2.2.5.1.1 (O = 11 PP 102
2.2.5.1.2 1 103
2.2.5.1.3 NN 10 [ PP 103
2.2.5.1.4 = ] /=] | o 103
2.2.5.1.5 1] =) L 1 PP 104
2.2.5.1.6 V=T 5] 0 o TP P 104
2.2.5.1.7 [ 0] 1] o =T P 104
2.2.5.1.7.1 Alternate URL Collection ......cciiiiiiiiiii i 104
2.2.5.1.7.2 Content Database ..ot e 105
2.2.5.1.7.3 Web ApPlication ..o 105
2.2.5.2 (DT 01T g Vo [=T o Tl =1 106
2.2.6 TablES ANA VIBWS ..ttt e e 107
2.2.6.1 AlIDOCS Tabl it e 107
2.2.6.2 AllUserData Table ..o e 113
2.2.6.3 [ Lo Tot= T 1= 1 PP 174
2.2.6.4 GroupMembership Table ... 174
2.2.6.5 YTl =1 €] o 18] o3V 1= P 175
2.2.6.6 AllSIEES Tab . e e 178
2.2.6.7 SIS VW .ttt 182
2.2.6.8 LU LY g = Yotz YA <L 182
2.2.6.9 UserDataVersioned ViEW ....oiiii it i et ree e enes 182
2.2.6.10  UserInfo Table i 182
2.2.6.11 R AT 1 1=T 0 0] o 7= =T 184
DA Y A Y /= =] [0 o [ PP 184
2.2.7 D] o T {8 = 185
2.2.7.1 N F= ] =TSy o= Lol =T PR 185
2.2.7.2 1] [T o] LT Y 0= PP 185
2.2.7.2.1 FALSE_Case_Insensitive_Else_Anything ........ccoooiiiiiiiiiiic s 185
2.2.7.2.2 FieldInternal Ty P .o e e 185
2.2.7.2.3 FieldAggregationAttribute ... 187
2.2.7.2.4 T [ 1= il IV o 1= PO 188
2.2.7.2.5 FieldRICNTEXEMOAE ...t e e et aes 189
2.2.7.2.6 IMEMOAE ..ttt e 189
2.2.7.2.7 TNt POS IV et e e 189
2.2.7.2.8 8o | I 5745 T 190
2.2.7.2.9 L= B =Tot o Lo P PPN 190
2.2.7.2.10  TRUE _If _PreSeNt cuiiiiii ittt ra e e e e e aaeeas 190
2.2.7.2.11  TRUEFALSE. ..ottt e e e 191
2.2.7.2.12 TRUE_Case_Sensitive_Else_Anything ......cccoviiiiiiiiiiiiiiiiii e 191
2.2.7.2.13  UniqueldentifierWithBracesUppercase .......cccoviiiiiiiiiiiiiiiiiic e 191
2.2.7.2.14  UniqueldentifierWithOrWithoutBraces ........cccciiiiiiiiiiiiiiiiii e 191
2.2.7.2.15 RelationshipDeleteBehaviorAttribute ..........ccooiiiiiiiiii s 191
2.2.7.3 (@0] 0 p] 0] [0 QR Y/ 0 =1 192
2.2.7.3.1 CHOICEDEFINITION . ..t ttittitt ettt ettt et e ete v eeraeee e e eaaeaaeeneanerneaneenenns 192
2.2.7.3.1.1 1 5112 2 1= T 192
2.2.7.3.1.2 AL DULES o e 192
2.2.7.3.1.3 Child El@mMENtS ..uineiii i e e e 192
2.2.7.3.2 CHOICEDEFINITIONS ... ittt e e e e aeeaas 192
2.2.7.3.2.1 1ol =] 2.0 1= T 192
2.2.7.3.2.2 A DULES e e 192
2.2.7.3.2.3 (O oo = 1= 0 0 =] = 193
2.2.7.3.3 FieldDefinition ... e 193
2.2.7.3.3.1 1ol =] 2.0 1= T 193
2.2.7.3.3.2 o o 1 196

5/ 484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017



2.2.7.3.3.3 (@ o1 o I = 1= 0.0 =T 0

2.2.7.3.4 FieldDefinitionDatabase . .....ivvvviiiiiii i e e e
2.2.7.3.4.1 1Yol 11 1 =
2.2.7.3.4.2 AL DULES ot e
2.2.7.3.4.3 [0 oo I = 1T 0 9 =]

2.2.7.3.5 FieldDefinitionDatabaseWithVersion .......cccviiiiiiiiiiiiiii i eaee e
2.2.7.3.5.1 1Yol =] 2.1 1= T
2.2.7.3.5.2 AT DUEES it
2.2.7.3.5.3 (@ oo I = 1T 0 9 =]

2.2.7.3.6 FieldDefinitioNT P ot re e raaeeas
2.2.7.3.6.1 1Yol =] 2.1 1= T
2.2.7.3.6.2 Y oo o 1
2.2.7.3.6.3 (61 o 11 o I = 1T o g 1= 1] (=

2.2.7.3.7 FleldParserR e ..ttt e
2.2.7.3.7.1 1Yol 11 1 1 =
2.2.7.3.7.2 Y oo o 1
2.2.7.3.7.3 (@1 o 71 o I = 1T o ¢ 7= 1] £

2.2.7.3.8 FleldParserRE S ittt e
2.2.7.3.8.1 1Yol =] 2.0 1= T
2.2.7.3.8.2 AL DULES ot e e
2.2.7.3.8.3 (@ oo = 1T 0 9 =]

2.2.7.3.9 FieldRefDefinitioNField ....ovviii i e ae e aes
2.2.7.3.9.1 1Yol =] 2. 1= T
2.2.7.3.9.2 AL DULES ot e
2.2.7.3.9.3 (@1 o 71 o = 1= 0 ¢ 7T 015

2.2.7.3.10 FieldRefDefinitioNINAEX ..vvviiii i i i reeriaernes
2.2.7.3.10.1 1Y o] 11 1 .=
2.2.7.3.10.2 At DULES trviiiiii i e
2.2.7.3.10.3 (@1 o 71 o = 1= 0 ¢ 7T 015
2.2.7.3.11 FieldRefDefiNitiONT P .ottt i i i re e riaernes
2.2.7.3.11.1 1Y o] 11 1 1=
2.2.7.3.11.2 AN DULES tiiii i e
2.2.7.3.11.3 (@ oo = 1T 0 9 =]
2.2.7.3.12 INAEXDE NI ON T P .ttt i i i i r e s s e e ranseeernnareras
2.2.7.3.12.1 1Yol =T 2.1 1= T
2.2.7.3.12.2 AL DULES riiiiiii i s
2.2.7.3.12.3 (@ o1 o I = 1= 0 9 =]
2.2.7.3.13 MAPPINGDEFINITION ...ttt ittt i it it ee e eaesanrerneernaeranes
2.2.7.3.13.1 1Y o] 11 1 1= T
2.2.7.3.13.2 At DULES crviiiii i e as
2.2.7.3.13.3 (@1 o 11 o =11 0 ¢ 7T 01
2.2.7.3.14  MAPPINGDEFINITIONS ...ttt i ie ittt raeennaeenareaneeas
2.2.7.3.14.1 1Y o] 11 1 1=
2.2.7.3.14.2 At DULES vttt e
2.2.7.3.14.3 (@ o1 o I = 15T 0 9 =] T
2.2.7.4 L] 12 1= 1
2.2.7.5 Y oo o U
2.2.7.6 L] 01U o 1=
2.2.7.7 ALEFDULE GIrOUPS . .enieiiieie it e e eeaes
2.2.8 User-Defined Table TyPesS ..ot e e ae e
2.2.8.1 EVPBSNMetadata ....v v
2.2.8.2 EVPBSNMetadataZ .....oveieiii e
2.2.8.3 EvpStreambData ...ov i
3 Protocol Details . ...cuicciiiiiin i ssn s rs s s r s n s n s rr s r s rarrn s aananrnnan s
3.1 Back-End Database Server Details .vvviviiiiiiiiiiiiiiiiii i i
3.1.1 ADSEract Data MOl . ...iiuiiiiiiiii i i i e
3.1 LI .11

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017



3.1.3 | T = = L T o 213
3.1.4 Higher-Layer Triggered EVENTS .....cviiviiiiiiiii it e e e e 213
3.1.5 Message Processing Events and Sequencing Rules ..........cocoviiiiiiiiiiiiciiiinnns 213
3.1.5.1 L T C L= o U 1 222
3.1.5.2 proc_AddBuUIldDEPENAENCY vttt e 223
3.1.5.3 ProC_AddDOCUMENE ...t e 223
3.1.5.3.1 Site List for Normalization Result Set ......ccvviiiiiiiiiiiii e 227
3.1.5.3.2 Checkout Information Result Set ......cocvviiiiiiiiii s 227
3.1.5.4 ProC_ AddLiSt I emM ... e 228
3.1.5.5 ProC_ChangeLeVelFOrDOC .. .ou ittt e e 233
3.1.5.6 proc_CheckRbsInstalled........ccoviiiiiiii e 235
3.1.5.7 Proc_CheckoUtDOCUMENT ..i.viiii i e e e eas 235
3.1.5.7.1 Link Info Single DOC ReSUIt Set .....coviniiieiiiiii e 237
3.1.5.7.2 Document Metadata Result Set ....ccovviiiiiiiiiiii 237
3.1.5.7.3 Event Receivers ResUlt Set .....ooviiiiiiiiiiii e e ee s 238
3.1.5.7.4 Audit Mask RESUIL St ...viiiii i e 238
3.1.5.8 (o] o Yol O <=1 g T | = 238
3.1.5.9 (9] Yol @1 g/=T= =T I | 238
3.1.5.10 proc_DeleteAllDocUMENEVErSIONS . .viuiiiiii i e 241
3.1.5.11  proc_DeleteDocBuildDependencySet........cociiiiiiiiiiiii e 242
3.1.5.12 proc_DeleteDocuUmentVEersioN ..ot e 243
3.1.5.13  ProcC_DeleteUrl. ... e 244
3.1.5.13.1 Deleted Documents Result Set .....ccvviiiiiiiiiiiiic e 246
3.1.5.13.2 Deleted Aliased Lists ReSUIt Sel......cciiiiiiiiiiiiiiir e 246
3.1.5.13.3 Empty Deleted Aliased Lists Result Set.........ccvviiiiiiiiiiiii e 247
3.1.5.14 ProC_DisablERDS ...uiiii i e 247
3.1.5.15  procC_DirtyDependents ... ..c.oiiiiiiiiiiiii e 248
3.1.5.16 ProC_ENablERDS ... e 248
3.1.5.17  ProC_ENUMLISTS ot 249
3.1.5.17.1 List Information ReSUIt St .....ciiiiiiiiiii e 250
3.1.5.17.2  Recycle Bin Information Result Set .........cccooviiiiiiiiiii e, 253
3.1.5.17.3  NULL RESUIL SeL ..uiitiriiiiiiiiii e e e aa e 254
3.1.5.18 PrOC_REaAA S AM .ttt e 254
3.1.5.18.1 Document Stream Chunk Result Set .....cooviiiiiiiii e 255
3.1.5.19  proc_FetchDoCFOrHtEPGEL ...uviiiii i e 255
3.1.5.19.1 HTTP Document Metadata Result Set........covviiiiiiiiiii e 258
3.1.5.19.2 Domain Group Cache Versions Result Set........ccviviiiiiiiiiiiiiiiiic i, 261
3.1.5.19.3 Domain Group Cache BEDS Update Result Set .......cccevviiiiiiiiiiiinnnnnn. 261
3.1.5.19.4 Domain Group Cache WFE Update Result Set...........coceiiiiiiiiiiiiinnnns 262
3.1.5.19.5 User Information ReSUIt Set......ciciiiiiiiiiiiiiii e 262
3.1.5.19.6  Welcome Page Redirect Information Result Set .........ccooevviiiiiiiinnnnn. 263
3.1.5.19.7 Non-Welcome Page Redirect Information Result Set .............cevieinnnns 263
3.1.5.19.8 Document Information (Get) Metadata Result Set............ccocviiiiiiininens 263
3.1.5.19.9 Document Information (Get) Stream Result Set ..........ccovviiiiiiiinnnnn. 264
3.1.5.19.10 Site Collection Audit Mask Result Set ......ccciiiiiiiiiiiiiiii e 264
3.1.5.19.11 List Audit Mask ResUlt Set ......cciiiiiiiiii e 264
3.1.5.19.12 Document Build Dependency Set Result Set........ccoceiiiiiiiiiiiiiiiiiienn, 264
3.1.5.19.13 Document Build Dependency Metadata Result Set ..............coceviieinnins 265
3.1.5.19.14 Site Metadata Result Set .....ccciiiiiiiiiiii 266
3.1.5.19.15 Event Receivers Result Set ......ccviiiiiiiiiiii i 267
3.1.5.19.16 Web Event Receiver Result Set.......ccoooviiiiiiiiiiii e 267
3.1.5.19.17 Site Features List Result Set ......cciiiiiiiiiii e 267
3.1.5.19.18 WebParts Metadata, Personalized Result Set..........covviiiiiiiiiiiiiii s 267
3.1.5.19.19 Web Parts Metadata, Nonpersonalized Result Set ...........c.covvivinininnnnn. 269
3.1.5.19.20 List Metadata ResUlt Sel......ccviiiiiiiiiii e 271
3.1.5.19.21 List Event Receivers Result Set ......ccoiiiiiiiiiiiiii e 271
3.1.5.19.22 List Security Information Result Set.........c.coiiiiiiiii s 272
3.1.5.19.23 SiteCollection Custom Action Result Set .......ccocviiiiiiiiiiiiii e 272
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3.1.5.19.24 Site Custom Actions Result Set .......cvviiiiiiiiiiiiii s 272
3.1.5.19.25 List Custom Actions ReSUIt Sel......ivviiiiiiiiiiii i e 272
3.1.5.19.26 List Web Parts Result Set ..o e e 273
3.1.5.19.27 Content Type Order Result Set.......cciiiiiiiiiiiiiiiiii e 273
3.1.5.19.28 Current Folder Scope Result Set.....cciviviiiiiiiiiiiiii e 273
3.1.5.19.29 Navigation Context Security Information Result Set................ccenenene. 274
3.1.5.19.30 NULL Navigation Context Security Information Result Set.................... 274
3.1.5.19.31 Empty Navigation Context Security Information Result Set.................. 274
3.1.5.19.32 App Principal Information Result Set.......cccviiiiiiiiiiiiii 274
3.1.5.19.33 App Principal Permissions Result Set...........cooiviiiiiiiiiiiiiens 274
3.1.5.20 Proc_FetChDOCFOIrREAA .. ..viieiiii i e e e 275
3.1.5.20.1  Subsite LiSt RESUIL SEt ..viiviiiiiiii i e 277
3.1.5.20.2 Link Info Single DOC ReSUIt St .....cuiniiiiiiiiie e e 277
3.1.5.20.3 Document Metadata Result Set .......c.ccviiiiiiiiiiiiii e 277
3.1.5.20.4 Document Version Metadata Result Set.........c.ccvviiiiiiiiiiiei e 277
3.1.5.20.5  NULL RESUIL SeT ...uiiiiiiiiiiiiii it s e e r e e naeaens 277
3.1.5.20.6 Event Receivers Result Set ......ciiiiiiiiii e 277
3.1.5.20.7 List Metadata Result Set......ccciiiiiiiiii e 278
3.1.5.20.8 EmMpty List RESUIL Set. ..ttt e 278
3.1.5.20.9 Event Receivers Result Set (1) ...ccoiiiiiiiiiiiiiiiiiii e e 278
3.1.5.20.10 Document Information and Content (Read) Metadata Result Set .......... 278
3.1.5.20.11 Document Information and Content (Read) Stream Result Set.............. 279
3.1.5.20.12 Document Version Information and Content Result Set ............c.ceoueie. 279
3.1.5.20.13 Document Version Information and Content Stream Result Set ............ 279
3.1.5.20.14 Attachment State Result Set.......cciviiiiiiiii e 279
3.1.5.20.15 Audit Mask RESUIL ST ..iiviiiiiiiii i e 279
3.1.5.21  proc_FetchDoCFOrUpdate .........ooiiriiiiiiiiiii e 280
3.1.5.21.1  Subsite List RESUIL SEt .. .viiviiiiiii i 281
3.1.5.21.2 ACL and Permission Result Set.......ccoiiiiiiiiiiiii i ea e 281
3.1.5.21.3 Document Metadata Result Set .......c.ccviiiiiiiiiiiiii e 282
3.1.5.21.4 Document Version Metadata Result Set.........c.cciviiiiiiiiiii e 282
3.1.5.21.5  NULL RESUIL SeL .uuiiitiiiiiiiii i e e e ae e 282
3.1.5.21.6 Event Receivers ResUlt Set ...oviiiiiiiiiiiiii e 282
3.1.5.21.7  Link Info Single Doc Fixup Result Set.........ccooiiiiiiiiieens 282
3.1.5.21.8 Web Part Info Result Set .....ccoiiiiiiiiiiii 283
3.1.5.21.9 Z0NE ID RESUIT SeE ittt i e eas 284
3.1.5.21.10 File Format Metadata Result Set......ccciiiiiiiiiiiiii e 284
3.1.5.21.11 List Metadata Result Set.....cccoiiiiiiiiiii 284
3.1.5.21.12 Empty LiSt RESUIL Set....cuiiiiiii e 284
3.1.5.21.13 Event Receivers Result Set (1) ..civiiiiiiiiiiiiiii i e 285
3.1.5.21.14 Document Information and Content (Update) Metadata Result Set ....... 285
3.1.5.21.15 Document Information and Content (Update) Stream Result Set .......... 285
3.1.5.21.16 Document Version Information and Content (Update) Metadata Result Set
.................................................................................................... 285
3.1.5.21.17 Document Version Information and Content (Update) Stream Result Set285
3.1.5.21.18 Attachment State Result Set.......cciviiiiiiiiii e 286
3.1.5.22 proc_FetchWelcomeNaMES . ...c.iiiiii i e e 286
3.1.5.22.1  Welcome Pages Result Set.......cooiiiiiiiiii s 286
3.1.5.23 Proc_GenerateNeXtId ..o i 287
3.1.5.24  proC_GetAlROIESFOMUSEI ... .t ae e e 287
3.1.5.24.1 User RoIES RESUIL SeL....ciuiiiiiiii i e e 288
3.1.5.25 ProC_GetAUdIEMASK ..c.vieiitiii e 288
3.1.5.25.1  Audit Mask RESUIT ST ...cviiriiiiii i e e 288
3.1.5.26  proc_GetAuditMaskOUEPUL........coiiiii e 289
3.1.5.27  proc_GetContainingList.......ccoiiiiiiii 289
3.1.5.27.1 List Metadata ResuUlt Set....c.ciiiiiiiiiiii e 290
3.1.5.27.2 EMPLY RESUIL Set.. i e 290
3.1.5.27.3 Event Receivers ReSUIT Sel ...ovviiiiiiiiiiici s e ea s 290
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3.1.5.28  proc_GetContainingLiStCOre ......ccoiiiiiiiiiiiiiin e 291
3.1.5.28.1  List Metadata Result Set.......ccoviiiiiiiii 292
3.1.5.28.2  EmPty ReSUIL Set...cuieiiiiiii i 292

3.1.5.29 ProC_GetDOCSMEtaINfO. ..iiui it e e 292
3.1.5.29.1 Individual URL Security Result Set.....cccviiiiiiiiiiiiiiiiii e 294
3.1.5.29.2  NULL Individual Url Security Result Set ...........cviiiiiiiiieens 294
3.1.5.29.3  Server Time ReSUIL Set ....iiviiiiiiiii e 294
3.1.5.29.4  Subsite LiSt ReSUIL Set ....oiviiiiiiii i e 294
3.1.5.29.5  LinK INfO RESUIL St ...viiiiiiiii i e e ae e 295
3.1.5.29.6  Multiple Document Metadata Result Set........ccocoviiiiiiiiiii e 295

3.1.5.30 proc_GetLinkINfoSingleDOC ...icuiiiiiiiii i e 299
3.1.5.30.1 Link Info Single DOC RESUIt Set ....ciiiiiiiiiiiiii i e 299

3.1.5.31  proc_GetListCheckedOULFIleS.......ciiiiiiiiiii e 299
3.1.5.31.1 Checked Out Files ReSUIt Set .....ccoviiiiiiiiiiiiie e 300

3.1.5.32  proC_GetLiStFields ... . .ciuiiiiiiiiiii e 300
3.1.5.32.1  Fields Information ResSUlt Set.......ccoiiiiiiiiiii e 301

3.1.5.33  proc_GetListMetaDataAndEventReceiVers.......ccvvviiiiiiiii e 301
3.1.5.33.1 List Metadata Result Set.......cciiiiiiiiii e 302
3.1.5.33.2 Unique Permissions ResuUlt Set .....cciviiiiiiiiiiiiiiic e 302
3.1.5.33.3 NULL Unique Permissions Result Set.......c.cviviiiiiiiiiiiiiiii e 302
3.1.5.33.4  List Event Receivers Result Set .......ccviiiiiiiiiiiiiiii e 303
3.1.5.33.5 List Web Parts Result Set .....ccioiiiiiiiii e e 303
3.1.5.33.6  List Related Fields Result Set ........c.ciiiiiiiiiiii e 303

3.1.5.34  proc_getObject. ..o 303
3.1.5.34.1 Object Result Set .....coiiiii 303

3.1.5.35 proc_getObjectsByBaseClass .......cccviiiriiiiiiiiiiiiii s 304
3.1.5.35.1  Object ID ReSUIL St .....uiuiiiiieiiii e 304

3.1.5.36  proc_getObjectsByClass. ...oviiiiiiiiiiiiiiee i 305
3.1.5.36.1 Object ID ReSUIL St ...cviuiieiiieiiii e e 305

3.1.5.37 PrOC_GelSItEFIAgS cvviit ittt e 305
3.1.5.37.1  Site Collection Flags Result Set .......ccoiiiiiiiiiiiii s 306

3.1.5.38  ProcC_getSiteMap ....cciuiieiiii i 306
3.1.5.38.1 Site Map RESUIL Sl ..t e 306

3.1.5.39  proc_getSiteMapByld .......c.iiiiiiiiiii e 307
3.1.5.39.1 Site Map By Id Result Set.....cciiiiiiiiiiiiii e 307

3.1.5.40 proc_GetTpWebMetaDataAndListMetaData ...........ccooviiiiiiiiiiiiiiee, 308
3.1.5.40.1  Web Url RESUIL Sl . .viiiiiiiiii i e ae e 311
3.1.5.40.2 Domain Group Cache Versions Result Set........ccviiiiiiiiiiiiiiiiiicieie 312
3.1.5.40.3 Domain Group Cache BEDS Update Result Set .........c.cviviiiiiiiiiinnnens 312
3.1.5.40.4 Domain Group Cache WFE Update Result Set.........ccvviiiiiiiiiiiiiiiiinnnnn. 312
3.1.5.40.5 Site Metadata ResuUlt Sel .....ccoiiiiiiiiii e 312
3.1.5.40.6  Site Collection Event Receivers Result Set ........cccvvviiiiiiiiiiiiiiiiiiieens 313
3.1.5.40.7  Site Event Receivers Result Set......ccoviviiiiiiiiiiiiiiiii e 313
3.1.5.40.8 Site Metalnfo ReSUIt Set....c.iiiiiiiiiii i e 313
3.1.5.40.9  Site Feature List RESUITL Set.......iiiiiiiiiiiiiiiii e 313
3.1.5.40.10 Site Unique Permissions Result Set.........cocvviiiiiiiiiiiiiiiii e 314
3.1.5.40.11 Site NULL Unique Permissions Result Set..........ccceviiiiiiiiiiiiiiiiiiiiiienn, 314
3.1.5.40.12 EmPty RESUIL Set...cuuieiiiiiiii e 314
3.1.5.40.13 Redirect Url RESUIL St .....iiuiiieiiiiii i e e eas 314
3.1.5.40.14 No Welcome Redirect Url Result Set.......ccvviiiiiiiiiiiiiiiiii e 315
3.1.5.40.15 List Identifier Result Set.......ccviiiiiiiiiiiii e 315
3.1.5.40.16 List Metadata ReSUIt Set....civiiuiiiiiiii i e 316
3.1.5.40.17 List Related Fields Result Set ......ccvviiiiiiiiii e 316
3.1.5.40.18 List Unique Permissions Result Set .........cccoviiiiiiiiiiiii e, 316
3.1.5.40.19 List NULL Unique Permissions Result Set .........ccceviiiiiiiiiiiiciicieea, 316
3.1.5.40.20 Event Receivers ReSUIL St .....oviiiiiiiiiiiiiii i 317
3.1.5.40.21 List Web Parts Result Set .....ccooiiiiiiiiii e 317
3.1.5.40.22 List Metadata Result Set (1) ..ccoiiiiiiiiiiiiii s 317
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3.1.5.40.23 Unique Permissions ReSUIt Set ........coiiiiiiiiiiiii e 317
3.1.5.40.24 NULL Unique Permissions Result Set......cciviiiiiiiiiiiiiiiiiii i 318
3.1.5.40.25 Event Receivers Result Set (1) ...ccviiiiiiiiiiiiiiiiiiii e e 318
3.1.5.40.26 List Web Parts Result Set (1) ciiviiiiiiiiiiiiiii i e 319
3.1.5.40.27 Document Metadata Result Set .......ccviiiiiiiiiiii s 319
3.1.5.40.28 NULL RESUIL ST i.uiiiiriiiiiiiii i e e e e aeens 319
3.1.5.40.29 App Principal Information Result Set.......cccviiiiiiiiiiiiiii 319
3.1.5.40.30 App Principal Permissions Result Set..........ccooviiiiiiiiiiiicens 320
3.1.5.41 proc_GetUniqueScopesInList ....oovviiiiiii i 320
3.1.5.41.1  Unique Permissions Result Set .........cociiiiiiiiiiii s 320
3.1.5.41.2 NULL Unique Permissions Result Set........ccoviiiiiiiiiiiiiiiciciine s 320
3.1.5.42 [ g o Toll €= WV =T = o o H N P 321
3.1.5.43  proc_GetWebMetaInfo .....o.ouieiiiiiiii i e 322
3.1.5.43.1  Site Metalnfo ReSUIt Set......iciiiiiiiiii e 323
3.1.5.43.2 Domain Group Cache Versions Result Set.........cccoviiiiiiiiiiiiiiiieeenes 323
3.1.5.43.3 Domain Group Cache BEDS Update Result Set ........ccovviviiiiiiiiiinnnnnn. 323
3.1.5.43.4 Domain Group Cache WFE Update Result Set...........cocviiiiiiiiiiiinnnns 323
3.1.5.43.5 Site Metadata Result Set ......ccoiiiiiiiii e 324
3.1.5.43.6 Event Receivers ResUIl Set ......iiiiiiiiiiiiiiiii i 324
3.1.5.4 proc_GetWebMetainfOBYUr| ... e e e 324
3.1.5.44.1  Site URL RESUIL Sel....uiiviiiiiiiiiii i e aa e 325
3.1.5.44.2  Site Metainfo ReSUIt St ......cciiiiiiiiiii i 325
3.1.5.44.3 Domain Group Cache Versions Result Set........ccviiiiiiiiiiiiiiiciic i 325
3.1.5.44.4 Domain Group Cache BEDS Update Result Set .........c.ccoiviiiiiiiiiiinnnnns 325
3.1.5.44.5 Domain Group Cache WFE Update Result Set.........c.cocviiiiiiiiiiiiinnnns 326
3.1.5.44.6  Site Metadata Result Set ......ccviiiiiii 326
3.1.5.44.7 Event Receivers ReSUIt Set .....viiviiiiiiiiiiiii i e e n e 326
3.1.5.45 ProC_ListDoCUMENtYErSIONS. .. it e 326
3.1.5.45.1  Individual URL Security Result Set........ccoiiiiiii s 327
3.1.5.45.2  NULL Individual URL Security Result Set........ciciiiiiiiiiiiiiiiiiici e 327
3.1.5.45.3 Document Versions Result Set .......ccviiiiiiiiiii i e 327
3.1.5.46  ProC_LiStRDSSEOIES. .. .iiiiiiii i 328
3.1.5.46.1 List RBS Stores ReSUIL Set...c.iiiiiiiiiiiiii i e e e e e 329
3.1.5.47  ProC_LiStUNIS ..ueii e 329
3.1.5.47.1 Individual URL Security Result Set......ccoiiiiiiiiiiiiiiiicc e 330
3.1.5.47.2  NULL Individual URL Security Result Set..........ccooviiiiiiiiiiiieens 330
3.1.5.47.3  Server Time ReSUIL SEL ...uiiviiiiiiiii i e 330
3.1.5.47.4  Subsite List RESUIT SeL ...uiiviiiiii i e 331
3.1.5.47.5 Document Metadata Result Set .......c.coviiiiiiiiiiiiii e 331
3.1.5.47.6  LinK INfO RESUIL S ..uviiiiiiiiiii i e ae e 334
3.1.5.47.7 Contained Document Metadata Result Set ........ccovviiiiiiiiiiciicie e, 335
3.1.5.48 ProC_ReENAMEUI .o e e 339
3.1.5.48.1 ReName RESUIT Sl ...uiiiiiiii i e e ananeans 341
3.1.5.48.2  Backward Link ReSUIt Set .....cciviiiiiiiiii e 342
3.1.5.49  proc_SecAddPrincipalToOROIE ....c.iiii i 342
3.1.5.49.1  Site Audit Mask ReSUIt Set......iciiiiiiiiiiiiii e 343
3.1.5.50 ProC_SeCAdAROIEDES ... i e 343
3.1.5.50.1 Site Audit Mask ReSUIt Set......iciiiiiiiiiii e 344
3.1.5.51 (1o TolI ST =Tol e (o [ U 1T PR 344
3.1.5.52  proc_SecAddUSerTOSITEGIOUP ....cviuiieiiiiiieiiier ettt ae e ees 347
3.1.5.53  proc_SecAddWebMembership .......coviuiiiiii e 348
3.1.5.54  proc_SecChangeTolnheritedLisSt.......cccouiririiiiii e 348
3.1.5.54.1 Site Audit Mask ReSUIt Set.....cviiiiiiiiiii e 349
3.1.5.55 proc_SecChangeTolnheritedWeb........cccoiiiiiiii s 349
3.1.5.55.1 Inherited Site ReSUIt Sel ...oiviiiiiii e 350
3.1.5.55.2  Site Audit Mask ReSUIL Set......ciiiiiiiiiiiiiii s 350
3.1.5.56  proc_SecChangeToUNIQUESCOPE ......ciuiiiiiiiiiiiiiiii et re e aeraeaeenenees 350
3.1.5.56.1 Site Audit Mask ResSUIt Set.....cviiiiiiiiiii e 352
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3.1.5.57 proc_SecCheckDeletedACCOUNES ......cieeiiiiiiiiiiei e aeeaeans 352
3.1.5.57.1  LOgin RESUIL ST .. .iriiiiiiiiiiii i e 352
3.1.5.58 proc_SecCloneRoleDefiNitioNS .......ccoeieieieiiii e aens 353
3.1.5.58.1  Site Audit Mask ResUIt Sel.......cociiiiiiiiiiiii s 353
3.1.5.59  proc_SecCreateSiteGrOUD . iiiii it 354
3.1.5.60 proc_SecDecCurrentUserSCOUNT.......oeiiiiieiieiieere e raeeaeerneanereaeeneanes 355
3.1.5.61 ProC_SecGetACCOUNtSEAtUS. .. it e 356
3.1.5.61.1  Account Status ResUlt Set ......ccoiiiiiiii e 356
3.1.5.62  pProC_SeCGEtACIFrOM S COPE ...t ittt e ae s 356
3.1.5.62.1  ACL and Permission Result Set.......ccooiviiiiiiiiii i e 357
3.1.5.63 ProC_SeCGEtAIIACISFOrSItE . . ittt e 357
3.1.5.63.1  Access Control List Result Set ......ccoceiiiiiiiiiiiii e 357
3.1.5.64 proc_SecGetAllGroupsAndMembershipINfo .........ccoveieieieieiiiiiiiiiieeeeaeans 358
3.1.5.64.1  Groups ReSUIL Set...cuiiiiiiiiii i 358
3.1.5.64.2  Group Membership Result Set.........coiiiiiiiiii s 358
3.1.5.65 proc_SecGetApplicationPrincipalAndUserToKeN ........cccviiiiiiiiiiiii e, 359
3.1.5.65.1  Application Principal Result Set ........c.coooiiiiiiii 360
3.1.5.65.2 External Token ReSUlt Set.....ccoiiiiiiiiii e e e e 360
3.1.5.66 proc_SecGetCompleteWebRoleMemberList ......cccoviiiiiiiiiiiiiiiiicici e 360
3.1.5.66.1 Role Member ReSUIt Set ......civiiiiiiiiiir e e 361
3.1.5.67 proc_SecGetCurrentUsersCount .. ..cviiiiiiii i e 361
3.1.5.67.1 User Count RESUIL Sel...cvviiiiiiiiii i e e e 361
3.1.5.68 proc_SecGetDomainGroupMapData.......ccviiiiiiiiiiiiii e 362
3.1.5.68.1 Domain Group Cache Versions Result Set.........cccoviiiiiiiiiiiiiiinienienns 362
3.1.5.68.2 Domain Group Cache BEDS Update Result Set .........c.cvvviiiiiiiiiinnnnns 363
3.1.5.68.3 Domain Group Cache WFE Update Result Set.........cciviiiiiiiiiiiiiiiiiinnnn, 363
3.1.5.69  proc_SecGetGroupById.......oceiuiiiiiiiiiii e 363
3.1.5.70  proC_SeCGetGroUPOWN T .. .ttt ittt e e s a et e it e et s e aar e aaneaaeaas 364
3.1.5.71  proc_SecGetGroupSeCUNtYSCOPES ... ciuiiititieiiieii e ees 364
3.1.5.71.1 Security Scopes Result Set .....cciviiiiiiiiiiii 364
3.1.5.72  proc_SecGetIndividualUrlSecurityCheckEventReceivers............ccccvvieinnenn. 365
3.1.5.72.1  Individual URL Security Result Set........ccoiiiiiii s 366
3.1.5.72.2  NULL Individual URL Security Result Set........ciciviiiiiiiiiiiiiiic e 366
3.1.5.72.3  List Metadata Result Sel......ccciiiiiiiiiii e 366
3.1.5.72.4 Event Receivers ResUIL Set ......civiiiiiiiiiiiiiii i e 367
3.1.5.72.5  List Scopes ResUlt Set......coiuiiiiiiiiii s 367
3.1.5.73  proc_SecGetltemsWithUniquePermissions.......ccvoviiiiiiiiiiiiiiiici e 367
3.1.5.73.1 Items with Unique Permissions Result Set ........c.ccceiiiiiiiiiiiiiiiiiinicenn, 368
3.1.5.74  proc_SecGetPrincipalBYEmMail.......c.oiiiiiiiiiii 368
3.1.5.74.1  Principal User Information Result Set........cccoiiiiiiiiiiiiiiie e 368
3.1.5.75  proc_SecGetPrinCipalById ........cooiiiiiiiiiiiii e 369
3.1.5.75.1  User Information ResuUlt Set.......coiiiiiiiiiiiiiii e 369
3.1.5.76  proc_SecGetPrinCipalBYIAdEX .....ccviuiiieiiiiii e 370
3.1.5.76.1  Extended Principal User Information Result Set.........ccccovviiiiiiiiiininnn. 371
3.1.5.77  proc_SecGetPrinCipalByLOogin .....ccoiiiiiiiiiii e 372
3.1.5.77.1  User Information ReSUIT Sel.......icviiiiiiiiiiiii i e e 372
3.1.5.78  proc_SecGetPrincipalByLogin20 .......cciviiiiiiiiiiii i 373
3.1.5.78.1 User Information ReSUIt Set.......c.ciiriiiiiiiii i e e 374
3.1.5.79  proc_SecGetPrincipalDisplayInformation20..........cccoeiviiiiiiiiiiiiiiiieeeaans 374
3.1.5.79.1  Site Group Principal Display Information Result Set ...............cccoceivnens 375
3.1.5.79.2  Security Principal Display Information Result Set............cccoiivinininnnn. 376
3.1.5.80 proc_SecGetROIEASSIGNMENTS .....iuiiiiieie i e eeaans 377
3.1.5.80.1  WSSACE ReESUIt SeL cuuuiiiiiiiiiii i e 377
3.1.5.81 proc_SecGetRoleBindingsForAlIPrinCipals........cooviiiiiiiiieeeeeees 377
3.1.5.81.1 Role Assignment Result Set ..o 378
3.1.5.82 ProC_SeCGEtROIEDESS .. vttt 378
3.1.5.82.1 Role Definition RESUIT Sl .. ..viuiiiiiiiiii e e s 378
3.1.5.83  proc_SecGetSecurityINfO. . .ot 379
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3.1.5.83.1  Security Information Result Set..........coiiiiiiiiii e, 380
3.1.5.84  proc_SeCGetSitEAdMINS .. ittt 380
3.1.5.84.1  Site Administrators Result Set........ccoiiiiiiiiiii e 381
3.1.5.85 proc_SecGetSiteGroupById ....cciiiiiiiiii i e 381
3.1.5.85.1 Site Group RESUIL S, it e 382
3.1.5.86  proc_SecGetSiteGroupByTitle .....ccoviiiiiiiii 382
3.1.5.86.1  Site Group Information Result Set ......cccovviiiiiiiiiiiiiii 382
3.1.5.87 proc_SecGetSiteGroupByTitle20.......cciviiiiiiiiiiii 382
3.1.5.87.1  Site Group Information Result Set ......cccovviiiiiiiiiiii 383
3.1.5.88 proc_SecGetUserAccountDirectoryPath .........c.ccooiiiiiiiiiiiiee 383
3.1.5.88.1  User Account Directory Path Result Set ........ccocoviiiiiiiiiiiiiiic e, 383
3.1.5.89 proc_SecGetUserPermisSioNONGIOUD ...ivvviiiririetiisiaeeiieerineraeenineanneaaneans 384
3.1.5.90 proc_SecGetWebsAndListWithUniquePermissions ........c.ccccvviiiiiieininennnnnns. 385
3.1.5.90.1  Site Information ReSUIL Set.......cciiiiiiiiiii e 385
3.1.5.90.2  Sub Site Information Result Set ......cccciiiiiiiiiiiii e 385
3.1.5.90.3  Site List Information Result Set.......ccociiiiiiiiiiiiii s 386
3.1.5.90.4  Sub Site List Information Result Set ........cocoviiiiiiiiiiiii e 386
3.1.5.91  proc_SecListAlISIteMEemMDbErS ... ..ouiiiiiii 387
3.1.5.91.1  User Information Result Set.......ccoiiiiiiiiiiiiiii s 387
3.1.5.92  proc_SecListAllWebMembers .......ccooiiiiii 388
3.1.5.92.1  Site Membership Result Set .....ccociiiiiiiiii 388
3.1.5.93  proc_SecListGroupsINROIE........oiiiiiiiiii 389
3.1.5.93.1  Site Group Information Result Set .......ccciiiiiiiiiiiiii 389
3.1.5.94  proC_SeCLiStSCOPEGIOUPS . ..uiiviiitiiieiiatet et e e raeeeaeneas 389
3.1.5.94.1  Site Groups ResUlt Set ......c.oiiiiiiiii 390
3.1.5.95  pProcC_SeCListSCOPEUSEIS ..ttt it i e e e e 390
3.1.5.95.1  User Information ReSUlIt Set.......ciiiiiiiiiiiiiiic e 390
3.1.5.96 proc_SecListSiteGroupMembership.....c.cciiiiiiiiiiiii i 390
3.1.5.96.1  User Information ReSUlIt Set.......ciiiiiiiiiiiiiii s 391
3.1.5.97  pProcC_SeCListSiteGrOUPS . uiiiiiii i 391
3.1.5.97.1  Site Group Information ResUlt Set ........ccoviiiiiiiiiiiiiir e 392
3.1.5.98 proc_SecListSiteGroupsContaininQUSEr .........cooeiiiiiiiiiiiiiiiire e 392
3.1.5.98.1  Site Group Information Result Set ......cccoiiiiiiiiiiiiiii 392
3.1.5.99  proc_SecListSiteGroupsWhichUSerOWNS .........cccoiviiiiiiiiiiiiieiee e 392
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1 Introduction

The File Operations Database Communications Version 3 Protocol specifies the communication
sequences used by front-end Web servers to perform data query and update commands on back-end
database servers as part of file, user, and group (2) administration operations.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

access control list (ACL): A list of access control entries (ACEs) that collectively describe the
security rules for authorizing access to some resource; for example, an object or set of objects.

Active Directory: A general-purpose network directory service. Active Directory also refers to
the Windows implementation of a directory service. Active Directory stores information about
a variety of objects in the network. Importantly, user accounts, computer accounts, groups, and
all related credential information used by the Windows implementation of Kerberos are stored in
Active Directory. Active Directory is either deployed as Active Directory Domain Services (AD
DS) or Active Directory Lightweight Directory Services (AD LDS). [MS-ADTS] describes both
forms. For more information, see [MS-AUTHSOD] section 1.1.1.5.2, Lightweight Directory
Access Protocol (LDAP) versions 2 and 3, Kerberos, and DNS.

Active Directory account creation mode: A type of account creation mode that retrieves and
uses user accounts in a specific Active Directory Domain Services (AD DS) organizational unit.

alert: An Internet message that is sent to subscribers automatically to notify them when user-
defined criteria are met. Alerts are generated automatically when items such as documents,
webpages, list items, sites, or other resources on a server are changed.

anonymous user: A user who presents no credentials when identifying himself or herself. The
process for determining an anonymous user can differ based on the authentication protocol, and
the documentation for the relevant authentication protocol should be consulted.

app: See web application.
app host header name: A unique name assigned to an app instance.
app principal: Designates an authenticated entity that is not a user.

app site domain identifier: A unique specifier containing six hexadecimal number values that is
used to determine a particular host header for a subsite.

app web domain identifier: A unique specifier containing eight hexadecimal humber values that
is used to determine a particular host header for a subsite.

ASP.NET: A web server technology for dynamically rendering HTML pages using a combination of
HTML, Javascript, CSS, and server-side logic. For more information, see [ASPNET].

assembly name: The name of a collection of one or more files that is versioned and deployed as a
unit. See also assembly.

attachment: An external file that is included with an Internet message or associated with an item
in a SharePoint list.

audit entry: Information that is recorded about an operation on an object that is stored on a
server.
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Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF),
commonly used by Internet specifications. ABNF notation balances compactness and simplicity
with reasonable representational power. ABNF differs from standard BNF in its definitions and
uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more
information, see [RFC5234].

author: The user who created a list item.

back-end database server: A server that hosts data, configuration settings, and stored
procedures that are associated with one or more applications.

backward link: A hyperlink between a referenced document and a referencing party. For example,
if Document A contains a hyperlink to Document B, then Document B has a backward link to
Document A.

binary large object (BLOB): A discrete packet of data that is stored in a database and is treated
as a sequence of uninterpreted bytes.

blog: A website that contains a series of posts about a subject and is arranged in reverse
chronological order. Also referred to as web log.

Boolean: An operation or expression that can be evaluated only as either true or false.

bot: A structured HTML comment that is processed by a front-end web server when the containing
document is opened by or saved to the server. Also referred to as web bot.

build dependency set: A serialized .NET Framework object that represents a set of file
dependencies.

calculated column: A column in a table that contains a formula that is copied automatically to
each record in the column.

cascading style sheet (CSS): An extension to HTML that enables authors and users of HTML
documents to attach style sheets to those documents, as described in [CSS-LEVEL1] and [CSS-
LEVEL2]. A style sheet includes typographical information about the appearance of a page,
including the font for text on the page.

Central Administration site: A SharePoint site that an administrator can use to manage all of the
sites and servers in a server farm that is running SharePoint Products and Technologies.

change log: A log of changes, such as add and delete, that are made to objects that are stored on
a back-end database server. Applications can use this information to identify changes that
occurred on those objects.

character set: The range of characters used to represent textual data within a MIME body part, as
described in [RFC2046].

check in: The process of placing a file or project into a source repository. This releases the lock for
editing and enables other users to view the updated file or check out the file. See also check
out.

check out: The process of retrieving a writable copy of a file or project from a source repository.
This locks the file for editing to prevent other users from overwriting or editing it inadvertently.
See also check in.

checked out: A publishing level that indicates that a document has been created and locked for
exclusive editing by a user in a version control system.

class identifier (CLSID): A GUID that identifies a software component; for instance, a DCOM
object class or a COM class.
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code page: An ordered set of characters of a specific script in which a nhumerical index (code-point
value) is associated with each character. Code pages are a means of providing support for
character sets and keyboard layouts used in different countries. Devices such as the display
and keyboard can be configured to use a specific code page and to switch from one code page
(such as the United States) to another (such as Portugal) at the user's request.

Collaborative Application Markup Language (CAML): An XML-based language that is used to
describe various elements, such as queries and views, in sites that are based on SharePoint
Products and Technologies.

collation order: A rule for establishing a sequence for textual information.

content database: A database that is stored on a back-end database server and contains
stored procedures, site collections, and the contents of those site collections.

content type: A named and uniquely identifiable collection of settings and fields that store
metadata for individual items in a SharePoint list. One or more content types can be associated
with a list, which restricts the contents to items of those types.

content type identifier: A unique identifier that is assigned to a content type.

Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC-0 (or GMT).

crawler: A process that browses and indexes content from a content source.

current user: The user who is authenticated during processing operations on a front-end web
server or a back-end database server.

current version: The latest version of a document that is available to a user, based on the
permissions of the user and the publishing level of the document.

custom action: An extension to the user interface, such as a button on a toolbar or a link on a site
settings page.

customized: A document, column, or content type whose content is stored in a content database
instead of a front-end file system. Also referred to as unghosted.

datasheet: A worksheet window that contains the source data for a Microsoft Graph chart object.

datetime: A data type that represents the date and time when a document can be normalized and
indexed as a numeric value by a search application. The range and degree of granularity varies
according to search application and implementation.

default view: The layout and organization of a document or list that appears automatically when
users open that document or display that list.

directory name: A segment of a store-relative URL that refers to a directory. A directory name
is everything that appears before the last slash in a store-relative form URL.

dirty: The condition of an entity, such as a component or a file, that indicates that the entity or
properties of the entity were changed after the entity was last saved.

discussion board: A list in which users can read, post, and reply to messages from other users
who are members of the same discussion board.

display name: A text string that is used to identify a principal or other object in the user interface.
Also referred to as title.
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displayed version: Document version information that is formatted for display in the user
interface. The displayed version uses the format MajorVersion.MinorVersion, where MajorVersion
is the published version number and MinorVersion is the draft version humber, separated by a
decimal point. See also major version and minor version.

distribution list: A collection of users, computers, contacts, or other groups that is used only for
email distribution, and addressed as a single recipient.

document: An object in a content database such as a file, folder, list (1), or site (2). Each
object is identified by a URI.

document flag: A 4-byte unsigned integer bit mask that provides metadata about the document.
document identifier: A GUID that identifies a document.
document library: A type of list that is a container for documents and folders.

document stream: A byte stream that is associated with a document, such as the content of a
file. Some documents do not have document streams.

document template: A file that serves as the basis for new documents.

document version: A copy of a list item that has a version number. A document version can be
either a historical version or a current version.

domain group: A container for security and distribution groups. A domain group can also contain
other domain groups.

draft: A version of a document or list item that does not have a publishing level of "Published" or
"Checked Out".

editor: The user who last modified an item or document in a SharePoint list.
email address: A string that identifies a user and enables the user to receive Internet messages.
email enabled list: A SharePoint list that is configured to accept incoming email messages.

event: (1) Any significant occurrence in a system or an application that requires users to be
notified or an entry to be added to a log.

(2) An action or occurrence to which an application might respond. Examples include state
changes, data transfers, key presses, and mouse movements.

event host: A site collection, site (2), list (1), list item, workflow, feature, or content type that
hosts an event receiver.

event receiver: A structured modular component that enables built-in or user-defined managed
code classes to act upon objects, such as list items, lists (1), or content types, when specific
triggering actions occur.

event sink: A structured, modular component that enables built-in or user-defined classes to act
on documents in document libraries when specific triggering actions occur. Event sinks are a
deprecated, implementation-specific capability of Windows SharePoint Services 2.0. In Windows
SharePoint Services 3.0 and Microsoft SharePoint Foundation 2010, they are replaced by the
capabilities of event receivers.

expire: A process in which an object, such as an external data connection, becomes invalid
because its allotted time period has ended.

external security provider: An external object that manages permissions on a site.
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feature: A package of SharePoint elements that can be activated or deactivated for a specific
feature scope.

feature identifier: A GUID that identifies a feature.
field: A container for metadata within a SharePoint list and associated list items.

field definition: The definition of a field in the Collaborative Application Markup Language
(CAML).

field identifier: A GUID that is used to identify a field.
file: A single, discrete unit of content.

file extension: The sequence of characters in a file's nhame between the end of the file's name
and the last "." character. Vendors of applications choose such sequences for the applications to
uniquely identify files that were created by those applications. This allows file management

software to determine which application are to be used to open a file.

folder: A file system construct. File systems organize a volume's data by providing a hierarchy of
objects, which are referred to as folders or directories, that contain files and can also contain
other folders.

form: A document with a set of controls into which users can enter information. Controls on a form
can be bound to elements in the data source of the form, such as fields and groups. See also
bind.

forward link: A hyperlink between a referenced document and a referencing party. For example, if
Document A contains a hyperlink to Document B, Document A has a forward link to Document
B.

front-end web server: A server that hosts webpages, performs processing tasks, and accepts
requests from protocol clients and sends them to the appropriate back-end server for further
processing.

full URL: A string of characters in a standardized format that identifies a document or resource on
the World Wide Web.

fully qualified class name: A class nhame that includes namespace information. Use of a fully
qualified class name ensures that the class name is treated as unique.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

group: (1) An element that can contain fields and other groups in the data source for an InfoPath
form. Controls that contain other controls, such as repeating tables and sections, are bound to
groups.

(2) A named collection of users who share similar access permissions or roles.

hash: A fixed-size result that is obtained by applying a one-way mathematical function, which is
sometimes referred to as a hash algorithm, to an arbitrary amount of data. If the input data
changes, the hash also changes. The hash can be used in many operations, including
authentication and digital signing.

home page: On the World Wide Web, a document that serves as a starting point for a set of
webpages and other files in a website.
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host header: An Internet host and port number that identifies a network resource.
host name: The name of a physical server, as described in [RFC952].
HTTP GET: An HTTP method for retrieving a resource, as described in [RFC2616].

HTTP HEAD: An HTTP method for retrieving header information for a resource, as described in
[RFC2616].

Hypertext Markup Language (HTML): An application of the Standard Generalized Markup
Language (SGML) that uses tags to mark elements in a document, as described in [HTML].

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].

Input Method Editor (IME): An application that is used to enter characters in written Asian
languages by using a standard 101-key keyboard. An IME consists of both an engine that
converts keystrokes into phonetic and ideographic characters and a dictionary of commonly used
ideographic words.

internal version number: A humber that increases monotonically and is used to identify conflicts
when saving an item.

item: A unit of content that can be indexed and searched by a search application.
item identifier: An integer that uniquely identifies an item in a SharePoint list.

language code identifier (LCID): A 32-bit number that identifies the user interface human
language dialect or variation that is supported by an application or a client computer.

leaf name: The segment of a URL that follows the last slash. If the resource is a directory, the leaf
name can be an empty string.

level: A relative position in a hierarchy of data. A level is frequently used when describing how to
navigate a hierarchy in an Online Analytical Processing (OLAP) database or a PivotTable report.

list: (1) A container within a SharePoint site that stores list items. A list has a customizable
schema that is composed of one or more fields.

(2) An organization of a region of cells into a tabular structure in a workbook.
list identifier: A GUID that is used to identify a list (1) in a site collection.

list item: An individual entry within a SharePoint list. Each list item has a schema that maps to
fields in the list that contains the item, depending on the content type of the item.

list item identifier: See item identifier.
list server template: A value that identifies the template that is used for a SharePoint list.

list template: An XML-based definition of list settings, including fields and views, and optionally
list items. List templates are stored in .stp files in the content database.

list template identifier: A GUID that is used to identify a list template for a SharePoint list.
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list view: A named collection of settings for querying and displaying items in a SharePoint list.
There are two types of views: Personal, which can be used only by the user who created the
view; and Public, which can be used by all users who have permission to access to the site.

locale: A collection of rules and data that are specific to a language and a geographical area. A
locale can include information about sorting rules, date and time formatting, numeric and
monetary conventions, and character classification.

locked: The condition of a cell, worksheet, or other object that restricts edits or modifications to it
by users.

login name: A string that is used to identify a user or entity to an operating system, directory
service, or distributed system. For example, in Windows-integrated authentication, a login name
uses the form "DOMAIN\username".

major version: An iteration of a software component, document, or list item that is ready for a
larger group to see, or has changed significantly from the previous major version. For an item
on a SharePoint site, the minor version is always "0" (zero) for a major version.

manifest: A file that stores metadata about an expansion pack, such as the name of the expansion
pack, the files and resources that are included in the expansion pack, and the dependencies that
it has on other files and components.

master page: An ASP.NET file that has a predefined layout that can include static text, HTML
elements, and server controls.

meeting instance: A collection of data for a meeting that occurs only once or a single occurrence
of a meeting that occurs multiple times. The data can be stored in a client application or on a
website.

Meeting Workspace site: A SharePoint site that is based on a Meeting Workspace site template
and has a template ID value of "2". A Meeting Workspace site is used for planning, posting, and
working together on meeting materials.

member: A user in the Members group of a site.
metadict: A dictionary that has strongly typed values.

minor version: An iteration of a software component, document, or list item that is in progress or
has changed only slightly from the previous version. For an item on a SharePoint site, the minor
version number is never "0" (zero) and is incremented for each new version of an item, unless a
major version is explicitly published. When minor versioning is disabled on a SharePoint site,
only major version numbers are incremented, and the minor version is always "0" (zero).

mobile device: A small computing device that is easily portable and can be used in various
environments.

moderation status: A content approval status that indicates whether a list item was approved by
a moderator.

navigation node: An element in the navigational structure of a site. The element is a link or a
series of links to a specific page in the site.

navigation node element identifier: An integer that identifies a navigation node. This value is
unique for every navigation node in the navigational structure of a SharePoint site.

navigation structure: A hierarchical organization of links between related content on a site.
NULL GUID: A GUID of all zeros.

owner: A security principal who has the requisite permission to manage a security group.
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page: A file that consists of HTML and can include references to graphics, scripts, or dynamic
content such as Web Parts.

parent site: The site that is above the current site in the hierarchy of the site collection.
path segment: A portion of a URI, as described in [RFC3986]. See also path component.

permission: A rule that is associated with an object and that regulates which users can gain
access to the object and in what manner. See also rights.

permission level: A set of permissions that can be granted to principals or SharePoint groups on
an entity such as a site, list, folder, item, or document.

personal view: A view of a list that is created by a user for personal use. The view is unavailable
to other users.

principal: (1) An authenticated entity that initiates a message or channel in a distributed system.
(2) An identifier of such an entity.
provisioned: A condition of an object that was created and deployed successfully.

published: A condition of portions of a workbook that are marked as being available to the user
when that workbook is processed by a protocol server.

published version: The version of a list item that is approved and can be seen by all users. The
user interface (UI) version number for a published version is incremented to the next positive
major version number and the minor version is "0" (zero). See also major version and minor
version.

publishing level: An integer that is assigned to a document to indicate the publishing status of
that version of the document.

read-only mode: An attribute that indicates that an object cannot be changed or deleted. The
object can only be accessed or displayed.

Really Simple Syndication (RSS): An XML-based syndication format for content, as described in
RSS2.0].

Recycle Bin: The location where deleted files are stored until they are either restored, if they were
deleted erroneously, or destroyed permanently.

request identifier: A GUID that is used to identify a specific action or procedure that is sent to a
protocol server or a protocol client.

result set: A list of records that results from running a stored procedure or query, or applying a
filter. The structure and content of the data in a result set varies according to the
implementation.

return code: A code that is used to report the outcome of a procedure or to influence subsequent
events when a routine or process terminates (returns) and passes control of the system to
another routine. For example, a return code can indicate whether an operation was successful.

rich text: Text that is formatted in the Rich Text Format, as described in [MSFT-RTF].

role: A symbolic name that defines a class of users for a set of components. A role defines which
users can call interfaces on a component.

role assignment: An association between a principal or a site group and a role definition.

role definition: A named set of permissions for a SharePoint site. See also permission level.
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role identifier: An integer that uniquely identifies a role definition within a SharePoint site.
root folder: The folder at the top of a hierarchy of folders in a list.

sandboxed solution: A custom solution that can be deployed to a site by a site collection
administrator, without approval from the server farm administrator.

scope identifier: A GUID that uniquely identifies a scope within a site collection.
securable object: An object that can have unique security permissions associated with it.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL uses two
keys to encrypt data-a public key known to everyone and a private or secret key known only to
the recipient of the message. SSL supports server and, optionally, client authentication using
X.509 certificates. For more information, see [X509]. The SSL protocol is precursor to
Transport Layer Security (TLS). The TLS version 1.0 specification is based on SSL version
3.0 [SSL3].

security group: A named group of principals on a SharePoint site.

security identifier (SID): An identifier for security principals that is used to identify an account
or a group. Conceptually, the SID is composed of an account authority portion (typically a
domain) and a smaller integer representing an identity relative to the account authority, termed
the relative identifier (RID). The SID format is specified in [MS-DTYP] section 2.4.2; a string
representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD] section 1.1.1.2.

security policy: In the form of a collection of security policy settings, the policy itself is an
expression of administrative intent regarding how computers and resources on their network
should be secured.

security principal: An identity that can be used to regulate access to resources. A security
principal can be a user, a computer, or a group that represents a set of users.

security provider: A Component Object Model (COM) object that provides methods that return
custom information about the security of a site.

security role: A defined set of access privileges. The security role that is assigned to a user
determines the tasks that a user can perform and which parts of the user interface a user can
view.

security scope: A tree structure of objects in which every object has the same security settings as
the root.

server-relative URL: A relative URL that does not specify a scheme or host, and assumes a base
URI of the root of the host, as described in [RFC3986].

setup path: The location where supporting files for a product or technology are installed.

site: (1) A group of related webpages that is hosted by a server on the World Wide Web or an
intranet. Each website has its own entry points, metadata, administration settings, and
workflows. Also referred to as web site.

(2) A group of related pages and data within a SharePoint site collection. The structure and
content of a site is based on a site definition. Also referred to as SharePoint site and web site.

site collection: A set of websites that are in the same content database, have the same owner,
and share administration settings. A site collection can be identified by a GUID or the URL of
the top-level site for the site collection. Each site collection contains a top-level site, can contain
one or more subsites, and can have a shared navigational structure.
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site collection administrator: A user who has administrative permissions for a site collection.

site collection identifier: A GUID that identifies a site collection. In stored procedures, the
identifier is typically "@Siteld" or "@WebSiteld". In databases, the identifier is typically
"Siteld/tp_SiteId".

site definition: A family of site definition configurations. Each site definition specifies a name and
contains a list of associated site definition configurations.

site identifier: A GUID that is used to identify a site in a site collection.
site subscription identifier: A GUID that is used to identify a site subscription.

site template: An XML-based definition of site settings, including formatting, lists, views, and
elements such as text, graphics, page layout, and styles. Site templates are stored in .stp files
in the content database.

site-relative URL: A URL that is relative to the site that contains a resource and does not begin
with a leading slash (/).

SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed
environment. SOAP uses XML technologies to define an extensible messaging framework,
which provides a message construct that can be exchanged over a variety of underlying
protocols. The framework has been designed to be independent of any particular programming
model and other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See
[SOAP1.2-1/2003].

stored procedure: A precompiled collection of SQL statements and, optionally, control-of-flow
statements that are stored under a name and processed as a unit. They are stored in a SQL
database and can be run with one call from an application. Stored procedures return an integer
return code and can additionally return one or more result sets. Also referred to as sproc.

store-relative form: See store-relative URL.

store-relative URL: A URL that consists only of a path segment and does not include the leading
and trailing slash.

stream: An element of a compound file, as described in [MS-CFB]. A stream contains a sequence
of bytes that can be read from or written to by an application, and they can exist only in
storages.

stream binary piece: A block of binary data containing the length (in bytes) of a data stream and
the data stream itself.

stream identifier: A 64-bit integer that uniquely specifies a stream binary piece.
stream partition: A byte that identifies the container for a stream binary piece.
stream schema: A numeric selector that specifies the format of a file's stream binary pieces.

Structured Query Language (SQL): A database query and programming language that is widely
used for accessing, querying, updating, and managing data in relational database systems.

subsite: A complete website that is stored in a named subdirectory of another website. The parent
website can be the top-level site of a site collection or another subsite. Also referred to as
subweb.

SystemlID: A binary identifier that is used to uniquely identify a security principal. For Windows
integrated authentication, it is a security identifier (SID). For an ASP.NET Forms
Authentication provider, it is the binary representation that is derived from a combination of the
provider name and the user login name.
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TCP/IP: A set of networking protocols that is widely used on the Internet and provides
communications across interconnected networks of computers with diverse hardware
architectures and various operating systems. It includes standards for how computers
communicate and conventions for connecting networks and routing traffic.

thicket: A means of storing a complex HTML document with its related files. It consists of a thicket
main file and a hidden thicket folder that contains a thicket manifest and a set of thicket
supporting files that, together, store the referenced content of the document.

thicket folder: A hidden folder that contains a thicket manifest and a set of thicket supporting files
that, together, store the referenced content of a complex HTML document.

thicket main file: The core file of a complex HTML document. It references contained elements
such as graphics, pictures, or other media that are stored as thicket supporting files in a thicket
folder. The thicket main file is the target that is used by a protocol client to access the content
of the document.

thicket supporting file: A file that contains a graphic element, a picture, or other media that is
referenced by the thicket main file and is stored in the thicket folder.

Transact-Structured Query Language (T-SQL): A language that contains the commands that
are used to manage instances of Microsoft SQL Server, create and manage all objects in an
instance of SQL Server, and to insert, retrieve, modify, and delete all data in SQL Server tables.
Transact-SQL is an extension of the language that is defined in the SQL standards that are
published by the International Standards Organization (ISO) and the American National
Standards Institute (ANSI).

Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of
messages in client and server applications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in [X509]).
TLS is standardized in the IETF TLS working group.

uncustomized: A condition of a document whose content is stored in a location other than the
content database. If a document is uncustomized, the front-end web server determines the
location of the content by using the SetupPath value for the document. Also referred to as
ghosted.

Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing
mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI):
Generic Syntax [RFC3986].

Uniform Resource Locator (URL): A string of characters in a standardized format that identifies
a document or resource on the World Wide Web. The format is as specified in [RFC1738].

upgrade evaluation site collection: A copy of the current site collection, used to evaluate the
functionality of a site collection after it is upgraded.

user account directory path: A string representation of the Lightweight Directory Access Protocol
(LDAP) distinguished name for an AD DS container. It defines a set of users, as described in

RFC4514].

user identifier: An integer that uniquely identifies a security principal as distinct from all other
security principals and site groups within the same site collection.

user information list: A list that contains items, each of which represents a security principal in
a site collection. Each site collection has only one such list and it resides in the top-level site of
the site collection.

user interface (UI) version: A single 4-byte integer that stores the version nhumber that appears
as a document version number in the user interface. The lower 9 bits correspond to the minor

25/ 484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017


https://go.microsoft.com/fwlink/?LinkId=90287
https://go.microsoft.com/fwlink/?LinkId=90719

version number of the displayed version. The remaining 23 bits correspond to the major version
number of the displayed version. See also displayed version.

user name: A unique name that identifies a specific user account. The user name of an account is
unique among the other group names and user names within its own domain or workgroup.

UTF-8: A byte-oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwise, this term refers to the UTF-8 encoding form specified in
[UNICODES.0.0/2007] section 3.9.

version: See displayed version, historical version, major version, and minor version.

view: See form view (Microsoft InfoPath), list view (SharePoint Products and Technologies), or
View (Microsoft Business Connectivity Services).

virus scanner: Software that is used to search for and remove computer viruses, worms, and
Trojan horses.

web application: A container in a configuration database that stores administrative settings and
entry-point URLSs for site collections.

web bot: See bot.

Web Part: A reusable component that contains or generates web-based content such as XML,
HTML, and scripting code. It has a standard property schema and displays that content in a
cohesive unit on a webpage. See also Web Parts Page.

Web Part zone: A structured HTML section of a Web Parts Page that contains zero or more Web
Parts and can be configured to control the organization and format of those Web Parts.

Web Part zone identifier: A string that identifies a Web Part zone on a Web Parts Page.

website: A group of related webpages that is hosted by a server on the World Wide Web or an
intranet. Each website has its own entry points, metadata, administration settings, and
workflows. Also referred to as site.

Windows code page: A table that relates the character codes (code point values) that are used
by an application to keys on a keyboard or to characters on a display. This provides support for
character sets and keyboard layouts for different countries or regions. Also referred to as
character set or charset.

Windows collation name: A string identifier that follows the format of the Transact-Structured
Query Language (T-SQL) COLLATE clause.

workflow: A structured modular component that enables the automated movement of documents
or items through a specific sequence of actions or tasks that are related to built-in or user-
defined business processes.

workflow identifier: A GUID that is used to identify a workflow.

workflow instance: An instance of a workflow association that performs on a list item the process
that is defined in a workflow template.

XML: The Extensible Markup Language, as described in [XML1.0].

XML document: A document object that is well formed, as described in [XML10/5], and might be
valid. An XML document has a logical structure that is composed of declarations, elements,
comments, character references, and processing instructions. It also has a physical structure
that is composed of entities, starting with the root, or document, entity.
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XML namespace: A collection of names that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and
local name allows XML documents to use elements, types, and attributes that have the same
names but come from different sources. For more information, see [XMLNS-2ED].

XML Path Language (XPath): A language used to create expressions that can address parts of
an XML document, manipulate strings, humbers, and Booleans, and can match a set of nodes in
the document, as specified in [XPATH]. XPath models an XML document as a tree of nodes of
different types, including element, attribute, and text. XPath expressions can identify the nodes
in an XML document based on their type, name, and values, as well as the relationship of a node
to other nodes in the document.

XML schema definition (XSD): The World Wide Web Consortium (W3C) standard language that
is used in defining XML schemas. Schemas are useful for enforcing structure and constraining
the types of data that can be used validly within other XML documents. XML schema definition
refers to the fully specified and currently recommended standard for use in authoring XML
schemas.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFEC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[HTML] World Wide Web Consortium, "HTML 4.01 Specification", W3C Recommendation 24 December
1999, http://www.w3.0rg/TR/html4/

[Iseminger] Microsoft Corporation, "SQL Server 2000 Architecture and XML/Internet Support", Volume
1 of Microsoft SQL Server 2000 Reference Library, Microsoft Press, 2001, ISBN 0-7356-1280-3,
http://www.microsoft.com/mspress/books/5001.aspx

[MC-FPSEWM] Microsoft Corporation, "FrontPage Server Extensions: Website Management Protocol".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-FPSE] Microsoft Corporation, "FrontPage Server Extensions Remote Protocol".

[MS-TDS] Microsoft Corporation, "Tabular Data Stream Protocol".

[RFC1950] Deutsch, P., and Gailly, J-L., "ZLIB Compressed Data Format Specification version 3.3",
RFC 1950, May 1996, http://www.ietf.org/rfc/rfc1950.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2518] Goland, Y., Whitehead, E., Faizi, A., et al., "HTTP Extensions for Distributed Authoring -
WebDAV", RFC 2518, February 1999, http://www.ietf.org/rfc/rfc2518.txt
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[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC2660] Rescorla, E., and Schiffman, A., "The Secure HyperText Transfer Protocol", RFC 2660,
August 1999, http://www.rfc-editor.org/rfc/rfc2660.txt

[TSQL-Ref] Microsoft Corporation, "Transact-SQL Reference (Transact-SQL)",
http://msdn.microsoft.com/en-us/library/dd884419.aspx

[XPATH] Clark, J. and DeRose, S., "XML Path Language (XPath), Version 1.0", W3C Recommendation,
November 1999, http://www.w3.org/TR/xpath/

1.2.2 Informative References

[CSS3UI] Celik, T., Ed., "CSS Basic User Interface Module Level 3 (CSS3 UI)", W3C Working Draft 17,
January 2012, http://www.w3.0rg/TR/2012/WD-css3-ui-20120117/

[MS-WSSO] Microsoft Corporation, "Windows SharePoint Services Overview".

1.3 Overview

This protocol specifies the communication between the front-end Web server and the back-end
database server used to satisfy requests involving file access and administration of users and
groups (2). This client-to-server protocol uses the Tabular Data Stream Protocol [MS-TDS] as its
transport between the front-end Web server, acting as a client, and the back-end database server,
acting as a server. The T-SQL language [TSQL-Ref] is used to define the queries and returned data
which is transported over Tabular Data Stream.

End User Clients use remote file access protocols to communicate with the Windows SharePoint
Services front-end Web servers, specifically using FrontPage Server Extensions Remote Protocol (as
specified in [MS-FPSE]), Hypertext Transfer Protocol (HTTP) (as specified in [RFC2616]), and
WebDAYV (as specified in [RFC2518]).

Further information about the interoperation of the clients with the front-end Web server, and the
front-end Web server with the back-end database server, can be found in the Windows SharePoint
Services Technical Document [MS-WSSO].

1.3.1 File Operations

This protocol provides methods for retrieving and manipulating files' properties, along with support for
retrieving and manipulating files' security information. When client requests for files or file information
are sent to the front-end Web server, the front-end Web server sends a series of stored procedure
calls to the back-end database server for the requested information. The stored procedures return
data that in turn can be used for further calls to other stored procedures. The front-end Web server
turns the values in the stored procedures' return codes and result sets into the data and metadata
for the files requested by the client, and sends it back to the client using the same protocol used by
the initial request.

1.3.2 User and Group Operations

This protocol provides methods for retrieving and manipulating information about individual users and
groups (2), along with support for retrieving information from Active Directory about users. When
the Object Model on the front-end Web server operates on requests to query or update users or
groups (2), the front-end Web server confirms whether the data is already populated in the local
objects that represent the specific user or groups (2). If it does not exist, the front-end Web server
sends a series of stored procedure calls to the back-end database server for the requested
information. The stored procedures return data, which in turn can be used for further calls to other
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stored procedures. The front-end Web server turns the values in the stored procedures' return codes
and result sets into objects that contain the data and metadata for the requested users or groups (2),
and uses the objects according to implementation-specific procedures.

1.4 Relationship to Other Protocols

This protocol relies on [MS-TDS] as its transport protocol to invoke stored procedures to inspect and
manipulate document properties via result sets and return codes. Database queries or calls to stored
procedures, and the returned result sets, are written in the [TSQL-Ref] language.

The relationship between Tabular Data Stream Protocol (TDS), SNMP Multiplexing (SMUX), Transport
Layer Security (TLS) and Secure Sockets Layer (SSL), and Transmission Control
Protocol/Internet Protocol (TCP/IP) is illustrated in the following figure.

TDS

SMUX [(Optional)

TLS/S5L (optional)

Metwork transport
e.g., TCR/IP

Figure 1: Protocol relationship

Requests to a front-end Web server via FrontPage Server Extensions (as specified in [MS-FPSE]) and
WebDAV (as specified in [RFC2518]) rely on this protocol, via the front-end Web server, to retrieve
and manipulate file and security information persistently stored on the back-end database server and
to service requests for files and their properties from their clients.

1.5 Prerequisites/Preconditions

Unless otherwise specified, the stored procedures and any related tables are present in the content
database that is being queried on the back-end database server. The tables in the content database
have to contain valid data in a consistent state to be queried successfully by the stored procedures.

For operations defined in this document, any file access, addition, or modification has to be to a valid
location, such as a site (2), list, document library, folder, or document, as defined by the data
within the tables and the front-end Web server, in order for the request to be successfully processed.
The user making the request to the front-end Web server has to have adequate permission to access
the content of the specified valid location in order for the request to be successfully processed.

1.6 Applicability Statement

This protocol is only applicable to front-end Web servers when communicating with the back-end
database server for file, user, and group (2) administration operations.
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1.7 Versioning and Capability Negotiation

The front-end Web server and back-end database server use this protocol to perform explicit version
verifications. The front-end Web server calls stored procedure proc_GetVersion to retrieve version
information from the back-end database server, which it uses to decide whether it needs to connect

with the back-end database server. The version information is stored in the Versions table (section
2.2.6.12).

1.8 Vendor-Extensible Fields

For complex types defined in this document, an implementation of protocol servers can optionally
support reading, writing, and persisting additional arbitrary elements or attributes. Unless otherwise
specified in the underlying schema definition, this capability MUST NOT be used by vendors or by
protocol server implementations to provide extensions to the schema specified in this document.

The Customization element, which is specified in the FieldDefinition type (section 2.2.7.3.3), can
be used by third parties to store additional data on a field.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

MS-TDS] is the transport protocol used to call the stored procedures, query SQL Views, or SQL
Tables, and return Result Codes and result sets.

2.2 Common Data Types

The following are common data types used in conjunction with this protocol. The low-level data type
and size are specified using commonly-known data type descriptions. It is possible that the variable is
stored in multiple T-SQL data types, depending on the actual implementation of each Stored
Procedure, Result Set, or Database Table.

2.2.1 Simple Data Types and Enumerations

2.2.1.1 Simple Data Types

2.2.1.1.1 Content Type Identifier

A content type identifier is a numeric string value of arbitrary but limited length, which uniquely
identifies a content type, stored on the back-end database server (BEDS) as a T-SQL varbinary(512).

2.2.1.1.2 Document Identifier
A document identifier is a GUID, as specified in [MS-DTYP] section 2.3.2.3, used to uniquely

identify a document within a site collection. Specialized varieties of document identifiers include site
identifiers and list identifiers.

2.2.1.1.3 Event Receiver Identifier

An event receiver identifier is a GUID used to uniquely identify an event receiver within a site
collection.

2.2.1.1.4 Feature Identifier

A feature identifier is a GUID used to uniquely identify a feature within a site collection.

2.2.1.1.5 List Identifier

A list identifier is a variety of document identifier. The list identifier is a GUID used to uniquely
identify a list within a site collection.

2.2.1.1.6 List Item Identifier

A list item identifier is a 4-byte integer value used to uniquely identify a list item within any list in a
particular site collection.

2.2.1.1.7 Role Identifier

A Role Identifier is a 4-byte integer value used to uniquely identify a Role Definition within a site
collection.
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Role identifier value | Role definition
1073741825 Guest
1073741826 Reader
1073741827 Contributor
1073741828 Web Designer
1073741829 Administrator

2.2.1.1.8 Scope Identifier

A scope identifier is a GUID used to uniquely identify a scope within a site collection.

2.2.1.1.9 Site Collection Identifier

A site collection identifier is a GUID used to uniquely identify a site collection within a content
database.

2.2.1.1.10 Site Group Identifier

A site group identifier is a 4-byte integer value used to uniquely identify a site group within a site
collection. Site group identifiers are assigned from the same numbering space as User Identifiers and
cannot overlap. Values of -1 and 0 are reserved to indicate invalid or unknown user or site group
identifiers.<1>

2.2.1.1.11 Site Identifier

A site identifier is a variety of document identifier. The site identifier is a GUID used to uniquely
identify a site (2) within a site collection.

2.2.1.1.12 SystemlID

A SystemlID is a binary value of arbitrary but limited length that uniquely identifies a principal (2),
stored on the BEDS as a T-SQL varbinary(512).

2.2.1.1.13 User Identifier

A user identifier is a 4-byte integer value used to uniquely identify a principal within a site collection.
User identifiers are assigned from the same numbering space as site group identifiers and cannot
overlap. Certain user identifiers are predefined such as the system account (1073741823), the site
collection owner, and the secondary site collection contact (2). Values of -1 and 0 are reserved to
indicate invalid or unknown user or site group identifiers.

2.2.1.1.14 View Identifier

A view identifier is a 4-byte integer value used to identify a view within a list or document library. A
view identifier is unique only within a particular list or document library.

2.2.1.1.15 Web Part Identifier

A Web Part identifier is a GUID used to uniquely identify a Web Part within a site collection.

2.2.1.1.16 Workflow Identifier
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A workflow identifier is a GUID used to uniquely identify a workflow within a site collection.

2.2.1.1.17 tPermMask

A tPermMask is an 8-byte integer value used to specify the rights that can be assigned to a user or
site group.

2.2.1.2 Enumerations

2.2.1.2.1 Attachments Flag

The Attachments Flag is a 1-byte integer flag that specifies whether an item appears to be an
attachment or a folder related to attachments based on this document's Uniform Resource
Locator (URL). The following are valid values for Attachments Flag.

Value | Description

0 The URL does not appear to be an attachment.

1 The URL is an attachment file. The directory name of the document has the string "Attachments" as its
next-to-last path segment, and a 32-bit, base-10, signed integer as the last path segment that is
referring to the item ID to which this file is attached and where the permissions will be checked (for
example, "Announcements/Attachments/17/filel.txt").

2 The URL is a list item attachment folder (for example, "Announcements/Attachments/17").

3 The URL is the list Attachments folder itself. The last path segment of the URL is the string

"Attachments" (for example, "Announcements/Attachments").

2.2.1.2.2 Audit Item Type

Audit Item Type is a 2-byte integer flag that specifies the type of the object in an audit specification.
The following are the only valid values for Audit Item Type.

Value | Description

1 A page or a file.
3 A list item.

4 A list.

5 A folder.

6 A site (2).

7 A site collection.

2.2.1.2.3 Calendar Type

Calendar Type is a 2-byte integer value that specifies the type of calendar to use in a particular
context. The only valid values of the Calendar Type are specified as follows.
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Value

Description

1 Gregorian (localized)

3 Japanese Emperor Era

4 Taiwan Calendar

5 Korean Tangun Era

6 Hijri (Arabic Lunar)

7 Thai

8 Hebrew (Lunar)

9 Gregorian (Middle East French)
10 Gregorian (Arabic)

11 Gregorian (Transliterated English)
12 Gregorian (Transliterated French)
14 Korean and Japanese Lunar

15 Chinese Lunar

16 Saka Era

23 Umm al-Qura

2.2.1.2.4 Collation Order Enumeration

Collation Order Enumeration is a 2-byte integer value indicating collation order for textual

information. The Collation Order values are mapped to Windows Collation Designator values, as
defined in [Iseminger]. The only valid values of Collation Order Enumeration are specified as

follows.
Value | Description
0 Albanian
1 Arabic
2 Chinese_PRC
3 Chinese_PRC_Stroke
4 Chinese_Taiwan_Bopomofo
5 Chinese_Taiwan_Stroke
6 Croatian
7 Cyrillic_General
8 Czech
9 Danish_Norwegian
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Value | Description

10 Estonian

11 Finnish_Swedish

12 French

13 Georgian_Modern_Sort
14 German_PhoneBook
15 Greek

16 Hebrew

17 Hindi

18 Hungarian

19 Hungarian_Technical
20 Icelandic

21 Japanese

22 Japanese_Unicode
23 Korean_Wansung

24 Korean_Wansung_Unicode
25 Latinl_General

26 Latvian

27 Lithuanian

28 Lithuanian_Classic
29 Traditional_Spanish
30 Modern_Spanish

31 Polish

32 Romanian

33 Slovak

34 Slovenian

35 Thai

36 Turkish

37 Ukrainian

38 Viethamese

39 Azeri_Cyrillic_90

40 Azeri_Latin_90

41 Chinese_Hong_Kong_Stroke_90
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Value | Description

42 Divehi_90

43 Indic_General_90

44 Kazakh_90

45 Macedonian_FYROM_90
46 Syriac_90

47 Tatar_90

48 Uzbek_Latin_90

2.2.1.2.5 Event Host Type

Event Host Type is a 4-byte, signed integer that specifies the type of object used as an event host
for an event receiver. The only valid values of the Event Host Type are specified as follows.

Value | Description

-1 The Event Host Type is invalid.

0 The event host is a site collection.
1 The event host is a site (2).

2 The event host is a list (2).

3 The event host is a list item.

4 The event host is a content type.

5 The event host is a workflow (2).

6 The event host is a feature.

2.2.1.2.6 Event Receiver Type

Event Receiver Type is a 32-bit signed integer that specifies the type of an event receiver, which
specifies when the handler for the event (2) is invoked. The only valid values of the Event Receiver
Type are specified as follows.

Value | Description

1 The event receiver is invoked before a list item is added.

2 The event receiver is invoked before a list item is updated.

3 The event receiver is invoked before a list item is deleted.

4 The event receiver is invoked before a list item is checked in.
5 The event receiver is invoked before a list item is checked out.
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Value

Description

6 The event receiver is invoked before a list item checkout is reverted.

7 The event receiver is invoked before an attachment to a list item is added.

8 The event receiver is invoked before an attachment to a list item is deleted.
9 The event receiver is invoked before a document is moved.

101 The event receiver is invoked before a field is added to the schema of a list.
102 The event receiver is invoked before a field is updated in the schema of a list.
103 The event receiver is invoked before a field is deleted from the schema of a list.
104 The event receiver is invoked before a list is added.

105 The event receiver is invoked before a list is deleted.

201 The event receiver is invoked before a site collection is deleted.

202 The event receiver is invoked before a site (2) is deleted.

203 The event receiver is invoked before a site (2) is moved.

204 The event receiver is invoked before a site (2) is added.

501 The event receiver is invoked before a workflow (2) is started.

10001 | The event receiver is invoked after a list item is added.

10002 | The event receiver is invoked after a list item is updated.

10003 | The event receiver is invoked after a list item is deleted.

10004 | The event receiver is invoked after a list item is checked in.

10005 | The event receiver is invoked after a list item is checked out.

10006 | The event receiver is invoked after a list item checkout is reverted.

10007 | The event receiver is invoked after an attachment is added to a list item.
10008 | The event receiver is invoked after an attachment is deleted from a list item.
10009 | The event receiver is invoked after a document is moved.

10010 | The event receiver is invoked after a document is transformed by the document transformation feature.
10101 | The event receiver is invoked after a field is added to the schema of a list.
10102 | The event receiver is invoked after a field is updated in the schema of a list.
10103 | The event receiver is invoked after a field is deleted from the schema of a list.
10104 | The event receiver is invoked after a list is added.

10105 | The event receiver is invoked after a list is deleted.

10201 | The event receiver is invoked after a site collection is deleted.

10202 | The event receiver is invoked after a site (2) is deleted.

10203 | The event receiver is invoked after a site (2) is moved.
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Value

Description

10204 | The event receiver is invoked after a site (2) is provisioned.

10501 | The event receiver is invoked after a workflow (2) is started.

10502 | The event receiver is invoked after a workflow (2) is postponed.

10503 | The event receiver is invoked after a workflow (2) is completed.

20000 | The event receiver is invoked when an e-mail message is received by a list.

32766 | The event receiver is context sensitive and inspects the ContextType value to perform a corresponding
action.

32767 | The event receiver is used as part of a workflow (2).

2.2.1.2.7 Excluded Folder Type

Excluded Folder Type is a 4-byte integer value that indicates folders that are excluded from
common listings of the subfolders in a document library because of their special roles. The only valid
values of Excluded Folder Type are specified as follows.

Value | Description

0 No special handling.

1 Forms folder. This folder holds view pages within the document library or list.

2 Web images folder. This folder is named "_w" and holds image files in an image library.

3 Thumbnails folder. This folder is named "_t" and holds thumbnail images in an image library.
4 The root folder in a list or document library.

2.2.1.2.8 LinkDynamic Type

LinkDynamic Type is a 1-byte value represented as a single, uppercase ASCII character that tracks
various special link types. A LinkDynamic type MUST have only one value at a time. A NULL value for
LinkDynamic is used for a backward link. The only valid non-NULL values of LinkDynamic are
specified as follows.

Value | Description

S The URL is "static", which is the default and requires no special handling.

D The URL is "dynamic", which is a link to <Site URL>/_vti_bin/shtml.dll/DirName/LeafName.
Such links are used to invoke the FrontPage SmartHTML interpreter on a file.

L The URL is to a layouts page (that is, it contains a path segment with the string "_layouts").

H The URL is a history link (that is, it contains a path segment with the string "_vti_history").

G A nonabsolute link from an uncustomized document that does not fall into any other category.
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2.2.1.2.9 LinkSecurity Type

A LinkSecurity type is a 1-byte value represented as a single, uppercase ASCII character specifying
the URI scheme for a link, such as HTTP or HTTPS. A LinkSecurity type MUST have only one value
at a time. A NULL value for LinkSecurity is used for a backward link. The only valid non-NULL values
of LinkSecurity are specified as follows.

Value | Description

H The URL begins with "http://" (a nonsecure link using the http: scheme).

T The URL begins with "shttp://" (an S-HTTP link using the Terisa's shttp: scheme. For more details, see
RFC2660]).

S The URL begins with "https://" (an SSL link using the https: or snews: scheme).

U The URL is of another unknown scheme.

2.2.1.2,10 LinkType Types

LinkType Types is a 1-byte value represented as a single, uppercase ASCII character; it specifies
type information about a link. A LinkType type MUST have only one value at a time. A NULL value for
LinkType is used for a backward link. The only valid non-NULL values of a LinkType are specified as

follows.

Value | Description

A The link is from the ACTION attribute of a Hypertext Markup Language (HTML) form tag.

B The link is from the attribute markup of a bot.

C The link is from an autogenerated table of contents. Agents can ignore the link type when determining
unreferenced files within a site (2).

D The link references programmatic content, as in the HTML OBJECT or APPLET tags.

E The link is from a cascading style sheet (CSS).

F The link is from the SRC attribute of an HTML FRAME tag.

G The link is to a dynamic Web template for the containing document.

H The link is from an HTML HREF attribute. This can also be used as a default link type value if a more
precise type does not apply.

I The link is to a document that the containing document includes via an include bot.

] The link is from a field of this list item.

K Identical to "H", except that the link contains an HTML bookmark specifier.

L The link is a target in an HTML image map generated from an image map bot.

M The link is to an image used in an HTML image map generated from an image map bot.

(0] The link is part of a cross-page Web Part connection.

P The link is part of the markup of a Web Part within the source of the containing document.

Q The link references a CSS document that provides style information for the containing document.
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Value | Description

R The link is from the MasterPageFile attribute of the @Page directive in the containing document.

S The link is from an HTML SRC attribute.

T The link is to the index file used by a text search bot on this page.

\Y The link is based on the properties of the document rather than anything in the document stream. The
link type is used in tracking the link between a site (2) and the master page URL used for the site.

X The link is from an XML island within an HTML document.

Y The link references an HTML document whose HTML BODY tag attributes are used as a template for the
attributes of the containing document's BODY tag.

4 The link is part of the markup of a Web Part that exists in a Web Part zone in the containing document
and is consequently not stored within the source of the containing document.

2.2.1.2.11 List Base Type

List Base Type is a 32-bit integer enumeration of possible base types for lists. All lists are created
with one of these base types, which define implementation-specific common values for list properties.
The only valid values of the List Base Type are specified as follows.

Value | Description

0 Generic list

1 Document library

3 Discussion board list
4 Survey list

5 Issues list

2.2.1.2.12 List Server Template

List Server Template is a 32-bit integer enumeration of the possible values for the list server
template defining the base structure of a list. Reserved values of the List Server Template are
specified as follows.

Value Description

-1 Invalid Template

100 Generic List Template

101 Document Library Template
102 Survey Template

103 Links Template

104 Announcements Template
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Value Description

105 Contacts Template

106 Events Template

107 Tasks Template

108 Discussion Template

109 Image Library Template

110 Data Sources Template

111 Web Template Catalog Template
112 User Info Catalog Template

113 Web Part Catalog Template

114 List Template Catalog Template
115 XML Form Template

116 Master Page Catalog Template
117 No Code Workflows Template
118 Workflow Process Template

119 Webpage Library Template

120 Custom Grid Template

121 Solution Catalog Template

122 No Code Workflows Public Template
123 Theme Catalog Template

124 DESIGN Catalog Template

125 APPDATA Catalog Template

130 Data Connection Library Template
140 Workflow History Template

150 Gantt Tasks Template

151 Help Library Template

160 Access Request Template

171 Tasks with Timeline and Hierarchy Template
175 Maintenance Logs Template

200 Meetings Template

201 Agenda Template

202 Meeting User Template

204 Decision (Meeting) Template
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Value Description

207 Meeting Objective Template

210 Textbox Template

211 Things To Bring (Meeting) Template
212 Homepage Library Template

301 Posts (Blog) Template

302 Comments (Blog) Template

303 Categories (Blog) Template

402 Facility Template

403 Whereabouts Template

404 Call Track Template

405 Circulation Template

420 Timecard Template

421 Holiday Template

499 IMEDic Template

600 External List Template

700 My Site Document Library Template
1100 Issue Tracking Template

1200 Admin Tasks

1220 Health Rules Template

1221 Health Reports Template

1230 Draft Apps Library in Developer Site Template

2.2.1.2.13 Moderation Status

Moderation Status is a 4-byte integer indicating the moderation approval status of a list item.
Configurations can require moderation approval to publish a list item or allow automatic approval. A
published list item MUST have a Moderation Status of 0. The following are all possible valid values

for Moderation Status.

Value | Description

0 The list item is approved.

1 The list item has been denied approval.

2 The list item is pending approval.

3 The list item is in the draft or checked out state.
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Value | Description

4 The list item is scheduled for automatic approval at a future date.

2.2.1.2.14 Page Type

Page Type is a signed 1-byte integer that is used to represent the possible page types. The reserved
Page Type values are specified as follows.

Value | Description

-1 Does not correspond to a view or a form of a list.

0 The default view of the corresponding list. This view is displayed whenever this list is viewed without
an explicit view being specified.

1 A view of the corresponding list, but not the default view.

2 This value is only used internally within implementation-specific code and is never stored in a database.

3 This value is only used internally within implementation-specific code and is never stored in a database.

4 A display form of a list, suitable for displaying a single list item in read-only mode.

5 This value is only used internally within implementation-specific code and is never stored in a database.

6 An edit form for a list, suitable for presenting UI to update the properties of a list item.

7 Used to represent edit forms of a list suitable for displaying in HTML file dialogs to a client application.

8 A new form for a list, suitable for presenting UI to create a new list item.

9 This value is from a previous implementation and is no longer valid.

10 This value is only used internally within implementation-specific code and is never stored in a database.

2.2.1.2,.15 Redirect Type

Redirect Type is a 1-byte value corresponding to the type of item that a URL is redirected to. The
following table contains all possible values for Redirect Type.

Value | Description

0 Welcome page.

1 Homepage.

2 List view - redirect to root folder.

3 Provision - redirect to a template picker page during provisioning of a new list.
255 None.

2.2.1.2.16 Role Definition Type
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Role Definition Type is a 1-byte value that is used to represent the type of implementation-specific
default and custom Role Definitions. This integer value MUST be a value enumerated in the following

table.
Value | Description
0 A custom-defined role
1 Guest
2 Reader
3 Contributor
4 Web Designer
5 Administrator

2.2.1.2.17 Virus Status

Virus Status is a 4-byte, integer enumerated type that specifies the current virus scan status of a
document. The following are valid values for Virus Status.

Value | Description

0 This document is reported as clean from viruses.

1 This document had a virus reported by the virus scanner plug-in.

2 This document had a virus reported by the virus scanner plug-in, which the scanner determines that it
can remove.

3 This document had a virus previously reported, but the virus scanner determines that it successfully
removed it.

4 This document had a virus reported, and the virus scanner attempted to clean it but failed.

5 This document had a virus reported, and the scanner requested that the document be deleted.

6 This document had a timeout from the virus scanner when it was last processed.

2.2.1.2.18 App Principal Permissions Enumeration

The following table lists the values and the descriptions for the App Principal Permissions
enumeration.

Value Description

0 No permissions.

1 Guest permissions.

2 Read permissions.

3 Write permissions.

4 Manage permissions.
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Value Description

5 Admin Permissions.

2.2.1.3 Time Zone Identifier

Time Zone Identifier is a 2-byte integer value identifying a time zone. The only valid values of the

Time Zone Identifier are specified as follows.

Value Meaning

2 (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London
3 (GMT+01:00) Brussels, Copenhagen, Madrid, Paris

4 (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
5 (GMT+02:00) Athens, Bucharest, Istanbul

6 (GMT+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague
7 (GMT+02:00) Minsk

8 (GMT-03:00) Brasilia

9 (GMT-04:00) Atlantic Time (Canada)

10 (GMT-05:00) Eastern Time (U.S. and Canada)

11 (GMT-06:00) Central Time (U.S. and Canada)

12 (GMT-07:00) Mountain Time (U.S. and Canada)

13 (GMT-08:00) Pacific Time (U.S. and Canada)

14 (GMT-09:00) Alaska

15 (GMT-10:00) Hawaii

16 (GMT-11:00) Midway Island, Samoa

17 (GMT+12:00) Auckland, Wellington

18 (GMT+10:00) Brisbane

19 (GMT+09:30) Adelaide

20 (GMT+09:00) Osaka, Sapporo, Tokyo

21 (GMT+08:00) Kuala Lumpur, Singapore

22 (GMT+07:00) Bangkok, Hanoi, Jakarta

23 (GMT+05:30) Chennai, Kolkata, Mumbai, New Delhi
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Value

Meaning

24 (GMT+04:00) Abu Dhabi, Muscat

25 (GMT+03:30) Tehran

26 (GMT+03:00) Baghdad

27 (GMT+02:00) Jerusalem

28 (GMT-03:30) Newfoundland

29 (GMT-01:00) Azores

30 (GMT-02:00) Mid-Atlantic

31 (GMT) Casablanca, Monrovia, Reykjavik

32 (GMT-03:00) Buenos Aires, Georgetown

33 (GMT-04:00) Caracas, La Paz

34 (GMT-05:00) Indiana (East)

35 (GMT-05:00) Bogota, Lima, Quito, Rio Branco

36 (GMT-06:00) Saskatchewan

37 (GMT-06:00) Guadalajara, Mexico City, Monterrey
38 (GMT-07:00) Arizona

39 (GMT-12:00) International Date Line West

40 (GMT+12:00) Fiji Is., Kamchatka, Marshall Is.

41 (GMT+11:00) Magadan, Solomon Is., New Caledonia
42 (GMT+10:00) Hobart

43 (GMT+10:00) Guam, Port Moresby

44 (GMT+09:30) Darwin

45 (GMT+08:00) Beijing, Chongging, Hong Kong S.A.R., Urumgi
46 (GMT+06:00) Almaty, Novosibirsk

47 (GMT+05:00) Islamabad, Karachi, Tashkent

48 (GMT+04:30) Kabul

49 (GMT+02:00) Cairo

50 (GMT+02:00) Harare, Pretoria

51 (GMT+03:00) Moscow, St. Petersburg, Volgograd
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Value

Meaning

53 (GMT-01:00) Cape Verde Is.

54 (GMT+04:00) Baku

55 (GMT-06:00) Central America

56 (GMT+03:00) Nairobi

57 (GMT+01:00) Sarajevo, Skopje, Warsaw, Zagreb
58 (GMT+05:00) Ekaterinburg

59 (GMT+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius
60 (GMT-03:00) Greenland

61 (GMT+06:30) Yangon (Rangoon)

62 (GMT+05:45) Kathmandu

63 (GMT+08:00) Irkutsk, Ulaan Bataar

64 (GMT+07:00) Krasnoyarsk

65 (GMT-04:00) Santiago

66 (GMT+05:30) Sri Jayawardenepura

67 (GMT+13:00) Nuku'alofa

68 (GMT+10:00) Vladivostok

69 (GMT+01:00) West Central Africa

70 (GMT+09:00) Yakutsk

71 (GMT+06:00) Astana, Dhaka

72 (GMT+09:00) Seoul

73 (GMT+08:00) Perth

74 (GMT+03:00) Kuwait, Riyadh

75 (GMT+08:00) Taipei

76 (GMT+10:00) Canberra, Melbourne, Sydney
77 (GMT-07:00) Chihuahua, La Paz, Mazatlan
78 (GMT-08:00) Tijuana, Baja California

79 (GMT+02:00) Amman

80 (GMT+02:00) Beirut
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Value

Meaning

81 (GMT-04:00) Manaus

82 (GMT+03:00) Thilisi

83 (GMT+02:00) Windhoek

84 (GMT+04:00) Yerevan

85 (GMT -03:00) Buenos Aires

86 (GMT) Casablanca

87 (GMT +05:00) Islamabad, Karachi
88 (GMT -04:30) Caracas

89 (GMT +04:00) Port Louis

90 (GMT -03:00) Montevideo

91 (GMT -04:00) Asuncion

92 (GMT +12:00) Petropavlovsk-Kamchatsky
93 (GMT) Coordinated Universal Time
94 (GMT +08:00) Ulaanbaatar

99 (GMT +11:00) Magadan

2.2.2 Bit Fields and Flag Structures

2.2.2.1 Audit Flags

Audit Flags is a 4-byte unsigned integer bit mask that tracks operations to be audited on a given
object. Auditing is an implementation-specific capability, which can have one or more flags set. The
values of the Audit Flags bits are specified as follows.

Value Description

0x00000001 | Audit checkout operations.

0x00000002 | Audit checkin operations.

0x00000004 | Audit view operations.

0x00000008 | Audit delete operations.

0x00000010 | Audit update operations.

0x00000020 | Audit content type update operations.

0x00000040 | Audit child object deletion operations.
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Value Description

0x00000080 | Audit List Schema change operations.
0x00000100 | Audit security change operations.
0x00000200 | Audit undelete operations.
0x00000400 | Audit workflow (2) operations.
0x00000800 | Audit copy operations.

0x00001000 | Audit move operations.

0x00002000 | Audit search operations.

OxFFFFCO00 | Unused.

2.2.2.2 Configuration Object Status

Configuration Object Status is a 4-byte unsigned integer that describes the status of the associated
Configuration Object. Valid values of the Configuration Object Status bits are specified in the
following table. The semantic meaning of each value is implementation-specific to the service that
owns the Configuration Object.

Value Description

0x00000000 | The Configuration Object is provisioned and online.

0x00000001 | The Configuration Object is disabled. The resources necessary to run this Configuration Object are
on the machine, but the administrator needs to provision the Configuration Object and enable it.

0x00000002 | The Configuration Object is offline for some unknown reason.

0x00000003 | The administrator has issued the command to unprovision the Configuration Object into a disabled
state, but the unprovisioning job has not completed yet.

0x00000004 | The administrator has issued the command to provision the Configuration Object and turn it
online, but the provisioning job has not completed yet.

0x00000005 | The administrator has issued the command to upgrade the Configuration Object into an online

state, but the upgrade job has not completed yet.

2.2.2.3 Doc Flags

Doc Flags is a 4-byte unsigned integer bit mask that provides metadata about the document, which
can have one or more flags set. The values of the Doc Flags bits are specified as follows.

Value Description

0x00000001 | This document contains dynamic content to be sent through the CAML interpreter, an
implementation-specific dynamic content generation component. An example of this would be a
category Web bot present in the source of the page.

0x00000002 | The document is a "sub image" of another document. This is set if this document is an

automatically generated thumbnail or Web image based on another item in the store.
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Value Description

0x00000004 | The document is a type for which there was a registered parser available at the time it was saved.
A parser is an implementation-specific component that can extract data and metadata from a
document, which can then be used to build a list of hyperlinks and fields for content types.

0x00000008 | The document is a type that can contain hyperlinks.

0x00000010 | The document has an associated resource in the "_private" folder that is renamed in parallel when
this file is renamed. An example of this is the count file for a hit counter Web bot.

0x00000020 | The document is currently checked out to a user.

0x00000040 | The document is customized.

0x00000080 | The document is, by default, a page which contains a personalized view showing the current
user's personalized and customized Web Parts.

0x00000100 | The document is a type that can have a document stream.

0x00000200 | The document is currently checked out to a location on the user's client system.

0x00000400 | The document has child documents created by the document transformations feature.

0x00000800 | The document is only a namespace entry for a list item (that is, it corresponds to an item in a
non-document library list that is filtered out from file system-centric enumerations).

0x00001000 | Unused.

0x00002000 | The document has properties in its metainfo defining a custom order of the content types. This is
only valid for folders.

0x00004000 | The document MUST be customized when "undirtied" (that is, when dependency updates are
performed for the document). This is used for documents such as a document library template,
which is provisioned as uncustomized but SHOULD be customized to demote content type
information on the containing document library whenever that information is updated.

0x00008000 | Used when a 0-byte document is saved to a document library with required check out and at least
one required field.

0x00010000 | Currently unused and MUST be ignored.

0x00020000 | There is a shared lock on the document.

0x00040000 | The document is the Welcome page of the site (2).

0x00080000 | Accessing the document does not require extra permission that is normally required for documents
in private list.

OXFFFFO000 | Currently unused and MUST be ignored.

2.2.2.4 Document Store Type

The Document Store Type is a 1-byte unsigned integer value that specifies the type of a document
or the target of a link within or to a document. The only valid values for a Document Store Type are
specified as follows.

Value

Description

0x00 File

50/ 484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017




Value | Description

0x01 Folder

0x02 Site

0x80 Backward Link
Backward Link can only be a return value and MUST NOT be used as an input value for a stored
procedure.

2.2.2.5 List Flags

List Flags is an 8-byte unsigned integer bit mask that provides metadata about the list, which can
have one or more flags set. List Flags identify an implementation-specific capability. The values of
the List Flags bits are specified as follows.

Value Description

0x0000000000000001 | This list is an "ordered list".

0x0000000000000002 | This bit MUST be ignored.

0x0000000000000004 | This list is "undeletable" (that is, it is crucial to the functioning of the containing
site (2) or site collection).

0x0000000000000008 | Attachments on list items are disabled. This bit MUST be set if the list is a
document library or survey.

0x0000000000000010 | This list is a "catalog" (for example, a Web Part gallery or master page gallery).

0x0000000000000020 | This list is associated with a site (2) using the meetings workspace site template
and contains data scoped to each instance of a recurring meeting.

0x0000000000000040 | This list generates alerts when a list item is assigned to a user.

0x0000000000000080 | This list has versioning enabled, and supports creating historical versions of list
items when changes occur. This bit MUST be ignored for Lists with a List Base
Type of survey.

0x0000000000000100 | This list MUST be hidden from enumeration functions. This is intended for lists
implementing infrastructure for an application.

0x0000000000000200 | This list is configured to bring up a page to fill out a form to request access from
the owner when a user is denied access while browsing its list items.

0x0000000000000400 | This list has moderation enabled, requiring an approval process when content is
created or modified.

0x0000000000000800 | If this list is a survey, it will allow multiple responses for a given user rather than
restricting users to a single response. This flag MUST be ignored for lists that do
not have a List Base Type of survey.

0x0000000000001000 | This list uses the value of each field's ForcedDisplay attribute when presenting
data from that field. This is commonly used in anonymous surveys to display
common placeholder text wherever the respondent's name would normally appear.

0x0000000000002000 | This list MUST NOT be serialized as part of saving this site (2) as a site template.

0x0000000000004000 | The List Server Template for this list can only be instantiated in the root site (2)
of a given site collection.
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Value Description

0x0000000000008000 | When a List Server Template is being created for this list, documents in the root
of the list can also be serialized.

0x0000000000010000 | Insertion of list items via email is enabled for this list.

0x0000000000020000 | This is a "private" list. When a List Server Template based on this list is created,
the new list can be given an ACL so that only its owner and administrators can
access the list.

0x0000000000040000 | This document library requires the user to check out documents before modifying
them.

0x0000000000080000 | This list supports creation of minor versions on item revisions.

0x0000000000100000 | This document library requires that users have the EditListItems right to see
minor versions of documents.

0x0000000000200000 | This document library requires that users have the Approveltems right to see
minor versions of documents.

0x0000000000400000 | This list supports displaying a user interface for manipulating multiple content
types (for example, a list that contains both announcements and tasks).

0x0000000000800000 | This list has had its schema customized from the version that exists in the on-disk
schema file that was used to create it.

0x0000000001000000 | Document parsers in this list generate thumbnail files corresponding to documents
saved to this list. This bit MUST be ignored for lists that are not document
libraries.

0x0000000002000000 | Documents or list item attachments in this list can be directly browsed to by
anyone who has access to the list itself. This is useful for shared resources such as
the master page gallery, where one page can be used throughout a site collection
in scopes with varying permissions.

0x0000000004000000 | This list has workflows (2) associated with it.

0x0000000008000000 | This list MUST NOT be automatically exported when exporting a list that references
it. Exporting is an implementation-specific capability.

0x0000000010000000 | Applications generating server transformations of list items in this list SHOULD
default to open the list item in a browser rather than in a separate client-side
application. Server transformations are performed by server-side document
viewers that can allow clients to view documents without additional client
software. Server transformations are an implementation-specific feature.

0x0000000020000000 | Creation of folders is blocked in this list.

0x0000000040000000 | This list disallows advanced view functionality, such as the datasheet view and
views involving Web Part to Web Part connections.

0x0000000080000000 | This list specifies custom sorting orders for the list of content types available on a
per-folder basis.

0x0000000100000000 | This list MUST NOT be exported as part of a migration package. Migration
packages are an implementation-specific feature.

0x0000000200000000 | This list has its schema cached in memory when possible, rather than retrieving
the schema every time the list is accessed.

0x0000000400000000 | This bit MUST NOT be returned by the database.

0x0000000800000000 | This list's content is not processed by a search crawler.
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Value Description

0x0000001000000000 | Data from this list MUST be included when it is saved as a List Server Template,
even if not otherwise requested.

0x0000002000000000 | Content type manipulation is disabled on this list.

0x0000004000000000 | RSS feed syndication is disabled for this list.

0x0000008000000000 | Information Rights Management (IRM) is enabled for documents in this list.

0x0000010000000000 | Expiration of IRM rights is enabled for this list. Setting this bit requires that the
IRM enabled bit also be set.

0x0000020000000000 | Documents that do not have a registered IRM protector will be blocked from this
list.

0x0000080000000000 | If this list is an events list, this list supports a user interface which allows the user
to select user identities when adding new list items.

0x0000100000000000 | This list has data validation criteria used to perform custom validation rules prior
to the list being updated.

0x0000200000000000 | If this list is an events list, this list supports a user interface for adding resources.

0x0000400000000000 | The data for this list comes from an external data source.

0x0000800000000000 | Calculated expressions in this list MUST preserve NULL values rather than
converting them to empty strings.

0x0001000000000000 | This list has list scoped custom actions.

0x0002000000000000 | This site (2) SHOULD NOT be taken offline by a client application.

0x0004000000000000 | Protocol clients MUST enforce validation rules defined for this list. Validation rules
are an implementation-specific capability.

0x0008000000000000 | The flag for this list with value 0x0000000010000000 MUST override any server-
wide settings for server transformations. Server transformations are an
implementation-specific feature.

0x0010000000000000 | This list is part of the infrastructure of the site (2) that contains it and client
applications SHOULD treat it as a top level navigation object when displaying
information about the site that contains it.

0x0020000000000000 | Views of this list SHOULD NOT display options to bulk edit data in a datasheet
view.

0x0040000000000000 | Protocol clients SHOULD prevent browser execution of active content from files in
this library.

0x0080000000000000 | The user interface for forms in this list SHOULD navigate to form pages instead of
hosting the list form in a modal dialog.

0x0100000000000000 | Calculated expressions in this list MUST return error values in the case of data
type mismatch.

0x0200000000000000 | This list at one time supported creation of minor versions on item revisions, so
minor versions might exist for items in this list.

0xFC00000000000000 | Unused.
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2.2.2.6 Publishing Level Type

A Publishing Level Type is an 8-bit unsigned integer that describes the publishing level of a
version of a document. Only the following values are valid for the Publishing Level Type.

Value | Description

1 The default value, referring to a published document shown to all users who have access to its storage
location.
2 This document is in a draft state and is shown only to users who have permissions to see documents

in a draft state.

255 This document is checked out to a particular user and shown only to that user.

2.2.2.7 Put Flags Type

Put Flags Type is a 4-byte integer bit mask containing option flags for adding or updating a
document. Zero or more of the following bit flags can be set in a Put Flags Type. The values of the
PutFlags bits are specified as follows.

Value Description

0x00000001 | MUST be ignored by the back-end database server.

0x00000002 | Unconditionally update the document.

0x00000004 | MUST be ignored by the back-end database server.

0x00000008 | Keep the document checked out.

0x00000010 | MUST be ignored by the back-end database server.

0x00000020 | Check the document in.

0x00000040 | MUST be ignored by the back-end database server.

0x00000080 | Create a thicket or thicket supporting folders.

0x00000100 | MUST be ignored by the back-end database server.

0x00000200 | MUST be ignored by the back-end database server.

0x00000400 | MUST be ignored by the back-end database server.

0x00000800 | MUST be ignored by the back-end database server.

0x00001000 | Create a new user interface (UI) version of the document, even if it is in a short-term lock.
0x00002000 | Set only when a document migration operation is occurring.

0x00004000 | MUST be ignored by the back-end database server.

0x00008000 | MUST be ignored by the back-end database server.

0x00010000 | Publish the document: change user interface (UI) version to published.
0x00020000 | Overwrite the document without updating the displayed version of the document.
0x00040000 | Unpublish document: Change user interface (UI) version from published to draft.
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Value

Description

0x00080000 | Document updated from manifest file: Add document at the default publishing level.

0x00100000 | The document is being added or updated as part of a system update: Do not update the last
modification time and user.

0x00200000 | MUST be ignored by the back-end database server.

0x00400000 | Unused.

0x00800000 | Do not increment the current internal version counter value for the document. This flag can be set
only if the updater can tolerate having his or her changes overwritten by another user in the event
of a conflict.

0x01000000 | Unused.

0x02000000 | Keep the document checked out to the user's local disk.

O0xFC000000 | Unused.

2.2.2.8 Rename Flags

Rename Flags is a 4-byte integer bit mask containing option flags for renaming a document. This bit
mask can have zero or more flags set. The reserved values of the RenameFlags bits are specified as

follows.
Value Description
0x00000000 | Default behavior: Rename all dependent items.
0x00000001 | Do not update all related documents.<2>
0x00000002 | MUST be ignored by the back-end database server.
0x00000004 | Server SHOULD find backward links to update other documents linking to the original document.
0x00000008 | MUST be ignored by the back-end database server.
0x00000010 | MUST be ignored by the back-end database server.
0x00000020 | Allow renaming of sites.
0x00000040 | Set the Doc Flags (section 2.2.2.3) bit 0x00000004 to match this value when a file's extension
changes.
0x00000080 | Set the Doc Flags bit 0x00000008 to match this value when a file's extension changes.
0x00000100 | This value is only used internally within implementation-specific code.
0x00000200 | Allow move into the forms directory.
0x00000400 | Current user can view draft versions of the source documents in a move operation.
0x00000800 | Allow rename operation on a thicket main file with missing thicket supporting files.
0x00001000 | MUST be ignored by the back-end database server.
0x00002000 | Overwrite existing files in the destination if the source file is newer.
0x00004000 | MUST be ignored by the back-end database server.
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Value

Description

OxFFFF8000

Unused.

2.2.2.9 Site Collection Flags

Site Collection Flags is a 4-byte, unsigned integer bit mask that specifies properties that are global
to a site collection. This bit mask can have zero or more flags set. The values of the Site Collection
Flags bits are specified as follows.

Value Description

0x00000001 | This site collection has been write-locked, and user write operations will be blocked.

0x00000002 | This site collection is fully locked, and user read and write operations will be blocked.

0x000003FC | Unused.

0x00000400 | The site collection has sent a notification that disk usage is near its limit.

0x00000800 | Unused.

0x00001000 | The number of users in this site collection is large. Special consideration can be given to query
execution plans when retrieving data.

0x00002000 | The site collection has disabled syndication via RSS.

0x00004000 | Unused.

0x00008000 | Unused.

0x00010000 | Unused.

0x00020000 | This site collection has been write-locked by an administrative action. Users are restricted to read-
only operations.

0x00040000 | Unused.

0x00080000 | The site collection is restricted to users with user accounts from a particular directory path within
Active Directory.

0x00100000 | There are sandboxed solutions activated in the site collection.

0x00200000 | Email has been sent out to site collection owner about the resource usage for sandboxed solutions
exceeding the resource quota warning level.

0x00400000 | Email has been sent out to the site collection owner about resource usage for sandboxed solutions
exceeding the resource quota limit.

0x00800000 | Resource usage for the sandbox solutions exceeding the resource quota limit.

0x01000000 | This site collection has site collection scoped custom actions.

0x02000000 | The visual Upgrade site collection UI is shown. Visual Upgrade feature allows users to choose the
UI of upgraded sites. If the user chooses to update, the sites will use the new interface, which
includes the ribbon; otherwise, the sites will continue to use Windows SharePoint Services 3.0 UI.

0x04000000 | The visual Upgrade Site Setting UI is shown on sites in this Site Collection. Visual Upgrade feature

allows users to choose the UI of upgraded sites. If the user chooses to update, the sites will use
the new interface, which includes the ribbon; otherwise, the sites will continue to use Windows
SharePoint Services 3.0 UI.
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Value

Description

0x08000000 | User-defined workflows (2) are disabled for this site collection.
0xFO000000 | Unused.
2.2.2.10 Site Collection Upgrade Flags

Site Collection Upgrade Flags is a 4-byte, unsigned integer bit mask that specifies properties that
are global to a site collection regarding site collection upgrade. This bit mask can have zero or more
flags set. The values of the Site Collection Upgrade Flags bits are specified as follows.

Value Description

0x00000001 | Whether site collection upgrade is allowed on this site collection is controlled by the parent of the
site collection.

0x00000002 | Site collection upgrade is allowed on this site collection. This bit is ignored if bit 0x00000001 is
set.

0x00000004 | The site collection upgrade is in progress for this site collection.

0x00000008 | Whether upgrade evaluation site collection is allowed to be created is controlled at this site
collection. When this bit is set, use the setting at the parent of the site collection.

0x00000010 | upgrade evaluation site collection is allowed to be created. This bit is ignored if bit 0x00000008 is
not set.

2.2.2.11 Site Property Flags

Site Property Flags is a 4-byte, unsigned integer bit mask that tracks property flags applied to a
site (2). The site (2) can have one or more Site Property Flags set. These flags reference
implementation-specific capabilities. The values of the Site Property Flags bits are specified as

follows.

Value Description

0x00000001 | This site (2) allows display of implementation-specific user presence information in the front-end
Web server.

0x00000002 | This site (2) allows display of implementation-specific enhanced user presence information in the
front-end Web server.

0x00000004 | HTML views for file dialogs MUST NOT be displayed for this site (2).

0x00000008 | This site (2) has disabled syndication of list items via RSS.

0x00000010 | Unused.

57/ 484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017




Value

Description

0x00000020 | The front-end Web server for this site (2) displays the "quick launch" navigational element.
0x00000040 | The front-end Web server for this site (2) displays a hierarchical "tree view" navigational element.
0x00000080 | Document parsing is disabled for this site (2).
0x00000100 | This site (2) has not yet been provisioned with a site template.
0x00000200 | List schema information can be cached for lists within this site (2).
0x00000400 | This site (2) has at least one uniquely secured object within it.
0x00000800 | Search indexing agents can index the rendered content from ASPX pages within this site (2).
0x00001000 (Sze)arch indexing agents MUST NOT index the rendered content from ASPX pages within this site
0x00004000 | The site MUST be locked when performing field or list operations that enable cascade deletion.
0x00008000 | This allows display of implementation-specific visual upgrade or site settings information on the
front-end Web server.

0x00010000 | The site (2) has at least one custom action that resides at the site level.
0x00020000 | The site (2) has at least one custom action that resides at the list level.
0x00040000 | This site (2) has been initialized since upgrade occurred.
0x00080000 | This site (2) isn't taken offline by the client.
OxFFFFEOOO | Unused.

2.2.2.12 UserInfo tp_flags

A 4-byte integer bit mask determining the user's options. This can have one or more flags set. The
default value is 0, but it MUST NOT be NULL. The valid flags are:

Value Description
0x00000000 | None
0x00000001 | The user is associated with an external application.
0x00000002 | When the user accesses the front-end Web server, the request MUST have an X-RequestToken
HTTP Header, which is an opaque string value generated by the front-end Web server.
0x00000004 | The user will not have permission to browse the user information list.
2.2.2.13 View Flags

View Flags is a 4-byte, integer bit mask that corresponds to properties of a view. This bit mask can
have zero or more flags set. The values of the View Flags bits are specified as follows.
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Value

Description

0x00000001 | Normal HTML-based view.

0x00000002 | View has been modified by a client application such that it isn't compatible with the Web interface
for view modification. Implementations MUST restrict modifying any properties they do not
understand.

0x00000004 | Tabular view. The view will render a check box in front of each row to use for bulk updates.

0x00000008 | View MUST NOT be displayed in enumerations of the views of this List (that is, in a view selector
front-end Web server element).

0x00000010 | Value is unused and MUST be ignored.

0x00000020 | View is read-only, and implementations MUST NOT allow any modifications to its properties.

0x00000040 | If the query for this view returns no rows, implementations of the front-end Web server MUST
return an HTTP 410 error when displaying this view as part of an HTTP request, instead of
displaying a normal empty view body.

0x00000080 | Presents data in a nontabular fashion. Implementations can format results in a manner compatible
with free-form presentation.

0x00000100 | View suitable for displaying in an HTML-based file navigation dialog to client applications.

0x00000200 | Value is unused, and implementations MUST ignore it.

0x00000400 | View has functionality for aggregating data across multiple XML documents within an XML form
library.

0x00000800 | View presents a datasheet view to a rich client application.

0x00001000 | Displays all items in the list recursively from the specified folder, instead of only displaying the
immediate children of the current folder.

0x00002000 | Requires that view's data be expanded based on a calendar recurrence (for example, having a
view of list item data for the first Thursday of every month).

0x00004000 | View is the system-created view of a user's items awaiting moderation in a moderated list.

0x00008000 | System-created moderator's view of a moderated list, which displays list items pending approval.

0x00010000 | Threaded view for legacy discussion boards (lists with base type 3). Implementations MUST
display results in a threaded fashion, and paging of results MUST be done in terms of threads
instead of by individual list items.

0x00020000 | Displays HTML-based graphical charts of list item data.

0x00040000 | A personal view, which MUST only be displayed to the user who created the view.

0x00080000 | Displays data on a calendar based on date and time properties of the list items.

0x00100000 | Default form of the specified type for the corresponding list.

0x00200000 | Does not display any list items that are folders.

0x00400000 | Displays list items based on the item order of the list. If this list is not an ordered list, this value
MUST be 0.

0x00800000 | View intended for display on mobile devices.

0x01000000 | View is displayed as the default view of this list when a mobile view is requested.

0x02000000 | Displays historical versions of list items.
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Value Description

0x04000000 | Displays list item data in a Gantt chart.

0x08000000 | View fetches the list item for the root folder of the view, in addition to the standard behavior of
fetching all list items contained within it.

0x10000000 | View is the default view presented when a view is requested for a particular content type.

0x20000000 | View does not display items that have not been approved. Implementations MUST NOT show this
view to anonymous users.

0x40000000 | View MUST NOT be displayed to any user who does not possess the UseClientIntegration right.

0x80000000 | Unused flag value, which MUST be ignored by client applications.

2.2.2.14 Workdays Flag

Workdays Flag is a 2-byte, bit mask that is used to specify the workdays in a week for display in a
calendar. The workdays are specified as the sum or bitwise OR of the bit flags specifying each day of
the week. For example, if the first day of the week is a Sunday and the workdays are Monday through
Friday, the combined flags value would be 0x003E, or 62. The only valid values of the Workdays Flag
bits are specified as follows.

Value Description

0x0001 Saturday is a workday.

0x0002 Friday is a workday.

0x0004 Thursday is a workday.

0x0008 Wednesday is a workday.

0x0010 Tuesday is a workday.

0x0020 Monday is a workday.

0x0040 Sunday is a workday.

OxFF80X | Unused and MUST NOT be set.

2.2.2.15 WSS Rights Mask

WSS Rights Mask is an 8-byte, unsigned integer that specifies the rights that can be assigned to a
user or site group. This bit mask can have zero or more flags set.

The values of the permission mask bits are specified as follows.

Symbolic name | Value Description
EmptyMask 0x0000000000000000 | Grant no permissions.
FullMask Ox7FFFFFFFFFFFFFFF Grant all permissions.

The list and document permissions (0x000000000000XXXX) are specified as follows.
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Symbolic name Value Description

ViewlListItems 0x0000000000000001 | Allow viewing of list items in lists, documents in
document libraries, and Web discussion comments.

AddListItems 0x0000000000000002 | Allow addition of list items to lists, documents to
document libraries, and Web discussion comments.

EditListItems 0x0000000000000004 | Allow editing of list items in lists, documents in
document libraries, Web discussion comments, and
to customize Web Part pages in document libraries.

DeletelListItems 0x0000000000000008 | Allow deletion of list items from lists, documents
from document libraries, and Web discussion
comments.

Approveltems 0x0000000000000010 | Allow approval of minor versions of a list item or
document.

Openltems 0x0000000000000020 | Allow viewing the source of documents with server-
side file handlers.

ViewVersions 0x0000000000000040 | Allow viewing of past versions of a list item or
document.

DeleteVersions 0x0000000000000080 | Allow deletion of past versions of a list item or
document.

CancelCheckout 0x0000000000000100 | Allow discard or check in of a document that is
checked out to another user.

ManagePersonalViews 0x0000000000000200 | Allow creation, change, and deletion of personal
views of lists.

0x0000000000000400 | Reserved.

Managelists 0x0000000000000800 | Allow creation and deletion of lists, addition or
removal of fields to the schema of a list, and
addition or removal of personal views of a list.

ViewFormPages 0x0000000000001000 | Allow viewing of forms, views, and application
pages, and enumerate lists.

AnonymousSearchAccessList | 0x0000000000002000 | Allow anonymous users to retrieve content of a list or
document library through SharePoint search. The list
permissions in the site (2) do not change.

0x000000000000D000 | Reserved.

The Web level permissions (0x0000XXXXXXXX0000) are specified as follows.

Symbolic name

Value

Description

Open

0x0000000000010000 | Allow access to the items contained within a

site (2), list, or folder.

ViewPages

0x0000000000020000 | Allow viewing of pages in a site (2).

AddAndCustomizePages

0x0000000000040000 | Allow addition, modification, or deletion of

HTML pages or Web Part pages, and editing of
the site (2) using a compatible editor.

ApplyThemeAndBorder

0x0000000000080000 | Allow application of a theme or borders to the

entire site (2).
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Symbolic name Value Description

ApplyStyleSheets 0x0000000000100000 | Allow application of a style sheet (.css file) to
the site (2).

ViewUsageData 0x0000000000200000 | Allow viewing of reports on site usage.

CreateSSCSite 0x0000000000400000 | Allow creation of a site (2) using Self-Service
Site Creation, an implementation-specific
capability.

ManageSubwebs 0x0000000000800000 | Allow creation of a subsite within the site (2)
or site collection.

CreateGroups 0x0000000001000000 | Allow creation of a group (2) of users that can
be used anywhere within the site collection.

ManagePermissions 0x0000000002000000 | Allow creation and modification of permission
levels on the site (2) and assigning
permissions to users and site groups.

BrowseDirectories 0x0000000004000000 | Allow enumeration of documents and folders in
a site (2) using [MS-FPSE] and WebDAV
interfaces.

BrowseUserInfo 0x0000000008000000 | Allow viewing the information about all users of
the site (2).

AddDelPrivateWebParts 0x0000000010000000 | Allow addition or removal of personal Web
Parts on a Web Part page.

UpdatePersonalWebParts 0x0000000020000000 | Allow updating of Web Parts to display
personalized information.

ManageWeb 0x0000000040000000 | Allow all administration tasks for the site (2) as
well as manage content.

AnonymousSearchAccessWeblLists | 0x0000000080000000 | Allow content of lists and document libraries in
the site (2) to be retrievable for anonymous
users through SharePoint search if the list or
document library has
AnonymousSearchAccesslList set.

0x0000000F00000000 | Reserved.

UseClientIntegration 0x0000001000000000 | Allow use of features that launch client
applications; otherwise, users can only work on
documents on their local machines and upload
changes to the front-end Web server.

UseRemoteAPIs 0x0000002000000000 | Allow use of SOAP, WebDAV, or [MS-FPSE] to
access the site (2).

ManageAlerts 0x0000004000000000 | Allow management of alerts for all users of the
site (2).

CreateAlerts 0x0000008000000000 | Allow creation of e-mail alerts.

EditMyUserInfo 0x0000010000000000 | Allow users to change their own user
information, such as adding a picture.

0x0000FE0000000000 | Reserved.

The Special permissions (0xXXXX000000000000) are specified as follows.

[MS-WSSFO3] - v20170620
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Symbolic name Value Description

0x3FFFO00000000000 | Reserved.

EnumeratePermissions | 0x4000000000000000 | Allow enumeration of permissions on the site (2), list,
folder, document, or list item.

0x8000000000000000 | Reserved.

2.2.3 Binary Structures

2.2.3.1 Calendar View Options Type

Calendar View Options Type is a 1-byte value that specifies calendar options for front-end Web
server display in the following format.

—
N
w

; W
FirstDay l;|erskt(})/\fl ee|Unuse
OfWeek kuj d
Year

FirstDayOfWeek (3 bits): An unsigned integer specifying the first day of the week. The following
are valid values for the FirstDayOfWeek value.

Bits | Description

000 | Sunday

001 | Monday

010 | Tuesday

011 | Wednesday

100 | Thursday

101 | Friday

110 | Saturday

FirstWeekOfYear (2 bits): An unsigned integer specifying how the first week of the year is
handled. The following are valid values for the FirstWeekOfYear value.

Bits | Description

00 The year starts on January 1.

01 The year starts with the first complete week.

10 The year starts with the first week of at least four days.

WeekUI (1 bit): If this bit is set, week numbers SHOULD be displayed in the front-end Web server.
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Unused (2 bits): The last 2 bits of this structure are currently unused and MUST both be set to 0.

2.2.3.2 External Group Token

The External Group Token structure is a variable-length structure associated with a principal (2)
that contains a collection of the systemIDs for the external groups of which the principal is a
member.

0[{1(2|3|4|5|6|7|8|9|0(1(2[3[4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

TimeTokenGenerated

Size

Magic

AuthenticationType

UserSystemlIdSize

TokenGroupsSize

Magic2

UserSystemlId (variable)

TokenGroups (variable)

TimeTokenGenerated (8 bytes): An 8-byte, unsigned integer value specifying the time that this
token was generated, stored as seconds since midnight, January 1, 1899, Coordinated Universal
Time (UTC).

Size (4 bytes): A 4-byte, unsigned integer value specifying the length of the External Group Token in
bytes.

Magic (4 bytes): A 4-byte, unsigned integer, which MUST use the value OxCACBCECF.

AuthenticationType (4 bytes): A 4-byte, unsigned integer value specifying the authentication
provider for the systemlID of the principal. The value MUST be one of the following.

Value Description

0x00000001 | Windows Integrated Authentication

0x00000003 | ASP.NET Forms Authentication
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UserSystemIdSize (4 bytes): A 4-byte, unsigned integer value specifying the length of the
principal's serialized binary systemlID, in bytes.

TokenGroupsSize (4 bytes): A 4-byte, unsigned integer value specifying the length, in bytes, of the
TokenGroups field containing the serialized binary systemIDs for the external groups.

Magic2 (4 bytes): A 4-byte, unsigned integer, which MUST use the value 0OxDADBDEDF.

UserSystemld (variable): A variable-length field containing the serialized binary systemID for the
principal, occupying the number of bytes specified in UserSystemIdSize.

TokenGroups (variable): A variable-length field containing a Token Groups structure, which
contains the serialized binary systemIDs for the external groups of which the principal is a member,
occupying the number of bytes specified in TokenGroupsSize.

2.2.3.3 Token Group Offset and Attributes

The Token Group Offset and Attributes structure specifies the length and offset of the serialized
binary systemID for a corresponding external group within a Token Groups structure.

—
N
w

0(1|/2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6(7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

Offset

Attributes

Offset (4 bytes): A 4-byte, unsigned integer value specifying the offset in bytes from the beginning
of the Token Groups structure to the beginning of the serialized binary systemlID for this external
group.

Attributes (4 bytes): A 4-byte, unsigned integer value specifying the length in bytes of the serialized
binary systemID for this external group.
2.2.3.4 Token Groups

The Token Groups structure contains the serialized binary SystemIDs for a collection of external
groups.

—
N
w

0(1|/2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

GroupCount

OffsetsAndAttributes (variable)

GroupSystemlIds (variable)

GroupCount (4 bytes): A 4-byte, unsigned integer value specifying the number of external groups'
SystemlIDs that are serialized in this structure.
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OffsetsAndAttributes (variable): A variable-length serialized array containing GroupCount
elements consisting of Token Group Offset and Attributes structures specifying the lengths and
offsets of the serialized binary SystemIDs for the corresponding external groups, one for each
external group's SystemlID in the collection.

GroupSystemlds (variable): A variable-length field containing the collection of serialized binary
SystemlDs for the external groups. Each external group's SystemlID starts at the offset value in
bytes from the beginning of the Token Groups structure and has the length in bytes specified by the
Attributes value in the OffsetsAndAttributes array element corresponding to the external group.

2.2.3.5 WSS ACE

An ACE structure specifying the individual access rights of a principal (2).

-
N
w

0(1|/2|3(4|(5|6|(7|8|9|0(1|2|3(4|5|6(|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

Principalld

PermMask

Principalld (4 bytes): A 4-byte, signed integer specifying the User Identifier of the principal for this
ACE.

PermMask (8 bytes): A WSS Rights Mask containing the list of rights that are granted to the
principal.
2.2.3.6 WSS ACL Format

The WSS ACL Format structure contains an array of WSS_ACEs.

—
N
w

0[{1(2|3|4|5|6|7|8|9(0(1|2[3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

Magic

SecurityVersion

NumAces

Aces (variable)

Magic (4 bytes): A 4-byte, unsigned integer describing the version of the ACL. This version of the
protocol MUST use the value Oxfef3.

SecurityVersion (8 bytes): An 8-byte, signed integer specifying the site collection's security version
value, which was used to compute the ACL.This value is not currently used.
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NumAces (4 bytes): A 4-byte, unsigned integer specifying the count of WSS_ACEs within this ACL.

Aces (variable): An array of WSS_ACEs for each of the principals in this ACL.

2.2.3.7 WSS External Group Map Cache Format

The WSS External Group Map Cache Format structure contains a cache of WSS External Group
Records mapping external groups to the site groups that contain them.

=
N
w

0(1|2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

CachedVersion

NumExternalGroupRecords

ExternalGroupRecords (variable)

CachedVersion (8 bytes): An 8-byte, signed integer specifying the version of this cached
information.

NumExternalGroupRecords (4 bytes): A 4-byte, signed integer specifying the count of WSS
External Group Records present in this cache.

ExternalGroupRecords (variable): A serialized collection of WSS External Group Records.

2.2.3.8 WSS Compressed Structures

The WSS Compressed structure uses the ZLIB Compressed Data Format Specification version 3.3
to compress a binary or string value to a binary format when save it in to the database.

The header of the WSS Compressed structure is specified as follows.

-
N
w

0(1|/2|3(4|5|6|7|8|9|0(1|2|3(4|5|6|7|8|9(0(1|2|3(4|5|6|7|8|9|0(1

ID Version

FileHeaderSize

OrigSize

Compressed Binary string (variable)

ID (2 bytes): MUST be OxA8AO.
Version (2 bytes): MUST be 0x3031 (ASCII "01")
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FileHeaderSize (4 bytes): A 4-byte, unsigned integer specifying the size of the header. The value is
0x0C000000.

OrigSize (4 bytes): A 4-byte, unsigned integer specifying the size of the original content. It MUST be
the size of the uncompressed stream before compression.

Compressed Binary string (variable): The compressed string using zlib compression.

2.2.3.9 WSS External Group Record

The WSS External Group Record structure contains the mapping between an external group and the
site groups that contain it.

=
N
w

0(1|2|3(4|5|6|(7|8|9|0(1|2|3(4|5|6(7|8|9(0(1|2|3(4|5|6[|7|8|9|0(1

ExternalGroupSignatureSize

ExternalGroupSignature (variable)

NumGrouplds

Grouplds (variable)

ExternalGroupSignatureSize (4 bytes): A 4-byte, signed integer specifying the size of the external
group signature, in bytes.

ExternalGroupSignature (variable): An array of bytes specifying the signature for the external
group using UTF-8 encoding. The number of bytes is specified by the ExternalGroupSignatureSize

field.

NumGrouplds (4 bytes): A 4-byte, signed integer specifying the count of Site Group Identifiers in
this record.

Grouplds (variable): An array of 4-byte, signed integers specifying the Site Group Identifiers that
contain this external group. The number of elements is specified by the NumGrouplIds field.

2.2.3.10 WSS User Token

The WSS User Token structure contains an array of Site Group Identifiers.

—
N
w

0(1|2|3(4|5|6(7|8|9|0(1|2|3(4|5|6|7|8|9(0(1]|2|3(4|5|6|7|8|9|0(1

Magic

TokenVersion
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NumGrouplds

Grouplds (variable)

Magic (4 bytes): A 4-byte, unsigned integer specifying the version of the token format. This version
of the protocol MUST use the value Oxdcd3.

TokenVersion (8 bytes): An 8-byte, signed integer specifying the site collection's security version
value, which was used to compute the token. This value is not currently used and MUST be ignored.

NumGrouplds (4 bytes): A 4-byte, unsigned integer specifying the count of Site Group Identifiers
within this token.

Grouplds (variable): An array of 4-byte integers for each of the site groups the corresponding user
belongs to. The number of elements in the array is specified by the NumGroupIds field.

2.2.4 Result Sets

The following common result sets are used by this protocol.

2.2.4.1 ACL and Permission Result Set

The ACL and Permission Result Set contains information about the permissions associated with a
security scope in effect for a document. The ACL and Permission Result Set is defined using T-
SQL syntax, as follows.

Acl varbinary (max),
AnonymousPermMask bigint;

Acl: The binary serialization of the WSS ACL Format (section 2.2.3.6) access control list (ACL) for
the security scope in effect.

AnonymousPermMask: A WSS Rights Mask (section 2.2.2.15) indicating the permissions granted
to an anonymous user or a user who has no specific permissions on this document.

2.2.4.2 Custom Actions From Scope Result Set

This result set MUST return 1 row for each custom action retrieved. If there were no custom actions
retrieved, this result set MUST NOT return any rows. This result set is defined using T-SQL syntax, as
follows.

ScopeType int;

ScopeId uniqueidentifier;
Id uniqueidentifier;
Properties nvarchar (max) ;
Version nvarchar (64) ;

ScopeType: The custom action scope.

Scopeld: The site collection identifier, site identifier, or list identifier for which the custom action
resides.
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Id: The custom action identifier.
Properties: The custom action data describing its functionality.

Version: The custom action version.

2.2.4.3 Domain Group Cache BEDS Update Result Set

The Domain Group Cache BEDS Update Result Set contains information to be used in recomputing
the domain group map cache, which contains the mapping of external groups to the site groups that
they are members of. The presence of the Domain Group Cache BEDS Update Result Set means
the database's copy of the domain group map cache is out of date and MUST be recomputed to ensure
that proper security checks can be made.

The Domain Group Cache BEDS Update Result Set is defined using T-SQL syntax, as follows.

tp_id int,
tp SystemId varbinary (512),
GroupId int;

tp_id: The identifier of an external group which is a member of a Site Group.
tp_Systemld: The Systemld of the external group.

GrouplId: The Site Group Identifier of the Site Group containing the given domain group.

2.2.4.4 Domain Group Cache Versions Result Set

The Domain Group Cache Versions Result Set contains information about the version numbers
associated with the Domain Group Map Caches on the front-end Web server and on the back-end
database server for the specified Site Collection. A Domain Group Map Cache contains a serialized
representation of the External Groups that are members of Site Groups in the Site Collection. The
version numbers in this result set can be used to determine whether the Domain Group Map Caches
on the front-end Web server or on the back-end database server are out of date and need to be
refreshed. A special version number value of -2 indicates that the value MUST NOT be used for
comparison.

When the Domain Group Cache Versions Result Set is returned, it MUST contain one row of
version number data.

The Domain Group Cache Versions Result Set is defined using T-SQL syntax, as follows.

RealVersion bigint,
CachedVersion bigint,
FrontEndVersion bigint;

RealVersion: The most recent version humber of the domain group Map Cache information.

CachedVersion: The version number of the domain group Map Cache information on the back-end
database server.

FrontEndVersion: The version number of the domain group Map Cache information on the front-end
Web server.
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2.2.4.5 Domain Group Cache WFE Update Result Set

The Domain Group Cache WFE Update Result Set contains the binary data needed to refresh the
domain group map cache. If the Domain Group Cache WFE Update Result Set is returned, it
indicates that the Back-end database server domain group map cache is up-to-date, and the front-end
Web server cache can be refreshed if necessary.

The Domain Group Cache WFE Update Result Set is defined using T-SQL syntax, as follows.

DomainGroupMapCache varbinary (max) ;

DomainGroupMapCache: A column containing the serialized domain group map cache data. If the
value of FrontEndVersion is greater than or equal to the value of CachedVersion in the results in
the Domain Group Cache Versions Result Set (section 2.2.4.4), this MUST be NULL.

2.2.4.6 Document Content Metadata Result Set

The Document Content Metadata Result Set contains the metadata for the document's binary
stream.

{Size} int,
{SiteRbsCollectionId} int,

{Version} int,
{InteralVersion} int,
{HistVersion} int,

{Id} uniqueidentifier,
{DirName} nvarchar (256),
{LeafName} nvarchar (128),
{ParentId} uniqueidentifier,
{SetupPathVersion} tinyint,
{SetupPath} nvarchar (255),
{Dirty} bit,

{DocFlags} int,

{Level} tinyint,
{DoclibRowId} int,
{VirusVendorID} int,
{VirusStatus} int,

{VirusInfo} nvarchar (255),
{VirusInfoEx} varbinary (max),
{ContentVersion} int,

{NextBSN} bigint,
{StreamSchema} byte,

{SiteId} uniqueidentifier

{Size}: The size of the document stream, in bytes.

{SiteRbsCollectionId}: The identifier for the remote BLOB storage collection for the site
collection, or zero if remote BLOB storage is not configured for this database.

{Version}: The current displayed version number of the document.
{InternalVersion}: The current internal version number of the document.
{HistVersion}: The user interface (UI) version number for the document.
{Id}: The document identifier of the requested document.

{DirName}: The directory name of the requested document.

{LeafName}: The leaf name of the requested document.
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{ParentlId}: The document identifier of the item's parent container.

{SetupPathVersion}: For an uncustomized document, this parameter governs the setup path
location to which the {SetupPath} fragment is relative. This value MUST be NULL if the document

does not exist, and it is undefined for a document that was never uncustomized. The value MUST be
one of the following.

Value | Description

2 Relative to the install location of Windows SharePoint Services 2.0 on the front-end Web server (for
example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\60).

3 Relative to the install location of Windows SharePoint Services 3.0 on the front-end Web server (for
example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\12).

4 Relative to the install location of Microsoft SharePoint Foundation 2010 on the front-end Web server
(for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\14).

15 Relative to the install location of Microsoft SharePoint Foundation 2013 on the front-end Web server
(for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\15).

16 Relative to the install location of Microsoft SharePoint Server 2016 on the front-end Web server (for
example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\16).

{SetupPath}: For a document that has never been uncustomized, this contains the setup path
fragment relative to the base setup path where the content stream of this document can be found, as
described in {SetupPathVersion}. Otherwise, this parameter MUST be NULL.

{Dirty}: This parameter MUST be set to one, if this document has had dependency update processing
performed; otherwise, it MUST be set to zero. If the document does not have a content stream, the
value is implementation-dependent and MUST be ignored.

{DocFlags}: A Doc Flags value (section 2.2.2.3) describing the document.
{Level}: A publishing level value specifying the publishing status of this document.

{DoclibRowld}: The identifier for a row in a document library for this document. If the requested
document is not contained in a list, this value MUST be NULL.

{VirusVendorID}: The identifier of the anti-virus vendor that processed this document. This value
MUST be NULL, if the document has not been processed by an anti-virus scanner.

{VirusStatus}: The Virus Status (section 2.2.1.2.17) of the document. This value MUST be NULL, if
the requested document does not exist or if it has not been processed by an anti-virus scanner.

{VirusInfo}: An anti-virus scanner specific message returned by the anti-virus scanner when it last
processed the document.

{VirusInfoEx}: A binary value that specifies extensible virus information for this document, which is
opaque to the back-end server.

{ContentVersion}: A counter used for internal conflict detection that is incremented any time a
change is made to the binary contents of this document.

{NextBSN}: The current binary large object (BLOB) sequence number of the requested document.
{StreamSchema}: The current stream schema of the document being requested.

{SiteId}: The site collection identifier of the site collection containing the document being
requested.
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2.2.4.7 Document Content Stream Result Set

The Document Content Stream Result Set contains a row for each of the document's stream
binary pieces.

{ExpirationUTC} datetime,

{DocId} uniqueidentifier;
{SiteId} uniqueidentifier,
{Partition} byte,

{BSN} bigint,
{StreamId} bigint,

{Type} byte,

{Size} int,

{Content} varbinary (max),
{RbsResRefrence} varbinary (800)

{ExpirationUTC}: The time stamp, in UTC format, of when this stream binary piece expires.
{Docld}: The document identifier of the requested document.

{Siteld}: The site collection identifier of the site collection containing the requested document.
{Partition}: The stream partition that this stream binary piece belongs to.

{BSN}: The BLOB sequence number of this stream binary piece.

{StreamId}: The stream identifier of this stream binary piece.

{Type}: The stream type of this stream binary piece.

{Size}: The size of the stream binary piece, in bytes.

{Content}: The data of the stream binary piece.

{RbsResRefrence}: This value is used in remote BLOB storage and is opaque to the back-end
database server. For additional information regarding remote BLOB storage, see [MS-WSSO] section
2.1.2.3.8.

2.2.4.8 Document Metadata Result Set
The Document Metadata Result Set returns the metadata for a document.

The Document Metadata Result Set is defined using T-SQL syntax, as follows.

Id uniqueidentifier,
{FullUrl} nvarchar (260),
Type tinyint,
MetaInfoTimeLastModified datetime,
MetaInfo varbinary (max),
Size int,

TimeCreated datetime,
TimeLastModified datetime,
ETagVersion int,

DocFlags int,

{ListType} int,

{tp_Name} int,

{ListTitle} int,
{CacheParseId} uniqueidentifier,
{GhostDirName} int,
{GhostLeafName} int,

tp_Login nvarchar (255),
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CheckoutDate
CheckoutExpires
VirusStatus
VirusInfo
VirusInfoEx,
SetupPathVersion
SetupPath
SetupPathUser
NextToLastTimeModified
UIVersion
CheckinComment
WelcomePageUrl
WelcomePageParameters
{tp_Flags}

Acl
AnonymousPermMask
DraftOwnerId

Level

ParentVersion
TransformerId
ParentLeafName
ProgId

DoclibRowId

{tp DefaultWorkflowId}
ListId
ItemChildCount
FolderChildCount
MetaInfoVersion
{CurrentVerMetaInfo}
ContentVersion
{ContentVersionDirty}
{NextBSN}
{StreamSchema}
{InternalVersion}

datetime,
datetime,

int,

nvarchar (255),
varbinary (max),
tinyint,
nvarchar (255),
nvarchar (255),
datetime,

int,

nvarchar (1023),
nvarchar (260),
nvarchar (max) ,
int,

varbinary (max),
bigint,

int,

tinyint,

int,
uniqueidentifier,
nvarchar (128),
nvarchar (255),
int,

int,
uniqueidentifier,
int,

int,

int,

varbinary (max),
int,

bit,

bigint,

byte,

int

Id: The document identifier of the requested document.
{FullUrl}: The full store-relative form URL for the document being requested.
Type: The Document Store Type (section 2.2.2.4) of this document.

MetaInfoTimelLastModified: A time stamp in UTC format specifying the last time the MetaInfo
value of this document was changed, which is useful for providing minimal metadata returns to clients.
This value MUST be NULL, if the Metainfo column value of the document has never been changed.

Metalnfo: A metadict for this document. The metadict format is specified in [MS-FPSE] section
2.2.2.2.11. This value MUST be NULL if the document does not have any metadict associated with it.

Size: The number of bytes in the document stream of the document. This value can be NULL if the
document is a folder or site Document Store Type.

TimeCreated: A time stamp in UTC format that specifies when this document was created.

TimeLastModified: A time stamp in UTC format that specifies when the document was last saved.
This value does not necessarily correspond to the actual time when the document was last modified.

ETagVersion: A counter used for internal conflict detection that is incremented any time a change is
made to this document.

DocFlags: A Doc Flags value (section 2.2.2.3) describing the document. This value can be NULL.
{ListType}: This value MUST be NULL.
{tp_Name}: This value MUST be NULL.
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{ListTitle}: This value MUST be NULL.

{CacheParseld}: This value MUST be NULL.

{GhostDirName}: A placeholder for a directory name. This value MUST be NULL.
{GhostLeafName}: A placeholder for a leaf name. This value MUST be NULL.

tp_Login: If this document exists and is currently checked out, this is the login name of the user to
whom it is checked out. In all other cases, this is NULL.

CheckoutDate: A time stamp in UTC format specifying when this document was checked out. This
value MUST be NULL if the document has never been checked out.

CheckoutExpires: A time stamp in UTC format that specifies when the short-term lock for this
document will expire. If this date is in the past, the document SHOULD be treated as unlocked. This
value can be NULL if no short-term lock has been placed on the document.

VirusStatus: An enumerated type specifying the current virus state of this document. This value can
be NULL if it has not been processed by a virus scanner. Valid values are listed in the Virus Status
(section 2.2.1.2.17).

VirusInfo: A string containing a provider specific message returned by the virus scanner when it last
processed the document. This value can be NULL if it has not been processed by a virus scanner.

VirusInfoEx: A binary value that specifies extensible virus information for this document, which is
opaque to the back-end server.

SetupPathVersion: For an uncustomized document, this governs the setup path location with
which the {SetupPath} fragment is relative. This value MUST NOT be NULL. The following values are
valid.

Value | Description

2 The SetupPath is relative to the install location of Windows SharePoint Services 2.0 on the front-end
Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\60).

3 The SetupPath is relative to the install location of Windows SharePoint Services 3.0 on the front-end
Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\12).

4 The SetupPath is relative to the install location of Microsoft SharePoint Foundation 2010 on the front-
end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\14).

15 The SetupPath is relative to the install location of Microsoft SharePoint Foundation 2013 on the front-
end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15).

16 The SetupPath is relative to the install location of Microsoft SharePoint Server 2016 on the front-end
Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\16).

SetupPath: For a document that is now or once was uncustomized, this contains the setup path
fragment relative to the base setup path described earlier by the SetupPathVersion value, where the
content stream of this document can be found. This value can be NULL.

SetupPathUser: If this document is how or once was uncustomized, this contains the login name of
the user that created the uncustomized document. This value can be NULL.

NextToLastTimeModified: The value of TimeLastModified from the previous time when the
document was last saved. If the NextToLastTimeModified value matches the TimeLastModified
value when the rename occurred and the client has a document that it has successfully fixed up, the
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client can safely submit the document to the front-end Web server despite what appears to be an
intervening edit to the document. This value can be NULL.

UIVersion: The UI version number for the document. This value MUST be NULL in the case of a
document that does not exist.

CheckinComment: An optional description provided when a document is checked in or published,
which could be displayed in the version management UI. This value can be NULL.

WelcomePageUrl: If this document is a folder, this specifies an optional page to redirect to when the
folder is requested with an HTTP GET operation. The URL is relative to the URL of the folder itself and
MUST be subsumed by that folder. Attempts to break out of the folder such as "../../somepage.aspx"
are not valid. This value can be NULL.

WelcomePageParameters: Contains optional URL parameters to specify as part of the
WelcomePageUrl value. These parameters start at either the query string signifier '?' or the
bookmark signifier '#'. This value can be NULL.

{tp_Flags}: A List Flags value (section 2.2.2.5) describing the list that contains this document.

Acl: The binary serialization of the WSS ACL Format (section 2.2.3.6) ACL for this document. This is
either explicitly defined or inherited from the parent object of the document. This value can be NULL if
a WSS ACL is not defined for the document.

AnonymousPermMask: A WSS Rights Mask (section 2.2.2.15) that indicates the permissions
granted to a user that is anonymous, or has no specific permissions, to this document. This value can
be NULL if anonymous access to the document is not allowed.

DraftOwnerld: The User Identifier (section 2.2.1.1.13) of the user that published this document as
a draft. This value MUST only be non-NULL if the requested document exists and is a draft version.

Level: A Publishing Level Type value (section 2.2.2.6) specifying the publishing status of this
document.

ParentVersion: If the document is a transformed version of another document, this is the user
interface (UI) version value from the original document. This value MUST be NULL if the document is
not the product of a document transformation.

Transformerld: If the document is a transformed version of another document, this is the GUID of
the agent that performed the transformation. This value MUST be NULL if the document is not the
product of a document transformation.

ParentLeafName: If the document is a transformed version of another document and the original
document is in the same folder as the transformed document, this is the leaf name of the original
document. If either is moved, the relationship is broken. This value MUST be NULL if the document is
not the product of a document transformation.

Progld: Designates a preferred application to open the document. The ProglId is used to distinguish
between different applications that save files with a given file extension (that is, different editors for
HTML or XML files). This value MUST be NULL if the parser did not specify a ProgId when the
document was saved.

DoclibRowlId: The identifier for a row in a document library for this document. If the requested
document is not contained in a list, this value MUST be NULL.

{tp_DefaultWorkflowId}: The Workflow Identifier (section 2.2.1.1.16) corresponding to the
workflow to be invoked if this document is in a moderated list and is submitted for approval as part
of a check in. This value MUST be NULL.

ListId: The List Identifier (section 2.2.1.1.5) of the list that contains the requested document. If the
document is not contained in a list, this value MUST be NULL.
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ItemChildCount: The number of non-folder (those whose Document Store Type is not folder)
children of this document.

FolderChildCount: The number of folder (those whose Document Store Type is folder) children of
this document.

MetalnfoVersion: A counter used for internal conflict detection that is incremented any time a
change is made to the metadict for this document.

{CurrentVerMetalInfo}: This value is not used and MUST be NULL.

ContentVersion: A counter used for internal conflict detection that is incremented any time a change
is made to the binary contents of this document. This value MUST be NULL if the document does not
exist.

{ContentVersionlsDirty}: This value specifies whether the ContentVersion value can be used for
conflict detection. If the ContentVersion value can be used for conflict detection or the
ContentVersion value is NULL, this value MUST be zero; otherwise, the value MUST be one.

{NextBSN}: The current BLOB sequence number of the document being returned.
{StreamSchema}: The current stream schema of the document being returned.

{InternalVersion}: The internal version number of the document being returned.

2.2.4.9 Document Version Metadata Result Set

The Document Version Metadata Result Set contains the metadata about the requested version of
the document.

The Document Version Metadata Result Set MUST be returned only if @Version is not negative. If
the document exists, the Document Version Metadata Result Set MUST contain one row;
otherwise, it MUST contain no rows.

The Document Version Metadata Result Set is defined using T-SQL syntax, as follows.

Id uniqueidentifier,
{FullUrl} nvarchar (260),
Type tinyint,
MetaInfoTimeLastModified datetime,
MetaInfo varbinary (max),
Size int,
TimeCreated datetime,
TimeCreated datetime,
ETagVersion int,

DocFlags int,

{ListType} int,

{tp Name} nvarchar (38),
{ListTitle} nvarchar (255),
{CacheParseId} uniqueidentifier,
{GhostDirName} nvarchar (256),
{GhostLeafName} nvarchar (128),
tp Login nvarchar (255),
CheckoutDate datetime,
CheckoutExpires datetime,
VirusStatus int,

VirusInfo nvarchar (255),
VirusInfoEx, varbinary (max),
SetupPathVersion tinyint,
SetupPath nvarchar (255),
SetupPathUser nvarchar (255),
NextToLastTimeModified datetime,
UIVersion int,
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CheckinComment

nvarchar (1023),

WelcomePageUrl nvarchar (260),
WelcomePageParameters nvarchar (max) ,
{tp Flags} bigint,

Acl varbinary (max),
AnonymousPermMask int,

DraftOwnerId int,

Level tinyint,
ParentVersion int,
TransformerId uniqueidentifier,
ParentLeafName nvarchar (128),
ProgId nvarchar (255),
DoclibRowId int,
{tp_DefaultWorkflowId} uniqueidentifier,
ListId uniqueidentifier;
ItemChildCount int;
FolderChildCount int;
MetaInfoVersion int;

{MetaInfo} varbinary (MAX),
ContentVersion int,
{ContentVersionDirty} bit,

NextBSN bigint,
StreamSchema byte,
InternalVersion int

Id: The document identifier of the requested document.
{FullUrl}: The full store-relative form URL for the document being requested.
Type: The Document Store Type (section 2.2.2.4) of this document.

MetaInfoTimelLastModified: A time stamp in UTC format specifying the last time the Metainfo
value of this document was changed. This value MUST be NULL if the Metainfo column value of the
document has never been changed.

MetalInfo: A metadict for this document version. The metadict format is specified in [MS-FPSE
section 2.2.2.2.11. This value MUST be NULL if the document does not have any metadict associated
with it.

Size: The number of bytes in the document stream of the document version requested. This value can
be NULL if the document is a folder or site Document Store Type (section 2.2.2.4).

TimeCreated: A time stamp in UTC format specifying when this document was created.

TimeCreated: A time stamp in UTC format specifying when the document was last saved. This
corresponds to the TimeCreated or TimeLastModified of the document version requested.

ETagVersion: A counter used for internal conflict detection that is incremented any time a change is
made to this document.

DocFlags: A Doc Flags (section 2.2.2.3) value describing this document. This value can be NULL if
the document is a folder Document Store Type.

{ListType}: This value MUST be NULL.
{tp_Name}: This value MUST be NULL.
{ListTitle}: This value MUST be NULL.
{CacheParseld}: This value MUST be null.

{GhostDirName}: A placeholder for a directory name. This value MUST be NULL.
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{GhostLeafName}: A placeholder for a leaf name. This value MUST be NULL.

tp_Login: If this document exists and is currently checked out, this is the login name of the user to
whom it is checked out. In all other cases, this is NULL.

CheckoutDate: A time stamp in UTC format specifying when this document was checked out. This
value can be NULL if the document is checked out.

CheckoutExpires: A time stamp in UTC format specifying when the short-term lock for this document
will expire. If this date is in the past, the document SHOULD be treated as unlocked. This value can be
NULL if no short-term lock has been placed on the document.

VirusStatus: An enumerated type specifying the current virus state of this document version. This
value can be NULL if it has not been processed by a virus scanner. Valid values are listed in the Virus
Status section 2.2.1.2.17.

VirusInfo: A string containing a provider specific message returned by the virus scanner when it last
processed the document. This value can be NULL if it has not been processed by a virus scanner.

VirusInfoEx: A binary value that specifies extensible virus information for this document, which is
opaque to the back-end server.

SetupPathVersion: For an uncustomized document, this governs the setup path location that the
SetupPath fragment is relative to. This value MUST NOT be NULL. The following are values are valid.

Value | Description

2 The SetupPath is relative to the install location of Windows SharePoint Services 2.0 on the front-
end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\60).

3 The SetupPath is relative to the install location of Windows SharePoint Services 3.0 on the front-
end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\12).

4 The SetupPath is relative to the install location of Microsoft SharePoint Foundation 2010 on the

front-end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\14).

15 The SetupPath is relative to the install location of Microsoft SharePoint Foundation 2013 on the
front-end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15).

16 The SetupPath is relative to the install location of Microsoft SharePoint Server 2016 on the front-
end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\16).

SetupPath: For a document that is now or once was uncustomized, this contains the setup path
fragment relative to the base setup path described earlier by the SetupPathVersion value, where the
content stream of this document can be found. This value can be NULL.

SetupPathUser: If this document is now or once was uncustomized, this contains the login name of
the user that created the uncustomized document. This value can be NULL.

NextToLastTimeModified: The value of TimeLastModified from the previous time when the
document was last saved. If the NextToLastTimeModified value matches the TimeLastModified
value when the rename occurred and the client has a document that it has successfully fixed up, the
client can safely submit the document to the front-end Web server despite what appears to be an
intervening edit to the document. This value can be NULL.
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UIVersion: The user interface (UI) version number for the document. This value can be produced
as the integer counter described earlier (the first Version field). This value MUST match @Version.

CheckinComment: An optional description provided when a document is checked in, which could be
displayed in version management UI. This value can be NULL.

WelcomePageUrl: If this document is a folder, this specifies an optional page to redirect to when the
folder is requested with an HTTP GET operation. The URL is relative to the URL of the folder itself and
MUST be subsumed by that folder. Attempts to break out of the folder such as "../../somepage.aspx"
are not valid. This value can be NULL.

WelcomePageParameters: Contains optional URL parameters to specify as part of the
WelcomePageUrl value. These parameters start at either the query string signifier '?' or the
bookmark signifier '#'. This value can be NULL.

{tp_Flags}: A List Flags value (section 2.2.2.5) describing the list that contains this document. This
value MUST be NULL.

Acl: The binary serialization of the WSS ACL Format (section 2.2.3.6) ACL for this document. This is
either explicitly defined or inherited from the parent object of the document.

AnonymousPermMask: A WSS Rights Mask (section 2.2.2.15) that indicates the permissions
granted to a user that is anonymous, or has no specific permissions, to this document. This value can
be NULL if anonymous access to the document is not allowed.

DraftOwnerId: The User Identifier (section 2.2.1.1.13) of the user that published this document as
a draft. This value is only non-NULL if the requested document is a draft version.

Level: A Publishing Level Type (section 2.2.2.6) value specifying the publishing status of this
document. This value MUST match @Level.

ParentVersion: If the document is a transformed version of another document (see Doc Flags value
0x00000400), this is the UIVersion value from the parent document. This value MUST be NULL if the
document is not a child of a document transformation.

Transformerld: If the document is a transformed version of another document, this is the GUID of
the agent that performed the transformation. This value MUST be NULL if the document is not the
product of a document transformation.

ParentLeafName: If the document is a transformed version of another document and the original
document is in the same folder as the transformed document, this is the leaf name of the original
document. If either is moved, the relationship is broken. This value MUST be NULL if the document is
not the product of a document transformation.

Progld: Designates a preferred application to open the document. The ProglId is used to distinguish
between different applications that save files with a given file extension (that is, different editors for
HTML or XML files). This value MUST be NULL if the parser did not specify a ProgId when the
document was saved.

DoclibRowlId: The identifier for a row in a document library for this document. If the requested
document is not contained in a list, this value MUST be NULL.

{tp_DefaultWorkflowId}: A placeholder for the Workflow Identifier (section 2.2.1.1.16)
corresponding to a workflow invoked as part of a check in on a moderated list. This value MUST be
NULL.

Listld: The List Identifier (section 2.2.1.1.5) of the list containing the requested document. If the
document is not contained in a list, this value MUST be NULL.

ItemChildCount: The number of non-folder (those whose Document Store Type is not folder)
children of this document.
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FolderChildCount: The number of folder (those whose Document Store Type is folder) children of
this document.

MetalnfoVersion: A counter incremented any time a change is made to the metainfo for this
document and used for internal conflict detection.

{MetalInfo}: A metadict for this document. The metadict format is specified in [MS-FPSE] section
2.2.2.2.11. This value MUST be NULL if the document does not have any metadict associated with it.

ContentVersion: A counter used for internal conflict detection that is incremented any time a change
is made to the binary contents of this document. This value MUST be NULL if the document does not
exist.

{ContentVersionlsDirty}: This value specifies whether the ContentVersion value can be used for
conflict detection. If the ContentVersion value can be used for conflict detection or the
ContentVersion value is NULL, this value MUST be zero; otherwise, it MUST be one.

{NextBSN}: The current BLOB sequence number of the document being returned.
{StreamSchema}: The current stream schema of the document being returned.

{InternalVersion}: The internal version number of the document being returned.

2.2.4.10 Empty Result Set

The Empty Result Set is defined using T-SQL syntax, as follows.

{No column name} Not Applicable

2.2.4.11 Event Receivers Result Set

The Event Receivers Result Set contains information about the event receivers defined for an
event host. This result set MUST contain one row for each event receiver registered for the event
host.

The Event Receivers Result Set is defined using T-SQL syntax, as follows.

Id uniqueidentifier,
Name nvarchar (256),
Siteld uniqueidentifier,
WebId uniqueidentifier,
HostId uniqueidentifier,
HostType int,

ItemId int,

DirName nvarchar (256),
LeafName nvarchar (128),
Synchronization int,

Type int,
SequenceNumber int,

RemoteUrl nvarchar (4000),
Assembly nvarchar (256),
Class nvarchar (256),
SolutionId varbinary (512),
Data nvarchar (256),
Filter nvarchar (256),
Sourceld varbinary (512),
SourceType int,

Credential int,

ContextType varbinary(16),
ContextEventType varbinary(16),
ContextId varbinary(16),
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ContextObjectId varbinary(16),

ContextCollectionId varbinary(16),
Hash nvarchar (50),
ValidatorsHash char (64),
ValidationErrorUrl nvarchar (4000),
ValidationErrorMessage nvarchar (4000)

Id: The Event Receiver Identifier (section 2.2.1.1.3) of the event receiver.
Name: The display name of the event receiver.

Siteld: The site collection identifier for a site collection that contains the event host on which the
event receiver is registered.

Webld: The site identifier for the site (2) that contains the event host on which the event receiver
is registered.

HostId: The document identifier for the event host on which the event receiver is registered.

HostType: The Event Host Type (section 2.2.1.2.5) of the event host on which the event receiver is
registered.

ItemId: Reserved. The server MUST default this value to NULL and a client MUST NOT use this value.

DirName: Reserved. The server MUST default this value to NULL and a client MUST NOT use this
value.

LeafName: Reserved. The server MUST default this value to NULL and a client MUST NOT use this
value.

Synchronization: Contains the execution behavior of the event receiver. The value MUST be one of
the following values.

Value | Description

0 If the Event Receiver Type (section 2.2.1.2.6) specified by the Type column is less than 10001,
the execution behavior of the event receiver MUST be synchronous.

1 The execution behavior of the event receiver MUST be synchronous.

2 The execution behavior of the event receiver MUST be asynchronous.

Type: The Event Receiver Type of the event receiver.

SequenceNumber: An ordinal value that determines the relative order in which the event receiver is
triggered. SequenceNumber MUST be greater than or equal to zero, and less than or equal to
65535.

RemoteUrl: The URL of the remote event receiver.

Assembly: The name of the .NET assembly that contains the implementation of the event receiver.
Class: The name of the .NET class definition that contains the implementation of the event receiver.
Solutionld: The sandboxed solution identifier of the sandboxed solution.

Data: Additional data persisted on behalf of the event receiver implementation, to be passed to the
event receiver.

Filter: Reserved. The server MUST default this value to NULL and a client MUST NOT use this value.
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Sourceld: The feature identifier or content type identifier of the feature or content type that
registered the event receiver. If the event receiver was not registered by a feature or content type,
the value MUST be NULL.

SourceType: An integer value that specifies the source of the registration for the event receiver. The
value MUST be one of the following values.

Value Description

0 The event receiver does not come from a specially treated source.
1 A content type registered the event receiver.

2 A feature registered the event receiver.

Credential: Reserved. The server MUST default this value to NULL and a client MUST NOT use this
value.

ContextType: The workflow identifier of the workflow that the event (2) relates to, if any.

ContextEventType: Reserved. The server MUST default this value to NULL and a client MUST NOT
use this value.

ContextId: The workflow identifier for the registered workflow, if any.

ContextObjectId: The document identifier for the object instance that the workflow is registered
against, if any.

ContextCollectionId: A workflow identifier for the workflow instance that manages the event
receiver, if any.

Hash: The implementation-specific hash of the content of the sandboxed solution.

ValidatorsHash: The implementation-specific hash of the sandboxed solution validator that validated
the sandboxed solution.

ValidationErrorUrl: The URL to render the sandboxed solution validator validation failed. If validation
succeeded, it MUST be NULL.

ValidationErrorMessage: If the sandboxed solution validator validation failed, this stores an error
message string. Otherwise, it MUST be NULL.

2.2.4.12 Individual URL Security Result Set
The Individual URL Security Result Set contains security information about a document.

The Individual URL Security Result Set is defined using T-SQL syntax, as follows.

{ListId} uniqueidentifier,
Acl varbinary (max),
AnonymousPermMask bigint,
{IsAttachment} bit,
{NeedManageListRight} bit,

{BaseType} int,
{ExcludedType} int,
{ListFlags} bigint,

{Level} tinyint,
{DraftOwnerId} int,

{DocType} tinyint,
{bNeedNoThrottle} bit,
{ItemCount} int,
{DoclibRowId} int,
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{DocFlags} int;

{ListID}: The List Identifier of the list or document library containing the document location.
Acl: The WSS ACL for the security scope associated with the document location.

AnonymousPermMask: The WSS Rights Mask that applies to an anonymous user, or a user with
no assigned permissions, in the security scope associated with the document location.

{IsAttachment}: A bit flag specifying whether the document location is an attachment or an
attachment folder. This value MUST be set to 1 if the document location is an attachment or
attachment folder; otherwise, it MUST be 0.

{NeedManagelistRight}: A bit flag specifying whether the current user needs the Managelists bit
of the WSS Rights Mask set to write to the document location. This value MUST be set to 1 if the
current user MUST have the ManagelLists bit of the WSS Rights Mask set in the security scope of
the document location to write the document; otherwise, it MUST be 0.

{BaseType}: The List Base Type of the list or document library containing the document location.

{ExcludedType}: Contains an enumerated value specifying whether the document location is within
a special folder type in the containing list or document library. The following values are valid.

Value | Description

0 The document location is not contained in a special folder.

1 The document location is, or is contained within, a forms folder: a folder named "Forms" within a
document library.

2 The document location is, or is contained within, a Web image folder: a folder named "_w" within a
document library.

3 The document location is, or is contained within, a thumbnail folder: a folder named "_t" within a
document library.

4 The document location is at the root folder of the list or document library.

{ListFlags}: The List Flags of the list or document library containing the document location.

{Level}: The Publishing Level Type value specified for the document, or if the parameter was
NULL, the Publishing Level Type of the current version of the document for the current user.

{DraftOwnerld}: The User Identifier of the principal (2) that published this document as a draft.
This value MUST be NULL if the document does not exist or does not have a draft version.

{DocType}: The Document Store Type (section 2.2.2.4) of this document.

{bNeedNoThrottle}: If the list or document library containing the document location is a list or
document library that can ignore throttle, then this value MUST be 1. Otherwise, it MUST be 0.

{ItemCount}: The number of the Items in list or document library containing the document location
is a list or document library.

{DoclibRowld}: The row identifier of the document in the containing list or document library.

DocFlags: A Doc Flags (section 2.2.2.3) value specifying information about the document.
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2.2.4.13 Link Information Result Set

The Link Information Result Set returns information about each forward link from the document
and backward link to the document within the site collection.

The Link Information Result Set is defined using T-SQL syntax, as follows.

LinkDirName nvarchar (256),
LinkLeafName nvarchar (128),
LinkType tinyint,
LinkSecurity tinyint,
LinkDynamic tinyint,
LinkServerRel bit,

LinkStatus tinyint,
PointsToDir bit,

WebPartId uniqueidentifier,
LinkNumber int,

WebId uniqueidentifier,
Search nvarchar (max) ,
FieldId uniqueidentifier;

LinkDirName: Contains the directory name of the link target.
LinkLeafName: Contains the leaf name of the link target.
LinkType: The LinkType value of the link. This value MUST be NULL for a backward link.

LinkSecurity: The LinkSecurity value of the forward link, which specifies whether the scheme of the
link is HTTP or HTTPS. This value MUST be NULL for a backward link.

LinkDynamic: The LinkDynamic value of the forward link, which specifies whether the link is to a
special type of target. This value MUST be NULL for a backward link.

LinkServerRel: A bit flag which specifies whether the link URL is server-relative URL or not. A
value of 1 specifies a server-relative URL. This value MUST be NULL for a backward link.

LinkStatus: The Document Store Type value of the document targeted by a forward link. This value
MUST be 128 for a backward link. If the forward link target is a document that does not exist, or if this
link refers to a target that exists outside the specified site collection, or if it refers to a location that
could not be verified, this value MUST be NULL.

PointsToDir: A bit flag specifying whether the target of the forward link was a directory and has been
modified to target a welcome page. This value MUST be NULL for a backward link. For a forward link,
if the link target is a directory where a welcome page is specified, the link MUST be changed to the
URL of the welcome page and PointsToDir MUST be set to 1 so that the link can be distinguished
from an explicit link to the welcome page; otherwise this value MUST be 0.

WebPartId: This value MUST be NULL.
LinkNumber: This value MUST be NULL.
Webld: This value MUST be NULL.
Search: This value MUST be NULL.
FieldId: This value MUST be NULL.

2.2.4.14 List Metadata Result Set

The List Metadata Result Set contains the metadata associated with a list.
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The List Metadata Result Set is defined using T-SQL syntax,

tp Id uniqueidentifier,
tp Title nvarchar (255),

tp Modified datetime,

tp Created datetime,

tp LastDeleted datetime,

tp Version int,

tp BaseType int,

tp Featureld uniqueidentifier,
tp ServerTemplate int,

DirName

nvarchar (256),

LeafName nvarchar (128),
DirName nvarchar (256),
LeafName nvarchar (128),

tp ReadSecurity
tp WriteSecurity
tp Description
{tp Fields}

tp Direction

int,
int,
nvarchar (max) ,
varbinary (max),
int,

AnonymousPermMask bigint,

tp Flags bigint,

tp ThumbnailSize int,

tp WebImageWidth int,

tp WebImageHeight int,

tp ImageUrl nvarchar (255),
tp ItemCount int,

tp_Author int,

tp HasInternalFGP bit,

tp Scopeld uniqueidentifier,
Acl varbinary (max),

tp EventSinkAssembly
tp EventSinkClass

tp EventSinkData

tp EmailAlias

tp WebFullUrl

nvarchar (255),
nvarchar (255),
nvarchar (255),
nvarchar (128),
nvarchar (256),

tp WebId uniqueidentifier,
tp WebTitle nvarchar (255),

tp Web int,

tp WebLanguage int,
tp_WebCollation smallint,

tp_SendToLocation

{tp_MaxMajorVersionCount}

nvarchar (512),
int,

{tp MaxMajorwithMinorVersionCount} int,
tp_MaxRowOrdinal int,
tp_ListDataDirty int,

tp_DefaultWorkflowId
{HasBackLookupRels}
tp_ContentTypes

uniqueidentifier,
bit,
varbinary (max),

tp_Subscribed bit,
{ChildCount} int,
tp NoThrottleListOperations bit,

tp TitleResource

tp_DescriptionResource

tp_ValidationFormula
tp ValidationMessage
Followable

nvarchar (256),
nvarchar (256),
nvarchar (1024),
nvarchar (1024),
bit;

as follows.

tp_Id: The List Identifier of the list.
tp_Title: The title of this list for display in the front-end Web server.
tp_Modified: A time stamp in UTC format specifying when this list was last modified.

tp_Created: A time stamp in UTC format specifying when this list was created.
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tp_LastDeleted: A time stamp in UTC format specifying when an item was last deleted from this list.
This value MUST default to NULL if no item has been deleted.

tp_Version: A counter incremented any time a change is made to the schema or other properties of
this list and used for internal conflict detection.

tp_BaseType: The List Base type of this list. The following values are valid.

Value | Description

0 "Generic" list

1 Document library

3 "Discussion board" list
4 "Survey" list

5 "Issues" list

tp_Featureld: The Feature Identifier for the feature that defines the base schema of this list.
tp_ServerTemplate: The list template identifier that defines the base structure of this list.
DirName: The directory name of the location that contains this list.

LeafName: The leaf name of the location that contains this list.

DirName: The directory name of the default document template in the list. This value can be NULL
if a document template is not defined for this list.

LeafName: The leaf name of the default document template in the list. This value can be NULL if a
document template is not defined for this list.

tp_ReadSecurity: This signifies special restrictions that can be placed on list item access. The
following values are valid.

Value | Description

1 No special restrictions.

2 Users can see only their own list items. The front-end Web server MUST NOT display list items to users
without the ManagelLists permissions unless the list item was created by that user (for example,
tp_Author = @UserId).

tp_WriteSecurity: This signifies special restrictions that can be placed on list item update. The
following values are valid.

Value | Description

1 No special restrictions.

2 Users will see only their own list items. The front-end Web server MUST NOT allow users without the
ManagelLists permission to update a list item unless the list item was created by that user (for
example, tp_Author = @UserlId).

4 Users will not update any list items in this list. The front-end Web server MUST NOT allow users without
the ManagelLists permission to add or update list items in this list.

tp_Description: The description of this list for display in the front-end Web server.
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{tp_Fields}: This field MUST be NULL if the site (2) or list has been flagged to cache all schema
data; otherwise, it contains a Compressed structure. Uncompressed it contains an implementation-
specific version string followed by an XML representation of the field definitions. The field definitions
include display and interaction options. The XML MUST conform to the
FieldDefinitionDatabaseWithVersion complex type, as specified in section 2.2.7.3.5.

tp_Direction: An enumerated value specifying the direction of text flow for front-end Web server
elements presented by this list. The following values are valid.

Value | Description

0 No explicit direction is specified.
1 Text flow is left to right.
2 Text flow is right to left.

AnonymousPermMask: A WSS Rights Mask that indicates the permissions granted to a user that
is anonymous, or has no specific permissions, on this list.

tp_Flags: A List Flags value describing this list.

tp_ThumbnailSize: The width, in pixels, specified for use when creating thumbnail images of list
items within this list. This value MUST be NULL for lists that do not have a List Server Template
value of 109(Image Library Template). Thumbnail images are generated by the front-end Web server
for documents and have implementation-specific capabilities.

tp_WebImageWidth: The width, in pixels, specified for use when creating Web images of list items
within this list. This value MUST be NULL for lists that do not have a List Server Template value of
109(Image Library Template). Web images are generated by the front-end Web server for documents
and have implementation-specific capabilities.

tp_WebImageHeight: The height, in pixels, specified for use when creating Web images of list items
within this list. This value MUST be NULL for lists that do not have a List Server Template value of
109(Image Library Template).

tp_ImageUrl: The URL of the image used to represent this list.
tp_ItemCount: The number of list items that are stored within this list.
tp_Author: The identifier of the user who is listed as creating this list.

tp_HasInternalFGP: This flag is set to 1 if there have ever been list items for this list that have had
a unique access control list (ACL) applied. Otherwise, this flag is set to 0.

tp_Scopeld: Unique identifier of the security scope for this list. This indicates the specific WSS ACL
Format access control list (ACL) to use for calculating the permission settings on this list.

Acl: The binary serialization of the WSS ACL Format access control list (ACL) for this list. This MUST
be used for the permissions for this list if the tp_Scopeld value of this list is set to unique security
scope.

tp_EventSinkAssembly: The name of the .NET assembly that implements the event sink
associated with this list. This value MUST default to NULL if no event sink has been associated with the
list.

tp_EventSinkClass: The name of the .Net assembly class that implements the event sink associated
with this list. This value MUST default to NULL if no event sink has been associated with the list.
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tp_EventSinkData: Additional data persisted on behalf of the event sink implementation, to be
passed to the event sink associated with this list. This value MUST default to NULL if no event sink has
been associated with the list.

tp_EmailAlias: The e-mail address of the list. This e-mail address is used to allow files to be sent
directly to this list through an implementation-specific e-mail handling feature. This value MUST
default to NULL if no e-mail inserts server has been associated with the list.

tp_WebFullUrl: The complete store-relative form URL to the site (2) that contains this list.
tp_WeblId: The Site Identifier of the site (2) that contains the list.

tp_WebTitle: The title, for display in the front-end Web server, of the site (2) that contains this list.
tp_Web: The identifier of the site template for the site (2) that contains this list.

tp_WeblLanguage: The language code identifier (LCID) of the display language of the site (2)
that contains this list.

tp_WebCollation: The collation order for information in the site (2) that contains this list.

tp_SendTolocation: Contains an implementation-specific string of the URL used to copy list items to
alternative locations. This value MUST be NULL if no "Send To Location" has been associated with the
list.

{tp_MaxMajorVersionCount}: If the list has versioning enabled, this field contains the number of
major versions that will be retained for this document. All versions more than
tp_MaxMajorVersionCount removed from the current version of the document are automatically
removed at version creation time. A value of 0 specifies that versions aren't automatically removed for
this list.

{tp_MaxMajorwithMinorVersionCount}: If the list has versioning enabled, this field contains the
number of major versions that will have their associated minor versions retained for this document. All
versions more than tp_MaxMajorVersionCount removed from the current version of the document
are automatically removed at version creation time. A value of 0 specifies that versions aren't
automatically removed for this list.

tp_MaxRowOrdinal: This specifies the maximum row ordinal used to store list items for this list. This
value indicates an implementation-specific calculation for storage of list items within lists.

tp_ListDataDirty: This is set to 1 if the list items in this list require dependency update processing
before their next access (for example, updating document link information by parsing each
document).

tp_DefaultWorkflowId: The Workflow Identifier corresponding to the workflow (2) invoked if the
document is in @ moderated list and the document is submitted for approval as part of a check in. If
the document does not exist, or is not contained in a list with a configured approval workflow (2), this
value MUST be NULL.

{HasBackLookupRels}: This bit is set to 1 if this list has any relationship lookup fields with
relationship delete behavior that cascades or relationship delete behavior that is restricted. Otherwise,
it MUST be 0.

tp_ContentTypes: Compressed structure. Uncompressed it will get XML data specifying the content
types registered for this list.

tp_Subscribed: Set to 1 if an alert for changes to this list has been created in the past, signifying
that additional processing needs to be performed.
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{ChildCount}: If the document is contained within a list, this MUST be the sum total of list items and
folders within the list. Otherwise, this MUST be the sum total of documents and folders that are
contained within directory specified by the DirName column.

tp_NoThrottleListOperations: If this list is exempt from resource throttling operations, then this
value MUST be 1. Otherwise, it MUST be 0.

tp_DescriptionResource: The resource token or resource identifier of the description for the site

(2).

tp_ValidationFormula: A string representing the data validation criteria used to perform custom
validation rules prior to the list being updated.

Followable: If this list is followable, then this value MUST be 1. Otherwise, it MUST be 0.
tp_ValidationMessage: A string containing text to display in the user interface when the list fails
validation based on the data validation criteria represented by tp_ValidationFormula.

2.2.4.15 List Web Parts Result Set

The List Web Parts Result Set contains information about the Web Parts related to the lists
associated with a specified document.

The List Web Parts Result Set is defined using T-SQL syntax, as follows.

tp ListID uniqueidentifier,
tp Type tinyint,

tp Id uniqueidentifier,
tp Flags int,

tp DisplayName nvarchar (255),

tp PageUrl nvarchar (255),

tp BaseViewId tinyint,

tp View varbinary (max),
tp Level tinyint,

tp ContentTypeld varbinary (512),
tp_PageUrlID uniqueidentifier,
tp AllUsersProperties varbinary (max),
tp_PerUserProperties varbinary (max),
tp_WebPartIdProperty nvarchar (255),
tp_Cache varbinary (max)

tp_ListID: The list identifier of the list containing the Web Part.

tp_Type: The Page Type (section 2.2.1.2.14) of the Web Part.

tp_Id: The Web Part Identifier (section 2.2.1.1.15) of the Web Part.

tp_Flags: A View Flags (section 2.2.2.13) value specifying view-related settings for this Web Part.

tp_DisplayName: The display name specified for the Web Part, if any. This value can be an empty
string.

tp_PageUrl: The store-relative form URL to the site (2) that contains this Web Part.
tp_BaseViewld: The View Identifier (section 2.2.1.1.14) for the view where this Web Part is used.

tp_View: Contains implementation-specific XML used when processing this Web Part. This data is
stored as a Compressed Structure (section 2.2.3.8), and is compressed by the algorithm specified

in [RFC1950].
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tp_Level: A Publishing Level Type (section 2.2.2.6) value specifying the publishing status of the
Web Part. This value MUST be NULL if the Web Part does not exist.

tp_ContentTypeld: A binary content type identifier value specifying the valid content types that this
Web Part can be used to view. If this Web Part is not restricted to a particular content type, this value
MUST be zero.

tp_PageUrIID: The document identifier with which the Web Part is associated.

tp_AllUsersProperties: A list of the XML properties which are common for all users of the Web Part.
This value can be NULL.

tp_PerUserProperties: A list of the XML properties which are specific to a particular user of the Web
Part. This value can be NULL.

tp_WebPartIdProperty: A string which identifies the Web Part within the page.

tp_Cache: The private data that is cached for the Web Part. This value can be NULL.

2.2.4.16 NULL Individual URL Security Result Set
The NULL Individual URL Security Result Set indicates that a specified document is not found.

The NULL Individual URL Security Result Set MUST return a single row and is defined using T-SQL
syntax, as follows.

{ListId} uniqueidentifier = NULL,
{Acl} varbinary (max) = NULL,
{AnonymousPermMask} bigint = NULL,
{IsAttachment} bit = 0,
{NeedManageListRight} bit = 0,

{BaseType} int = NULL,
{ExcludedType} int = NULL,
{ListFlags} bigint = NULL,

{Level} tinyint = NULL,
{DraftOwnerId} int = NULL,

{DocType} tinyint = NULL,
{bNeedNoThrottle} bit = NULL,
{ItemCount} int = NULL,
{DoclibRowId} int = 0,

{DocFlags} int = 0;

{ListID}: MUST be NULL.

{Acl}: MUST be NULL.
{AnonymousPermMask}: MUST be NULL.
{IsAttachment}: MUST be 0.
{NeedManagelistRight}: MUST be 0.
{BaseType}: MUST be NULL.
{ExcludedType}: MUST be NULL.
{ListFlags}: MUST be NULL.

{Level}: MUST be NULL.

{DraftOwnerId}: MUST be NULL.

91 /484

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol
Copyright © 2017 Microsoft Corporation

Release: June 20, 2017



{DocType}: MUST be NULL.
{bNeedNoThrottle}: MUST be NULL.
{ItemCount}: MUST be NULL.
{DoclibRowId}: MUST be 0.

{DocFlags}: MUST be 0.

2.2.4.17 NULL Unique Permissions Result Set

The NULL Unique Permissions Result Set indicates that unique security scopes are not found in the
specified location. When returned, the result set MUST contain a single row of data. The NULL Unique
Permissions Result Set is defined using T-SQL syntax, as follows.

{ScopeId} binary (1),
{Acl} varbinary (max),
{AnonymousPermMask} binary(1l);

{Scopeld}: This MUST be 0x00. This field can be cast as a uniqueidentifier with a value of
00000000-0000-0000-0000-000000000000.)

{Acl}: This MUST be NULL.
{AnonymousPermMask}: This MUST be 0x00. This field can be cast as a bigint.

2.2.4.18 Object ID Result Set

The Object ID Result Set contains the GUID of the matching object, if any. The Object ID Result
Set is defined using T-SQL syntax, as follows.

Id uniqueidentifier
Id: Contains the GUID of the matching object.

2.2.4.19 Principal User Information Result Set

The Principal User Information Result Set returns information about a principal (1). The
Principal User Information Result Set is defined using T-SQL syntax, as follows.

tp_Id int,
tp_SystemID varbinary (512),
tp Title nvarchar (255),
tp_Login nvarchar (255),
tp_Email nvarchar (255),
tp_Notes nvarchar (1023),
tp SiteAdmin bit,
tp_DomainGroup bit,

tp Flags int;

tp_Id: The user identifier of the principal. MUST NOT be NULL.
tp_SystemlID: The Systemld of the principal. This parameter MUST NOT be NULL.

tp_Title: Contains the display name of the principal. This parameter MUST NOT be NULL.
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tp_Login: Contains the login name of the principal. This parameter MUST NOT be NULL.
tp_Email: Contains the e-mail address of the principal. This parameter MUST NOT be NULL.
tp_Notes: Contains notes associated with the principal. This parameter MUST NOT be NULL.

tp_SiteAdmin: Set to 1 if the principal is a site collection administrator; otherwise 0. This
parameter MUST NOT be NULL.

tp_DomainGroup: Set to 1 if the principal is a domain group; otherwise 0. This parameter MUST
NOT be NULL.

tp_Flags: The User Information flags value of the principal. This parameter MUST NOT be NULL.

2.2.4.20 Server Time Result Set

The Server Time Result Set returns the current time from the back-end database server in UTC. The
Server Time Result Set is defined using T-SQL syntax, as follows.

{CurrentTime} datetime;

CurrentTime: The current time from the back-end database server, in UTC format.

2.2.4.21 Single Doc Link Information Result Set

The Link Info Result Set returns information about each forward link from, and each backward link
to, a specified document or document version.

The Link Info Result Set MUST be ordered by the DocId column and is defined using T-SQL syntax,
as follows.

DocId uniqueidentifier,
LinkDirName nvarchar (256),
LinkLeafName nvarchar (128),
LinkType tinyint,
LinkSecurity tinyint,
LinkDynamic tinyint,
LinkServerRel bit,

LinkStatus tinyint,
PointsToDir bit,

WebPartId uniqueidentifier,
LinkNumber int,

WebId uniqueidentifier,
Search nvarchar (max) ,
FieldId uniqueidentifier;

DoclId: The document identifier of the specified document.
LinkDirName: Contains the directory name of the link target.
LinkLeafName: Contains the leaf name of the link target.

LinkType: The LinkType value of the link. See LinkInfo Types (section 2.2.1.2.10) for a list of valid
LinkType values. This value MUST be NULL for a backward link.

LinkSecurity: The LinkSecurity value of the forward link, which specifies whether the scheme of the
link is HTTP or HTTPS. This value MUST be NULL for a backward link.
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LinkDynamic: The LinkDynamic value of the forward link, which specifies whether the link is to a
special type of target. This value MUST be NULL for a backward link.

LinkServerRel: A bit flag which specifies whether the link URL is server-relative or not. A value of
one specifies a server-relative URL. This value MUST be NULL for a backward link.

LinkStatus: The Document Store Type value (section 2.2.2.4) of the document targeted by a
forward link. This value MUST be 128 for a backward link. If the forward link target is a document that
does not exist, or if this link refers to a target that exists outside the specified site collection, or if this
link refers to a location that could not be verified, this value MUST be NULL.

PointsToDir: A bit flag specifying whether the target of the forward link was a directory and has been
modified to target a welcome page. This value MUST be NULL for a backward link. For a forward link,
if the link target is a directory where a welcome page is specified, the link MUST be changed to the
URL of the welcome page and PointsToDir MUST be set to one so that the link can be distinguished
from an explicit link to the welcome page; otherwise, this value MUST be zero.

WebPartlId: This value MUST be NULL.
LinkNumber: This value MUST be NULL.
WeblId: This value MUST be NULL.
Search: This value MUST be NULL.
FieldId: This value MUST be NULL.

2.2.4.22 Site Audit Mask Result Set

The Site Audit Mask Result Set contains the context-sensitive identifier for a specified object, and
the Audit Flags set and inherited on that object. The Site Audit Mask Result Set is defined using T-
SQL syntax, as follows.

{Id} uniqueidentifier,
{AuditFlags} int,
{InheritAuditFlags} int,
{SiteGlobalAuditMask} int;

{Id}: The identifier for the object. The Audit Item Type of the object determines the type of
identifier used for this value (for example, a Site Identifier or a List Identifier). If an object of the
specified Audit Item Type at the specified location is found, the value MUST NOT be NULL;
otherwise, it MUST be NULL.

{AuditFlags}: An Audit Flags value specifying the operations to be audited that are set directly on
the specified object. If an object of the specified Audit Item Type at the specified location is not
found, the value MUST be NULL.

{InheritAuditFlags}: An Audit Flags value specifying the operations to be audited on the specified
object that are inherited from a contained document. If an object of the specified Audit Item Type at
the specified location is not found, the value MUST be NULL.

{SiteGlobalAuditMask}: An Audit Flags value specifying the operations to be audited on the
specified object that are applied globally within the specified site collection.

2.2.4.23 Site Feature List Result Set

The Site Feature List Result Set contains the list of Feature Identifiers of a site (2).
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The Site Feature List Result Set is defined using T-SQL syntax, as follows.

FeatureId uniqueidentifier;

Featureld: A Feature Identifier for a feature of a site (2).

2.2.4.24 Site Metadata Result Set

The Site Metadata Result Set contains metadata for a site (2) or sites.

The Site Metadata Result Set is defined using T-SQL syntax, as follows.

Id
Title
Description
MetaInfoVersion
WebTemplate
Language
Locale
Collation
TimeZone
Time24
CalendarType
AdjustHijriDays
AltCalendarType
CalendarViewOptions
WorkDays
WorkDayStartHour
WorkDayEndHour
ProvisionConfig
Flags
Author
AlternateCSSUrl
CustomizedCss
CustomJSUrl
AlternateHeaderUrl
SecurityProvider
MasterUrl
CustomMasterUrl
{SiteLogoUrl}
{SiteLogoDescription}
AllowMUI
TitleResources
DescriptionResource
AlternateMUICultures
OverwriteMUICultures
UIVersion
ClientTag
AnonymousPermMask
{SiteFlags}
{SitePortalURL}
{SitePortalName}
MeetingCount
DefTheme
CachedNav
CachedInheritedNav
CachedNavDirty
CachedDataVersion
NavParentWebId

FirstUniqueAncestorWebId

Scopeld

DbNow

Acl
{RequestAccessEmail}
Ancestry

uniqueidentifier,

nvarchar (255),
nvarchar (max) ,
int,

int,

int,

int,

smallint,
smallint,

bit,

smallint,
smallint,
tinyint,
tinyint,
smallint,
smallint,
smallint,
smallint,

int,

int,

nvarchar (260) ,
nvarchar (260) ,
nvarchar (260) ,
nvarchar (260),

uniqueidentifier,

nvarchar (260),
nvarchar (260),
nvarchar (260),
nvarchar (255),
bit,

nvarchar (256),
nvarchar (256),
nvarchar (max) ,
bit,

tinyint,
smallint,
bigint,

int,

nvarchar (260),
nvarchar (255),
smallint,
nvarchar (64),
varbinary (max),
varbinary (max),
int,

int,

uniqueidentifier,
uniqueidentifier,
uniqueidentifier,

datetime,

varbinary (max),
nvarchar (255),
varbinary (max),
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ProductVersion

tp Id

tp SiteAdmin

tp IsActive

tp Login

tp Email

tp Title

tp Notes

tp ExternalTokenLastUpdated
tp_Token

tp Flags

UserId
{SiteSecurityVersion}
tp_Locale

tp TimeZone

tp Time24

tp CalendarType

tp AdjustHijriDays

tp AltCalendarType

tp CalendarViewOptions
tp WorkDays
tp_WorkDayStartHour
tp WorkDayEndHour

tp MUILanguages

tp ContentLanguages

smallint,

int,

bit,

bit,

nvarchar (255),
nvarchar (255),
nvarchar (255),
nvarchar (1023),
datetime,
varbinary (max),
int,

int,

bigint,

int,

smallint,

bit,

smallint,
smallint,
tinyint,
tinyint,
smallint,
smallint,
smallint,
varchar (64),
varchar (64),

{SiteHashKey} binary(16),
{UserInfolListId} uniqueidentifier,
{RootWebId} uniqueidentifier,
{SitelLastContentChange} datetime,
{SiteLastSecurityChange} datetime,
{RbsCollectionId} int,
{DenyPermMask} tPermMask;

Id: The Site Identifier for the site (2).
Title: The title of the site (2) for display in the front-end Web server.
Description: The description of the site (2) for display in the front-end Web server.

MetaInfoVersion: A counter incremented any time a change is made to the Metainfo for this site (2)
and used for internal conflict detection.

WebTemplate: The identifier for the site template used in the site definition to define the base
structure of this site (2).

Language: The LCID associated with the site (2) which is used to determine current UI culture, which
determines which language resources to use to display messages on the front-end Web server.

Locale: The LCID associated with the site (2) which is used to determine the current culture for
regional language specific data formatting such as currency or date and time settings.

Collation: The Collation Order of the site (2) which indicates an additional sorting order that is
processed by the back-end database server. The collation method is an implementation-specific
capability of the front-end Web server and back-end database server.

TimeZone: The Time Zone Identifier (section 2.2.1.3) for the time zone to be used when displaying
time values for this site (2).

Time24: If set to "1", use a 24-hour time format when displaying time values for this site; otherwise,
a 12-hour time format can be used.

CalendarType: The Calendar Type that is to be used when processing date values for this site (2).
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AdjustHijriDays: If the Calendar Type value is "6", this specifies the humber of days to extend or
reduce the current month in Hijri calendars for this site (2).

AltCalendarType: The Calendar Type of an alternate calendar for processing date values for this
site (2). If NULL, only the CalendarType value is used for this site (2).

CalendarViewOptions: A Calendar View Options Type that specifies the calendar display options
setting for this site (2).

WorkDays: A set of Workdays Flags that specify the weekdays defined as the workweek for this
site (2).

WorkDayStartHour: The start time of the workday in minutes after midnight for this site (2).
WorkDayEndHour: The end time of the workday in minutes after midnight for this site (2).

ProvisionConfig: An identifier of the site template used to provision this site (2). The following
reserved site template identifiers are defined.

Value | Description

-1 This site (2) has not had any site template provisioned.

0 This site (2) has the implementation-specific default site template applied.
1 This site (2) has the Team Collaboration site template applied.

2 This site (2) has the Meeting Workspace site template applied.

3 This site (2) has the Central Administration site template applied.

4 This site (2) has the Wiki site template applied.

9 This site (2) has the Blog site template applied.

Flags: A Site Property Flags value describing the configuration of this site (2).
Author: The User Identifier of the user who is listed as creating this site (2).

AlternateCSSUTrl: The URL for a custom CSS sheet file registered on the site (2) for use in pages of
the site.

CustomizedCss: This contains an implementation-specific list of custom CSS files associated with this
site (2).

CustomJSUrl: The URL for a custom JavaScript file registered on the site (2) for use in pages of the
site.

AlternateHeaderUrl: The URL for a custom header HTML page registered on the site (2) for use in
pages of the site when rendered on the front-end Web server.

SecurityProvider: COM class identifier (CLSID) of the external security provider for this site
(2). This is NULL for sites using the native security implementation.

MasterUrl: The URL for the master page registered on the site (2) for use in pages of the site when
rendered on the front-end Web server.

CustomMasterUrl: The URL for an alternate master page registered on the site (2) for use in pages
of the site rendered on the front-end Web server.

{SiteLogoUrl}: The URL of an image that represents the site (2) for display in the front-end Web
server.
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{SiteLogoDescription}: The description of the image that represents the site (2) for display in the
front-end Web server as an ALT tag on the image.

@AllowMUI: A bit which indicates whether the Multilingual User Interface feature is enabled.

@TitleResource: The resource token or resource identifier of the title for the site (2) whose metadata
is to be updated.

@DescriptionResource: The resource token or resource identifier of the description for the site (2)
whose metadata is to be updated.

@AlternateMUICultures: The string that contains the distinct language identifier(s) for all the alternate
language(s) of the site (2). For example, the language identifier for English is 1033. Every element is
separated by semicolon from the next.

@OverwriteMUICultures: A bit which specifies whether the changes made to user-specified text in the
default language automatically overwrite the existing translations made in all alternate languages.

@UlVersion: A number that represents the visual state of the site (2).
@ClientTag: A number that represents the state of the application files of the site (2).

AnonymousPermMask: A WSS Rights Mask that indicates the permissions granted to a user that
is anonymous, or has no specific permissions, to this site (2). The value MUST be NULL for sites that
do not exist.

{SiteFlags}: A Site Collection Flags value that indicates the settings for the site collection that
contains this site (2).

{SitePortalURL}: The URL for a different site (2) registered on the site for use in navigation
structures as a parent location.

{SitePortalName}: The display name of a different site (2) registered on the site for use in
navigation structures as a parent location.

MeetingCount: If this site (2) is a meeting workspace (that is, its site template identifier in
ProvisionConfig is set to 2), this value indicates the number of meetings that are configured.

DefTheme: The name of a theme that is used as part of the display of the site (2).

CachedNav: An implementation-specific serialization of navigation structure information to display in
front-end Web server elements associated with this site (2).

CachedInheritedNav: This contains an implementation-specific serialization of navigation structure
information to display in front-end Web server elements associated with the root navigation elements
for this site (2).

CachedNavDirty: If this value is not set to "0", the cached navigation information for this site MUST
be regenerated.

CachedDataVersion: A counter incremented on every change to the cached navigation information,
used for internal conflict detection.

NavParentWebld: The Site Identifier of the site (2) to be treated as the parent of this site when
displaying navigation elements in the front-end Web server.

FirstUniqueAncestorWeblId: The Site Identifier of the closest site (2) in this site's ancestor chain
that does not inherit security settings from its parent site.

Scopeld: The Scope Identifier of the security scope containing the site (2).
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DbNow: The current time in UTC format on the back-end database server.

Acl: The binary serialization of the WSS ACL Format ACL for this site (2). This is either explicitly
defined or inherited from the parent object of the site (2).

{RequestAccessEmail}: The e-mail address for a user who has the authority to grant access to the
site (2), if any. This can be used by the front-end Web server to generate an e-mail to request access
for a user who does not have access to the site (2).

Ancestry: An implementation-specific serialization of the navigation structure information for the site

(2).

ProductVersion: The implementation-specific version identifier used to create the site (2).
tp_Id: The User Identifier of the current user.

tp_SiteAdmin: Set to "1" if the current user is an administrator of the site (2).

tp_IsActive: Set to "1" if the current user is an active user in the site collection containing this site

(2).

tp_Login: The login information of the current user.
tp_Email: The e-mail address of the current user.
tp_Title: The display name of the current user.
tp_Notes: Notes about the current user.

tp_ExternalTokenLastUpdated: A time stamp in UTC format specifying the time when the External
Group Token for the current user was last updated.

tp_Flags: A WSS User Flags value of the specified user
tp_Token: A WSS User Token value specifying the site group membership of the current user.

Userld: The site membership identifier of the current user. This is NULL if the current user has not
been added to the set of members of this site (2).

{SiteSecurityVersion}: The current security information version of the site collection.

tp_Locale: An LCID referring to the locale value to be used when displaying messages in the front-
end Web server for the current user. If this value is NULL, the site setting for Locale is used instead.

tp_TimeZone: The Time Zone Identifier for the time zone to be used when displaying time values for
the current user. If this value is NULL, the site setting for TimeZone is used instead.

tp_Time24: A bit flag which specifies whether to use a 24-hour time format when displaying time
values to the current user. If this parameter is set to "1", the 24-hour time format is be used;
otherwise, the 12-hour time format is be used. If this value is NULL, the site setting for Time24 MUST
be used instead.

tp_CalendarType: The Calendar Type to be used when processing date values for the current user.
If this value is NULL, the site setting for CalendarType MUST be used instead.

tp_AdjustHijriDays: If the tp_CalendarType value is "6", this specifies the humber of days to
extend or reduce the current month in Hijri calendars for the current user. If this value is NULL, the
site setting for AdjustHijriDays MUST be used instead.

tp_AltCalendarType: The Calendar Type of an alternate calendar to be used when displaying
calendars in views for the current user. If this value is NULL, the site setting for AltCalendarType
MUST be used instead.
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tp_CalendarViewOptions: A Calendar View Options Type specifying the calendar options for the
current user. If this value is NULL, the site setting for CalendarViewOptions MUST be used instead.

tp_WorkDays: A set of Workdays Flags specifying the weekdays defined as the workweek for the
current user. If this value is NULL, the site setting for WorkDays MUST be used instead.

tp_WorkDayStartHour: The start time of the work day in minutes after midnight for the current
user. If this value is NULL, the site setting for WorkDayStartHour MUST be used instead.

tp_WorkDayEndHour: The end time of the workday in minutes after midnight for the current user.
If this value is NULL, the site setting for WorkDayEndHour MUST be used instead.

tp_MUILanguages: A string that contains the distinct culture(s) for the user's preferred display
language(s), separated by semicolon. This string can be NULL.

tp_ContentLanguages: A string that contains the distinct culture(s) for the user's preferred content
language(s), separated by semicolon. This string can be NULL.

{SiteHashKey}: Contains binary information used when generating digital signatures of information
associated with this site collection.

{UserlInfolListld}: The list identifier of the user information list for the site collection containing
this site (2).

{RootWebld}: The site identifier for the root site of the site collection containing this site (2).

{SiteLastContentChange}: A time stamp in UTC format describing the time content was last
changed within this site collection.

{SiteLastSecurityChange}: A time stamp in UTC format describing the time security settings were
last changed within this site collection.

{RbsCollectionId}: The identifier for the remote BLOB storage collection for the site collection, or
zero if remote BLOB storage is not configured for this database.

{DenyPermMask}: A WSS Rights Mask (section 2.2.2.15) specifying the rights to deny to the
current user.

2.2.4.25 Site MetalInfo Result Set
The Site MetaInfo Result Set returns metainfo about a site (2).

The Site MetaInfo Result Set is defined using T-SQL syntax, as follows.

MetaInfo varbinary (max) ;

Metalnfo: Site Metainfo in the form of a metadict. This value can be NULL. The metadict format is
specified in the [MS-FPSE] metadict section.

2.2.4.26 Unique Permissions Result Set

The Unique Permissions Result Set returns the ACL information for all the unique security scopes
of folders and list items contained in a specified location.

The Unique Permissions Result Set is defined using T-SQL syntax, as follows.

ScopeId uniqueidentifier,
Acl varbinary (max),
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AnonymousPermMask bigint;

Scopeld: The Scope Identifier of the security scope.
Acl: The binary serialization of the WSS ACL Format ACL of the security scope.

AnonymousPermMask: A WSS Rights Mask that indicates the permissions granted to an
anonymous user, or a user who has no specific permissions on this security scope.

2.2.4.27 URL Result Set

The URL Result Set returns a list of URLs, one for the root folder of each site (2). The URL Result
Set is defined using T-SQL syntax as follows.

FullUrl nvarchar (256)

FullUrl: The store-relative form URL of the site (2).

2.2.4.28 List Related Fields Result Set

The List Related fields Result Set returns information about all the relationship lookup fields whose
target list is the specified list. The T-SQL syntax for this result set is as follows:

tp WebId uniqueidentifier NOT NULL,
tp Id uniqueidentifier NOT NULL,
FieldId uniqueidentifier NOT NULL,
DeleteBehavior tinyint NOT NULL

tp_WeblId: The site identifier of the site (2) which contains the relationship lookup field.
tp_Id: The list identifier of the list which contains the relationship lookup field.
FieldId: The field identifier of the relationship lookup field.

DeleteBehavior: The relationship delete behavior on the relationship lookup field

2.2.4.29 App Principal Information Result Set
The App Principal Information Result Set returns information about an app principal.

If the App Principal Info Result Set is returned, it MUST return one row, as defined using the T-SQL
syntax below:

{AppPrincipalName} nvarchar (256),
{ReturnAppPrincipalInfo} bit,
WebTemplateId} int,
{WebTemplateConfigurationId} int

{AppPrincipalName}: The app principal identifier.
{ReturnAppPrincipalInfo}: This value MUST be 1.

{WebTemplateld}: The identifier for the site template used in the site definition associated with
the stored procedure.
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{WebTemplateConfigurationId}: The value as defined by ProvisionConfig in section 2.2.4.24.

2.2.4.30 App Principal Permissions Result Set

The App Principal Permissions Result Set is returned to indicate what permissions the specified
app principal has.

If the App Principal Permissions Result Set is returned, it MUST return at least one row, as
defined using the T-SQL syntax below:

{Id}: The app principal integer identifier in the site collection.
{Name}: The app principal identifier.
{Title}: The title of the app principal.

{Flag}: The app principal flag that specifies the state of the app principal. All valid values for this flag
are specified in the following table.

Value | Description

0 No flags.

1 The app principal has been disabled.

2 The app principal has no tenant scoped permissions.
4 Allow App Only Policy.

{WeblId}: The site identifier of the site (2) containing the document.
{ListId}: The list identifier of the list containing the document.

{Perm}: The permission value as defined in section 2.2.1.2.18.
2.2.5 SQL Structures

2.2.5.1 Configuration Object

A Configuration Object encapsulates as a group of application settings a set of metadata used to
identify and manipulate those settings. Configuration Objects have the following fields.

2.2.5.1.1 Class

Applications use a Configuration Object Class to help distinguish the schemas of the data stored in
different objects. Class is a complex data type with the following fields, defined in T-SQL syntax.

ClassId uniqueidentifier NOT NULL,
BaseClassId uniqueidentifier NOT NULL,
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FullName nvarchar (256) NOT NULL

ClassId: This MUST be a GUID that is different from all other ClassIds registered in the Configuration
Database.

BaseClassld: A class is said to derive from the class referenced by BaseClassId. This allows a class
hierarchy to be built. Many ClasslIds can share a single BaseClassId. The BaseClassld of a
Configuration Object Class MUST have the same value as a ClassId in the Configuration Database. If
a Configuration Object Class has no base class, its BaseClassId MUST be identical to its ClassId.

FullName: An identifier that can be used by an application to associate a ClassId with a human-
readable or machine-readable string.

The following classes are used during the execution of this protocol.

Class ClassId

Alternate URL Collection 9920F486-2FF4-4d10-9532-E01979826585

Content Database 3D4F5451-1735-48bb-B920-76C1EC240B1D

Database Service Instance | 3112E92F-B97D-481e-8CEB-03FDE15ED1A7

Farm 674DA553-EA77-44A3-B9F8-3F70D786DE6GA
Server E77AAF47-3CAC-4001-BC6B-5BCCB6486318
Web Application 113FB569-7520-4651-8FC4-E9F4F5887618

Web Service 45AD2BF2-4E3E-46A1-B477-126944C0OACEF

2.2.5.1.21d
A Configuration Object's Id is used to identify a single instance of a Configuration Object. As such, it

MUST be different from the IDs of all other Configuration Objects in the Configuration Database. Id is
defined in T-SQL format as follows.

Id uniqueidentifier NOT NULL

2.2.5.1.3 Name

Configuration Objects can also be identified by name. Unlike Id, a Configuration Object's name is only
used to distinguish instances of Configuration Objects with the same parent and class. The
combination of name, parent, and class MUST be unique among the set of Configuration Objects in a
single Configuration Database. Name is defined in T-SQL format as follows.

Name nvarchar (128) NOT NULL

2.2.5.1.4 Parent

Configuration Objects are organized in an ancestry hierarchy. Each Configuration Object MUST have
one and only one parent, which MUST be a Configuration Object registered in the same Configuration
Database. The set of Configuration Objects with a given parent are known as the parent's children. A
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Configuration Object's descendants are the set of Configuration Objects including the parent's
children, the children's children, and so on.

The Configuration Object at the root of an ancestry hierarchy MUST be its own parent.
The Configuration Database MUST delete a Configuration Object when its parent is deleted.

A Configuration Object defines its parent through its own ParentId property, which is the Id of its
parent. Parentld is defined in T-SQL format as follows.

ParentId uniqueidentifier NOT NULL

2.2.5.1.5 Status

The Status property of a Configuration Object MUST conform to the data type defined in the
Configuration Object Status section.

Status int NOT NULL

2.2.5.1.6 Version

Version is used to identify when a Configuration Object has been created, modified, or deleted.
Version is defined in T-SQL format as follows.

Version rowversion NOT NULL

2.2.5.1.7 Properties

Any configuration settings needed by an application that are not stored in one of the other
Configuration Object field can be stored in the Properties field, which is defined using T-SQL format
as follows.

Properties nvarchar (max)

Successful execution requires parsing the properties of the following classes. Each of these classes
stores its properties in an XML format. Because only a portion of each class' Properties field is
needed for successful execution, the values needed are identified using queries from the XML Path
Language specified in [ XPATH]. The schemata of the contents of other Configuration Objects'
Property Bags will differ based on the needs of each application and are not specified in this
document. Unless otherwise noted in the description column, each XPath query resolves to one and
only one element value.

2.2.5.1.7.1 Alternate URL Collection

An Alternate URL Collection Configuration Object stores a list of absolute URLs. The parent of an
Alternate URL Collection MUST be a Farm Configuration Object.

Propert
Yy XPath Query Description
Alterna | /object/fld[attribute::name="'m_Urls']/fld/object/sFId[attribute::name="m_ When executed against
te URL RequestUri'] the properties of an
Alternate URL
Collection
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Propert
Yy XPath Query Description

Configuration Object,
this query MUST return
one or more values
containing absolute
URLs. The URLs MUST
contain only the
portion of the incoming
URL beginning with the
scheme component
and ending with the
Authority Component
(for example,
"http://example.com:8
0"). The URLs MUST be
uniqgue within a
Configuration
Database.

2.2.5.1.7.2 Content Database

The Content Database Configuration Object stores information needed to establish a connection to a
content database.

Property XPath Query Description

Username | /object/fld[attribute::name='m_Username'] | If the value returned by this XPath query is not NULL
or empty, the client uses SQL authentication to
connect to the content database. The client MUST
pass the value returned by the XPath query as the
SQL authentication username.

Password | /object/fld[attribute::name="'m_Password'] | If the value returned by this XPath query is not NULL
or empty, the client MUST include this value in the
user name portion of the content database
connection string.

2.2.5.1.7.3 Web Application

The Web Application Configuration Object stores a list of content databases used by the Web
application as well as information needed to parse URLs. The parent of a Web Application
Configuration Object MUST be a Web Service Configuration Object.

Property | XPath Query Description
Web /object/fld[attribute: :name="m_AlternateUrlCollection'] This value is a
Applicati string
on representation of
Alternate a Configuration
URL Object ID. It is
Collectio used to associate
n a Web
application with
an Alternate
URL Collection.
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Property | XPath Query Description

Each Alternate
URL Collection
MUST be
referenced by
zero or one Web

applications.
Prefix /object/fld[attribute::name="'m_Prefixes']/object/fld/fld/object/sFld[attribute::n The value
Name ame='m_Name'] returned by this

query MUST be a
valid URL Path

segment.
Prefix /object/fld[attribute::name="m_Prefixes']/object/fld/fld/object/sFld[attribute::n The value
Type ame="'m_Type'] returned by this
query MUST be
the literal

ExplicitInclusio
n or the literal
WildcardInclusi
on.

ExplicitInclusio
n specifies that a
path-based site
collection can be
created under
the specified URL
path.
WildcardInclusi
on specifies that
multiple path-
based site
collections can
be created under
the specified URL
path.

2.2.5.2 Dependencies

In addition to the ancestry hierarchy defined in Parent (section 2.2.5.1.4), Configuration Objects can
also define Dependencies. Dependencies can be used by an application to discover the list of
Configuration Objects that depend on a given Configuration Object.

A Dependency is a complex type with the following fields, defined in T-SQL format as follows.

ObjectId uniqueidentifier NOT NULL
DependantId uniqueidentifier NOT NULL
Objectld: The ID of the Configuration Object that depends on another.

DependantId: The ID of the Configuration Object upon which the Configuration Object identified by
ObjectId depends.
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2.2.6 Tables and Views

2.2.6.1 AllDocs Table

The AllDocs table stores data for all documents in the content database.

The AllDocs table is defined using T-SQL syntax as follows.

TABLE AllDocs (

Id uniqueidentifier NOT NULL,
Siteld uniqueidentifier NOT NULL,
DirName nvarchar (256) NOT NULL,
LeafName nvarchar (128) NOT NULL,
WebId uniqueidentifier NOT NULL,
ListId uniqueidentifier NULL,
DoclibRowId int NULL,
Type tinyint NOT NULL,
SortBehavior tinyint NOT NULL DEFAULT O,
Size int NULL,
ETagVersion AS
CASE
WHEN InternalVersion IS NULL
THEN NULL
ELSE ((InternalVersion + (BumpVersion * 256)) / 256)
END,
EffectiveVersion AS
CASE
WHEN InternalVersion IS NULL
THEN NULL
ELSE InternalVersion + (BumpVersion * 256)
END,
InternalVersion int NULL,
BumpVersion tinyint NOT NULL DEFAULT O,
UIVersion int NOT NULL DEFAULT 512,
Dirty AS CASE WHEN BumpVersion <> 0 THEN CAST (1 as bit) ELSE CAST(0 as bit)
ListDataDirty bit NOT NULL DEFAULT O,
DocFlags int NULL,
ThicketFlag bit NULL DEFAULT O,
CharSet int NULL,
ProgId nvarchar (255) NULL,
TimeCreated datetime NOT NULL,
TimeLastModified datetime NOT NULL,
NextToLastTimeModified datetime NULL,
MetaInfoTimeLastModified datetime NULL,
TimeLastWritten datetime NULL,
DeleteTransactionId varbinary (16) NOT NULL DEFAULT O0x,
SetupPathVersion tinyint NOT NULL DEFAULT 4,
SetupPath nvarchar (255) NULL,
SetupPathUser nvarchar (255) NULL,
CheckoutUserId int NULL,
CheckoutDate datetime NULL,
CheckoutExpires datetime NULL,
VersionCreatedSinceSTCheckout Dbit NOT NULL DEFAULT O,
LTCheckoutUserId AS
CASE WHEN DocFlags & 32 = 32
THEN CheckoutUserId
ELSE NULL
END,
VirusVendorID int NULL,
VirusStatus int NULL,
VirusInfo nvarchar (255) NULL,
VirusInfoEx, varbinary (max) NULL,
MetaInfo varbinary (max) NULL,
MetaInfoSize int NULL,
MetaInfoVersion int NOT NULL DEFAULT 1,
UnVersionedMetalInfo varbinary (max) NULL,
UnVersionedMetalInfoSize int NULL,

END,
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UnVersionedMetaInfoVersion int NULL,
WelcomePageUrl nvarchar (260) NULL,
WelcomePageParameters nvarchar (max) NULL,
IsCurrentVersion bit NOT NULL DEFAULT 1,
Level tinyint NOT NULL DEFAULT 1,
CheckinComment nvarchar (1023) NULL,
AuditFlags int NULL,
InheritAuditFlags int NULL,
DraftOwnerId int NULL,
UIVersionString AS
CAST (UIVersion/512 AS nvarchar) + '.' 4+ CAST(UIVersion%512 AS nvarchar),
ParentId uniqueidentifier NOT NULL,
HasStream AS
WHEN Type = 0 AND
((DocFlags & 256) = 256) AND
SetupPath IS NULL OR (SetupPath IS NOT NULL AND
((DocFlags & 64) = 64))
THEN 1
ELSE O
END,
ScopelId uniqueidentifier NOT NULL,
BuildDependencySet varbinary (max) NULL,
ParentVersion int NULL,
ParentVersionString AS
CAST (ParentVersion/512 AS nvarchar) + '.' +
CAST (ParentVersion%512 AS nvarchar),
TransformerId uniqueidentifier NULL,
ParentLeafName nvarchar (128) NULL,
IsCheckoutToLocal AS
CASE
WHEN DocFlags & 512 = 512
THEN 1
ELSE O
END,
CtoOffset smallint NULL,
Extension AS
CASE
WHEN

CHARINDEX (N'.', LeafName COLLATE Latinl General BIN)

THEN RIGHT (LeafName,

CHARINDEX (N'.', REVERSE (LeafName)

COLLATE Latinl General BIN)-

ELSE N'"'
END,
ExtensionForFile AS
CASE
WHEN Type = 0 AND

1)

CHARINDEX (N'.', LeafName COLLATE Latinl General BIN)

THEN RIGHT (LeafName,

CHARINDEX (N'.', REVERSE (LeafName)

COLLATE Latinl General BIN)-

ELSE N'"'
END,

ItemChildCount int
FolderChildCount int
FileFormatMetaInfo varbinary (max)
FileFormatMetaInfoSize int
FFMConsistent bit
ContentVersion int
ListSchemaVersion int

ClientId varbinary (16)
NextBSN bigint
StreamSchema tinyint

Id: The document identifier of the document.

1)

NOT NULL
NOT NULL
NULL,
NOT NULL
NULL,
NOT NULL
NULL,
NULL,
NULL,
NULL) ;

DEFAULT
DEFAULT

DEFAULT

DEFAULT

>

>

0

0

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol

Copyright © 2017 Microsoft Corporation
Release: June 20, 2017

108 / 484



Siteld: The Site Collection Identifier (section 2.2.1.1.9) of the site collection containing the
document.

DirName: The directory name of the document location.
LeafName: The leaf name of the document location.
Webld: The Site Identifier (section 2.2.1.1.11) of the site containing the document.

ListId: The List Identifier (section 2.2.1.1.5) of the list containing the document, if any, or NULL if
the document is not contained in a list.

DoclibRowlId: The row identifier for the document within the containing document library or list, if
applicable.

Type: An integer identifier specifying the document's Document Store Type (section 2.2.2.4).

SortBehavior: An integer value specifying how an item is sorted within a view. If this parameter is
set to 1, the item MUST be sorted like a folder. If this parameter is set to 0, it MUST be sorted like a
file. If the document is a site (2), the value MUST be 2. Other values are invalid.

Size: The size of the document stream in bytes. This parameter can be set to NULL or to zero for
items such as sites, folders, document libraries, and lists.

ETagVersion: A counter used for conflict detection that is incremented any time a change is made to
this document. This takes into account the pending version update in BumpVersion. This is a version
number separate from the user-visible versioning system in UIVersion and UIVersionString.

EffectiveVersion: A counter incremented any time a change is made to the document and is only
used internally. This takes into account the pending version update in BumpVersion.

InternalVersion: A counter incremented any time a change is made to the document and is only
used internally to join to other tables. This does not take into account the pending version update in
BumpVersion.

BumpVersion: A counter incremented any time the InternalVersion of a document needs to be
updated. It stores the pending version update to the document.

UIVersion: A UI version nhumber associated with the document. UIVersion defaults to 512, which
corresponds to a displayed version of 1.0.

Dirty: Set to one if the document has dependencies that require further processing.
ListDataDirty: Set to one if the document requires subsequent fix-up of link information.

CacheParseld: An implementation-specific identifier for an internal dependency update process.
Used to manage bulk updates to documents when processed for dependency fix-up.

DocFlags: A Doc Flags value (section 2.2.2.3) specifying information about the document. See the
Doc Flags section for details.

ThicketFlag: If set to one, this indicates that the document is an auxiliary thicket file, one of a set of
files supporting a thicket.

CharSet: An optional character set associated with the document. Any Windows code page
identifier is valid for CharSet. This value can be NULL, indicating that no Windows code page is
specified for the document.

Progld: An optional preferred application to open this document. The ProglId is used to distinguish
between different applications that save files with a given file extension (that is, different editors for
HTML or XML files).
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TimeCreated: A time stamp in UTC format specifying when this document was created.

TimeLastModified: A time stamp in UTC format. The value specifies when the document was last
saved. This corresponds to the actual time when the document was last modified.

NextToLastTimeModified: The value of TimeLastModified from the previous time that the
document was saved.

MetalnfoTimelLastModified: A time stamp in UTC format specifying when the metadata information
for the document was last changed.

TimeLastWritten: A time stamp in UTC format specifying when any changes were made to the
document stream. This does not reflect changes made strictly to the MetalInfo or other item
properties.

DeleteTransactionld: The transaction identifier for the implementation-specific deleted items recycle
bin. A value of Ox specifies that this document is not marked as deleted. In the Docs View (section
2.2.6.3), DeleteTransactionId MUST equal 0x, because the Docs View only displays items that are
not marked as deleted.

SetupPathVersion: For an uncustomized document, this parameter governs the SetupPath
fragment relative to the setup path location. The following values are valid.

Value | Description

NULL This is not an uncustomized document.

2 The SetupPath is relative to the install location of Windows SharePoint Services 2.0 on the front-end
Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\60).

3 The SetupPath is relative to the install location of Windows SharePoint Services 3.0 on the front-end
Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\12).

4 The SetupPath is relative to the install location of Microsoft SharePoint Foundation 2010 on the
front-end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\14).

15 The SetupPath is relative to the install location of Microsoft SharePoint Foundation 2013 on the
front-end Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15).

16 The SetupPath is relative to the install location of Microsoft SharePoint Server 2016 on the front-end
Web server (for example, Program Files\Common Files\Microsoft Shared\Web Server Extensions\16).

SetupPath: For a document that is now or once was uncustomized, this contains the setup path
fragment relative to the base setup path specified by the SetupPathVersion value, where the
content stream of this document can be found. This value MUST be NULL if the document was never
uncustomized.

SetupPathUser: If this document is now or once was uncustomized, this contains the login name of
the user who created the uncustomized document. This value is undefined for documents that were
never uncustomized.

CheckoutUserId: If the document is checked out, this parameter contains the User Identifier
(section 2.2.1.1.13) of the user who has the document checked out. Otherwise, this parameter is
NULL.

CheckoutDate: A time stamp in UTC format indicating when this document was checked out.

CheckoutExpires: A time stamp in UTC format indicating when the short-term lock for this document
will expire.
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VersionCreatedSinceSTCheckout: If this parameter is one, the document version has been
incremented since the document last had a short-term lock established. This is used to prevent more
than one new version of the document from being created while a short-term lock is established.

LTCheckoutUserld: If the document is currently checked out, this parameter is a calculated
column containing the value of CheckoutUserId. Otherwise, this parameter is NULL.

VirusVendorlID: The identifier of the virus scanner that processed this document. This value MUST be
NULL if this document has not been processed by a virus scanner.

VirusStatus: An enumerated type specifying the current virus check status of this document. This
value MUST be NULL if the document has not been processed by a virus scanner. See Virus Status
(section 2.2.1.2.17) for a list of valid values.

VirusInfo: A string containing a provider-specific message returned by the virus scanner when it last
processed the document. This value MUST be NULL if the document has not been processed by a virus
scanner.

VirusInfoEx: A binary value that specifies extensible virus information for this document, which is
opaque to the back-end server.

Metalnfo: A metadict for the document. The metadict format is specified in the [MS-FPSE] section
2.2.2.2.11.

MetalnfoSize: The size, in bytes, of the document metadata info.

MetalInfoVersion: An integer value that tracks the version of the document metadata info.
UnVersionedMetalnfo: A metadict holding all version-independent metadata for the document.
UnVersionedMetalnfoSize: The size in bytes of UnVersionedMetalInfo.

UnVersionedMetalInfoVersion: An integer value that tracks the version of the
UnVersionedMetaInfo metadata.

WelcomePageUrl: If the document is a folder, this optionally specifies a page to redirect to when the
folder is requested with an HTTP GET operation. The URL is relative to the URL of the folder itself and
MUST be subsumed by that folder. Attempts to break out of the folder, such as "../../default.aspx",
are not valid.

WelcomePageParameters: This parameter MUST contain any URL parameters configured for the
welcome page. This value contains a query string starting with "?" or a hash parameter starting with
||#ll.

IsCurrentVersion: If this value is set to one, this row is for a current version of the document (out of
all the rows corresponding to the given DirName, LeafName, each with a different Publishing Level
Type value (section 2.2.2.6)). Otherwise, this row is for a historical version of the document.

Level: A Publishing Level Type value specifying the publishing level of this version of the document
as checked out, draft, or published.

CheckinComment: An optional comment string associated with the document when it was last
checked in or published.

AuditFlags: An Audit Flags value (section 2.2.2.1) determining the operations to be tracked on this
document.

InheritAuditFlags: An Audit Flags value determining the operations to be tracked on this
document's children.
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DraftOwnerld: If the current publishing level of the document is a draft, this is the User Identifier
(section 2.2.1.1.13) of the user who has that draft version checked out. Otherwise, this MUST be set
to NULL.

UIVersionString: A calculated column presenting the value of the UIVersion column as a displayed
version string, in the following format: major version value, followed by '.", followed by the minor
version value. For example, UIVersion values 512, 513, 514, and 1024 correspond to
UIVersionString values of 1.0, 1.1, 1.2, and 2.0, respectively.

ParentId: The document identifier of the document's parent container. For example, the document
identifier of the folder or document library containing this subfolder or document. This value MUST
NOT be NULL, because every item but one has a parent container. A special empty document
identifier, '00000000-0000-0000-0000-000000000000', marks the parent container of the topmost
item (the root site) in the site collection.

HasStream: A calculated bit indicating whether the document has an associated document stream.
This MUST be set to "1" if:

= The SetupPath is NULL and the document's Document Store Type is zero (file) and it is allowed
to contain a stream.

= The SetupPath is not NULL and the document content is customized.
If neither condition applies, the value MUST be "0".
Scopeld: The Scope Identifier (section 2.2.1.1.8) of the scope of the document.

BuildDependencySet: A binary array holding implementation-specific information about dependent
documents. NULL indicates that there is no information about dependencies. A BuildDependencySet
of size zero indicates a document with no dependencies.

ParentVersion: If the document is a transformed version of another document, this is the UIVersion
value from the original document. This value MUST be NULL if the document is not the product of a
document transformation.

ParentVersionString: A calculated column presenting the value of the ParentVersion column as a
displayed version string. See UIVersionString for displayed version format and examples.

Transformerld: If the document is a transformed version of another document, this MUST be the
GUID of the agent that performed the transformation. Otherwise, Transformerld MUST be NULL.

ParentLeafName: If the document is a transformed version of another document and the original
document is in the same folder as the transformed document, this is the leaf name of the original
document. This value MUST be NULL if the document is not the product of a document transformation.

IsCheckoutTolLocal: A calculated bit indicating whether the document is checked out to a client's
local disk. This parameter MUST be set to "1" if the DocFlags bit array includes 512 (long-term
check-out to local); otherwise, it MUST be set to "0".

CtoOffset: A content type order offset. This is an implementation-specific value used by list and
document library views to allow custom ordering of the menu items under the 'New' button. This value
can be NULL.

Extension: A calculated field holding the file extension part, if applicable, from the LeafName value.
If the LeafName value contains a "." character, Extension MUST hold the string following the last
"."; otherwise, Extension MUST be set to the empty string. For example, if the full leaf name is
'document.docx.bac', Extension MUST be "bac".

ExtensionForFile: A calculated field holding the file extension part, if applicable, from the LeafName
value. If the document's Document Store Type is set to "0", indicating that it is a file type,
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ExtensionForFile MUST be identical to Extension; otherwise, the ExtensionForFile value MUST be
an empty string.

ItemChildCount: The number of nonfolder children of this document.

FolderChildCount: The number of folder children of this document.

FileFormatMetalInfo: A metadict holding the file format metadata info of this document.
FileFormatMetalInfoSize: The size, in bytes, of the file format metadata info.

FFMConsistent: A bit flag specifying whether the file format metadata info is in a consistent state.

ContentVersion: A counter used for internal conflict detection that is incremented any time a change
is made to the binary contents of this document.

ListSchemaVersion: A counter which keeps track of the schema version of the list containing this
document for a document that can be parsed.

ClientId: An identifier assigned by an external client to keep track of this document.

NextBSN: The current BLOB sequence number for the document, used for assigning BLOB sequence
numbers to stream binary pieces belonging to this document.

StreamSchema: The stream schema of the stream belonging to this document, if it has one
indicated by HasStream.

2.2.6.2 AllUserData Table

The AllUserData table stores data for all list (1) and document library list items. The table
provides a fixed number of generic columns in various data types, affording storage for application-
defined variable schemas.

A list item can be represented by more than one row in this table, if its list's (1) schema requires more
entries of a particular data type than are available in a single row. Application-defined metadata for
documents in document libraries also resides in AllUserData, and is accessed by means of joins with
the Docs View (section 2.2.6.3).

The AllUserData table is defined using T-SQL syntax, as follows.

TABLE AllUserData (

tp_Id int NOT NULL,

tp_ListId uniqueidentifier NOT NULL,

tp_Siteld uniqueidentifier NOT NULL,

tp RowOrdinal tinyint NOT NULL DEFAULT ((0)),
tp_Version int NOT NULL,

tp_Author int NULL,

tp Editor int NULL,

tp Modified datetime NULL,

tp_Created datetime NULL,

tp_Ordering varchar (512) NULL,

tp_ThreadIndex varbinary (512) NULL,

tp HasAttachment bit NOT NULL DEFAULT ((0)),
tp ModerationStatus int NOT NULL DEFAULT ((0)),
tp IsCurrent bit NOT NULL DEFAULT ( (1)),
tp_ItemOrder float NULL,

tp InstancelID int NULL,

tp GUID uniqueidentifier NOT NULL DEFAULT (newid()),
tp_CopySource nvarchar (260) NULL DEFAULT (NULL),
tp HasCopyDestinations bit NULL DEFAULT ((0)),
tp AuditFlags int NULL,
tp_InheritAuditFlags int NULL,

tp_Size int NOT NULL DEFAULT ((0)),
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tp WorkflowVersion

tp WorkflowInstanceID
tp ParentId

tp DocId

tp DeleteTransactionId
tp ContentTypeld
tp_Level

tp IsCurrentVersion

tp UIVersion
tp CalculatedVersion

tp UIVersionString

tp DraftOwnerId
tp_CheckoutUserId
tp AppAuthor
tp AppEditor
bitl
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bité
bit7
bit8
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bit4l
bitd2
bit43
bit44
bit45s
bit46
bitd47
bit48
bit49
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bit
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bit
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NULL,
NULL,
NOT NULL,
NOT NULL,
NOT NULL
NULL,
NOT NULL
NOT NULL

NOT NULL

DEFAULT (0Ox),

DEFAULT ((1)),

DEFAULT (CONVERT
([bit], (1),0)),

CONSTRAINT

[AllUserData DEFAULT UIVersionDEFAULT ((512)),

int

NOT NULL

CONSTRAINT

[AllUserData DEFAULT CalculatedVersionDEFAULT ((0)),

AS

( (CONVERT ([nvarchar], [tp UlIVersion]/(512),0)+'.")
+ CONVERT ([nvarchar], [tp UIVersion]%(512),0)),

NULL
NULL

NULL,
NULL,

SPARSE NULL,
SPARSE NULL,
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bit56
bit57
bit58
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bit60
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bit62
bit63
bit64
bit65
bit66
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bit68
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bit70
bit71
bit72
bit73
bit74
bit75
bit76
bit77
bit78
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bit80
bit8l
bit82
bit83
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bit947
bit948
bit949
bit950
bit951
bit952
bit953
bit954
bit955
bit956
bit957
bit958
bit959
bit960
bit961
bit962
bit963
bit964
bit965
bit966
bit9e67
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bit978
bit979
bit980
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datetimel3
datetimeld
datetimelb
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datetimel6
datetimel?
datetimel8
datetimel9
datetime20
datetime2l
datetime22
datetime23
datetime24
datetime25
datetime26
datetime27
datetime28
datetime29
datetime30
datetime3l
datetime32
datetime33
datetime34
datetime35
datetime36
datetime37
datetime38
datetime39
datetime40
datetimedl
datetimed?2
datetime43
datetime44
datetimed5
datetimed6
datetime4?
datetime48
datetime4?9
datetime50
datetime51
datetime52
datetime53
datetime54
datetimeb5
datetime56
datetime57
datetimeb58
datetimeb9
datetime60
datetimeo6l
datetime62
datetime63
datetime64
datetime65
datetime66
datetime67
datetime68
datetime69
datetime70
datetime71
datetime72
datetime73
datetime74
datetime75
datetime76
datetime77
datetime78
datetime79
datetime80
datetime81
datetime82
datetime83
datetime84
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datetime85 datetime SPARSE NULL,

datetime86 datetime SPARSE NULL,
datetime87 datetime SPARSE NULL,
datetime88 datetime SPARSE NULL,
datetime89 datetime SPARSE NULL,
datetime90 datetime SPARSE NULL,
datetime9l datetime SPARSE NULL,
datetime92 datetime SPARSE NULL,
datetime93 datetime SPARSE NULL,
datetime94 datetime SPARSE NULL,
datetime95 datetime SPARSE NULL,
datetime96 datetime SPARSE NULL,
datetime97 datetime SPARSE NULL,
datetime98 datetime SPARSE NULL,
datetime99 datetime SPARSE NULL,
datetimel00 datetime SPARSE NULL,
datetimelOl datetime SPARSE NULL,
datetimel02 datetime SPARSE NULL,
datetimel03 datetime SPARSE NULL,
datetimel0O4 datetime SPARSE NULL,
datetimel05 datetime SPARSE NULL,
datetimel06 datetime SPARSE NULL,
datetimel07 datetime SPARSE NULL,
datetimel08 datetime SPARSE NULL,
datetimel09 datetime SPARSE NULL,
datetimellO datetime SPARSE NULL,
datetimelll datetime SPARSE NULL,
datetimell?2 datetime SPARSE NULL,
datetimell3 datetime SPARSE NULL,
datetimelld datetime SPARSE NULL,
datetimell5 datetime SPARSE NULL,
datetimell6 datetime SPARSE NULL,
datetimell? datetime SPARSE NULL,
datetimell8 datetime SPARSE NULL,
datetimell9 datetime SPARSE NULL,
datetimel20 datetime SPARSE NULL,
datetimel2l datetime SPARSE NULL,
datetimel22 datetime SPARSE NULL,
datetimel23 datetime SPARSE NULL,
datetimel?24 datetime SPARSE NULL,
datetimel?25 datetime SPARSE NULL,
datetimel?26 datetime SPARSE NULL,
datetimel27 datetime SPARSE NULL,
datetimel28 datetime SPARSE NULL,
datetimel29 datetime SPARSE NULL,
datetimel30 datetime SPARSE NULL,
datetimel3l datetime SPARSE NULL,
datetimel32 datetime SPARSE NULL,
datetimel33 datetime SPARSE NULL,
datetimel34 datetime SPARSE NULL,
datetimel35 datetime SPARSE NULL,
datetimel36 datetime SPARSE NULL,
datetimel37 datetime SPARSE NULL,
datetimel38 datetime SPARSE NULL,
datetimel39 datetime SPARSE NULL,
datetimel40 datetime SPARSE NULL,
datetimel4dl datetime SPARSE NULL,
datetimel4d?2 datetime SPARSE NULL,
datetimel43 datetime SPARSE NULL,
datetimel4d4 datetime SPARSE NULL,
datetimel45 datetime SPARSE NULL,
datetimel4d6 datetime SPARSE NULL,
datetimeld? datetime SPARSE NULL,
datetimel48 datetime SPARSE NULL,
datetimel4d9 datetime SPARSE NULL,
datetimel50 datetime SPARSE NULL,
datetimel51l datetime SPARSE NULL,
datetimel52 datetime SPARSE NULL,
datetimel53 datetime SPARSE NULL,
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datetimel54 datetime SPARSE NULL,

datetimel55 datetime SPARSE NULL,
datetimel56 datetime SPARSE NULL,
datetimel57 datetime SPARSE NULL,
datetimel58 datetime SPARSE NULL,
datetimel59 datetime SPARSE NULL,
datetimel60 datetime SPARSE NULL,
datetimel6l datetime SPARSE NULL,
datetimel62 datetime SPARSE NULL,
datetimel63 datetime SPARSE NULL,
datetimel64 datetime SPARSE NULL,
datetimel65 datetime SPARSE NULL,
datetimel66 datetime SPARSE NULL,
datetimel6?7 datetime SPARSE NULL,
datetimel68 datetime SPARSE NULL,
datetimel69 datetime SPARSE NULL,
datetimel70 datetime SPARSE NULL,
datetimel71 datetime SPARSE NULL,
datetimel72 datetime SPARSE NULL,
datetimel?73 datetime SPARSE NULL,
datetimel74 datetime SPARSE NULL,
datetimel?75 datetime SPARSE NULL,
datetimel76 datetime SPARSE NULL,
datetimel77 datetime SPARSE NULL,
datetimel?78 datetime SPARSE NULL,
datetimel79 datetime SPARSE NULL,
datetimel80 datetime SPARSE NULL,
datetimel8l datetime SPARSE NULL,
datetimel82 datetime SPARSE NULL,
datetimel83 datetime SPARSE NULL,
datetimel84 datetime SPARSE NULL,
datetimel85 datetime SPARSE NULL,
datetimel86 datetime SPARSE NULL,
datetimel87 datetime SPARSE NULL,
datetimel88 datetime SPARSE NULL,
datetimel89 datetime SPARSE NULL,
datetimel90 datetime SPARSE NULL,
datetimel9l datetime SPARSE NULL,
datetimel92 datetime SPARSE NULL,
datetimel93 datetime SPARSE NULL,
datetimel94 datetime SPARSE NULL,
datetimel95 datetime SPARSE NULL,
datetimel96 datetime SPARSE NULL,
datetimel97 datetime SPARSE NULL,
datetimel98 datetime SPARSE NULL,
datetimel99 datetime SPARSE NULL,
datetime200 datetime SPARSE NULL,
datetime201 datetime SPARSE NULL,
datetime202 datetime SPARSE NULL,
datetime203 datetime SPARSE NULL,
datetime204 datetime SPARSE NULL,
datetime205 datetime SPARSE NULL,
datetime206 datetime SPARSE NULL,
datetime207 datetime SPARSE NULL,
datetime208 datetime SPARSE NULL,
datetime209 datetime SPARSE NULL,
datetime210 datetime SPARSE NULL,
datetime211 datetime SPARSE NULL,
datetime212 datetime SPARSE NULL,
datetime213 datetime SPARSE NULL,
datetime214 datetime SPARSE NULL,
datetime215 datetime SPARSE NULL,
datetime216 datetime SPARSE NULL,
datetime217 datetime SPARSE NULL,
datetime218 datetime SPARSE NULL,
datetime219 datetime SPARSE NULL,
datetime220 datetime SPARSE NULL,
datetime221 datetime SPARSE NULL,
datetime222 datetime SPARSE NULL,
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datetime223 datetime SPARSE NULL,

datetime224 datetime SPARSE NULL,
datetime225 datetime SPARSE NULL,
datetime226 datetime SPARSE NULL,
datetime227 datetime SPARSE NULL,
datetime228 datetime SPARSE NULL,
datetime229 datetime SPARSE NULL,
datetime230 datetime SPARSE NULL,
datetime231 datetime SPARSE NULL,
datetime232 datetime SPARSE NULL,
datetime233 datetime SPARSE NULL,
datetime234 datetime SPARSE NULL,
datetime235 datetime SPARSE NULL,
datetime236 datetime SPARSE NULL,
datetime237 datetime SPARSE NULL,
datetime238 datetime SPARSE NULL,
datetime239 datetime SPARSE NULL,
datetime240 datetime SPARSE NULL,
datetime241 datetime SPARSE NULL,
datetime242 datetime SPARSE NULL,
datetime243 datetime SPARSE NULL,
datetime244 datetime SPARSE NULL,
datetime245 datetime SPARSE NULL,
datetime246 datetime SPARSE NULL,
datetime247 datetime SPARSE NULL,
datetime248 datetime SPARSE NULL,
datetime249 datetime SPARSE NULL,
datetime250 datetime SPARSE NULL,
datetime251 datetime SPARSE NULL,
datetime252 datetime SPARSE NULL,
datetime253 datetime SPARSE NULL,
datetime254 datetime SPARSE NULL,
datetime255 datetime SPARSE NULL,
datetime256 datetime SPARSE NULL,
datetime257 datetime SPARSE NULL,
datetime258 datetime SPARSE NULL,
datetime259 datetime SPARSE NULL,
datetime260 datetime SPARSE NULL,
datetime261 datetime SPARSE NULL,
datetime262 datetime SPARSE NULL,
datetime263 datetime SPARSE NULL,
datetime264 datetime SPARSE NULL,
datetime265 datetime SPARSE NULL,
datetime266 datetime SPARSE NULL,
datetime267 datetime SPARSE NULL,
datetime268 datetime SPARSE NULL,
datetime269 datetime SPARSE NULL,
datetime270 datetime SPARSE NULL,
datetime271 datetime SPARSE NULL,
datetime272 datetime SPARSE NULL,
datetime273 datetime SPARSE NULL,
datetime274 datetime SPARSE NULL,
datetime275 datetime SPARSE NULL,
datetime276 datetime SPARSE NULL,
datetime277 datetime SPARSE NULL,
datetime278 datetime SPARSE NULL,
datetime279 datetime SPARSE NULL,
datetime280 datetime SPARSE NULL,
datetime281 datetime SPARSE NULL,
datetime282 datetime SPARSE NULL,
datetime283 datetime SPARSE NULL,
datetime284 datetime SPARSE NULL,
datetime285 datetime SPARSE NULL,
datetime286 datetime SPARSE NULL,
datetime287 datetime SPARSE NULL,
datetime288 datetime SPARSE NULL,
datetime289 datetime SPARSE NULL,
datetime290 datetime SPARSE NULL,
datetime291 datetime SPARSE NULL,
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datetime292 datetime SPARSE NULL,

datetime293 datetime SPARSE NULL,
datetime294 datetime SPARSE NULL,
datetime295 datetime SPARSE NULL,
datetime296 datetime SPARSE NULL,
datetime297 datetime SPARSE NULL,
datetime298 datetime SPARSE NULL,
datetime299 datetime SPARSE NULL,
datetime300 datetime SPARSE NULL,
datetime301 datetime SPARSE NULL,
datetime302 datetime SPARSE NULL,
datetime303 datetime SPARSE NULL,
datetime304 datetime SPARSE NULL,
datetime305 datetime SPARSE NULL,
datetime306 datetime SPARSE NULL,
datetime307 datetime SPARSE NULL,
datetime308 datetime SPARSE NULL,
datetime309 datetime SPARSE NULL,
datetime310 datetime SPARSE NULL,
datetime311l datetime SPARSE NULL,
datetime312 datetime SPARSE NULL,
datetime313 datetime SPARSE NULL,
datetime314 datetime SPARSE NULL,
datetime315 datetime SPARSE NULL,
datetime316 datetime SPARSE NULL,
datetime317 datetime SPARSE NULL,
datetime318 datetime SPARSE NULL,
datetime319 datetime SPARSE NULL,
datetime320 datetime SPARSE NULL,
datetime321 datetime SPARSE NULL,
datetime322 datetime SPARSE NULL,
datetime323 datetime SPARSE NULL,
datetime324 datetime SPARSE NULL,
datetime325 datetime SPARSE NULL,
datetime326 datetime SPARSE NULL,
datetime327 datetime SPARSE NULL,
datetime328 datetime SPARSE NULL,
datetime329 datetime SPARSE NULL,
datetime330 datetime SPARSE NULL,
datetime331 datetime SPARSE NULL,
datetime332 datetime SPARSE NULL,
datetime333 datetime SPARSE NULL,
datetime334 datetime SPARSE NULL,
datetime335 datetime SPARSE NULL,
datetime336 datetime SPARSE NULL,
datetime337 datetime SPARSE NULL,
datetime338 datetime SPARSE NULL,
datetime339 datetime SPARSE NULL,
datetime340 datetime SPARSE NULL,
datetime341 datetime SPARSE NULL,
datetime342 datetime SPARSE NULL,
datetime343 datetime SPARSE NULL,
datetime344 datetime SPARSE NULL,
datetime345 datetime SPARSE NULL,
datetime346 datetime SPARSE NULL,
datetime347 datetime SPARSE NULL,
datetime348 datetime SPARSE NULL,
datetime349 datetime SPARSE NULL,
datetime350 datetime SPARSE NULL,
datetime351 datetime SPARSE NULL,
datetime352 datetime SPARSE NULL,
datetime353 datetime SPARSE NULL,
datetime354 datetime SPARSE NULL,
datetime355 datetime SPARSE NULL,
datetime356 datetime SPARSE NULL,
datetime357 datetime SPARSE NULL,
datetime358 datetime SPARSE NULL,
datetime359 datetime SPARSE NULL,
datetime360 datetime SPARSE NULL,
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datetime361 datetime SPARSE NULL,

datetime362 datetime SPARSE NULL,
datetime363 datetime SPARSE NULL,
datetime364 datetime SPARSE NULL,
datetime365 datetime SPARSE NULL,
datetime366 datetime SPARSE NULL,
datetime367 datetime SPARSE NULL,
datetime368 datetime SPARSE NULL,
datetime369 datetime SPARSE NULL,
datetime370 datetime SPARSE NULL,
datetime371 datetime SPARSE NULL,
datetime372 datetime SPARSE NULL,
datetime373 datetime SPARSE NULL,
datetime374 datetime SPARSE NULL,
datetime375 datetime SPARSE NULL,
datetime376 datetime SPARSE NULL,
datetime377 datetime SPARSE NULL,
datetime378 datetime SPARSE NULL,
datetime379 datetime SPARSE NULL,
datetime380 datetime SPARSE NULL,
datetime381 datetime SPARSE NULL,
datetime382 datetime SPARSE NULL,
datetime383 datetime SPARSE NULL,
datetime384 datetime SPARSE NULL,
datetime385 datetime SPARSE NULL,
datetime386 datetime SPARSE NULL,
datetime387 datetime SPARSE NULL,
datetime388 datetime SPARSE NULL,
datetime389 datetime SPARSE NULL,
datetime390 datetime SPARSE NULL,
datetime391 datetime SPARSE NULL,
datetime392 datetime SPARSE NULL,
datetime393 datetime SPARSE NULL,
datetime394 datetime SPARSE NULL,
datetime395 datetime SPARSE NULL,
datetime396 datetime SPARSE NULL,
datetime397 datetime SPARSE NULL,
datetime398 datetime SPARSE NULL,
datetime399 datetime SPARSE NULL,
datetime400 datetime SPARSE NULL,
datetimed 01 datetime SPARSE NULL,
datetimed02 datetime SPARSE NULL,
datetime403 datetime SPARSE NULL,
datetime404 datetime SPARSE NULL,
datetimed05 datetime SPARSE NULL,
datetimed06 datetime SPARSE NULL,
datetime407 datetime SPARSE NULL,
datetime408 datetime SPARSE NULL,
datetimed409 datetime SPARSE NULL,
datetimedl10 datetime SPARSE NULL,
datetime4dll datetime SPARSE NULL,
datetime4dl2 datetime SPARSE NULL,
datetimedl13 datetime SPARSE NULL,
datetimedl4 datetime SPARSE NULL,
datetime4l5 datetime SPARSE NULL,
datetime4dl6 datetime SPARSE NULL,
datetime4dl7 datetime SPARSE NULL,
datetimedl18 datetime SPARSE NULL,
datetimed19 datetime SPARSE NULL,
datetime4?20 datetime SPARSE NULL,
datetimed?21l datetime SPARSE NULL,
datetimed?22 datetime SPARSE NULL,
datetimed?23 datetime SPARSE NULL,
datetimed?24 datetime SPARSE NULL,
datetime4d?25 datetime SPARSE NULL,
datetimed?26 datetime SPARSE NULL,
datetimed?27 datetime SPARSE NULL,
datetime4?28 datetime SPARSE NULL,
datetimed?29 datetime SPARSE NULL,
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datetime430 datetime SPARSE NULL,

datetime431 datetime SPARSE NULL,
datetimed32 datetime SPARSE NULL,
datetime433 datetime SPARSE NULL,
datetime434 datetime SPARSE NULL,
datetime435 datetime SPARSE NULL,
datetimed36 datetime SPARSE NULL,
datetimed37 datetime SPARSE NULL,
datetime438 datetime SPARSE NULL,
datetime439 datetime SPARSE NULL,
datetime440 datetime SPARSE NULL,
datetimed4l datetime SPARSE NULL,
datetimed4?2 datetime SPARSE NULL,
datetime443 datetime SPARSE NULL,
datetime444 datetime SPARSE NULL,
datetimed45 datetime SPARSE NULL,
datetimed46 datetime SPARSE NULL,
datetime447 datetime SPARSE NULL,
datetime448 datetime SPARSE NULL,
datetimed49 datetime SPARSE NULL,
datetimed50 datetime SPARSE NULL,
datetimed51 datetime SPARSE NULL,
datetimed52 datetime SPARSE NULL,
datetimed53 datetime SPARSE NULL,
datetimed 54 datetime SPARSE NULL,
datetimed55 datetime SPARSE NULL,
datetimed56 datetime SPARSE NULL,
datetimed57 datetime SPARSE NULL,
datetime458 datetime SPARSE NULL,
datetimed59 datetime SPARSE NULL,
datetimed 60 datetime SPARSE NULL,
datetimed6l datetime SPARSE NULL,
datetimed 62 datetime SPARSE NULL,
datetimed63 datetime SPARSE NULL,
datetimed 64 datetime SPARSE NULL,
datetimed 65 datetime SPARSE NULL,
datetimed 66 datetime SPARSE NULL,
datetimed 67 datetime SPARSE NULL,
datetimed 68 datetime SPARSE NULL,
datetime469 datetime SPARSE NULL,
datetimed70 datetime SPARSE NULL,
datetimed71 datetime SPARSE NULL,
datetime4d72 datetime SPARSE NULL,
datetime4d73 datetime SPARSE NULL,
datetimed 74 datetime SPARSE NULL,
datetimed75 datetime SPARSE NULL,
datetime4d76 datetime SPARSE NULL,
datetimed77 datetime SPARSE NULL,
datetimed78 datetime SPARSE NULL,
datetimed79 datetime SPARSE NULL,
datetime480 datetime SPARSE NULL,
datetime481 datetime SPARSE NULL,
datetimed82 datetime SPARSE NULL,
datetime483 datetime SPARSE NULL,
datetime484 datetime SPARSE NULL,
datetime485 datetime SPARSE NULL,
datetime486 datetime SPARSE NULL,
datetimed87 datetime SPARSE NULL,
datetime488 datetime SPARSE NULL,
datetime489 datetime SPARSE NULL,
datetime4 90 datetime SPARSE NULL,
datetimed 91 datetime SPARSE NULL,
datetimed 92 datetime SPARSE NULL,
datetime493 datetime SPARSE NULL,
datetime4 94 datetime SPARSE NULL,
datetimed 95 datetime SPARSE NULL,
datetimed 96 datetime SPARSE NULL,
datetimed 97 datetime SPARSE NULL,
datetimed 98 datetime SPARSE NULL,
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datetime499 datetime SPARSE NULL,

datetime500 datetime SPARSE NULL,
datetime501 datetime SPARSE NULL,
datetime502 datetime SPARSE NULL,
datetime503 datetime SPARSE NULL,
datetime504 datetime SPARSE NULL,
datetime505 datetime SPARSE NULL,
datetime506 datetime SPARSE NULL,
datetime507 datetime SPARSE NULL,
datetime508 datetime SPARSE NULL,
datetime509 datetime SPARSE NULL,
datetime510 datetime SPARSE NULL,
datetimeb511 datetime SPARSE NULL,
datetime512 datetime SPARSE NULL,
datetime513 datetime SPARSE NULL,
datetime514 datetime SPARSE NULL,
datetime515 datetime SPARSE NULL,
datetime516 datetime SPARSE NULL,
datetime517 datetime SPARSE NULL,
datetime518 datetime SPARSE NULL,
datetime519 datetime SPARSE NULL,
datetime520 datetime SPARSE NULL,
datetime521 datetime SPARSE NULL,
datetime522 datetime SPARSE NULL,
datetime523 datetime SPARSE NULL,
datetime524 datetime SPARSE NULL,
datetime525 datetime SPARSE NULL,
datetime526 datetime SPARSE NULL,
datetime527 datetime SPARSE NULL,
datetime528 datetime SPARSE NULL,
datetime529 datetime SPARSE NULL,
datetime530 datetime SPARSE NULL,
datetime531 datetime SPARSE NULL,
datetime532 datetime SPARSE NULL,
datetime533 datetime SPARSE NULL,
datetime534 datetime SPARSE NULL,
datetime535 datetime SPARSE NULL,
datetime536 datetime SPARSE NULL,
datetime537 datetime SPARSE NULL,
datetime538 datetime SPARSE NULL,
datetime539 datetime SPARSE NULL,
datetime540 datetime SPARSE NULL,
datetime541 datetime SPARSE NULL,
datetime542 datetime SPARSE NULL,
datetimeb543 datetime SPARSE NULL,
datetimeb544 datetime SPARSE NULL,
datetime545 datetime SPARSE NULL,
datetime546 datetime SPARSE NULL,
datetimeb547 datetime SPARSE NULL,
datetime548 datetime SPARSE NULL,
datetime549 datetime SPARSE NULL,
datetime550 datetime SPARSE NULL,
floatl float SPARSE NULL,
float?2 float SPARSE NULL,
float3 float SPARSE NULL,
float4 float SPARSE NULL,
floath float SPARSE NULL,
floaté float SPARSE NULL,
float?7 float SPARSE NULL,
float8 float SPARSE NULL,
float?9 float SPARSE NULL,
floatlO float SPARSE NULL,
floatll float SPARSE NULL,
floatl?2 float SPARSE NULL,
floatl3 float SPARSE NULL,
floatl4d float SPARSE NULL,
floatlh float SPARSE NULL,
floatlé float SPARSE NULL,
floatl?7 float SPARSE NULL,
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floatls
floatl9
float20
float21l
float22
float?23
float24
float25
float26
float27
float28
float29
float30
float3l
float32
float33
float34
float35
float36
float37
float38
float39
float40
float4l
float4?2
float43
float44
float4b
float4é6
float4d7
float48
float49
float50
floatbl
floatb2
floath3
floatb4
floatb5
floathb6
floatb7
floath58
floatb59
float60
floaté6l
float62
float63
float64
floaté65b
float66
float67
float68
float69
float70
float71
float72
float73
float74
float75
float76
float77
float78
float79
float80
float8l
float82
float83
float84
float85
float86
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nvarcharl2?2 nvarchar (255) SPARSE NULL,
nvarcharl23 nvarchar (255) SPARSE NULL,
nvarcharl24 nvarchar (255) SPARSE NULL,
nvarcharl25 nvarchar (255) SPARSE NULL,
nvarcharl26 nvarchar (255) SPARSE NULL,
nvarcharl27 nvarchar (255) SPARSE NULL,
nvarcharl28 nvarchar (255) SPARSE NULL,
nvarcharl29 nvarchar (255) SPARSE NULL,
nvarcharl130 nvarchar (255) SPARSE NULL,
nvarcharl31l nvarchar (255) SPARSE NULL,
nvarcharl32 nvarchar (255) SPARSE NULL,
nvarcharl33 nvarchar (255) SPARSE NULL,
nvarcharl34 nvarchar (255) SPARSE NULL,
nvarcharl35 nvarchar (255) SPARSE NULL,
nvarcharl36 nvarchar (255) SPARSE NULL,
nvarcharl37 nvarchar (255) SPARSE NULL,
nvarcharl38 nvarchar (255) SPARSE NULL,
nvarcharl139 nvarchar (255) SPARSE NULL,
nvarcharl40 nvarchar (255) SPARSE NULL,
nvarcharl4l nvarchar (255) SPARSE NULL,
nvarcharl4?2 nvarchar (255) SPARSE NULL,
nvarcharl43 nvarchar (255) SPARSE NULL,
nvarcharl44 nvarchar (255) SPARSE NULL,
nvarcharl45b nvarchar (255) SPARSE NULL,
nvarcharl4o nvarchar (255) SPARSE NULL,
nvarcharl4?7 nvarchar (255) SPARSE NULL,
nvarcharl48 nvarchar (255) SPARSE NULL,
nvarcharl49 nvarchar (255) SPARSE NULL,
nvarcharl50 nvarchar (255) SPARSE NULL,
nvarcharl5l nvarchar (255) SPARSE NULL,
nvarcharl52 nvarchar (255) SPARSE NULL,
nvarcharl53 nvarchar (255) SPARSE NULL,
nvarcharl54 nvarchar (255) SPARSE NULL,
nvarcharl55 nvarchar (255) SPARSE NULL,
nvarcharl56 nvarchar (255) SPARSE NULL,
nvarcharlb7 nvarchar (255) SPARSE NULL,
nvarcharl58 nvarchar (255) SPARSE NULL,
nvarcharl59 nvarchar (255) SPARSE NULL,
nvarcharl60 nvarchar (255) SPARSE NULL,
nvarcharlé6l nvarchar (255) SPARSE NULL,
nvarcharle6?2 nvarchar (255) SPARSE NULL,
nvarcharl63 nvarchar (255) SPARSE NULL,
nvarcharlé64 nvarchar (255) SPARSE NULL,
nvarcharl65 nvarchar (255) SPARSE NULL,
nvarcharl66 nvarchar (255) SPARSE NULL,
nvarcharle6? nvarchar (255) SPARSE NULL,
nvarcharle68 nvarchar (255) SPARSE NULL,
nvarcharl69 nvarchar (255) SPARSE NULL,
nvarcharl70 nvarchar (255) SPARSE NULL,
nvarcharl71 nvarchar (255) SPARSE NULL,
nvarcharl72 nvarchar (255) SPARSE NULL,
nvarcharl73 nvarchar (255) SPARSE NULL,
nvarcharl74 nvarchar (255) SPARSE NULL,
nvarcharl75 nvarchar (255) SPARSE NULL,
nvarcharl76 nvarchar (255) SPARSE NULL,
nvarcharl77 nvarchar (255) SPARSE NULL,
nvarcharl78 nvarchar (255) SPARSE NULL,
nvarcharl79 nvarchar (255) SPARSE NULL,
nvarcharl180 nvarchar (255) SPARSE NULL,
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nvarcharl81l nvarchar (255) SPARSE NULL,
nvarcharl82 nvarchar (255) SPARSE NULL,
nvarcharl83 nvarchar (255) SPARSE NULL,
nvarcharl84 nvarchar (255) SPARSE NULL,
nvarcharl85 nvarchar (255) SPARSE NULL,
nvarcharl86 nvarchar (255) SPARSE NULL,
nvarcharl87 nvarchar (255) SPARSE NULL,
nvarcharl188 nvarchar (255) SPARSE NULL,
nvarcharl189 nvarchar (255) SPARSE NULL,
nvarchar190 nvarchar (255) SPARSE NULL,
nvarcharl9l nvarchar (255) SPARSE NULL,
nvarcharl192 nvarchar (255) SPARSE NULL,
nvarcharl193 nvarchar (255) SPARSE NULL,
nvarcharl94 nvarchar (255) SPARSE NULL,
nvarcharl95 nvarchar (255) SPARSE NULL,
nvarcharl96 nvarchar (255) SPARSE NULL,
nvarcharl97 nvarchar (255) SPARSE NULL,
nvarcharl98 nvarchar (255) SPARSE NULL,
nvarcharl199 nvarchar (255) SPARSE NULL,
nvarchar200 nvarchar (255) SPARSE NULL,
nvarchar201 nvarchar (255) SPARSE NULL,
nvarchar202 nvarchar (255) SPARSE NULL,
nvarchar203 nvarchar (255) SPARSE NULL,
nvarchar204 nvarchar (255) SPARSE NULL,
nvarchar205 nvarchar (255) SPARSE NULL,
nvarchar206 nvarchar (255) SPARSE NULL,
nvarchar207 nvarchar (255) SPARSE NULL,
nvarchar208 nvarchar (255) SPARSE NULL,
nvarchar209 nvarchar (255) SPARSE NULL,
nvarchar210 nvarchar (255) SPARSE NULL,
nvarchar211l nvarchar (255) SPARSE NULL,
nvarchar212 nvarchar (255) SPARSE NULL,
nvarchar213 nvarchar (255) SPARSE NULL,
nvarchar214 nvarchar (255) SPARSE NULL,
nvarchar215 nvarchar (255) SPARSE NULL,
nvarchar216 nvarchar (255) SPARSE NULL,
nvarchar217 nvarchar (255) SPARSE NULL,
nvarchar218 nvarchar (255) SPARSE NULL,
nvarchar219 nvarchar (255) SPARSE NULL,
nvarchar220 nvarchar (255) SPARSE NULL,
nvarchar221 nvarchar (255) SPARSE NULL,
nvarchar222 nvarchar (255) SPARSE NULL,
nvarchar223 nvarchar (255) SPARSE NULL,
nvarchar224 nvarchar (255) SPARSE NULL,
nvarchar225 nvarchar (255) SPARSE NULL,
nvarchar226 nvarchar (255) SPARSE NULL,
nvarchar227 nvarchar (255) SPARSE NULL,
nvarchar228 nvarchar (255) SPARSE NULL,
nvarchar229 nvarchar (255) SPARSE NULL,
nvarchar230 nvarchar (255) SPARSE NULL,
nvarchar231 nvarchar (255) SPARSE NULL,
nvarchar232 nvarchar (255) SPARSE NULL,
nvarchar233 nvarchar (255) SPARSE NULL,
nvarchar234 nvarchar (255) SPARSE NULL,
nvarchar235 nvarchar (255) SPARSE NULL,
nvarchar236 nvarchar (255) SPARSE NULL,
nvarchar237 nvarchar (255) SPARSE NULL,
nvarchar238 nvarchar (255) SPARSE NULL,
nvarchar239 nvarchar (255) SPARSE NULL,
nvarchar240 nvarchar (255) SPARSE NULL,
nvarchar241 nvarchar (255) SPARSE NULL,
nvarchar242 nvarchar (255) SPARSE NULL,
nvarchar243 nvarchar (255) SPARSE NULL,
nvarchar244 nvarchar (255) SPARSE NULL,
nvarchar245 nvarchar (255) SPARSE NULL,
nvarchar246 nvarchar (255) SPARSE NULL,
nvarchar247 nvarchar (255) SPARSE NULL,
nvarchar248 nvarchar (255) SPARSE NULL,
nvarchar249 nvarchar (255) SPARSE NULL,
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nvarchar250
nvarchar251
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nvarchar262

nvarchar (255)
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sql variant57
sql variant58
sql_variant59
sql_variant60
sql varianté6l
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sql _variantl26
sql variantl27
sql variantl28
sql variantl29
sql variantl130
sql variantl31l
sql variantl132
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sql variantl139
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sql _variantl195 sql_variant SPARSE NULL,
sql variantl196 sql variant SPARSE NULL,
sql variantl197 sql variant SPARSE NULL,
sql variantl198 sql variant SPARSE NULL,
sql _variantl199 sql_variant SPARSE NULL,
sql variant200 sql variant SPARSE NULL,
sql variant201 sql variant SPARSE NULL,
sql variant202 sql variant SPARSE NULL,
sql variant203 sql variant SPARSE NULL,
sql variant204 sql_variant SPARSE NULL,
sql variant205 sql variant SPARSE NULL,
sql variant206 sql variant SPARSE NULL,
sql variant207 sql variant SPARSE NULL,
sql variant208 sql_variant SPARSE NULL,
sql variant209 sql variant SPARSE NULL,
sql variant210 sql variant SPARSE NULL,
sql variant2ll sql variant SPARSE NULL,
sql variant212 sql_variant SPARSE NULL,
sql variant213 sql variant SPARSE NULL,
sql variant214 sql variant SPARSE NULL,
sql variant215 sql variant SPARSE NULL,
sql variant216 sql variant SPARSE NULL,
sql variant217 sql variant SPARSE NULL,
sql_variant218 sql_variant SPARSE NULL,
sql _variant219 sql_variant SPARSE NULL,
sql variant220 sql variant SPARSE NULL,
sql variant221 sql variant SPARSE NULL,
sql_variant222 sql_variant SPARSE NULL,
sql _variant223 sql_variant SPARSE NULL,
sql variant224 sql variant SPARSE NULL,
sql variant225 sql variant SPARSE NULL,
sql_variant226 sql_variant SPARSE NULL,
sql_variant227 sql_variant SPARSE NULL,
sql _variant228 sql_variant SPARSE NULL,
sql variant229 sql variant SPARSE NULL,
sql variant230 sql variant SPARSE NULL,
sql variant231 sql_variant SPARSE NULL,
sql_variant232 sql_variant SPARSE NULL,
sql variant233 sql variant SPARSE NULL,
sql variant234 sql variant SPARSE NULL,
sql_variant235 sql_variant SPARSE NULL,
sql variant236 sql variant SPARSE NULL,
sql variant237 sql variant SPARSE NULL,
sql variant238 sql variant SPARSE NULL,
sql_variant239 sql_variant SPARSE NULL,
sql variant240 sql variant SPARSE NULL,
sql variant24l1 sql variant SPARSE NULL,
sql variant242 sql variant SPARSE NULL,
sql_variant243 sql_variant SPARSE NULL,
sql variant244 sql variant SPARSE NULL,
sql variant245 sql variant SPARSE NULL,
sql variant246 sql variant SPARSE NULL,
sql_variant247 sql_variant SPARSE NULL,
sql variant248 sql variant SPARSE NULL,
sql variant249 sql variant SPARSE NULL,
sql variant250 sql variant SPARSE NULL,
sql variant251 sql variant SPARSE NULL,
sql_variant252 sql_variant SPARSE NULL,
sql variant253 sql variant SPARSE NULL,
sql variant254 sql variant SPARSE NULL,
sql variant255 sql variant SPARSE NULL,
sql _variant256 sql_variant SPARSE NULL,
sql variant257 sql variant SPARSE NULL,
sql variant258 sql variant SPARSE NULL,
sql variant259 sql variant SPARSE NULL,
sql _variant260 sql_variant SPARSE NULL,
sql variant261 sql variant SPARSE NULL,
sql variant262 sql variant SPARSE NULL,

uniqueidentifierl uniqueidentifier SPARSE NULL,
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uniqueidentifierb52
uniqueidentifier53
uniqueidentifier54
uniqueidentifier55
uniqueidentifierb56
uniqueidentifierb57
uniqueidentifierb58
uniqueidentifier59
uniqueidentifier60
uniqueidentifier6l
uniqueidentifier62
uniqueidentifier63
uniqueidentifier64
uniqueidentifier65
uniqueidentifier66
uniqueidentifier6?
uniqueidentifier68
uniqueidentifier69
uniqueidentifier70

uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier
uniqueidentifier

SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE
SPARSE

NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,
NULL,

[MS-WSSFO3] - v20170620

Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol

Copyright © 2017 Microsoft Corporation

Release: June 20, 2017

167 / 484



uniqueidentifier71l
uniqueidentifier72
uniqueidentifier73
uniqueidentifier74
uniqueidentifier75
unigqueidentifier76
uniqueidentifier77
uniqueidentifier78
uniqueidentifier79
uniqueidentifier80
uniqueidentifier8l
uniqueidentifier82
uniqueidentifier83
uniqueidentifier84
unigqueidentifier85
uniqueidentifier86
uniqueidentifier87
uniqueidentifier8s
uniqueidentifier89
uniqueidentifier90
uniqueidentifier9l
uniqueidentifier92
uniqueidentifier93
uniqueidentifier94
uniqueidentifier95
uniqueidentifier96
uniqueidentifier97
uniqueidentifier98
uniqueidentifier99
uniqueidentifier100
uniqueidentifierl01
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uniqueidentifier347 uniqueidentifier SPARSE NULL,

uniqueidentifier348 uniqueidentifier SPARSE NULL,
uniqueidentifier349 uniqueidentifier SPARSE NULL,
uniqueidentifier350 uniqueidentifier SPARSE NULL,
geographyl varbinary (8000) SPARSE NULL,
geography?2 varbinary (8000) SPARSE NULL,
tp ColumnSet xml COLUMN SET FOR ALL SPARSE COLUMNS NULL

tp_Id: The identifier for the list item, uniquely identifying it within the AllUserData table.
tp_ListId: The list identifier of the list (1) or document library containing the list item.
tp_Siteld: The site collection identifier of the site collection containing the list item.

tp_RowOrdinal: The zero-based ordinal index of this row in the set of rows representing the list
item. Additional rows are used to represent list items that have more application-defined columns of
one or more data types than can fit in a single row in the AllUserData table.

tp_Version: A counter used for internal conflict detection that is incremented any time a change is
made to the list item. Because of the mapping of application properties to the generic columns schema
in this table, changes to application schema as well as property values can affect a version increment.

tp_Author: The user identifier for the user who created the list item.

tp_Editor: The user identifier for the user who last edited the list item.

tp_Modified: A date and time value in UTC format specifying when this list item was last modified.
tp_Created: A date and time value in UTC format specifying when this list item was created.

tp_Ordering: A concatenation of time stamp values in yyyyMMddHHmmss format, specifying the
threading structure of the list items in a legacy discussion board list (1) (a list (1) with a List Base
Type (section 2.2.1.2.11) of three). For list items in all other types of lists (1), this parameter MUST
be NULL.

tp_ThreadIndex: A binary structure specifying the list item's position within a legacy discussion
board list (1) (a list (1) with a List Base Type of three). For list items in all other types of lists (1),
this parameter MUST be NULL.

tp_HasAttachment: A bit set to one if the list item has an attachment associated with it; otherwise,
it is set to zero.

tp_ModerationStatus: A Moderation Status value (section 2.2.1.2.13) indicating the current
moderation approval status of the list item.

tp_IsCurrent: A bit set to one if this is a current version of this list item; otherwise, it is set to zero.

tp_ItemOrder: A value used to calculate the relative order in which to view the list item when
displayed with other list items from the same list (1).

tp_InstancelD: If this list item is associated with a particular instance of a recurring meeting, this is
the integer identifier of that instance. For all other list items, this MUST be NULL.

tp_GUID: A value uniquely identifying this list item.

tp_CopySource: The URL used as a source for the list item. If this list item was not copied from a
source list item, this value MUST be NULL.

tp_HasCopyDestinations: This bit is set to one if destination locations for the list item to be copied
to have been set. If the list item does not have a destination location set, this value MUST be zero.
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tp_AuditFlags: An Audit Flags value (section 2.2.2.1) determining the operations to be tracked on
this list item.

tp_InheritAuditFlags: An Audit Flags value for the operations to be tracked on this list item, as
determined from parent container Audit Flags settings.

tp_Size: The sum of the size, in bytes, of the content of application-schema columns in the list item.
This does not include the size of the document stream for list items that have an associated
document stream.

tp_WorkflowVersion: If the list item is part of a workflow, this stores an integer denoting the state
of this list item within that workflow. Otherwise, this value MUST be NULL.

tp_WorkflowInstancelID: A Workflow Identifier value (section 2.2.1.1.16) for the currently active
workflow instance on this list item. If the list item is not part of a workflow, this value MUST be
NULL.

tp_Parentld: The document identifier of the item's parent container. For example, the document
identifier of the folder or document library containing this subfolder or item. This value MUST NOT be
NULL, because every item but one has a parent container. A special empty document identifier,
'00000000-0000-0000-0000-000000000000', marks the parent container of the topmost item (the
root site (2)) in the site collection.

tp_DocId: The document identifier of the list item.

tp_DeleteTransactionlId: An identifier for use with an implementation-specific deleted items
Recycle Bin. This MUST equal 0x if the list item is nondeleted.

tp_ContentTypeld: The binary identifier of the content type associated with the list item.
tContentTypeld is defined in section 2.2.1.1.1.
tp_Level: A publishing level value specifying the publishing status of this version of the list item.

tp_IsCurrentVersion: A bit indicating whether this row corresponds to a current version or a
historical version of the list item. This value MUST be one if this row contains a current version.
Otherwise, it MUST be zero.

tp_UIVersion: The UI version number associated with this list item. The default value of
tp_UIVersion is 512, which corresponds to a displayed version of 1.0.

tp_CalculatedVersion: This contains the UI version number if this is a historical version of the list
item. This MUST be zero if the list item is a current version.

tp_UIVersionString: A calculated column containing the value of the tp_UIVersion column as a
displayed version string.

tp_DraftOwnerlId: The identifier of the user who created this list item as a draft. This value is non-
NULL only if the list item exists and is a draft version.

tp_CheckoutUserId: The identifier of the user who checked out this list item. This value is non-NULL
only if the list item exists and is checked out.

tp_AppAuthor: The app principal identifier of the app principal who created the list item.
tp_AppEditor: The app principal identifier of the app principal who last edited the list item.

The next nine columns are duplicated a number of times within the table definition. This is indicated
using a suffix, #, which is replaced with a numeral in the column names, described as follows. The
number of times each column is duplicated varies and is indicated for each column. Each group of
columns is dedicated to hold application-defined fields of a different data type, described as follows.
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bit#: Columns for application-defined fields that hold values of type bit. The 1000 columns are
named bitl to bit1000. If the column does not contain data, this value MUST be NULL.

datetime#: Columns for application-defined fields that hold values of type datetime. The 550
columns are named datetimel to datetime550. If the column does not contain data, this value
MUST be NULL.

float#: Columns for application-defined fields that hold values of type float. The 550 columns are
named floatl to float550. If the column does not contain data, this value MUST be NULL.

int#: Columns for application-defined fields that hold values of type int. The 750 columns are named
intl to int750. If the column does not contain data, this value MUST be NULL.

ntext#: Columns for application-defined fields that hold values of type nvarchar(max). The 262
columns are named ntextl to ntext262. If the column does not contain data, this value MUST be
NULL.

nvarchar#: Columns for application-defined fields that hold values of type nvarchar. The 262
columns are named nvarcharl to nvarchar262. If the column does not contain data, this value
MUST be NULL.

sql_variant#: Columns for application-defined fields that hold values of type sql_variant. The 262
columns are named sql_variantl to sql_variant262. If the column does not contain data, this value
MUST be NULL.

uniqueidentifier#: Columns for application-defined fields that hold values of type uniqueidentifier.
The 350 columns are named uniqueidentifierl to uniqueidentifier350. If the column does not
contain data, this value MUST be NULL.

geography#: Columns for application-defined fields that hold values of type varbinary(8000). The
2 columns are named geographyl and geography2. If the column does not contain data, this value
MUST be NULL.

tp_ColumnSet: An XML representation of the non-NULL values from the columns bit#, datetime#,
float#, int#, ntext#, nvarchar#, sql_variant#, uniqueidentifier#, and geography#.

2.2.6.3 Docs View

The Docs View reflects all rows in the table AllDocs (section 2.2.6.1) that are not deleted (that is, all
table rows where DeleteTransactionId is equal to 0x). Docs View records include items that have a
URL, such as files, folders, lists, document libraries, and sites, referred to collectively as documents.

See AllDocs for the T-SQL syntax description of the structure of this view.

2.2.6.4 GroupMembership Table

The GroupMembership Table stores a list of the principals that are members of each site group in a
site collection. The GroupMembership Table is defined using T-SQL syntax, as follows.

TABLE GroupMembership (

Siteld uniqueidentifier NOT NULL,
GroupId int NOT NULL,
MemberId int NOT NULL

SiteId: The Site Collection Identifier (section 2.2.1.1.9) of the site collection containing the principals
and site groups.
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GroupId: The group identifier of the site group that the principal (1) specified by MemberId is a
member of.

MemberlId: The User Identifier (section 2.2.1.1.13) of a principal that is a member of the site group
specified by GroupId.
2.2.6.5 Sec_SiteGroupsView

The Sec_SiteGroupsView is a view into site group information with one site group per row. Site
groups available through this view are owned by a user or domain group, or by a site group.

If a user or domain group owns the site group, the OwnerIsUser bit is set to one, and the GroupID,
GroupName, GroupDescription, GroupSiteID, GroupOwner and GroupOwnerlIsUser fields are
set to NULL. If the site group is owned by a site group, the OwnerlIsUser bit is set to zero, and the
UserID, UserSID, UserName, UserLogin, UserEmail, UserNotes, UserSiteAdmin and
UserDomainGroup are set to NULL.

The Sec_SiteGroupsView is defined using T-SQL syntax, as follows.

VIEW Sec_SiteGroupsView (

ID int,

Title nvarchar (255),
Description nvarchar (512),
SiteWebId uniqueidentifier,
Owner int,
OwnerIsUser bit,
OwnerGlobal bit,

Type tinyint,

Global bit,

SitelD uniqueidentifier,
UserID int,

UserSID varbinary (512),
UserName nvarchar (255),
UserLogin nvarchar (255),
UserEmail nvarchar (255),
UserNotes nvarchar (1023),
UserSiteAdmin bit,
UserDomainGroup bit,

UserFlags int,

GroupID int,

GroupName nvarchar (255),
GroupDescription nvarchar (512),
GroupSiteID uniqueidentifier,
GroupOwner int,
GroupOwnerIsUser bit,

DLAlias nvarchar (128),
DLErrorMessage nvarchar (512),
DLFlags int,

DLJobId int,

DLArchives varchar (4000),
RequestEmail nvarchar (255),
Flags int

ID: The identifier for the site group. This parameter MUST NOT be NULL.
Title: The user-friendly display name for the site group. This parameter MUST NOT be NULL.
Description: The site group description.

SiteWebld: The Site Collection Identifier (section 2.2.1.1.9) of the site collection that contains
the site group information. This value is the same as returned in SiteId. For non-user-owned groups,
this column name will be WebId. This parameter MUST NOT be NULL.
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Owner: The User Identifier (section 2.2.1.1.13) or Site Group Identifier (section 2.2.1.1.10) of
the site group owner. This parameter MUST NOT be NULL.

OwnerlIsUser: A bit flag specifying whether the site group owner is a user or a site group. When the
value in the Owner field is a User Identifier for a user or a domain group, the OwnerIsUser flag
MUST be set to one. When the value in the Owner field is a Site Group Identifier, the
OwnerlIsUser flag MUST be set to zero. This parameter MUST NOT be NULL.

OwnerGlobal: A bit flag specifying whether the view contains ownership information for a user or
domain group, or for a site group.

When the owner is a site group, the OwnerGlobal flag MUST be set to one and the GroupID,
GroupName, GroupDescription, GroupSiteID, GroupOwner and GroupOwnerIsUser fields
MUST be populated with information from the site group owning this site group, while the UserID,
UserSID, UserName, UserLogin, UserEmail, UserNotes, UserSiteAdmin and
UserDomainGroup fields MUST be NULL.

When the owner is a user or domain group, the OwnerGlobal flag MUST be set to zero and the
UserID, UserSID, UserName, UserLogin, UserEmail, UserNotes, UserSiteAdmin and
UserDomainGroup fields MUST be populated with information from the user or domain group owning
this site group, while the GroupID, GroupName, GroupDescription, GroupSiteID, GroupOwner
and GroupOwnerlIsUser fields MUST be NULL.

Type: This value MUST be zero.
Global: This value MUST be one.
SiteID: The Site Collection Identifier of the site collection. This parameter MUST NOT be NULL.

UserID: The User Identifier of the owner of the site group. This MUST be NULL when the site group
owner is a site group.

UserSID: The Systemld of the owner of the site group. This MUST be NULL when the site group
owner is a site group.

UserName: The user-friendly nhame of the owner of the site group. This MUST be NULL when the site
group owner is a site group.

UserLogin: The login name of the owner of the site group. This MUST be NULL when the site group
owner is a site group.

UserEmail: The e-mail address of the owner of the site group. This MUST be NULL when the site
group owner is a site group.

UserNotes: The notes associated with the owner of the site group. This MUST be NULL when the site
group owner is a site group.

UserSiteAdmin: A bit flag specifying whether the site group owner is a site collection administrator.
When the site group owner is a site collection administrator, the UserSiteAdmin flag MUST be set to
one. If the user or domain group owner of the site group is not a site collection administrator, the
UserSiteAdmin flag MUST be set to zero. This MUST be NULL when the site group owner is a site
group.

UserDomainGroup: A bit flag specifying whether the site group owner is a domain group. When the
site group owner is a domain group, the flag MUST be set to one. When the site group owner is a user
or domain group, the flag MUST be set to zero. This flag MUST be NULL when the site group owner is
a site group.

UserFlags: Contains the User Information Flags value (section 2.2.2.12) describing the owner of
the site group. This MUST be NULL when the site group owner is a site group.
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GroupID: The Site Group Identifier of the owner of this site group. This MUST be NULL when the
site group owner is a user or domain group.

GroupName: The user-friendly name of the owner of this site group. This MUST be NULL when the
site group owner is a user or domain group.

GroupDescription: The description of the owner of this site group. This MUST be NULL when the site
group owner is a user or domain group.

GroupSiteID: The Site Collection Identifier of the site collection containing the owner of this site
group. This MUST be NULL when the site group owner is a user or domain group.

GroupOwner: The User Identifier or Site Group Identifier of the owner of the site group that
owns this site group. This MUST be NULL when the site group owner is a user or domain group,
because only an owner that is a site group can have a group owner.

GroupOwnerlIsUser: A bit flag specifying whether the site group that owns this site group is in turn
owned by a user or domain group, or by a site group. When the owner of the site group that owns this
site group is a user or domain group, the GroupOwnerIsUser flag MUST be set to one. This flag
MUST be set to zero when the site group owner is owned by a site group. This MUST be NULL when
the site group owner is a user or domain group.

DLAlias: The e-mail distribution list address for the site group. This value MUST be NULL if the group
(2) has no e-mail distribution list address.

DLErrorMessage: Contains the most recent error message returned by an asynchronous e-mail
distribution list operation, if any.

DLFlags: Contains a bit field of status flags for the e-mail distribution list associated with this site
group. This parameter MUST be one of the values listed in the following table.

Value Description

0x00000000 | None.

0x00000001 | Pending - If this bit is set, the e-mail distribution list associated with this site group currently
has a pending asynchronous operation.

0x00000002 | Dirty - If this bit is set, the e-mail distribution list associated with this group (2) is dirty.
The e-mail distribution list is considered dirty when
A) an asynchronous operation is pending, and

B) the site group has been modified since the asynchronous operation was initiated. A dirty e-
mail distribution list needs to have its status and membership synchronized as soon as the
pending operation completes (whether it succeeds or fails).

0x00000004 | PendinglobIsRename - The type of the currently pending asynchronous e-mail distribution list
operation, if any. When this bit is set, the pending operation is a Rename. When the bit is not
set, it