[MS-SPACSOM]:
SharePoint Analytics Client-Side Object Model Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

= Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft Open Specification Promise or the Community
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as
applicable, patent licenses are available by contacting iplg@microsoft.com.

= Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights.

= Fictitious Names. The example companies, organizations, products, domain names, e-mail
addresses, logos, people, places, and events depicted in this documentation are fictitious. No
association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.

1/19

[MS-SPACSOM] — v20130206
SharePoint Analytics Client-Side Object Model Protocol

Copyright © 2013 Microsoft Corporation.

Release: February 11, 2013


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

01/20/2012 0.1 New Released new document.

04/11/2012 | 0.1 No change No changes to the meaning, language, or formatting of
the technical content.

07/16/2012 | 0.1 No change No changes to the meaning, language, or formatting of
the technical content.

09/12/2012 | 0.1 No change No changes to the meaning, language, or formatting of
the technical content.

10/08/2012 1.0 Major Significantly changed the technical content.

02/11/2013 1.0 No change No changes to the meaning, language, or formatting of
the technical content.

[MS-SPACSOM] — v20130206

2/19

SharePoint Analytics Client-Side Object Model Protocol

Copyright © 2013 Microsoft Corporation.

Release: February 11, 2013



Table of Contents

B N 1 3 o e Yo LT ot o'oY o R 5
3 A €] [0 111 | oV PP 5
B U= =1 <] Lo PP PP 5

1.2.1 NOIrmative Ref@rENCeS .. civiiiitii i e e e aees 5
1.2.2  INformative RefEIrENCES . vttt e e e 5
G O O 1 7= T 6
1.4 Relationship to Other ProtOCOIS . ..cii it i aaeans 6
1.5 Prerequisites/PrecoOnditions ... ..o.uiiiiiiiii e 6
1.6 Applicability StatemeEnt....c.oiiii i e 6
1.7 Versioning and Capability Negotiation........c.oviiiiiiii e 7
1.8 Vendor-Extensible Fields ... ..o e 7
1.9 Standards ASSIGNMIENTES ...t e 7

7 =TT T 1T 8
0 N I =1 11 oo P 8
2.2 MESSAGE SYNEAX tutiuiitiitiitiit ittt 8

3 Protocol DetailS...cicicrmieramierammaraniemasmersnsemsssassnsassssassnsassssassnsassssassnsasansassnsansnsassnsassnss 9
3.1 SEIVEr DaAIlS o ittt 9

3.1.1 Abstract Data Model ......ciriiiiiiiii e 9
0 0 I 0 1= =P 9
3.1.3 INItiAliZation .oveiiii i e 9
3.1.4 Higher-Layer Triggered EVENES .....iiuiiiiiiiiiii s e e e e raaneas 9
3.1.5 Message Processing Events and Sequencing RUlES.........cciiiiiiiiiiiiiiiiiii e 9
3.1.5.1 Microsoft.SharePoint.Client.Search.Analytics.AnalyticsltemData ....................... 9
0 P A o oY o 1= o =P 9
3.1.5.1.1.1 Scalar PropertiEs vt e 9
3.1.5.1.1.1.1 LastProcessiNgTime ...o.ciuiiieiiiiiiieie ettt e e e raeaeas 9
3.1.5.1.1.1.2  TotalHItS oouieiii e e 10
3.1.5.1.1.1.3 TotalUnNIQUEBUSEIS .. .uiitiiiii ittt et e a e e e 10
3.1.5.1.1.2 ObjectPath Properties.......cccviiiiiiiiii e 10
3.1.5.1.2 MEENOAS ittt e 10
3.1.5.1.2.1 Scalar MethOdS. ...cvviiiiiiii i e e e 10
3.1.5.1.2.1.1 GetHitCountFOrDay ..ciciiiiiiii i e 10
3.1.5.1.2.1.2 GetHitCountFOrMonth ... ..cviiiiiii e e 10
3.1.5.1.2.1.3 GetUniqueUsersCountFOrDaY .........ccvuveiuiiiiniiiiiiiiniieieieeaeeieeaens 10
3.1.5.1.2.1.4 GetUniqueUsersCountForMonth.........cciciiiiiiiiiiiiiiicc e 11
3.1.5.1.2.2 ObjectPath Methods........c..coooiiiiiii e 11
3.1.5.2 Microsoft.SharePoint.Client.Search.Analytics.UsageAnalytics .........cccvvieinnnnn. 11
3.1.5.2.1  PrOPEIIES et 11
3.1.5.2.1.1  Scalar Properties ..uoiuiiiii i e 11
3.1.5.2.1.2 ObjectPath Properties. .....c.vviiiiiiiiiiii e 11
3.1.5.2.2 MethOds . i 11
3.1.5.2.2.1 Scalar Methods.......ocoiiiiiiii i 11
3.1.5.2.2.1.1 DeleteCustomEventUsageData..........cocoviiiiiiiiiiii s 11
3.1.5.2.2.1.2 DeleteStandardEventUsageData..........ccceviiiiiiiiiiiiiiiiiiiieieeaans 12
3.1.5.2.2.2 ObjectPath Methods........c..oooiiiiiiii e 12
3.1.5.2.2.2.1 CSOM CONSEIUCEON . ettt et e e e e e e eeeens 12
3.1.5.2.2.2.2 GetAnalyticSItembData.......ccoeieieieiiiiiii e 12
3.1.5.2.2.2.3 GetAnalyticsItemDataForApplicationEventType .........ccocviiiiieinnnnns 12

3/19

[MS-SPACSOM] — v20130206
SharePoint Analytics Client-Side Object Model Protocol

Copyright © 2013 Microsoft Corporation.

Release: February 11, 2013



T T T I 0 1=l oY= ] 13

3.1.7 Other Local EVENES ..uiuiiiiiiii 13

4 Protocol EXamplesS..cicciiiiiiiimi i mssmsmss i ssasrassasssssssssssssssasmsssasssasssssassansasssnsansnnnss 14
L < ol T o 16
5.1 Security Considerations for Implementers.....ccooiiiiiiiiii e 16
5.2 Index of SeCUrity Parameters .. ..cce it 16

6 Appendix A: Product Behavior......c.ccvciiiirsimsimsis s ssmss s s smsa s s s smsasnm s snmsnsnnnas 17
28 1 3 T- 1 4 T« 1= I 5= Lol 3 T e 18
2 T 1 1 T = e 19

4/19

[MS-SPACSOM] — v20130206
SharePoint Analytics Client-Side Object Model Protocol

Copyright © 2013 Microsoft Corporation.

Release: February 11, 2013



1 Introduction

The SharePoint Analytics Client-Side Object Model Protocol provides types, methods, and properties
to enable a protocol client to access usage information stored on a protocol server.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also

normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:
application
The following terms are defined in [MS-OFCGLOST:

CSOM DateTime
CSOM GUID
CSOM Int32
CSOM Object
site

The following terms are specific to this document:

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the technical documents, which are updated frequently. References
to other documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-CSOM] Microsoft Corporation, "SharePoint Client Query Protocol".

[MS-CSOMSPT] Microsoft Corporation, "SharePoint Client-Side Object Model Protocol".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-OFCGLOS] Microsoft Corporation, "Microsoft Office Master Glossary".
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[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.ietf.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

[RFC4627] Crockford, D., "The application/json Media Type for Javascript Object Notation (JSON)",
RFC 4627, July 2006, http://www.ietf.org/rfc/rfc4627.txt

1.3 Overview

This protocol defines types, methods, and properties that a protocol client uses to access historical
usage information stored on a protocol server.

1.4 Relationship to Other Protocols

The SharePoint Analytics Client-Side Object Model protocol is a set of types, properties, and
methods that can be accessed by using the SharePoint Client Query protocol as described in [MS-
CSOM]. This protocol uses JSON as described in [RFC4627] to format data returned to a protocol
client. This protocol also uses HTTP, as described in [RFC2616], and HTTPS, as described in
RFC2818]. The dependencies for this protocol are shown in the following layering diagram.

SharePoint Analytics Client-Side Object Model

Protocol This Protocol

SharePoint Client Query ([MS-CSOM])
JSON [RFC4627]
LTI LT TS
TP
IP

Industry Standard

Figure 1: This protocol in relation to other protocols

1.5 Prerequisites/Preconditions

This protocol assumes that authentication has been performed by underlying protocols.

1.6 Applicability Statement

This protocol can be used by a protocol client to access historical usage information stored on a
protocol server.

This protocol is optimized to enable a protocol client to specify the exact set of data and operations
to perform in a single batch, making it suitable for situations where the connection speed between
the protocol client and the protocol server can be slow.

This protocol is not suitable and is inefficient if both the protocol client and protocol server are on
the same computer. In this case, the client can use an API that does not require communication
over a network.
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1.7 Versioning and Capability Negotiation

None.
1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

Messages are transported by using the SharePoint Client Query Protocol, as specified in [MS-CSOM].

2.2 Message Syntax

None.

8/ 19

[MS-SPACSOM] — v20130206
SharePoint Analytics Client-Side Object Model Protocol

Copyright © 2013 Microsoft Corporation.

Release: February 11, 2013


%5bMS-CSOM%5d.pdf

3 Protocol Details
3.1 Server Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

This protocol shares the abstract data model used by the SharePoint Client Query protocol as
described in [MS-CSOM] section 3.1.1.

Specifically with respect to this protocol, the protocol server maintains historical usage information
about events that occur for items stored on the protocol server, such as how many times a
document stored on the server was viewed. These events can be standard (well-known) events or
generic user-definable events.

The protocol server also maintains historical usage information about user-specified applications
that are present on the protocol server, such as how many times an application was installed.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 Microsoft.SharePoint.Client.Search.Analytics.AnalyticsItemData
Typeld: {B8C478A6-A4CD-474D-803A-A002E185EE46}

ShortName: Microsoft.SharePoint.Client.Search.Analytics.AnalyticsIitemData

Represents historical usage information for an item stored on the protocol server.
3.1.5.1.1 Properties
3.1.5.1.1.1 Scalar Properties

3.1.5.1.1.1.1 LastProcessingTime
Type: CSOM DateTime

Accessibility: Read Only
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The most recent time the protocol server has data for the given item.

3.1.5.1.1.1.2 TotalHits

Type: CSOM Int32

Accessibility: Read Only

The total number of occurrences of the event for the item.
3.1.5.1.1.1.3 TotalUniqueUsers

Type: CSOM Int32

Accessibility: Read Only

The total number of unique users that triggered the event for the item.

3.1.5.1.1.2 ObjectPath Properties

None.
3.1.5.1.2 Methods
3.1.5.1.2.1 Scalar Methods

3.1.5.1.2.1.1 GetHitCountForDay

Return Type: CSOM Int32

Retrieve the total number of occurrences of the event for the item, for the specified day.

Parameters:

day: The day for which to retrieve the total numbers of occurrences of the event for the item.

Type: CSOM DateTime

3.1.5.1.2.1.2 GetHitCountForMonth

Return Type: CSOM Int32

Retrieve the total number of occurrences of the event for the item, for the specified month.

Parameters:

month: First day for the month for which to retrieve the total number of occurrences of the event for

the item.

Type: CSOM DateTime

3.1.5.1.2.1.3 GetUniqueUsersCountForDay

Return Type: CSOM Int32
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Retrieve the total number of unique users that triggered the event for the item, during the specified
day.

Parameters:

day: The day for which to retrieve the total number of unique users that triggered the event for the
item.

Type: CSOM DateTime

3.1.5.1.2.1.4 GetUniqueUsersCountForMonth
Return Type: CSOM Int32

Retrieve the total number of unique users that triggered the event for the item, during the specified
month.

Parameters:

month: First day for the month for which to retrieve the total number of unique users that triggered
the event for the item.

Type: CSOM DateTime
3.1.5.1.2.2 ObjectPath Methods
None.

3.1.5.2 Microsoft.SharePoint.Client.Search.Analytics.UsageAnalytics
Typeld: {1B61778A-CEC2-49BF-B9CC-1264B133307F}
ShortName: Microsoft.SharePoint.Client.Search.Analytics.UsageAnalytics

Provides access to request historical usage information for items contained in the site (2).
3.1.5.2.1 Properties

3.1.5.2.1.1 Scalar Properties
None.

3.1.5.2.1.2 ObjectPath Properties
None.

3.1.5.2.2 Methods

3.1.5.2.2.1 Scalar Methods

3.1.5.2.2.1.1 DeleteCustomEventUsageData
Return Type: None

Triggers the deletion of historical usage data for the specified custom analytics event.
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Parameters:

appEventTypeld: The event type identifier of the custom analytics event for which historical data is
to be deleted.

Type: CSOM GUID

3.1.5.2.2.1.2 DeleteStandardEventUsageData
Return Type: None
Triggers the deletion of historical usage data for the specified analytics event.
Parameters:
eventType: The event type identifier of the analytics event for which historical data is to be deleted.

Type: CSOM Int32
3.1.5.2.2.2 ObjectPath Methods

3.1.5.2.2.2.1 CSOM Constructor
Constructs a Microsoft.SharePoint.Client.Search.Analytics.UsageAnalytics CSOM Object.
Parameters:
site: The site (2) that contains items for which usage information needs to be retrieved.
Type: Microsoft.SharePoint.Client.Site

The Microsoft.SharePoint.Client.Site type is specified in [MS-CSOMSPT] section 3.2.5.119. It
MUST NOT be NULL.

3.1.5.2.2.2.2 GetAnalyticsItemData
Return Type: Microsoft.SharePoint.Client.Search.Analytics.AnalyticsitemData

Gets the historical usage information about the specified type of event for an item contained in the
site (2). This method returns null if no historical usage information about the specified type of event
exists for the item.

Parameters:

eventType: The type of event.

Type: CSOM Int32

listItem: Specifies a list item.

Type: Microsoft.SharePoint.Client.ListItem

The Microsoft.SharePoint.Client.ListItem type is specified in [MS-CSOMSPT] section 3.2.5.87.

3.1.5.2.2.2.3 GetAnalyticsItemDataForApplicationEventType

Return Type: Microsoft.SharePoint.Client.Search.Analytics.AnalyticsItemData
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Gets the historical usage information about the specified type of custom event for an item contained
in the site (2). This method returns null if no historical usage information about the specified type of
event exists for the item.

Parameters:

appEventType: The type of custom event.
Type: CSOM GUID

listItem: Specifies a list item.

Type: Microsoft.SharePoint.Client.ListItem

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.
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4 Protocol Examples

In this example, a protocol client requests historical information about how often an existing
document "TEST" has been viewed:

<Request xmIns="http://schemas.microsoft.com/sharepoint/clientquery/2009"
SchemaVersion="15.0.0.0" LibraryVersion="15.0.0.0" ApplicationName="Javascript
Library"><Actions><ObjectPath Id="1" ObjectPathIld="0" /><ObjectPath Id="3" ObjectPathld="2"
/><0bjectPath Id="5" ObjectPathld="4" /><ObjectPath Id="7" ObjectPathIld="6"
/><0bjectldentityQuery Id="8" ObjectPathld="6" /><ObjectPath Id="10" ObjectPathld="9"
/><0bjectPath Id="12" ObjectPathIld="11" /><ObjectPath Id="14" ObjectPathld="13" /><Method
Name="GetAnalyticsltemData" Id="15" ObjectPathld="13"><Parameters><Parameter
Type="Number">1</Parameter><Parameter ObjectPathId="9"

/></Parameters></Method> </Actions><ObjectPaths> <StaticProperty Id="0"
Typeld="{3747adcd-a3c3-41b9-bfab-4a64dd2fle0a}" Name="Current" /><Property Id="2"
ParentIld="0" Name="Web" /><Property Id="4" Parentld="2" Name="Lists" /><Method Id="6"
Parentld="4" Name="GetByTitle"><Parameters><Parameter
Type="String">TEST</Parameter></Parameters></Method><Method Id="9" Parentld="6"
Name="GetltemByStringld"><Parameters><Parameter

Type="String">3</Parameter> </Parameters></Method> <Property Id="11" Parentld="0"
Name="Site" /><Constructor Id="13" Typeld="{1b61778a-cec2-49bf-b9cc-
1264b133307f}"><Parameters><Parameter ObjectPathld="11"
/></Parameters></Constructor></ObjectPaths></Request>

The protocol server returns the requested historical usage information as follows:

[

{
"SchemaVersion":"15.0.0.0","LibraryVersion":"15.0.3427.1000","ErrorInfo": null
114
"IsNull":false
334
"IsNull":false
154
"IsNull":false
H74
"IsNull":false
184

"_Objectldentity_":"740c6a0b-85e2-48a0-a494-e0f1759d4aa7:web:6f046c5e-bc2a-4b06-8630-
53cb522f5892:list: 1be845cc-d658-45f3-b0d7-23d2138f639"

+:10,{

"IsNull":false
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3124
"IsNull":false
H144
"IsNull":false
1154

"_ObjectType_":"Microsoft.Office.Server.Search.Analytics.AnalyticsIltemData","EventType": 1,"LastPr
ocessingTime":"\/Date(2011,10,3,17,19,31,747)\/","Siteld":"\/Guid(5f68a87e-bfaf-419b-b4c4-
9df03aca8985)\/","TotalHits":123,"TotalUniqueUsers":5

b
]
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5 Security

5.1 Security Considerations for Implementers

None.

5.2 Index of Security Parameters

None.
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Microsoft SharePoint Server 2013

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.
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7 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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