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[bookmark: section_c5eebdd417b14b1985ee1ae33edc008b][bookmark: _Toc77571161]Introduction
The Permissions Web Service Protocol enables protocol clients to manage permissions to items on the protocol server.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_30210e14ad574077a8bbaf750521536f][bookmark: _Toc77571162]Glossary
This document uses the following terms:
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_04ce231e-214c-44fd-b7ba-7cc19eee79bf]list: A container within a SharePoint site that stores list items. A list has a customizable schema that is composed of one or more fields. 
[bookmark: gt_8b0f612e-1393-4768-981f-23b40e3f9c28]role: A symbolic name that defines a class of users for a set of components. A role defines which users can call interfaces on a component.
[bookmark: gt_f3ef2572-95cf-4c5c-b3c9-551fd648f409]security principal: An identity that can be used to regulate access to resources. A security principal can be a user, a computer, or a group that represents a set of users.
[bookmark: gt_2f43ba25-67d2-491e-9282-8ee83d855397]security principal name (SPN): The name that identifies a security principal (for example, machinename$@domainname for a machine joined to a domain or username@domainname for a user). Domainname is resolved using the Domain Name System (DNS).
[bookmark: gt_8abdc986-5679-42d9-ad76-b11eb5a0daba]site: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and web site.
[bookmark: gt_c1c313af-2310-4380-a6ea-c2cedc115958]SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed environment. SOAP uses XML technologies to define an extensible messaging framework, which provides a message construct that can be exchanged over a variety of underlying protocols. The framework has been designed to be independent of any particular programming model and other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-1/2003].
[bookmark: gt_c1358651-96c1-4ce0-8e1f-b0b7a94145e3]SOAP action: The HTTP request header field used to indicate the intent of the SOAP request, using a URI value. See [SOAP1.1] section 6.1.1 for more information.
[bookmark: gt_57cdf8ab-8d79-462d-a446-5d85632a7a04]SOAP body: A container for the payload data being delivered by a SOAP message to its recipient. See [SOAP1.2-1/2007] section 5.3 for more information.
[bookmark: gt_ec8728a8-1a75-426f-8767-aa1932c7c19f]SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-1/2007] section 5.4 for more information.
[bookmark: gt_96185df3-4677-478c-b239-f72fcf514c59]SOAP message: An XML document consisting of a mandatory SOAP envelope, an optional SOAP header, and a mandatory SOAP body. See [SOAP1.2-1/2007] section 5 for more information.
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_a96bfb18-c329-40f5-89fd-df7a94b89882]web service: A unit of application logic that provides data and services to other applications and can be called by using standard Internet transport protocols such as HTTP, Simple Mail Transfer Protocol (SMTP), or File Transfer Protocol (FTP). Web services can perform functions that range from simple requests to complicated business processes.
[bookmark: gt_5a824664-0858-4b09-b852-83baf4584efa]Web Services Description Language (WSDL): An XML format for describing network services as a set of endpoints that operate on messages that contain either document-oriented or procedure-oriented information. The operations and messages are described abstractly and are bound to a concrete network protocol and message format in order to define an endpoint. Related concrete endpoints are combined into abstract endpoints, which describe a network service. WSDL is extensible, which allows the description of endpoints and their messages regardless of the message formats or network protocols that are used.
[bookmark: gt_982b7f8e-d516-4fd5-8d5e-1a836081ed85]XML: The Extensible Markup Language, as described in [XML1.0].
[bookmark: gt_485f05b3-df3b-45ac-b8bf-d05f5d185a24]XML namespace: A collection of names that is used to identify elements, types, and attributes in XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and local name allows XML documents to use elements, types, and attributes that have the same names but come from different sources. For more information, see [XMLNS-2ED].
[bookmark: gt_bd0ce6f9-c350-4900-827e-951265294067]XML schema: A description of a type of XML document that is typically expressed in terms of constraints on the structure and content of documents of that type, in addition to the basic syntax constraints that are imposed by XML itself. An XML schema provides a view of a document type at a relatively high level of abstraction.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_21a1e11156944b6cbccc432e5e4a572b][bookmark: _Toc77571163]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_a8754d79100b4b8e9f394115fa3433e8][bookmark: _Toc77571164]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-WSSFO3] Microsoft Corporation, "Windows SharePoint Services (WSS): File Operations Database Communications Version 3 Protocol".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1", W3C Note, May 2000, http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
[SOAP1.2-1/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1: Messaging Framework (Second Edition)", W3C Recommendation, April 2007, http://www.w3.org/TR/2007/REC-soap12-part1-20070427/
[SOAP1.2-2/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2: Adjuncts (Second Edition)", W3C Recommendation, April 2007, http://www.w3.org/TR/2007/REC-soap12-part2-20070427
[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.org/TR/2001/NOTE-wsdl-20010315
[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC-xml-names-20091208/
[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 1: Structures", W3C Recommendation, May 2001, http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/
[XMLSCHEMA2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C Recommendation, May 2001, http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/
[bookmark: section_4d7028f3e173495ab39630363c7f10d0][bookmark: _Toc77571165]Informative References
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[bookmark: section_ff973d9d36374491b86dbefbb5e87e58][bookmark: _Toc77571166]Overview
This protocol enables protocol clients to manage permissions to content on a protocol server. The content can be stored as sites or lists, and the protocol is to be used through a Web service. It defines messages to add, modify, get and remove permissions.
This protocol only manages the permissions. The protocol server implementation is expected to store and enforce them.
[bookmark: section_fdcd388956484ebbbb4192fb03e54ddd][bookmark: _Toc77571167]Relationship to Other Protocols
This protocol uses the SOAP message protocol for formatting request and response messages, as described in [SOAP1.1], [SOAP1.2-1/2007] and [SOAP1.2-2/2007]. It transmits those messages by using HTTP, as described in [RFC2616], or Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS), as described in [RFC2818].
The following diagram shows the underlying messaging and transport stack used by the protocol:
[image: This protocol in relation to other protocols]
Figure 1: This protocol in relation to other protocols
[bookmark: section_83dcbd6398784a2992628123089e07eb][bookmark: _Toc77571168]Prerequisites/Preconditions
This protocol operates against a site that is identified by a URL that is known by protocol clients. The protocol server endpoint is formed by appending "_vti_bin/permissions.asmx" to the URL of the site, for example http://www.example.com/Repository/_vti_bin/permissions.asmx.
This protocol assumes that authentication has been performed by the underlying protocols.
[bookmark: section_3235ca693d22408c9fd8c60e2a568e4f][bookmark: _Toc77571169]Applicability Statement
This protocol provides operations for a protocol client to add, modify, get, and remove permissions from a site or a list. This protocol is not intended to be used to add new roles.
[bookmark: section_47e58e7ef20f440f839f714a7a75d096][bookmark: _Toc77571170]Versioning and Capability Negotiation
This protocol uses multiple transports with SOAP as specified in section 2.1.
[bookmark: section_acb72a1c68ef437c8b0040d0cbd79fcb][bookmark: _Toc77571171]Vendor-Extensible Fields
None.
[bookmark: section_0bb0d4c47ce94d2da006390054b01bd7][bookmark: _Toc77571172]Standards Assignments
None.
[bookmark: section_1ef9cc32b8a6426da8f545cd2c554306][bookmark: _Toc77571173]Messages
[bookmark: section_d7e23a241f2644a59a46656be688aeb1][bookmark: _Toc77571174]Transport
Protocol servers MUST support SOAP over HTTP. Protocol servers SHOULD additionally support SOAP over HTTPS for securing communication with protocol clients.
Protocol messages MUST be formatted as specified either in [SOAP1.1] section 4 or in [SOAP1.2-1/2007] section 5. Protocol server faults MUST be returned either by using HTTP Status Codes as specified in [RFC2616] section 10 or by using SOAP faults as specified either in [SOAP1.1] section 4.4 or in [SOAP1.2-1/2007] section 5.4.
[bookmark: section_7144ca0cba3e4b1588f2be919c7273aa][bookmark: _Toc77571175]Common Message Syntax
This section contains common definitions that are used by this protocol. The syntax of the definitions uses XML schema, as specified in [XMLSCHEMA1] and [XMLSCHEMA2], and Web Services Description Language (WSDL), as specified in [WSDL].
[bookmark: section_421eb0954ee44572a0e8d03c47fe4eb3][bookmark: _Toc77571176]Namespaces
This specification defines and references various XML namespaces using the mechanisms specified in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML namespace that is used, the choice of any particular XML namespace prefix is implementation-specific and not significant for interoperability.
	Prefix
	Namespace URI
	Reference

	[bookmark: NamespacesList]soap
	http://schemas.xmlsoap.org/wsdl/soap/ 
	[SOAP1.1]

	tns
	http://schemas.microsoft.com/sharepoint/soap/directory/ 
	

	s
	http://www.w3.org/2001/XMLSchema 
	[XMLSCHEMA1]

	soap12
	http://schemas.xmlsoap.org/wsdl/soap12/ 
	[SOAP1.2-1/2007] 
[SOAP1.2-2/2007] 


	(none)
	http://schemas.microsoft.com/sharepoint/soap/directory/
	

	wsdl
	http://schemas.xmlsoap.org/wsdl/
	[WSDL]



[bookmark: section_189c4662dada4dec9dcbe08fd3615936][bookmark: _Toc77571177]Messages
This specification does not define any common WSDL message definitions.
[bookmark: section_d3343348aeac4643a2ece5f162aaf101][bookmark: _Toc77571178]Elements
This specification does not define any common XML schema element definitions.
[bookmark: section_33904af2615442038e5a280d6d7e3437][bookmark: _Toc77571179]Complex Types
This specification does not define any common XML schema complex type definitions.
[bookmark: section_2cb610b854c74c028492f09082653aab][bookmark: _Toc77571180]Simple Types
This specification does not define any common XML schema simple type definitions.
[bookmark: section_a5cd98aff2704f9abc74f8227d484250][bookmark: _Toc77571181]Attributes
This specification does not define any common XML schema attribute definitions.
[bookmark: section_ae086a2c8116438895957d5bacc73ca6][bookmark: _Toc77571182]Groups
This specification does not define any common XML schema group definitions.
[bookmark: section_1aaaa283bf9c412da8029e5e05da2331][bookmark: _Toc77571183]Attribute Groups
This specification does not define any common XML schema attribute group definitions.
[bookmark: section_94aeafeac453404aa4b70d44de11b6ca][bookmark: _Toc77571184]Protocol Details
Except where specified, protocol clients SHOULD interpret HTTP Status Codes returned by the protocol server as specified in [RFC2616] section 10.
This protocol allows protocol servers to notify protocol clients of application-level faults by using SOAP faults. Except where specified, these SOAP faults are not significant for interoperability, and protocol clients can interpret them in an implementation-specific manner.
This protocol allows protocol servers to perform implementation-specific authorization checks and notify protocol clients of authorization faults either by using HTTP Status Codes or by using SOAP faults as specified previously in this section.
[bookmark: section_78dda3cc6ce84377919ac4ccdcd2fdde][bookmark: _Toc77571185]Permissions Soap Server Details
[bookmark: section_a609a3403e6e440ebc59629adb04bf77][bookmark: _Toc77571186]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
A server implementation of this protocol MUST maintain a list of permissions for each list or site that it contains. Such permissions MUST be accessible by the name of the list or site that it relates to.
[bookmark: section_589fb868f0914efcb930bdeffc577c09][bookmark: _Toc77571187]Timers
None.
[bookmark: section_3fdfa4020b7b45119f3459083e35352a][bookmark: _Toc77571188]Initialization
None.
[bookmark: section_b29a24107d6b4212a80dc42eedde7dd6][bookmark: _Toc77571189]Message Processing Events and Sequencing Rules
The following table summarizes the list of WSDL operations as defined by this specification:
	Operation
	Description

	AddPermission
	Used to add permissions on a site or a list.

	AddPermissionCollection
	Used to add a collection of permissions on a site or a list.

	GetPermissionCollection
	Used to get the permission collection for a site or a list.

	RemovePermission
	Used to remove a specified permission from a list or a site.

	RemovePermissionCollection
	Used to remove permissions from a list or a site for the specified security principal collection.

	UpdatePermission
	Used to modify permissions of a list or site for the specified security principal or security group.



[bookmark: section_7b1f888fb95d46f7bc3aca4f94d004b4][bookmark: _Toc77571190]AddPermission
This operation is used to add site permissions for the specified security principal or security group that exists on the site, or to add permissions to the specified list for the specified security principal or security group that exists on the site. 
<wsdl:operation name="AddPermission">
 <wsdl:input message="tns:AddPermissionSoapIn" />
 <wsdl:output message="tns:AddPermissionSoapOut" />
</wsdl:operation>
The protocol client sends an AddPermissionSoapIn request message and the protocol server responds with an AddPermissionSoapOut response message, as follows:
· If the value specified in objectType is "list" and no list with the name specified in objectName exists, the server MUST return a SOAP fault with error code 0x82000006.
· If the value specified in objectType is not "list" or "web", the server MUST return a SOAP fault with error code 0x80131600.
· If the value specified in permissionType is not "user", "group", or "role", the server MUST return a SOAP fault with error code 0x80131600.
· If the security principal or the security group specified in permissionIdentifier does not exist, the server MUST return a SOAP fault with error code 0x80131600.
[bookmark: section_771429c213bb49f9a39c781087dcdb00][bookmark: _Toc77571191]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	AddPermissionSoapIn
	A request to initiate a AddPermission operation on the protocol server.

	AddPermissionSoapOut
	A response from the protocol server at completion of the AddPermission operation.



[bookmark: section_5d14603b598c450aa132b8e69f8767da][bookmark: _Toc77571192]AddPermissionSoapIn
The request message for an AddPermission operation.
The SOAP action value of the message is defined as:
http://schemas.microsoft.com/sharepoint/soap/directory/AddPermission
The SOAP body contains an AddPermission element.
[bookmark: section_eeac5295ef4b468baf5a7a6bae2460b7][bookmark: _Toc77571193]AddPermissionSoapOut
The response message of an AddPermission operation.
The SOAP body contains an AddPermissionResponse element.
[bookmark: section_8539e801877049aaa4b3a3c11ffd5b23][bookmark: _Toc77571194]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.

	Element
	Description

	AddPermission
	The input data of an AddPermission operation.

	AddPermissionResponse
	The output data of an AddPermission operation.



[bookmark: section_e37e12a9ced54dac9445c6352c0529d0][bookmark: _Toc77571195]AddPermission
The input data of an AddPermission operation. The definition of the AddPermission element is as follows:
<s:element name="AddPermission">
 <s:complexType>
 <s:sequence>
  <s:element name="objectName" type="s:string" minOccurs="1" maxOccurs="1"/>
  <s:element name="objectType" type="s:string" minOccurs="1" maxOccurs="1"/>
  <s:element name="permissionIdentifier" type="s:string" minOccurs="1" maxOccurs="1"/>
  <s:element name="permissionType" type="s:string" minOccurs="1" maxOccurs="1"/>
  <s:element name="permissionMask" type="s:int" minOccurs="1" maxOccurs="1"/>
 </s:sequence>
 </s:complexType>
</s:element>
objectName: A string that contains the name of a list or a site. The specified list or site specified in this parameter MUST exist on the protocol server.
objectType: A string that specifies whether permission is to be added to a list or a site. The value MUST be "list" for a list or "web" for a site.
permissionIdentifier: A string that contains the name of the security group or the security principal name (SPN) of the security principal to whom the permission applies. The security principal or security group MUST already exist on the site on the protocol server.
[bookmark: Appendix_A_Target_1]permissionType: A string that specifies whether permission applies to a security principal or to a security group. The value MUST be "user" for security principal, "group" for security group, or "role". If permissionType equals "role" and objectType equals "web", permissions for the role will not be updated. If permissionType equals "role" and objectType equals "list", permissions for all security principals assigned to the role will be updated.<1>
permissionMask: A Rights Mask that is lower 32 bits of the WSS Rights Mask that is specified in [MS-WSSFO3] section 2.2.2.15.
[bookmark: section_37ae24b42a914f65a328349b8dab6fb6][bookmark: _Toc77571196]AddPermissionResponse
The output data of an AddPermission operation. If the operation succeeds, an AddPermissionResponse MUST be returned by the protocol server.
The definition of the AddPermissionResponse element is as follows:
<s:element name="AddPermissionResponse">
 <s:complexType/>
</s:element>
[bookmark: section_676a7e1c00a444e987466d71028272e9][bookmark: _Toc77571197]Complex Types
None.
[bookmark: section_60738e9dd9a84e74bc43359b8bc59a6e][bookmark: _Toc77571198]Simple Types
None.
[bookmark: section_d249b3d14b1b4ec58afa96a2f16928a5][bookmark: _Toc77571199]Attributes
None.
[bookmark: section_68d8ccd418ba4221a4d0773880439e7d][bookmark: _Toc77571200]Groups
None.
[bookmark: section_74fe376ac50945d3bbe02b62ddb51803][bookmark: _Toc77571201]Attribute Groups
None.
[bookmark: section_653379e19429415dab97296c8e27ed1c][bookmark: _Toc77571202]AddPermissionCollection
This operation is used to add site permissions for the specified collection of security principals or security groups, or to add permissions to a list for the specified collection of security principals or security groups that exist on the protocol server.
<wsdl:operation name="AddPermissionCollection">
 <wsdl:input message="tns:AddPermissionCollectionSoapIn" />
 <wsdl:output message="tns:AddPermissionCollectionSoapOut" />
</wsdl:operation>
The protocol client sends an AddPermissionCollectionSoapIn request message and the protocol server responds with an AddPermissionCollectionSoapOut response message, as follows:
· If the value specified in objectType is "list" and no list with the name specified in objectName exists, the server MUST return a SOAP fault with error code 0x82000006.
· If the value specified in objectType is not "list" or "web", the server MUST return a SOAP fault with error code 0x80131600.
· If the value specified in permissionsInfoXml is an invalid XML, the server returns a SOAP fault without an error code.
[bookmark: section_6339ec90d93c4b3f992d6014d5a6463c][bookmark: _Toc77571203]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.

	Message
	Description

	AddPermissionCollectionSoapIn
	A request to initiate a AddPermissionCollection operation on the protocol server.

	AddPermissionCollectionSoapOut
	A response from the protocol server at completion of the AddPermissionCollection operation.



[bookmark: section_5c87029b6de7411e97ea19799cdd7af7][bookmark: _Toc77571204]AddPermissionCollectionSoapIn
The request message for an AddPermissionCollection operation.
The SOAP action value of the message is defined as:
http://schemas.microsoft.com/sharepoint/soap/directory/AddPermissionCollection
The SOAP body contains an AddPermissionCollection element.
[bookmark: section_8533bb7e899f44bdb4c83b126b328eb9][bookmark: _Toc77571205]AddPermissionCollectionSoapOut
The response message of an AddPermissionCollection operation.
The SOAP body contains an AddPermissionCollectionResponse element.
[bookmark: section_5b3986d323cd4108949c5b159b33d8e9][bookmark: _Toc77571206]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.

	Element
	Description

	AddPermissionCollection
	The input data of an AddPermissionCollection operation.

	AddPermissionCollectionResponse
	The output data of an AddPermissionCollection operation.



[bookmark: section_20f1fd2503bd4b2ebd949ca18cc22ed7][bookmark: _Toc77571207]AddPermissionCollection
The input data of an AddPermissionCollection operation. The definition of the AddPermissionCollection element is as follows:
<s:element name="AddPermissionCollection">
 <s:complexType>
  <s:sequence>
   <s:element name="objectName" type="s:string" minOccurs="1"/>
   <s:element name="objectType" type="s:string" minOccurs="1"/>
   <s:element name="permissionsInfoXml" minOccurs="1">
    <s:complexType>
     <s:sequence>
      <s:element name="Permissions">
       <s:complexType>
        <s:sequence>
         <s:element name="Users" minOccurs="0" maxOccurs="1">
          <s:complexType>
           <s:sequence>
            <s:element minOccurs="0" maxOccurs="100" name="User">
             <s:complexType>
              <s:attribute name="LoginName" type="s:string" use="required" />
              <s:attribute name="Email" type="s:string" use="optional" />
              <s:attribute name="Name" type="s:string" use="optional" />
              <s:attribute name="Notes" type="s:string" use="optional" />
              <s:attribute name="PermissionMask" type="s:int" use="required" />
             </s:complexType>
            </s:element>
           </s:sequence>
          </s:complexType>
         </s:element>
         <s:element name="Groups" minOccurs="0" maxOccurs="1">
          <s:complexType>
           <s:sequence>
            <s:element minOccurs="0" maxOccurs="100" name="Group">
             <s:complexType>
              <s:attribute name="GroupName" type="s:string" use="required" />
              <s:attribute name="PermissionMask" type="s:int" use="required" />
             </s:complexType>
            </s:element>
           </s:sequence>
          </s:complexType>
         </s:element>
         <s:element name="Roles" minOccurs="0" maxOccurs="1">
          <s:complexType>
           <s:sequence>
            <s:element minOccurs="0" maxOccurs="100" name="Role">
             <s:complexType>
              <s:attribute name="RoleName" type="s:string" use="required" />
              <s:attribute name="PermissionMask" type="s:int" use="required" />
             </s:complexType>
            </s:element>
           </s:sequence>
          </s:complexType>
         </s:element>
        </s:sequence>
       </s:complexType>
      </s:element>
     </s:sequence>
    </s:complexType>
   </s:element>
  </s:sequence>
 </s:complexType>
</s:element>
objectName: A string that contains the name of a list or a site. The list or site specified in this parameter MUST exist on the protocol server.
objectType: A string that specifies whether permissions are to be added to a list or a site. The value MUST be "list" for a list or "web" for a site.
permissionsInfoXml: An XML fragment that contains the permissions to add. The XML fragment MUST adhere to the schema specified previously in this section.
Permissions: A complex type that represents the permissions to add.
Users: A complex type that represents a collection of existing users with specified permissions.
User: A complex type that represents an existing user with specified permissions.
User.LoginName: A string that specifies the user identifier (login).
User.Email: A string that specifies the user email.
User.Name: A string that specifies the user name.
User.Notes: A string that specifies the user notes.
User.PermissionMask: A Rights Mask that represents the lower 32 bits of the WSS Rights Mask that is specified in [MS-WSSFO3] section 2.2.2.15.
Groups: A complex type that represents a collection of existing cross-site groups with specified permissions.
Group: A complex type that represents an existing cross-site group with specified permissions.
Group.GroupName: A string that specifies the cross-site group name.
Group.PermissionMask: A Rights Mask that is represents the lower 32 bits of the WSS Rights Mask that is specified in [MS-WSSFO3] section 2.2.2.15.
Roles: A complex type that represents a collection of existing roles with specified permissions.
Role: A complex type that represents an existing role definition for a user, group, or Web site.
Role.RoleName: A string that specifies the role name.
Role.PermissionMask: A Rights Mask that represents the lower 32 bits of the WSS Rights Mask that is specified in [MS-WSSFO3] section 2.2.2.15.
[bookmark: section_03a19788803243b2b418c5ed4dd6c3b8][bookmark: _Toc77571208]AddPermissionCollectionResponse
The output data of an AddPermissionCollection operation. If the operation succeeds, an AddPermissionCollectionResponse MUST be returned by the protocol server. 
The definition of the AddPermissionCollectionResponse element is as follows:
<s:element name="AddPermissionCollectionResponse">
<s:complexType/>
</s:element>
[bookmark: section_5b84c636cc9d41cc831f8c4f035e6a01][bookmark: _Toc77571209]Complex Types
None.
[bookmark: section_926c33fe58b840cc8375d2a283838ee8][bookmark: _Toc77571210]Simple Types
None.
[bookmark: section_56b55daee0024c2c83c93af675a53efe][bookmark: _Toc77571211]Attributes
None.
[bookmark: section_e61bd1e7ef354f19b50fbab369e5557d][bookmark: _Toc77571212]Groups
None.
[bookmark: section_b8a65122efaa44eba72b3d6c23e45124][bookmark: _Toc77571213]Attribute Groups
None.
[bookmark: section_d68b6948ef0041be9abb0035b241e7bb][bookmark: _Toc77571214]GetPermissionCollection
This operation is used to retrieve the permission collection for a site or a list from a protocol server.
<wsdl:operation name="GetPermissionCollection">
 <wsdl:input message="tns:GetPermissionCollectionSoapIn" />
 <wsdl:output message="tns:GetPermissionCollectionSoapOut" />
</wsdl:operation>
The protocol client sends a GetPermissionCollectionSoapIn request message and the protocol server responds with a GetPermissionCollectionSoapOut response message, as follows:
· If the value specified in objectType is "list" and no list with the name specified in objectName exists, the server MUST return a SOAP fault with error code 0x82000006.
· If the value specified in objectType is not "list" or "web", the server MUST return a SOAP fault with error code 0x80131600.
[bookmark: section_0535daaf3a1b412caf0b4d1ab27b5c99][bookmark: _Toc77571215]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.

	Message
	Description

	GetPermissionCollectionSoapIn
	A request to initiate a GetPermissionCollection operation on the protocol server.

	GetPermissionCollectionSoapOut
	A response from the protocol server at completion of the GetPermissionCollection operation.



[bookmark: section_481e08ee06e54758a1f77ad1492629e5][bookmark: _Toc77571216]GetPermissionCollectionSoapIn
The request message for a GetPermissionCollection operation.
The SOAP action value of the message is defined as:
http://schemas.microsoft.com/sharepoint/soap/directory/GetPermissionCollection
The SOAP body contains a GetPermissionCollection element.
[bookmark: section_27b79100161743d2adae66a66b9a7288][bookmark: _Toc77571217]GetPermissionCollectionSoapOut
The response message of a GetPermissionCollection operation.
The SOAP body contains a GetPermissionCollectionResponse element.
[bookmark: section_af35646f80924eaa8e42eec0b57bed13][bookmark: _Toc77571218]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.

	Element
	Description

	GetPermissionCollection
	The input data for a GetPermissionCollection operation.

	GetPermissionCollectionResponse
	The output data of a GetPermissionCollection operation.



[bookmark: section_7ec9219e0d8e4055af3acb48d4983e76][bookmark: _Toc77571219]GetPermissionCollection
The input data for a GetPermissionCollection operation. The definition of the GetPermissionCollection element is as follows:
<s:element name="GetPermissionCollection">
 <s:complexType>
  <s:sequence>
   <s:element name="objectName" type="s:string" minOccurs="1" maxOccurs="1"/>
   <s:element name="objectType" type="s:string" minOccurs="1" maxOccurs="1"/>
  </s:sequence>
 </s:complexType>
</s:element>
objectName: A string that contains the name of a list or a site. The list or site specified in this parameter MUST exist on the protocol server.
objectType: A string that specifies whether permissions are to be retrieved for a list or a site. The value MUST be "list" for a list or "web" for a site.
[bookmark: section_18275f5e05784ae48668e0ea5bc391ce][bookmark: _Toc77571220]GetPermissionCollectionResponse
The output data of a GetPermissionCollection operation. If the operation succeeds, a GetPermissionCollectionResponse MUST be returned by the protocol server. 
<s:element name="GetPermissionCollectionResponse">
 <s:complexType>
  <s:sequence>
   <s:element minOccurs="0" maxOccurs="1" name="GetPermissionCollectionResult">
    <s:complexType>
     <s:sequence> 
     <s:element name="GetPermissionCollection">
     <s:complexType>
     <s:sequence>
      <s:element maxOccurs="unbounded" name="Permission">
       <s:complexType>
        <s:attribute name="MemberID" type="s:int" use="required" />
        <s:attribute name="Mask" type="s:int" use="required" />
        <s:attribute name="MemberIsUser" type="s:string" use="required" />
        <s:attribute name="MemberGlobal" type="s:string" use="required" />
        <s:attribute name="UserLogin" type="s:string" use="optional" />
        <s:attribute name="GroupName" type="s:string" use="optional" />
       </s:complexType>
      </s:element>
     </s:sequence>
    </s:complexType> 
   </s:element>
  </s:sequence>
 </s:complexType>
</s:element>
</s:sequence>
</s:complexType>
</s:element>
GetPermissionCollectionResult: An XML fragment that contains the permissions for the specified site or list. The XML fragment MUST adhere to the preceding schema.
GetPermissionCollection: An element that contains the permissions for the specified site or list.
Permission: A complex type that represents the permissions for the specified site or list.
Permission.MemberID: A unique 32-bit integer that specifies the MemberID of the user or group for the permission.
Permission.Mask: A Rights Mask that represents the lower 32 bits of the WSS Rights Mask specified in [MS-WSSFO3] section 2.2.2.15.
Permission.MemberIsUser: A string that specifies whether the related member is user.
Permission.MemberGlobal: A string that specifies whether the related member is global.
Permission.UserLogin: A string that specifies the related user identifier (login).
Permission.GroupName: A string that specifies the related cross-site group name.
[bookmark: section_00eac67d9b9a40cc9895470b4f147279][bookmark: _Toc77571221]Complex Types
None.
[bookmark: section_7e39906c4c2942ccae70983514fecdc9][bookmark: _Toc77571222]Simple Types
None.
[bookmark: section_44df73e6d5124debb04dd7da68999fce][bookmark: _Toc77571223]Attributes
None.
[bookmark: section_62a08592557e4669a3181b9561712b05][bookmark: _Toc77571224]Groups
None.
[bookmark: section_8ab944273d50494cbee1cddadc454ad8][bookmark: _Toc77571225]Attribute Groups
None.
[bookmark: section_554ea1a40c7842b1b07bc74ff66c64b8][bookmark: _Toc77571226]RemovePermission
This operation is used to remove a specified permission from a list or a site.
<wsdl:operation name="RemovePermission">
 <wsdl:input message="tns:RemovePermissionSoapIn" />
 <wsdl:output message="tns:RemovePermissionSoapOut" />
</wsdl:operation>
The protocol client sends a RemovePermissionSoapIn request message and the protocol server responds with a RemovePermissionSoapOut response message, as follows:
· If the value specified in objectType is "list" and no list with the name specified in objectName exists, the server MUST return a SOAP fault with error code 0x82000006.
· If the value specified in objectType is not "list" or "web", the server MUST return a SOAP fault with error code 0x80131600. 
· If the value specified in permissionType is not "user" or "group", the server MUST return a SOAP fault with error code 0x80131600.
· If the security principal or the security group specified in permissionIdentifier does not exist, the server MUST return a SOAP fault with error code 0x80131600.
[bookmark: section_622e0d2d71f4423da88ad428375b2849][bookmark: _Toc77571227]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.

	Message
	Description

	RemovePermissionSoapIn
	A request to initiate a RemovePermission operation on the protocol server.

	RemovePermissionSoapOut
	A response from the protocol server at completion of the RemovePermission operation.



[bookmark: section_87e1d1c44ddf4a32a82dcb2682cd8940][bookmark: _Toc77571228]RemovePermissionSoapIn
The request message for a RemovePermission operation.
The SOAP action value of the message is defined as:
http://schemas.microsoft.com/sharepoint/soap/directory/RemovePermission
The SOAP body contains a RemovePermission element.
[bookmark: section_f477f34164fc47e295affa8cdae78527][bookmark: _Toc77571229]RemovePermissionSoapOut
The response message of a RemovePermission operation.
The SOAP body contains a RemovePermissionResponse element.
[bookmark: section_02ff6550c262481ea9b8722a156b00ad][bookmark: _Toc77571230]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.

	Element
	Description

	RemovePermission
	The input data for a RemovePermission operation.

	RemovePermissionResponse
	The output data of a RemovePermission operation.



[bookmark: section_0aa965fb62d94b72b0d9c1e2360fd0b4][bookmark: _Toc77571231]RemovePermission
The input data for a RemovePermission operation. The definition of the RemovePermission element is as follows:
<s:element name="RemovePermission">
 <s:complexType>
  <s:sequence>
   <s:element minOccurs="1" maxOccurs="1" name="objectName" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="objectType" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="permissionIdentifier" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="permissionType" type="s:string" />
  </s:sequence>
 </s:complexType>
</s:element>
objectName: A string that contains the name of a list or a site. The specified list or site specified in this parameter MUST exist on the protocol server.
objectType: A string that specifies whether permission is to be removed for a list or a site. The value MUST be "list" for a list or "web" for a site. 
permissionIdentifier: A string that contains the name of the security group or the name of the security principal whose permission is to be removed. The specified security principal or security group MUST already exist on the site.
[bookmark: Appendix_A_Target_2]permissionType: A string that specifies whether permission is to be removed for the security principal or security group. The value MUST be "user" for security principal, "group" for security group, or "role". If permissionType equals "role" and objectType equals "web", permissions for the role will not be removed. If permissionType equals "role" and objectType equals "list", permissions for all security principals assigned to the role will remain unchanged.<2>
[bookmark: section_a5cf2115ec9341cfbdb3e5c26af75863][bookmark: _Toc77571232]RemovePermissionResponse
The output data of a RemovePermission operation. If the operation succeeds, a RemovePermissionResponse MUST be returned by the protocol server. 
<s:element name="RemovePermissionResponse">
  <s:complexType/>
</s:element>
[bookmark: section_ffa51166c9c149f7b63409caf1b56f81][bookmark: _Toc77571233]Complex Types
None.
[bookmark: section_b5f7d0466e5d47a4b75cf0aaf023df08][bookmark: _Toc77571234]Simple Types
None.
[bookmark: section_0856ff19a26b46deab40d4ee0e8e1902][bookmark: _Toc77571235]Attributes
None.
[bookmark: section_10a6de76d3ff44fd86cb878d085d21ef][bookmark: _Toc77571236]Groups
None.
[bookmark: section_eb0e07a75bb6406aa97299fe63665260][bookmark: _Toc77571237]Attribute Groups
None.
[bookmark: section_37cf489fa11444faaee2180dc7586dc8][bookmark: _Toc77571238]RemovePermissionCollection
This operation is used to remove permissions from a list or a site for the specified security principals.
<wsdl:operation name="RemovePermissionCollection">
 <wsdl:input message="tns:RemovePermissionCollectionSoapIn" />
 <wsdl:output message="tns:RemovePermissionCollectionSoapOut" />
</wsdl:operation>
The protocol client sends a RemovePermissionCollectionSoapIn request message and the protocol server responds with a RemovePermissionCollectionSoapOut response message, as follows:
· If the value specified in objectType is "list" and no list with the name specified in objectName exists, the server MUST return a SOAP fault with error code 0x82000006.
· If the value specified in objectType is not "list" or "web", the server MUST return a SOAP fault with error code 0x80131600.
· If the value specified in memberIdsXml is an invalid XML, the server returns a SOAP fault without an error code.
[bookmark: section_cbf9f95f12fa43b3b5af784a11c17c98][bookmark: _Toc77571239]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.

	Message
	Description

	RemovePermissionCollectionSoapIn
	A request to initiate a RemovePermissionCollection operation on the protocol server.

	RemovePermissionCollectionSoapOut
	A response from the protocol server at completion of the RemovePermissionCollection operation.



[bookmark: section_a5f406344acb45269914d5f27154b0c4][bookmark: _Toc77571240]RemovePermissionCollectionSoapIn
The request message for a RemovePermissionCollection operation.
The SOAP action value of the message is defined as:
http://schemas.microsoft.com/sharepoint/soap/directory/RemovePermissionCollection
The SOAP body contains a RemovePermissionCollection element.
[bookmark: section_4bc60afecc724245b94b87c6b9d473b0][bookmark: _Toc77571241]RemovePermissionCollectionSoapOut
The response message of a RemovePermissionCollection operation.
The SOAP body contains a RemovePermissionCollectionResponse element.
[bookmark: section_98056304420c4ce3a7318ccec60fd2dc][bookmark: _Toc77571242]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.

	Element
	Description

	RemovePermissionCollection
	The input data for a RemovePermissionCollection operation.

	RemovePermissionCollectionResponse
	The output data of a RemovePermissionCollection operation.



[bookmark: section_393fe6c1386f40a9a8d782d7cb1cab8d][bookmark: _Toc77571243]RemovePermissionCollection
The input data for a RemovePermissionCollection operation. The definition of the RemovePermissionCollection element is as follows:
<s:element name="RemovePermissionCollection">
 <s:complexType>
  <s:sequence>
   <s:element name="objectName" type="s:string" minOccurs="1"/>
   <s:element name="objectType" type="s:string" minOccurs="1"/>
   <s:element name="memberIdsXml" minOccurs="1">
    <s:complexType>
     <s:sequence>
      <s:element name="Members">
       <s:complexType>
        <s:sequence>
         <s:element maxOccurs="unbounded" name="Member">
          <s:complexType>
           <s:attribute name="ID" type="s:int" use="required" />
          </s:complexType>
         </s:element>
        </s:sequence>
       </s:complexType>
      </s:element>
     </s:sequence>
    </s:complexType>
   </s:element>
  </s:sequence>
 </s:complexType>
</s:element>
objectName: A string that contains the name of a list or a site. The list or site specified in this parameter MUST exist on the protocol server.
objectType: A string that specifies whether permissions are to be removed for a list or a site. The value MUST be "list" for a list or "web" for a site. 
memberIdsXml: An XML fragment that contains the permissions to be removed from the specified list. The XML fragment MUST adhere to the schema specified previously in this section.
Members: A complex type that represents a collection of members associated with permissions that are to be removed. 
Member: A complex type that represents a user or group associated with a permission that are to be removed.
Member.ID: A 32-bit integer that specifies a unique member associated with a permission.
[bookmark: section_3fbb298e51f1463fb0ba9f35cb0939f2][bookmark: _Toc77571244]RemovePermissionCollectionResponse
The output data of a RemovePermissionCollection operation. If the operation succeeds, a RemovePermissionCollectionResponse MUST be returned by the protocol server. 
<s:element name="RemovePermissionCollectionResponse">
 <s:complexType/>
</s:element>
[bookmark: section_594df2a760834ad2896c6c6d0252b020][bookmark: _Toc77571245]Complex Types
None.
[bookmark: section_e14f245b79684fd0b3ed71f0770e6411][bookmark: _Toc77571246]Simple Types
None.
[bookmark: section_63f7f36c8dfd4ac3b1e8ca65d0d40750][bookmark: _Toc77571247]Attributes
None.
[bookmark: section_2d1589d4964d4f4cb0a232884a7ace7f][bookmark: _Toc77571248]Groups
None.
[bookmark: section_e55f1ad9b76f4acea3bfdf762a679f29][bookmark: _Toc77571249]Attribute Groups
None.
[bookmark: section_387c1783eb964dbfafe8364f5d4e69d5][bookmark: _Toc77571250]UpdatePermission
This operation is used to modify site permissions for the specified security principal or security group, or to modify permissions of a list for the specified security principal or security group.
<wsdl:operation name="UpdatePermission">
 <wsdl:input message="tns:UpdatePermissionSoapIn" />
 <wsdl:output message="tns:UpdatePermissionSoapOut" />
</wsdl:operation>
The protocol client sends an UpdatePermissionSoapIn request message and the protocol server responds with an UpdatePermissionSoapOut response message, as follows:
· If the value specified in objectType is "list" and no list with the name specified in objectName exists, the server MUST return a SOAP fault with error code 0x82000006.
· If the value specified in objectType is not "list" or "web", the server MUST return a SOAP fault with error code 0x80131600.
· If the value specified in permissionType is not "user" or "group", the server MUST return a SOAP fault with error code 0x80131600.
· If the security principal or the security group specified in permissionIdentifier does not exist, the server MUST return a SOAP fault with error code 0x80131600.
[bookmark: section_f17f1362daea41d58536fbb56e333d83][bookmark: _Toc77571251]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.

	Message
	Description

	UpdatePermissionSoapIn
	A request to initiate a UpdatePermission operation on the protocol server.

	UpdatePermissionSoapOut
	A response from the protocol server at completion of the UpdatePermission operation.



[bookmark: section_db0954fa04674176ad9a5920173374d5][bookmark: _Toc77571252]UpdatePermissionSoapIn
The request message for an UpdatePermission operation.
The SOAP action value of the message is defined as:
http://schemas.microsoft.com/sharepoint/soap/directory/UpdatePermission
The SOAP body contains an UpdatePermission element.
[bookmark: section_ff805d191374491db65f544d8629116a][bookmark: _Toc77571253]UpdatePermissionSoapOut
The response message of an UpdatePermission operation.
The SOAP body contains an UpdatePermissionResponse element.
[bookmark: section_42ed464bbf64495ea45cb1714c744301][bookmark: _Toc77571254]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.

	Element
	Description

	UpdatePermission
	The input data of an UpdatePermission operation.

	UpdatePermissionResponse
	The output data for an UpdatePermission operation.



[bookmark: section_e78736ef50964b63812fb542e98b8a07][bookmark: _Toc77571255]UpdatePermission
The input data of an UpdatePermission operation. The definition of the UpdatePermission element is as follows:
<s:element name="UpdatePermission">
 <s:complexType>
  <s:sequence>
   <s:element minOccurs="1" maxOccurs="1" name="objectName" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="objectType" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="permissionIdentifier" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="permissionType" type="s:string" />
   <s:element minOccurs="1" maxOccurs="1" name="permissionMask" type="s:int" />
  </s:sequence>
 </s:complexType>
</s:element>
objectName: A string that contains the name of a list or a site. The list or site specified in this parameter MUST exist on the protocol server.
objectType: A string that specifies whether permission is to be updated for a list or a site. The value MUST be "list" for a list or "web" for a site. 
permissionIdentifier: A string that contains the name of the security group or the name of the security principal to whom the permission applies. The security principal or security group MUST already exist on the site on the protocol server.
[bookmark: Appendix_A_Target_3]permissionType: A string that specifies whether permission applies to the security principal or to the security group. The value MUST be "user" for security principal, "group" for security group, or "role". If permissionType equals "role" and objectType equals "web", the server MUST return a SOAP fault with error code 0x80131600. If permissionType equals "role" and objectType equals "list", the server MUST return a SOAP fault with error code 0x80131600.<3>
permissionMask: A Rights Mask that is lower 32 bits of the WSS Rights Mask which is specified in [MS-WSSFO3] section 2.2.2.15.
[bookmark: section_2422fab774d04b0fa1c2a60d27b9e9d9][bookmark: _Toc77571256]UpdatePermissionResponse
The output data for an UpdatePermission operation. If the operation succeeds, an UpdatePermissionResponse MUST be returned by the protocol server. 
<s:element name="UpdatePermissionResponse">
 <s:complexType/>
</s:element>
[bookmark: section_5db91f5ef19f4f148e74756bec36b60a][bookmark: _Toc77571257]Complex Types
None.
[bookmark: section_efd3ed69929d4ccbb4da6b86242579f1][bookmark: _Toc77571258]Simple Types
None.
[bookmark: section_693215fbd63b41e3b9063c5fbbc158ba][bookmark: _Toc77571259]Attributes
None.
[bookmark: section_b2b52bc0e50a4e73ba9c90303320916b][bookmark: _Toc77571260]Groups
None.
[bookmark: section_4538fb43cb8b4868acc839faadf8f45e][bookmark: _Toc77571261]Attribute Groups
None.
[bookmark: section_bb815efe107f4278a8c8be544f8244a4][bookmark: _Toc77571262]Timer Events
None.
[bookmark: section_d27f5a11dd0b459d8f6c9288c045ec94][bookmark: _Toc77571263]Other Local Events
None.
[bookmark: section_609c4b20214a487e9cff4ffaed89fba0][bookmark: _Toc77571264]Protocol Examples
In this scenario, a protocol client first adds a permission to a list and then gets the collection of permissions for that list. The protocol client then updates the recently added permission and gets the collection of permissions again to see the updated collection.
A protocol client first constructs the following SOAP message to add a permission to a list. The protocol client sends the SOAP message to the protocol server:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <AddPermission xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <objectName>
    Announcements
   </objectName>
   <objectType>
    list
   </objectType>
   <permissionIdentifier>
    HelpGroup
   </permissionIdentifier>
   <permissionType>
    group
   </permissionType>
   <permissionMask>
    -1
   </permissionMask>
  </AddPermission>
 </soap:Body>
</soap:Envelope>
The protocol server then responds with the following:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <AddPermissionResponse xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/" />
 </soap:Body>
</soap:Envelope>
To get the collection of permissions from a list, the protocol client next constructs the following SOAP message. The protocol client sends the SOAP message to the protocol server:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <GetPermissionCollection xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <objectName>
    Announcements
   </objectName>
   <objectType>
    list
   </objectType>
  </GetPermissionCollection>
 </soap:Body>
</soap:Envelope>
The protocol server then responds with the following:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <GetPermissionCollectionResponse xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <GetPermissionCollectionResult>
    <GetPermissionCollection>
     <Permissions>
      <Permission MemberID="1" Mask="-1" MemberIsUser="True" MemberGlobal="False" UserLogin="MYDOMAIN\user1" />
      <Permission MemberID="3" Mask="-1" MemberIsUser="False" MemberGlobal="True" GroupName="Farm Administrators" />
      <Permission MemberID="5" Mask="-1" MemberIsUser="False" MemberGlobal="True" GroupName="HelpGroup" />
     </Permissions>
    </GetPermissionCollection>
   </GetPermissionCollectionResult>
  </GetPermissionCollectionResponse>
 </soap:Body>
</soap:Envelope>
To update the permissions for a group to a list, the protocol client constructs the following SOAP message and sends it to the protocol server:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <UpdatePermission xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <objectName>
    Announcements
   </objectName>
   <objectType>
    list
   </objectType>
   <permissionIdentifier>
    HelpGroup
   </permissionIdentifier>
   <permissionType>
    group
   </permissionType>
   <permissionMask>
    138612833
   </permissionMask>
  </UpdatePermission>
 </soap:Body>
</soap:Envelope>
The protocol server then responds with the following:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <UpdatePermissionResponse xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/" />
 </soap:Body>
</soap:Envelope>
To get the collection of permissions from a list, the protocol client then constructs the following SOAP message and sends it to the protocol server:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <GetPermissionCollection xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <objectName>
    Announcements
   </objectName>
   <objectType>
    list
   </objectType>
  </GetPermissionCollection>
 </soap:Body>
</soap:Envelope>
The protocol server then responds with the following:
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">
 <soap:Body>
  <GetPermissionCollectionResponse xmlns="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <GetPermissionCollectionResult>
    <GetPermissionCollection>
     <Permissions>
      <Permission MemberID="1" Mask="-1" MemberIsUser="True" MemberGlobal="False" UserLogin="MYDOMAIN\user1" />
      <Permission MemberID="3" Mask="-1" MemberIsUser="False" MemberGlobal="True" GroupName="Farm Administrators" />
      <Permission MemberID="5" Mask="138612833" MemberIsUser="False" MemberGlobal="True" GroupName="HelpGroup" />
     </Permissions>
    </GetPermissionCollection>
   </GetPermissionCollectionResult>
  </GetPermissionCollectionResponse>
 </soap:Body>
</soap:Envelope>
[bookmark: section_ede5a39dc53d4133902de6b214afc8d1][bookmark: _Toc77571265]Security
[bookmark: section_bb09aaae4deb40638d258beeaefaa497][bookmark: _Toc77571266]Security Considerations for Implementers
None.
[bookmark: section_4a86d20ed33c4936b26b5bce4ef3c251][bookmark: _Toc77571267]Index of Security Parameters
None.
[bookmark: section_7f5165a2e642461588c4d73282882c57][bookmark: _Toc77571268]Appendix A: Full WSDL
For ease of implementation, the full WSDL and schema are provided in this appendix.
<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" xmlns:tns="http://schemas.microsoft.com/sharepoint/soap/directory/" xmlns:s1="http://microsoft.com/wsdl/types/" xmlns:s="http://www.w3.org/2001/XMLSchema" xmlns:soap12="http://schemas.xmlsoap.org/wsdl/soap12/" xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" targetNamespace="http://schemas.microsoft.com/sharepoint/soap/directory/" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
 <wsdl:types>
  <s:schema elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/sharepoint/soap/directory/">
   <s:import namespace="http://microsoft.com/wsdl/types/" />
   <s:element name="GetPermissionCollection">
    <s:complexType>
     <s:sequence>
      <s:element minOccurs="1" maxOccurs="1" name="objectName" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="objectType" type="s:string" />
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="GetPermissionCollectionResponse">
    <s:complexType>
     <s:sequence>
      <s:element minOccurs="0" maxOccurs="1" name="GetPermissionCollectionResult">
       <s:complexType>
        <s:sequence>
         <s:element name="GetPermissionCollection">
          <s:complexType>
           <s:sequence>
            <s:element maxOccurs="unbounded" name="Permission">
             <s:complexType>
              <s:attribute name="MemberID" type="s:int" use="required" />
              <s:attribute name="Mask" type="s:int" use="required" />
              <s:attribute name="MemberIsUser" type="s:string" use="required" />
              <s:attribute name="MemberGlobal" type="s:string" use="required" />
              <s:attribute name="UserLogin" type="s:string" use="optional" />
              <s:attribute name="GroupName" type="s:string" use="optional" />
             </s:complexType>
            </s:element>
           </s:sequence>
          </s:complexType>
         </s:element>
        </s:sequence>
       </s:complexType>
      </s:element>
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="AddPermission">
    <s:complexType>
     <s:sequence>
      <s:element minOccurs="1" maxOccurs="1" name="objectName" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="objectType" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionIdentifier" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionType" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionMask" type="s:int" />
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="AddPermissionResponse">
    <s:complexType />
   </s:element>
   <s:element name="AddPermissionCollection">
    <s:complexType>
     <s:sequence>
      <s:element name="objectName" type="s:string" minOccurs="1"/>
      <s:element name="objectType" type="s:string" minOccurs="1"/>
      <s:element name="permissionsInfoXml" minOccurs="1">
       <s:complexType>
        <s:sequence>
         <s:element name="Permissions">
          <s:complexType>
           <s:sequence>
            <s:element name="Users" minOccurs="0" maxOccurs="1">
             <s:complexType>
              <s:sequence>
               <s:element minOccurs="0" maxOccurs="100" name="User">
                <s:complexType>
                 <s:attribute name="LoginName" type="s:string" use="required" />
                 <s:attribute name="Email" type="s:string" use="optional" />
                 <s:attribute name="Name" type="s:string" use="optional" />
                 <s:attribute name="Notes" type="s:string" use="optional" />
                 <s:attribute name="PermissionMask" type="s:int" use="required" />
                </s:complexType>
               </s:element>
              </s:sequence>
             </s:complexType>
            </s:element>
            <s:element name="Groups" minOccurs="0" maxOccurs="1">
             <s:complexType>
              <s:sequence>
               <s:element minOccurs="0" maxOccurs="100" name="Group">
                <s:complexType>
                 <s:attribute name="GroupName" type="s:string" use="required" />
                 <s:attribute name="PermissionMask" type="s:int" use="required" />
                </s:complexType>
               </s:element>
              </s:sequence>
             </s:complexType>
            </s:element>
            <s:element name="Roles" minOccurs="0" maxOccurs="1">
             <s:complexType>
              <s:sequence>
               <s:element minOccurs="0" maxOccurs="100" name="Role">
                <s:complexType>
                 <s:attribute name="RoleName" type="s:string" use="required" />
                 <s:attribute name="PermissionMask" type="s:int" use="required" />
                </s:complexType>
               </s:element>
              </s:sequence>
             </s:complexType>
            </s:element>
           </s:sequence>
          </s:complexType>
         </s:element>
        </s:sequence>
       </s:complexType>
      </s:element>
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="AddPermissionCollectionResponse">
    <s:complexType />
   </s:element>
   <s:element name="UpdatePermission">
    <s:complexType>
     <s:sequence>
      <s:element minOccurs="1" maxOccurs="1" name="objectName" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="objectType" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionIdentifier" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionType" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionMask" type="s:int" />
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="UpdatePermissionResponse">
    <s:complexType />
   </s:element>
   <s:element name="RemovePermission">
    <s:complexType>
     <s:sequence>
      <s:element minOccurs="1" maxOccurs="1" name="objectName" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="objectType" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionIdentifier" type="s:string" />
      <s:element minOccurs="1" maxOccurs="1" name="permissionType" type="s:string" />
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="RemovePermissionResponse">
    <s:complexType />
   </s:element>
   <s:element name="RemovePermissionCollection">
    <s:complexType>
     <s:sequence>
      <s:element name="objectName" type="s:string" minOccurs="1"/>
      <s:element name="objectType" type="s:string" minOccurs="1"/>
      <s:element name="memberIdsXml" minOccurs="1">
       <s:complexType>
        <s:sequence>
         <s:element name="Members">
          <s:complexType>
           <s:sequence>
            <s:element maxOccurs="unbounded" name="Member">
             <s:complexType>
              <s:attribute name="ID" type="s:int" use="required" />
             </s:complexType>
            </s:element>
           </s:sequence>
          </s:complexType>
         </s:element>
        </s:sequence>
       </s:complexType>
      </s:element>
     </s:sequence>
    </s:complexType>
   </s:element>
   <s:element name="RemovePermissionCollectionResponse">
    <s:complexType />
   </s:element>
  </s:schema>
  <s:schema elementFormDefault="qualified" targetNamespace="http://microsoft.com/wsdl/types/">
   <s:simpleType name="guid">
    <s:restriction base="s:string">
     <s:pattern value="[0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-fA-F]{12}" />
    </s:restriction>
   </s:simpleType>
  </s:schema>
 </wsdl:types>
 <wsdl:message name="GetPermissionCollectionSoapIn">
  <wsdl:part name="parameters" element="tns:GetPermissionCollection" />
 </wsdl:message>
 <wsdl:message name="GetPermissionCollectionSoapOut">
  <wsdl:part name="parameters" element="tns:GetPermissionCollectionResponse" />
 </wsdl:message>
 <wsdl:message name="AddPermissionSoapIn">
  <wsdl:part name="parameters" element="tns:AddPermission" />
 </wsdl:message>
 <wsdl:message name="AddPermissionSoapOut">
  <wsdl:part name="parameters" element="tns:AddPermissionResponse" />
 </wsdl:message>
 <wsdl:message name="AddPermissionCollectionSoapIn">
  <wsdl:part name="parameters" element="tns:AddPermissionCollection" />
 </wsdl:message>
 <wsdl:message name="AddPermissionCollectionSoapOut">
  <wsdl:part name="parameters" element="tns:AddPermissionCollectionResponse" />
 </wsdl:message>
 <wsdl:message name="UpdatePermissionSoapIn">
  <wsdl:part name="parameters" element="tns:UpdatePermission" />
 </wsdl:message>
 <wsdl:message name="UpdatePermissionSoapOut">
  <wsdl:part name="parameters" element="tns:UpdatePermissionResponse" />
 </wsdl:message>
 <wsdl:message name="RemovePermissionSoapIn">
  <wsdl:part name="parameters" element="tns:RemovePermission" />
 </wsdl:message>
 <wsdl:message name="RemovePermissionSoapOut">
  <wsdl:part name="parameters" element="tns:RemovePermissionResponse" />
 </wsdl:message>
 <wsdl:message name="RemovePermissionCollectionSoapIn">
  <wsdl:part name="parameters" element="tns:RemovePermissionCollection" />
 </wsdl:message>
 <wsdl:message name="RemovePermissionCollectionSoapOut">
  <wsdl:part name="parameters" element="tns:RemovePermissionCollectionResponse" />
 </wsdl:message>
 <wsdl:portType name="PermissionsSoap">
  <wsdl:operation name="GetPermissionCollection">
   <wsdl:input message="tns:GetPermissionCollectionSoapIn" />
   <wsdl:output message="tns:GetPermissionCollectionSoapOut" />
  </wsdl:operation>
  <wsdl:operation name="AddPermission">
   <wsdl:input message="tns:AddPermissionSoapIn" />
   <wsdl:output message="tns:AddPermissionSoapOut" />
  </wsdl:operation>
  <wsdl:operation name="AddPermissionCollection">
   <wsdl:input message="tns:AddPermissionCollectionSoapIn" />
   <wsdl:output message="tns:AddPermissionCollectionSoapOut" />
  </wsdl:operation>
  <wsdl:operation name="UpdatePermission">
   <wsdl:input message="tns:UpdatePermissionSoapIn" />
   <wsdl:output message="tns:UpdatePermissionSoapOut" />
  </wsdl:operation>
  <wsdl:operation name="RemovePermission">
   <wsdl:input message="tns:RemovePermissionSoapIn" />
   <wsdl:output message="tns:RemovePermissionSoapOut" />
  </wsdl:operation>
  <wsdl:operation name="RemovePermissionCollection">
   <wsdl:input message="tns:RemovePermissionCollectionSoapIn" />
   <wsdl:output message="tns:RemovePermissionCollectionSoapOut" />
  </wsdl:operation>
 </wsdl:portType>
 <wsdl:binding name="PermissionsSoap" type="tns:PermissionsSoap">
  <soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
  <wsdl:operation name="GetPermissionCollection">
   <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/GetPermissionCollection" style="document" />
   <wsdl:input>
    <soap:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="AddPermission">
   <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/AddPermission" style="document" />
   <wsdl:input>
    <soap:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="AddPermissionCollection">
   <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/AddPermissionCollection" style="document" />
   <wsdl:input>
    <soap:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="UpdatePermission">
   <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/UpdatePermission" style="document" />
   <wsdl:input>
    <soap:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="RemovePermission">
   <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/RemovePermission" style="document" />
   <wsdl:input>
    <soap:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="RemovePermissionCollection">
   <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/RemovePermissionCollection" style="document" />
   <wsdl:input>
    <soap:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
 </wsdl:binding>
 <wsdl:binding name="PermissionsSoap12" type="tns:PermissionsSoap">
  <soap12:binding transport="http://schemas.xmlsoap.org/soap/http" />
  <wsdl:operation name="GetPermissionCollection">
   <soap12:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/GetPermissionCollection" style="document" />
   <wsdl:input>
    <soap12:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap12:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="AddPermission">
   <soap12:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/AddPermission" style="document" />
   <wsdl:input>
    <soap12:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap12:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="AddPermissionCollection">
   <soap12:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/AddPermissionCollection" style="document" />
   <wsdl:input>
    <soap12:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap12:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="UpdatePermission">
   <soap12:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/UpdatePermission" style="document" />
   <wsdl:input>
    <soap12:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap12:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="RemovePermission">
   <soap12:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/RemovePermission" style="document" />
   <wsdl:input>
    <soap12:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap12:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
  <wsdl:operation name="RemovePermissionCollection">
   <soap12:operation soapAction="http://schemas.microsoft.com/sharepoint/soap/directory/RemovePermissionCollection" style="document" />
   <wsdl:input>
    <soap12:body use="literal" />
   </wsdl:input>
   <wsdl:output>
    <soap12:body use="literal" />
   </wsdl:output>
  </wsdl:operation>
 </wsdl:binding></wsdl:definitions>
[bookmark: section_bbad74a7f3af42ff9b199132134ab090][bookmark: _Toc77571269]Appendix B: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· The 2007 Microsoft Office system
· Microsoft Office 2010 suites
· Microsoft Office 2013
· Windows SharePoint Services 2.0
· Windows SharePoint Services 3.0
· Microsoft SharePoint Foundation 2010
· Microsoft SharePoint Foundation 2013
· Microsoft Office 2016
· Microsoft SharePoint Server 2016
· Microsoft Office 2019
· Microsoft SharePoint Server 2019
· Microsoft Office 2021
· Microsoft SharePoint Server Subscription Edition Preview
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 3.1.4.1.2.1:  This is the expected behavior but when "role" is given, Windows SharePoint Services 3.0 does not work as expected.
<2> Section 3.1.4.4.2.1:  This is the expected behavior but when "role" is given, Windows SharePoint Services 3.0 does not work as expected.
<3> Section 3.1.4.6.2.1:  This is the expected behavior but when "role" is given, Windows SharePoint Services 3.0 does not work as expected.
[bookmark: section_e724695a76d94f86a5a899cd0f618389][bookmark: _Toc77571270]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
	Section
	Description
	Revision class

	7 Appendix B: Product Behavior
	Updated list of supported products.
	major

	7 Appendix B: Product Behavior
	Updated list of supported products.
	Major
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