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Intellectual Property Rights Notice for Protocol Documentation
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order to develop implementations of the protocols, and may distribute portions of
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properly document the implementation. This permission also appliesto any
documents that are referenced in the protocol documentationt
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e No Trade Secrets. Microsoft does not claim any tradessecret rights in this

documentation.

e Patents. Microsoft has patents that may cover your implementations of the
protocols. Neither this notice nor Microsoft's delivery of the documentation grants
any licenses under those or any other Microsoft patents: Hewever, the protocols
may be covered by Microsoft’s OpenfSpeeification Promise (available here:
http://www.microsoft.com/interop/0sp/default. mspx). If you would prefer a
written license, or if the protocel§iare not covered by the OSP, patent licenses are
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rights. This netice does net grant anylicenses under those rights.

Reservation of Rights.” Al other rights are reserved, and this notice does not grant any
rights other thand specifically described above, whether by implication, estoppel, or
otherwise.

Preliminary Documentation. This documentation is preliminary documentation for these
protocols., Since the.doéiimentation may change between this preliminary version and the
final version, there are risks in relying on preliminary documentation. To the extent that you
incur additional development obligations or any other costs as a result of relying on this
preliminary documentation, you do so at your own risk.

Tools. This protocol documentation is intended for use in conjunction with publicly available
standard specifications and networking programming art, and assumes that the reader is either
familiar with the aforementioned material or has immediate access to it. A protocol
specification does not require the use of Microsoft programming tools or programming
environments in order for a Licensee to develop an implementation. Licensees who have
access to Microsoft programming tools and environments are free to take advantage of them.
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1 Introduction

This document specifies the implementation of extensions to POP3 protocol. The following
extensions are specified:
e NTLM (Windows NT LAN Manager) authentication mechanism for POP3 protocol.
This is a proprietary extension used with the POP3 AUTH command as documented
in [RFC1734].

For the purpose of this document, the Exchange Server NTLM POP3 extensio be

referred to in subsequent sections as "NTLM POP3 Extension".

1.1 Glossary
The following terms are defined in [MS-OXGLOS]:

Connection-Oriented NTLM
NT LAN Manager Protocol (N TLM)‘
NTLM AUTHENTICATE_MESSAGE
NTLM CHALLENGE MESSAGE
NTLM message

NTLM NEGOTIATE_MESSAG
NTLM software

Post Office Protocol — Versi

follows:
<+0K> <response text><CR><LE>

Or:

<-ERR><response text><CR><LE>
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MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used
as described in [RFC2119]. All statements of optional behavior use either MAY,
SHOULD, or SHOULD NOT.

1.2 References

1.2.1 Normative References

[MS-NLMP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication Pr
Specification", July 2006, http://go.microsoft.com/fwlink/?LinkId=111472.

[MS-OXBBODY] Microsoft Corporation, "Best Body Retrieval Protocol Spe
April 2008.

[MS-OXGLOS] Microsoft Corporation, "Office Exchange Protocols
2008.

http://www.ietf.org/rfc/rfc1734.txt.

[RFC1939] Myers, J., Rose, M., "Post
http://www.ietf.org/rfc/rfc1939.txt.

., Lundblade, L., "POP3 Extension Mechanism", RFC
.detf.org/rfc/rfc2449 txt.

., Ed. and Overell, P., "Augmented BNF for Syntax Specifications:
4234, October 2005, http://www.ietf.org/rfc/rfc4234.txt.

.2 Informative References
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1.3 Protocol Overview (Synopsis)

Client applications that connect to the Post Office Protocol 3 (POP3) service included in
Exchange Server can use either standard plaintext password authentication, as specified in
[RFC1939], or Windows NT LAN Manager (NTLM) authentication. <1>

The Exchange NTLM POP3 Extension specifies how a POP3 client and POP3 server can use
the NT LAN Manager (NTLM) Authentication Protocol, as specified in [MS-NLMP], so that
the POP3 server can authenticate the POP3 client. NTLM is a challenge/response
authentication protocol that depends on the application layer protocols to transport NiI'EM
packets from client to server, and from server to client.

This specification defines how the POP3 Authentication command as specifiédin [REC1734]
is used to perform authentication using the NTLM authentication protocél. The POR3
Authentication command standard defines an extensibility mechanism for arbitfary 'S
authentication protocols to be plugged into the core protocol.

This specification defines an embedded protocol in which NTEM authenticatiomsdata is first
transformed into a base64 representation, and then formatted by padding with POP3 keywords
as defined by the AUTH mechanism. The base64 encoding and the formatting is very
rudimentary, and solely intended to make the NTLM data fit the framework specified in
[RFC1734]. The following diagram illustrates the.sequence of transformations performed on
an NTLM message to produce a message that'can be sent over POP3.

POP3 Auth comm
MTLM basebd-encoded
message NTLM smeSEage

basetd4-encoded
NTLM message

Figure 1: RelationShipibetween NTEM message and POP3: NTLM Authentication
Protocol message

This spegification specifies a/pass-through protocol that does not specify the structure of
NTLM informationalnstead; the protocol relies on the software that implements the NTLM
Authentication Protocol (as specified in [MS-NLMP]) to process each NTLM message to be
sent'orreceived.

This specificationrdefines a server and a client role.

‘When POP3 performs an NTLM authentication, it needs to interact with the NTLM
subsystem appropriately. Below is an overview of this interaction.

If acting as a POP3 client:
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The NTLM subsystem returns the first NTLM message to the client, to be sent to the
server.

The client MUST apply the base64-encoding and POP3-padding transformations
mentioned earlier and described in detail later in this document to produce a POP3
message and send this message to the server.

The client MUST wait for a response from the server. When the response is received,
it checks to see whether it indicates the end of authentication (success or failus€)por
that authentication is continuing.

4. If the authentication is continuing, the response message is stripped of the POP3 padding,
base64 decoded, and passed into the NTLM subsystem, upon which the NTEM subsystem
might return another NTLM message that needs to be sent to the serverf Steps 3shrough Siare
repeated until authentication succeeds or fails. 4

If acting as a POP3 server:

1.

The server then waits to receive the first@OP3 authentication message, from the client.

2. When a POP3 message is received from the ¢lient, the POP3,padding is removed, the

message is base64 decoded, and the resulting NTEM message 1s passed into the
NTLM subsystem.

The NTLM subsystem will retdn a status indicatingywhether authentication
completed successfully, failed, or whethenmore NTLM messages need to be
exchanged to comiplete the authentication:

If the authefitication 18 continuing; the NTLM subsystem will return an NTLM
message thatneeds to besént to the server. This message is base64-encoded, the POP3
padding is appliedhand sentto the client. Steps 2 through 4 are repeated until
authentication Succeeds or fails,

The sequence that follows shows the typical flow of packets between client and server once
NTLM authentication has been selected.

N

The POP3 client sends an NTLM NEGOTIATE MESSAGE embedded in a
POP3 AUTH NTLM Blob Command packet to the server.

On receiving the POP3 packet with an NTLM NEGOTIATE MESSAGE, the POP3
server sends an NTLM CHALLENGE MESSAGE embedded in a POP3 packet to
the client.

In response, the POP3 client sends an NTLM AUTHENTICATE MESSAGE
embedded in a POP3 packet.

8of27

[MS-OXPOP3] - v0.1

Post Office Protocol Version 3 (POP3) Extensions Specification
Copyright © 2008 Microsoft Corporation.

Release: Friday, April 4, 2008



4. The server then sends a POP3 Response to the client to successfully complete the
authentication process.

The NTLM NEGOTIATE MESSAGE, NTLM CHALLENGE MESSAGE, and NTLM
AUTHENTICATE MESSAGE packets contain NTLM authentication data that has to be
processed by the NTLM software installed on the local computer. How to retrieve and
process NTLM messages is specified in [MS-NLMP].

Implementers of this specification have to possess a working knowledge of the following:

POP3, as specified in [RFC1734] and [RFC1939].
The Multipurpose Internet Mail Extensions (MIME) base64 encodifig method, as
specified in [RFC1521].

e The NTLM Authentication Protocol, as specified in [MS-NLMP]. TS

1.4 Relationship to Other Protocols

The NTLM POP3 Extension uses the POP3 AUTH extension mechanism, as specified in
[RFC1734], and is an embedded protocol. Unlike Standalone@pplication pretocols, such as
Telnet or Hypertext Transfer Protocol (HTTP), packets for this specification are embedded in
POP3 commands <2> and server responses.

POP3 specifies only the sequence in which a POP3 server and POP3 client are required to
exchange NTLM messages to successfully atuthenticateithe eliént to the server. It does not
specify how the client obtains NTLM meSsages from the local NTLM software, or how the
POP3 server processes NTLM messages. The POP3 client'and POP3 server implementations
depend on the availability,of an implementation‘@f the NTLM Authentication Protocol (as
specified in [MS-NLMPY) to obtain and process NTLM messages and on the availability of
the base64 encoding and decdding mechanisms (as specified in [RFC1521]) to encode and
decode the NTLM 'messages embedded in POP3 packets.

1.5 Prerequisites/Preconditions

Because POP3 depends on NTEM to authenticate the client to the server, both server and
client MUST have aceéss to an implementation of the NTLM Authentication Protocol (as
specifieddn [MS-NEMPY]) that is capable of supporting connection-oriented NTLM.

1.6 Applicability' Statement

The NTLM POP3 Extension MUST be used only when implementing a POP3 client that
needs fo authenticate to a POP3 server by using NTLM authentication.

1.7 Versioning and Capability Negotiation

This document covers versioning issues in the following areas: Security and Authentication
Metheds: The NTLM POP3 Extension supports the NTLMv1 and NTLMv2 authentication
methods, as specified in [MS-NLMP]. Capability Negotiation: POP3 does not support
negotiation of which version of the NTLM Authentication Protocol to use. Instead, the NTLM
Authentication Protocol version MUST be configured on both the client and the server prior to
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authentication. NTLM Authentication Protocol version mismatches are handled by the NTLM
Authentication Protocol implementation, not by POP3.

The client discovers whether the server supports NTLM AUTH through the AUTH command,
issued without any arguments, upon which the server responds with a list of supported
authentication mechanisms followed by a line containing only a period (.). f NTLM is
supported, the server will list the word "NTLM" in the list. The messages involved are
formally described in other sections of this document in section 2.2.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments
None.

2 Messages

The following sections specify how the NTLM POP3 Ext messa sported and
NTLM POP3 Extension message syntax.

2.1 Transport

The NTLM POP3 Extension does not establi
Extension messages are encapsulated in P
Extension messages are encapsulated i

ctions. Instead, NTLM POP3
ponses. How NTLM POP3
pecified in section 2.2.

2.2 Message Syntagy
The NTLM POP3 Extensio ivided into the three categories, depending on

to be customized by the extensibility mechanism (such as NTLM). The following
ustomizations are introduced by this document:

A client can query the server to see if NTLM is supported. This is accomplished by
issuing the AUTH command without any parameters. This is shown in ABNF (for
more information on ABNF, see [RFC4234]) in the following example: <3>
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AUTH<CR><LF>

e The server responds to this message with a message followed by a list of supported
authentication mechanisms, followed by a list termination message. This sequence is
shown in ABNF format in the example below:

+OK<CR><LF>
NTLM<CR><LF>
<CR><LF>

e [RFC1734] section 2 defines the syntax of the AUTH command te'initiate
authentication. The parameter "mechanism" is defined to be thefstring "NTEM" for
NTLM POP3 Extension. The command to initiate an NTLM cenversation by axelient
in ABNF is shown in the following example. This is refemedyto as
POP3 AUTH NTLM Initiation Command in this dgeument.

AUTH NTLM<CR><LF>

e IfNTLM is supported, the POP3 server will téspond with'a POP3 message to indicate
that NTLM is supported. The syntax ofthisscommand in ABNF form is shown in the
following example. This is referred t¢ as POP3, NTLM Supported Response in this
document.

+OK<CR><LF>

e IfNTLM is not suppoited, the POP3 server returns a failure status code as defined by
[RFC1734].The only'data in this message that is useful is the -ERR. The remaining
data is human-teadable datayand has no bearing on the authentication. The syntax of
this command 1 ABNF form is shown in the following example. This is referred to as
POP3 AUTH NTLM Fail Response in this document.

-ERR ghuman readable string> <CR><LF>

e o At every point of tufie during the authentication exchange, the client MUST parse the
responses in the messages sent by the server and interpret them as defined by
[RE€1734]. The responses define various states such as success in authenticating,
failure te authenticate, and any other arbitrary failures that the software may
encounter.

The client MAY receive any one of the following responses during authentication.
Note that the syntax and meaning of all these messages are specified in [RFC1734].

o POP3 AUTH NTLM Blob Response: This message is partially defined in
[RFC1734]. The '+ status code indicates ongoing authentication, and indicates
that the <base64-encoded-NTLM-message> is to be processed by the
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authentication subsystem. In this case, the client MUST de-encapsulate the
data, and pass it to the NTLM subsystem.

+ < base64-encoded-NTLM-message><CR><LF>

o POP3 AUTH NTLM Fail Response: This message is defined in [RFC1734
and indicates that the authentication has terminated unsuccessfully, either
because the username or password was incorrect, or due to some other
arbitrary error such as a software or data corruption error.

-ERR <human-readable-string><CR><LF>

o POP3 AUTH NTLM Succeeded Response: This mess
[RFC1734] and indicates that the authentication negotiation has
with the client successfully authenticating to the server.

+0OK <human-readable-string><CR><LF>

o POP3_AUTH_NTLM_Cancel]‘Respon
[RFC1734] and indicates that the authenticati otiation has been canceled
with the client.

+ERR <human-readable-stri

followir?yntax i d conform to the prescription as
specified in

—

o e clie t i able to ¢ the authentication request by issuing a
ancellation_ Command. This has the following syntax defined

3 Server Messages

tio nes the creation of POP3 AUTH NTLM Blob Response messages. These
eNTLM messages sent by the server and MUST be encapsulated as follows to conform to
ax specified by the AUTH mechanism.

1. Base64-encode the NTLM message data. This is needed because NTLM messages
contain data outside the ASCII character range, whereas POP3 only supports ASCII
characters.

2. To the base64-encoded string, prefix the POP3 response code with a plus sign (+).
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3. Suffix the <CR> and <LF> character (ASCII values 0x0OD and 0x0A) as required
by POP3.

The ABNF definition of a server message is as follows:

+ <base64-encoded-NTLM-message><CR><LF>

De-encapsulation of these messages by the client follows the reverse logic:
1. Remove the <CR> and <LF> character (ASCII values 0x0D and 0x0A)
2. Remove the POP3 response code (+).

3. Decode the base64-encoded POP3 data to produce the origin;
data.

2.2.3 POP3 Client Messages

This section defines the processing of POP3 AUTH _NT
These NTLM messages sent by the client are elﬁ)sulate
AUTH mechanism:

1. Base64-encode the NTLM message
contain data outside the ASCII char
characters.

use NTLM messages
POP3 only supports ASCII

values 0xOD and 0x0A) as required

64-decode the POP3 data to produce the original NTLM message data.
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3 Protocol Details
3.1 POP3 Client Details
3.1.1 Abstract Data Model

3.1.1.1 POP3 State Model

Send POP3 AUTH MTLM Initiation Command *
Receive

State2 POP3_AUTH_MNTLM_Fail_Response

Receive POP3_NTLM_Supported_Response ‘

Statel

Receive POP3_ALITH_NTLM Succeedad nse,
POP3_AUTH_NTLM_Fail_Response,
or POP3 subsystem r.

POP3 Extension has the following states:

is the state of the client after the POP3_AUTH_Initiation Command has been sent.

tate 1: inside authentication.

is the state entered by a client after it has received a

POP3 NTLM_ Supported Command. In this state, the client initializes the NTLM subsystem
and repeats the following steps:
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e Encapsulates the NTLM message, returned by the NTLM subsystem, into a POP3
message. Waits for a response from the server.

e De-encapsulates received POP3 message data (if any) from the other party and
converts it to NTLM message data.

e Passes it to the NTLM subsystem.

e Sends the POP3 message to the other party.

This state terminates when:

e For the server: The NTLM subsystem reports completion with either a succéss or
failed authentication status, upon which it sends the client and
POP3 AUTH NTLM Suceeded Response or POP3 AUTH NTLM Fail \Response
as specified in [RFC1734].

e For the client: a POP3 AUTH NTLM Suceeded Response or
POP3 AUTH _NTLM Fail Response is received. L

e For either client or server: when any failure is reported bysthe N TLWV subsystem.

4. Stop: completed authentication.

This is the state of the client on exiting the insid€ authentication state. Thetules for how the
inside authentication state are exited are defined in section 3.1°5. The behavior of POP3 in
this state is not in the scope of this document—it represents the end state of the authentication
protocol.

3.1.1.2 NTLM Subsystem Interaction

During inside authentication phasé, the POP3 client invokes the NTLM subsystem as
described in [MS-NLMPY section 3.1."The NTLM protocol is used with these options:
1. The negotiation is a éonnection-otiénted NTLM negotiation.
2. None of the flags specifiedyin [MS-NEMP] section 3.1.1 are specific to NTLM.

The following is a.desesiption of howPOP3 uses NTLM. All NTLM messages are
encapsulated as@pecified i section 2.1. [MS-NLMP] section 3.1.1 describes the data model,
internal states,/and sequencing of NTLM messages in greater detail:

1., The client initiates the authentication by invoking NTLM, upon which NTLM will
teturn the NTEMINEGOTIATE MESSAGE to be sent to the server.

2.\ Subsequently, the exchange of NTLM messages goes on as defined by the NTLM
protocol, with the POP3 client encapsulating the NTLM messages before sending
them to the server, and de-encapsulating POP3 messages to obtain the NTLM
message before giving it to NTLM.

3. The NTLM protocol completes authentication, either successfully or unsuccessfully,
as follows:

e The server sends the POP3_ AUTH _NTLM _Succeeded Response to the
client. On receiving this message, the client transitions to the
completed authentication state and SHOULD treat the authentication attempt

as successful.
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e The server sends the POP3_ AUTH NTLM Fail Response to the client. On
receiving this message, the client transitions to the completed authentication
state and SHOULD treat the authentication attempt as failed.

e Failures reported from the NTLM package (which can occur for any reason,
including incorrect data being passed in, or implementation-specific errors),
MAY be reported to the client by NTLM and cause the client to transition to
the completed authentication state.

3.1.2 Timers
None.

3.1.3 Initialization
None.

3.1.4 Higher-Layer Triggered Events
None.

3.1.5 Message Processing Events and Sequeneing Rules

The NTLM POP3 Extension is driven by a series of message exchanges between a POP3
server and a POP3 client. The rules governingthe'sequencing of commands and the internal
states of the client and server are defined by @ combinatien of [RFC1734] and [MS-NLMP].
Section 3.1.1 completely defines how the rules specifiedin[RFC1734] and [MS-NLMP]
govern POP3 authentication.

3.1.5.1 Receiving a POP3 NTLM Supported Response Message

The expected statefis,sent authentication tequest.

On receiving this message, a client MUST generate the first NTLM message by calling the
NTLM subsystem. The NIELM subsystem then generates NTLM NEGOTIATE MESSAGE
as specified in [MS=NLMP]."The NTEM'message is then encapsulated as defined previously
and sent to the Server.

The state of the ¢lientds changed {0 "inside authentication".

3.1.52 Receiving.a POP3 AUTH NTLM Fail Response Message

The expectedistate is sent_authentication_request.
O receiving this message, a client MUST abort the NTLM authentication attempt.

3:1.5.3 Receiving a POP3_NTLM_Blob_Response

The eéxpected state is inside_authentication.
On receiving this message, a client MUST de-encapsulate it to obtain the embedded NTLM
message, and pass it to the NTLM subsystem for processing. The NTLM subsystem MAY
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then either report an error, or report success and return an NTLM message to be sent to the
server.

3.1.5.3.1 Errorfrom NTLM

If the NTLM subsystem reports an error, the client MUST change its internal state to
"completed authentication" and consider that the authentication has failed. The client can the
take any action it considers appropriate; this document does not mandate any specific course
of action.

Typical actions are to attempt other (non-authentication-related) POP3 commands, ¢
disconnect the connection.

3.1.5.3.2 NTLM Reports Success and Returns an NTLM Messag

The NTLM message SHOULD be encapsulated and sent to the server. ]
the state of the client.

3.1.5.4 Receiving a POP3_AUTH_Succeeded_Re

Expected state: inside_authentication
The POP3 client MUST change its internal statQ complet I nd consider
that the authentication has succeeded. The client canghen take
appropriate. This document does not mandate any sp

Expected state: inside authentication.
The POP3 client MUST change its i completed authentication and consider
that the authentication hagyfailed. i take any action it considers appropriate;
this document does not date any i action.
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3.2 POP3 Server Details

3.2.1 Abstract Data Model

3.2.1.1 POP3 State Model

Receive POP3 AUTH_ Initiation Comrmand
Send
Statez POP3_AUTH NTLM Fail_Response
Send
POP3 NTLM Supported Response

\ 4

Send
POP3_AUTH_NTLM_Succeeded_Response,

POP3 _AUTH_Failure Response,
POP3_AUTH_MNTLM_Fail_Response or
POF3 subsystem wr.

The abstract data mode Extension has the following states:

: received _authentication_request.

e state of the client after the POP3_ AUTH NTLM Initiation Command has
been received.

State 1: inside authentication.
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This is the state entered by a server after it has sent a
POP3 NTLM Supported Response. In this state, the server initializes the NTLM
subsystem and repeats the following steps:
e Waits for a message from the client.
e De-encapsulates received POP3 message-data party and obtains the embedded
NTLM message data.
e Passes it to the NTLM subsystem.
e Encapsulates the NTLM message returned by the NTLM subsystem into a
POP3 message.
e Sends the POP3 message to the other party.

This state terminates when:
e The NTLM subsystem reports completion with either aSuccess or failed
authentication status, upon which it sends the client and L 3
POP3 AUTH NTLM Succeeded Response or
POP3 AUTH _NTLM_Fail Response, as spegificd m [RFC1734].
e Any failure is reported by the NTLM subsystem.

4. Stop: completed authentication.

This is the state of the server on exitingfhe'inside_authentication state. The rules for
how the inside authentication state ate exited are defined in section 3.2.5. The
behavior of POP3 in this state isspeeified in [REC1734}—it represents the end_state
of the authentication protocol.

3.2.1.2 NTLM SubSystem Interaction

During inside authenticationi state, the POP3 server invokes the NTLM subsystem as
specified in [MS-NLEMP] section 3.1.1. The'NFLM protocol is used with the following
options:

1. The negotiation,is a'connection-oriented NTLM negotiation.

2. None of'the flags speeified in [MS-NLMP] section 3.1.1 are specific to NTLM.

What follews 1§ a déseription of how POP3 uses NTLM. For further details, see [MS-NLMP]
section 3.1.1, which.describés the data-model and sequencing of NTLM packets in greater
detail:

L.\ Thesserver on receiving the NTLM NEGOTIATE MESSAGE passes it to the NTLM
subsystem and is returned the NTLM CHALLENGE MESSAGE, if the NTLM
NEGOTIATE MESSAGE was valid.

2. Subsequently, the exchange of NTLM messages goes on as defined by the NTLM
protocol, with the POP3 server encapsulating the NTLM messages returned by NTLM
before sending them to the client.

3> When the NTLM protocol completes authentication, either successfully or
unsuccessfully, the NTLM subsystem notifies POP3.

e On successful completion the server MUST exit the inside authentication

state and enter the completed authentication state and send the
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POP3 AUTH_Success_Response to the client. On receiving this message, the
client MUST also transition to the completed authentication state.

e Ifa failure occurs due to an incorrect password error, as described in [MS-
NLMP] section 3.3.1 and 3.3.2, the server SHOULD enter the
completed authentication state and send the client a
POP3 AUTH Failure Response message.

e If afailure occurs on the server due to any other reason than the incorrect
password error the server enters the completed authentication state and sends
the client a POP3_ AUTH_Failure Response message. On receivingthis
message the client MUST enter the completed authentication state.

3.2.2 Timers
None. 2’

3.2.3 Initialization
None.

3.2.4 Higher-Layer Triggered Events
None.

3.2.5 Message Processing Events and Sequencing Rules

The NTLM POP3 Extension is driven b§ a seties of message exchanges between a POP3
server and a POP3 client. The rules governing the sequencing of commands and the internal
states of the client and server are défined by a combination of [RFC1734] and [MS-NLMP].
Section 3.1.1 completely defines how théyrules specified in [RFC1734] and [MS-NLMP]
govern POP3 authentication

3.2.5.1 Receivinga POP3 AUTH NTLM Initiation_Command Message

The expected statefis stat.

On receiving this message, the server MUST reply with the

POP3_NTLML Suppeited Response, if it supports NTLM, and change its state to the
inside authentication state.

If the server does notsuppett NTLM, it MUST respond with the

POP3, NTLM_ AUTH Fail Response, and the internal state remains unchanged.

3.2,5.2 Reeeiving a POP3_AUTH_NTLM_Blob_Command Message

‘The expected state is inside authentication.
On receiving this message, a server MUST de-encapsulate the message, obtain the embedded
NTLM message, and pass it to the NTLM subsystem. The NTLM subsystem MAY:
I, Report success in processing the message and return an NTLM message to continue
authentication.
2. Report that authentication completed successfully.
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3. Report that authentication failed due to a bad user name or password, as specified in
[MS-NLMP].

4. Report that the authentication failed due to some other software error or message
corruption.

3.2.5.2.1 NTLM Returns Success, Returning an NTLM Message

The NTLM message MUST be encapsulated and sent to the client. The internal state of the
POP3 server remains unchanged.

3.2.5.2.2 NTLM Returns Success, Indicating Authentication Completed
Successfully

The server MUST return the POP3 NTLM_ AUTH_Succeeded Responsefand changeiits
internal state to completed authentication.

4
3.2.5.2.3 NTLM Returns Status, Indicating User Name ordassword Was Incorrect

The server MUST return the POP3_ AUTH NTML Failed Résponse and changeqts internal
state to completed authentication.

3.2.5.2.4 NTLM Returns a Failure Status, Indicating Any Other Error

The server MUST return the POP3_ AUTH NTLM Failed Responseé.and change its internal
state to completed authentication.

3.2.5.2.5 NTLM Reports Success, Returning an NTLM Message

The NTLM message MUST be encapsulated andysent to the server. No change occurs in the
state of the client.

3.2.6 Timer Eyvents
None.

3.2.7 Other Local Events
None.

4 Protocol Examples

Thexollowing section déscribes operations used in a common scenario to illustrate the
function ‘of the Post Office Protocol 3 (POP3).

4.1 "POP3 Client Successfully Authenticating to a POP3 Server

This section illustrates the NTLM POP3 Extension with a scenario in which a POP3 client
successfully authenticates to a POP3 server using NTLM.
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POP3 POP3
Client Server

S
GPE_AUTH_NTLH_Inltr'atiun Command
- e

S
FH_AUTH_NTLM_EJU b_Commaned
'————_____-‘

[
ALTH_MTLM _Sur.ceede.d_Respﬂnge
- -~ _ -

POP3_AUTH NTLM Blob Command and
AUTH MTLM Succeeded Response are
exchanged until the NTLM subsystern indicates
that a successful logon has occurred

NTLM Succeeds

Figure 4: POP3 client successfully authenticati 3 serv

1. The client sends a POP3 AUTH B a and to the server. This
command is specified in [RFC any POP3-specific data. It is

00000000:4e 54 4c 4d 53 53 50 00 01 00 00 00 07 82 08 a2 NTLMSSP...... ;¢
00000010:00 00 00 00 OO OO OO 00 00 00 00 00 00 00 00 00 ...vivuiunennnnnn
00000020:05 01 28 Oa 00 00 00 Of .. (.....

The server sends a POP3_ AUTH_NTLM Blob Response message containing a
base64-encoded NTLM CHALLENGE MESSAGE.
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+ T1RMTVNTUAACAAAAFAAUADgAAAAFgoqinziKgGYjdl1EAAAAAAAAAAGQAZABMAAAABQ
LODgAAAA9UAEUAUWBUAFMARQBSAFYARQBSAAIAFABUAEUAUWBUAFMARQBSAFYARQBSAA
EAFABUAEUAUWBUAFMARQOBSAFYARQBSAAQAFABUAGUACWBOAFMAZQBYAHYAZQBYAAMAFA
BUAGUACwWBOAFMAZQBYAHYAZQBYAAAAAAA=
00000000:4e 54 4c 4d 53 53 50 00 02 00 00 00 14 00 14 00 NTLMSSP.........
00000010:38 00 00 00 05 82 8a a2 9f 38 8a a8 66 23 76 51 8....,3¢¥88 " f4vQ
00000020:00 00 00 00 00 OO OO0 OO 64 00 64 00 4c 00 00 00 ........ d. e
00000030:05 02 ce Oe 00 00 00 Of 54 00 45 00 53 00 54 00 ..I..... T.
00000040:53 00 45 00 52 00 56 00 45 00 52 00 02 00 14 00 S
00000050:54 00 45 00 53 00 54 00 53 00 45 00 52 00 56 00 T
00000060:45 00 52 00 01 00 14 00 54 00 45 00 53 00 54 00 E .
00000070:53 00 45 00 52 00 56 00 45 00 52 00 04 00 14 00 S.E.R.V.E.

T

e

S

00000080:54 00 65 00 73 00 74 00 53 00 65 00 72 00 76 00
00000090:65 00 72 00 03 00 14 00 54 00 65 00 73 00 74 00

000000a0:53 00 65 00 72 00 76 00 65 72 00 00

00000000
00000010:62 00 00 00 18 00 18 00 7a .. . .
00000020:48 00 00 00 08 00 08 00 48 e SRR ...
00000030:50 00 00 00 00 00 00 00 92 00900 00 05 82(88,a2 P......
00000040:05 01 28 0Oa 00 00 00 Of 75 P (N
00000050:4e 00 46 00 2d 00 43 00 4c .-.C.L.I.E.N.
00000060:54 00 4a 32 24 38 76 38 5c 4a 00 00000,00 00 00 TaJ2S8v8\J......
00000070:00 00 00 00O 00 00 00 00 00 OQ@Bbypcd 44 a0 07 40 “......... i
00000080:2e cb df 1b 46 2e al
00000090:9a 6a 35j

6. The server sends a POP3_ Au b Response message.

4.2 POP3 (i enticating to a POP3 Server

This section illustrate 3 Extension with a scenario in which a POP3 client
i server and the authentication fails.
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POP3 POP3
Client Server

S
GPE_AUTH_NTLH_Inltr'atiun Command
- e

S
T LM_SuppDrted_Reapnnse

«———FOP3

S
FH_AUTH_NTLM_EJU b_Commaned
'————_____-‘

[
_Fail_ Response

d_________.PDPB_ALJTH__NTLH

POP3Z_AUTH_NTLM_Blob_Comrnand and
POP3 _AUTH MNTLM Fail Response ars
exchanged until the NTLM subsystem indicates
that a failed logon has occurred

MNTLM Fails

Figure 5: Client unsuccessfully authentica

the server. This command
¢ data. It is included in this

The client sends a POP3 AUTH NTLM
is defined in [RFC1734] and does not
example to provide a better unders
The server sends the POP3, NT 8 nse message, indicating that it can
perform NTLM authenticatio;

NTLM_Blob_Command message containing a
IATE_MESSAGE.

sends a POP3 AUTH NTLM_ Blob Response message containing a
coded NTLM CHALLENGE MESSAGE.

+ T1RMTVNTUAACAAAAFAAUADgAAAAFgoqieUWd5ES4Bi0AAAAAAAAAAGQAZABMAA

AABQLODgAAAA9UAEUAUWBUAFMARQBSAFYARQBSAATIAFABUAEUAUWBUAFMARQBSAF
YARQBSAAEAFABUAEUAUWBUAFMARQBSAFYARQBSAAQAFABUAGUACWBOAFMAZQBYAH
YAZQBYAAMAFABUAGUACWBOAFMAZQBYAHYAZQBYAAAAAAA=

00000000:4e 54 4c 4d 53 53 50 00 02 00 00 00 14 00 14 00 NTLMSSP.........
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00000010:38 00 00 00 05 82 8a a2 79 45 9d e4 44 b8 06 2d 8....,3¢yE«&D, .-
00000020:00 00 00 00 00 OO OO OO 64 00 64 00 4c 00 00 00 ........ d.d.L...
00000030:05 02 ce Oe 00 00 00 Of 54 00 45 00 53 00 54 00 ..I..... T.E.S.T.
00000040:53 00 45 00 52 00 56 00 45 00 52 00 02 00 14 00 S
00000050:54 00 45 00 53 00 54 00 53 00 45 00 52 00 56 00 T
00000060:45 00 52 00 01 00 14 00 54 00 45 00 53 00 54 00 E
00000070:53 00 45 00 52 00 56 00 45 00 52 00 04 00 14 00 S.E.R.V.

T

e

S

00000080:54 00 65 00 73 00 74 00 53 00 65 00 72 00 76 00
00000090:65 00 72 00 03 00 14 00 54 00 65 00 73 00 74 00
000000a0:53 00 65 00 72 00 76 00 65 00 72 00 00 00 00 00

base-64-encoded NTLM AUTHENTICATE MESSAGE.

T1RMTVNTUAADAAAAGAAYAGIAAAAYABgAegAAAAAAAABIAAAACAATIAEGAAAASABIA
UAAAAAAAAACSAAAABYKIOQUBKAOAAAAPAQBZzAGUACgBOAEYALOBDAEWASQBFAE4A

GZw=

00000000:
00000010
00000020
00000030
00000040:
00000050
00000060
00000070:
00000080:
00000090

4.
-ERR, Error: Command no
5 Security
The following sections i i ations for implementers of the NTLM POP3
Extension.

5.1 Securi

Section
2 and 3

ppendix A: Office/Exchange Behavior

The'information in this specification is applicable to the following Microsoft products:

e Office 2003 with Service Pack 3 applied
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e Exchange 2003 with Service Pack 2 applied
e Office 2007 with Service Pack 1 applied
e Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any statement of
optional behavior in this specification prescribed using the terms SHOULD or SHOULD
NOT implies Office/Exchange behavior in accordance with the SHOULD or SHOULD
NOT prescription. Unless otherwise specified, the term MAY implies Office/Exchange
does not follow the prescription.

<1> Section 1.3: POP3 servers MUST support at least one authentication maéchanism.
Outlook 2003 SP3 supports USER and PASS verbs as defined in [RFC939]. Outlook 2007
SP1 supports the AUTH verb as defined in [RFC1734]. Outlook 2003 SP3 and Outlook 2007
SP1 do not support APOP.

<2> Section 1.4: Exchange 2007 SP1: The maximum POP3 ¢ommand'size 1545 characters.

<3> Exchange 2003 SP2, Exchange 2007 SP1: The AUTH command issued without
arguments will list the supported authentication mechanisms. This i$ynot part of [RFC1734].
<4> Exchange 2003 SP2: Messages received usingy@MAPLare converted to MIME the first
time it is retrieved and subsequently stored. The MIME size ¢an be different before the
message is retrieved than after it is converted to MIME;

<5> Exchange 2007 SP1: Messages ar€ not'stored in MIMEformat. Messages are converted
from MAPI to MIME before beingsent to the elient. When the client requests the size of the
message before retrieving the actual'message itself, the MIME size provided is the size
associated with the message as,a MAPI'property. When the client retrieves the message, the
message is converted, from MAPLto MIME and the message size calculated thereafter can be
different than the size calculated from the MAPI property. Additionally, if the message is
modified by MAPI, the'size is likelyitoichange again and thus the corresponding MIME size
after actual convefsion ffom MAPI to MIME.

<6> Exchange2003 SP2: The MIME stream is preserved.

<7> Exchange 2007 SP1: In Exchange 2007 SP1, the MIME stream is not preserved. Only
content @f the bestbody as specified in [MS-OXBBODY] is preserved. The order in which
the best,body partis Selected 1s as follows:

a. Enriched Text Format
b. HTML
C. Plaintext

Therefore the MIME stream is regenerated every time a message is retrieved. The alternative
body parts are regenerated on demand as the message is retrieved.

<8> Exchange 2003 SP2 and Exchange 2007 SP1 and Office clients mutually support
[RE€1939], [RFC1734], and [RFC2449].
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