[MS-OXPFOAB]:
Offline Address Book (OAB) Public Folder Retrieval
Protocol Specification

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

= Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft Open Specification Promise or the Community
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as
applicable, patent licenses are available by contacting iplg@microsoft.com.

= Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights.

» Fictitious Names. The example companies, organizations, products, domain names, e-mail
addresses, logos, people, places, and events depicted in this documentation are fictitious. No
association with-any real company, organization, product, domain name, email address, logo,
person, place; or event is intended or should be inferred.

Reservation of Rights. All'other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.

1/23

[MS-OXPFOAB] — v20120630
Offline Address Book (OAB) Public Folder Retrieval Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: July 16, 2012


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com

Preliminary Documentation. This Open Specification provides documentation for past and current
releases and/or for the pre-release (beta) version of this technology. This Open Specification is final
documentation for past or current releases as specifically noted in the document, as applicable; it is
preliminary documentation for the pre-release (beta) versions. Microsoft will release final

documentation in connection with the commercial release of the updated or new version of this
technology. As the documentation may change between this preliminary version and the final

version of this technology, there are risks in relying on preliminary documentation. To the extent
that you incur additional development obligations or any other costs as a result of relying on this
preliminary documentation, you do so at your own risk.

Revision Summary

Revision Revision

Date History Class Comments

04/04/2008 | 0.1 Initial Availability.

04/25/2008 | 0.2 Revised and updated property hames and other
technical content.

06/27/2008 1.0 Initial Release.

08/06/2008 1.01 Updated references to reflect date of initial release.

09/03/2008 | 1.02 Revised and edited technical content.

12/03/2008 | 1.03 Minor editorial fixes.

03/04/2009 1.04 Revised and edited technical content.

04/10/2009 | 2.0 Updated applicable product releases.

07/15/2009 3.0 Major Revised and edited for technical content.

11/04/2009 3.1.0 Minor Updated the technical content.

02/10/2010 | 4.0.0 Major Updated and revised the technical content.

05/05/2010 4.1.0 Minor Updated the technical content.

08/04/2010 | 5.0 Major Significantly changed the technical content.

11/03/2010 5.0 No change No changes to the meaning, language, or formatting of
the technical content.

03/18/2011 | 6.0 Major Significantly changed the technical content.

08/05/2011 6.0 No change No changes to the meaning, language, or formatting of
the technical content.

10/07/2011 | 6.0 No change No changes to the meaning, language, or formatting of
the technical content.

01/20/2012 | 6.0 No change No changes to the meaning, language, or formatting of
the technical content.

[MS-OXPFOAB] — v20120630

Offline Address Book (OAB) Public Folder Retrieval Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: July 16, 2012

2/23



Revision Revision
Date History Class Comments
04/27/2012 | 7.0 Major Significantly changed the technical content.
07/16/2012 7.0 No change No changes to the meaning, language, or formatting of

the technical content.

[MS-OXPFOAB] — v20120630
Offline Address Book (OAB) Public Folder Retrieval Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: July 16, 2012

3/23



Table of Contents

1 INtroduction....cicciciiiiiiir i r s s s r e A n 6
3 A ] [0 111 oV PP 6
8 A = (T =T Lol PP 6

1.2.1 Normative ReferenCeS .. ..o iriiiiiiiii i 6

1.2.2 INfOrmative REFEIENCES ... cuu et e e e e e nenens 7
G T 7= YT 7
1.4 Relationship to Other ProtOCOIS . ..ciiiiiiii i e e e e e e ada i 7
1.5 Prerequisites/PrecoOnditions ......o.uiiiiiiiii e 8
1.6 Applicability Statement....c.ooi i b 8
1.7 Versioning and Capability Negotiation..........ccoiiiiiiiiiii e i 8
1.8 Vendor-Extensible FieldS. .. ..o 8
1.9 Standards ASSIGNMIENES ...t e R 8

7 =TT T 1 9
0 N I 4= =1 oo P PP P 9
2.2 MESSAGE SYNEAX tiutiuiitiitiitiie ittt r e e e 9

2.2.1 OAB MESSAGES ..uutitintinintitat it itet ettt ettt et e e 9
2.2.1.1 PidTagSortLoCaleld .....oviriieiiieiei i e e e e e e e e s an e e e n e e e 9
2.2.1.2 PidTagMessageCodePage . ... .uuuiriueinineiteeiniernederneeaneiasnaheseeesasananeaeesaeenenens 9
2.2.1.3 PidTagMessageSizZe .. uvuu ittt ettt e e e e e e 9
2.2.1.4 PidTagParentENtryld .....oceiriiiii e et 10
B2 I T o T 1=V | = ol Y 10

2.2.2 FUll OAB MESSAGES .euvuintitiitiiitinensiiiasse st satasinesesasessneathesesseresnsessnsrssnnensnernsnnns 10
2.2.2.1 Properties and Attachments .. ... 10

2.2.2.1.1 PidTagOfflineAddressBookMessageClass .. iiieeieiiiiiiriiiiiiiiiiieieieaaneinanens 10
2.2.2.1.2 Full OAB Message Attachments — Version 2 ....ic.oiiiiiiiiiiiiiiiiiiinieieieeens 10
2.2.2.1.2.1 PidTagAttachFilename (. .. i e e e 10
2.2.2.1.2.2 PidTagAttachMethod ... o iviiii i 11
2.2.2.1.3 Full OAB Message Attachments — Version 4 ........cccovviiiiiiiiiiiiiiiiineens 11
2.2.2.1.3.1 PidTagAttachFilename ... e e e 11
2.2.2.1.3.2 PidTagAttachMethod ........cccciin i 11

2.2.3 Differential OAB MeSSageS . uuiuintiniitiiitiieiteitatae ettt aaerearaaaerearaanernenens 11

2.2.3.1 Properties and Attachments ... ..o 11
2.2.3.1.1 PidTagOfflineAddressBookMessageClass ..........coovviiiniiiieriiiiiineeeeenes 11
2.2.3.1.2 Differential OAB Message Attachments — Version 2.......c.cocvviiiiiiiiiicnnn, 12
2.2.3.1.2.1 PidTagAttachFilename ........ccouiiiiiiiii e 12
2.2.3.1.2.2 PidTagAttachMethod .........coooiiiiii 12
2.2.3.1.3 - Differential OAB Message Attachments — Version 4.......c.coceevviiiiiieenenens. 12
2.2.3.1.3.1 PidTagAttachFilename .......c.coiiiiiii e 12
2.2.3.1.3.2 < PidTagAttachMethod .........cccoiiiiiii e 12

3 Protocol Details........cicvioraririiiiieiiirr s s 13
3.1 SErVEr Details ciiit e e 13

3.1.1 Abstract Data Model .......covivieiiiiiii e 13

70 N I 0 =T o= PP 13

3.1.3 INIIAliZation ...veeieii e 13

3.1.4 Higher-Layer Triggered EVENES .....civiiiiiiiiiii et rae e 13

3.1.5 Message Processing Events and Sequencing RUlES..........cocviiiiiiiiiiiiiiiinneeees 13

3.1.6  TIMEE EVENES Lttt 13

O 70 A O 1 o = ol o o= | B Y =T o) = PP 13

4/23

[MS-OXPFOAB] — v20120630
Offline Address Book (OAB) Public Folder Retrieval Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: July 16, 2012



3.2 ClieNt DeailS. e vttt e 14
3.2.1 Abstract Data Model .....cuiuiiiiiiiiii e 14
2 I [ 0 1= o 14
3.2.3  INtialiZation v e 14
3.2.4 Higher-Layer Triggered EVENES ....c.iiviiiiiii i e ea e 14
3.2.5 Message Processing Events and Sequencing RUlES.........c.coviiiiiiiiiiiiiinneens 14
3.2.6  TimMEr EVENES 1uiiiiiii e 14
G T2 A © 1 o =T ol e o= | B =T ¥ 14

4 Protocol EXamples.....ccciumirimiramrrisie s s s sa s s asa s a i 15
B S ECUINItY tuuiueririersernamransanssa s ssa s s s sassaassassasaansassansansaansnsaanasnsasssnsansanssnssnnnansansninnnsnns 18
5.1 Security Considerations for Implementars.....ccoviiiiiiii e e 18
5.2 IndeX Of SECUMTY Parametars . ittt e et e e e e e e na et eans 18
6 Appendix A: Product Behavior.....cciiciiiiiiiismamssmssmse s s s ssassssssssssssnnsassansanssnsnnnnsn 19
7 Change TracKiNg..ciccicrerieramsamarmasansasassassnsasassassnsasassassnsasassassnsasassasinsasassasansnssssassssanns 21
2 N 1 1 T =) o A S 22
5/23

[MS-OXPFOAB] — v20120630
Offline Address Book (OAB) Public Folder Retrieval Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: July 16, 2012



1 Introduction

The Offline Address Book (OAB) Public Folder Retrieval Protocol provides a mechanism for delivering
an offline address book (OAB) from a server to a client. An OAB uses the format and schema
structure that is described in [MS-OXOAB].

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also

normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary

The following terms are defined in [MS-GLOS]:

Augmented Backus-Naur Form (ABNF)
code page

The following terms are defined in [MS-OXGLOST:

address book

Address Book object
address list

display template

entry ID

local site

OAL data sequence number
offline address book (OAB)
offline address book (OAB) data file
offline address list (OAL)
public folder

remote operation (ROP)
Root folder

store

The following terms are specific to this document:

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the technical documents, which are updated frequently. References
to other documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,

http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.
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[MS-LCID] Microsoft Corporation, "Windows Language Code Identifier (LCID) Reference".

[MS-OXCFOLD] Microsoft Corporation, "Folder Object Protocol Specification”.

[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol Specification".

[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) List and Encoding Protocol
Specification".

[MS-OXCRPC] Microsoft Corporation, "Wire Format Protocol Specification".

[MS-OXCSTOR] Microsoft Corporation, "Store Object Protocol Specification".

[MS-OXCTABL] Microsoft Corporation, "Table Object Protocol Specification".

[MS-OXDISCO] Microsoft Corporation, "Autodiscover HTTP Service Protocol Specification".

[MS-OXOAB] Microsoft Corporation, "Offline Address Book (OAB) File Format and Schema".

[MS-OXOABKT] Microsoft Corporation, "Address Book User Interface Templates Protocol
Specification".

[MS-OXPROPS] Microsoft Corporation, "Exchange Server Protocols Master Property List".

[MS-OXWOAB] Microsoft Corporation, "Offline Address Book (OAB) Retrieval File Format".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", STD
68, RFC 5234, January 2008, http://www.rfc-editor.org/rfc/rfc5234.txt

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-OXGLOS] Microsoft Corporation,."Exchange Server Protocols Master Glossary".

1.3 Overview

A collaboration server can represent properties of known Address Book objects and make them
available in an address book to its clients. When the client cannot reach the server because it is
offline or due to high network costs to access the server, the client might keep a local copy of an
offline address book (OAB). The Offline Address Book (OAB) Public Folder Retrieval Protocol enables
OAB data to be located in and obtained from a shared location so that it can be retrieved by clients.

Clients can also obtain OAB version 4 files by using the Offline Address Book (OAB) Web Retrieval
Protocol [MS-OXWOAB]. Note that the OAL data sequence number [MS-OXWOAB] is also used in
public folder distribution, and any client use of that number applies to the public folder-distributed
OAB as well.

1.4 Relationship to Other Protocols
This protocol extends the Message and Attachment Object Protocol, as described in [MS-OXCMSG].

Clients use this protocol to retrieve and consume OAB data files that have the Offline Address Book
(OAB) Format and Schema structure, as described in [MS-OXOAB].
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Clients that use this protocol rely on the Store Object Protocol, as described in [MS-OXCSTOR], to
obtain the ID of the OAB data folder of the local site. The ID is retrieved from the server when it
logs on to the public folder by using RopLogon property ([MS-OXCROPS] section 2.2.3.1).

1.5 Prerequisites/Preconditions

This protocol assumes that the server is configured to support public folders.

1.6 Applicability Statement
Clients use this protocol for OAB files. Clients that do not support the Offline Address Book (OAB)

Retrieval File Format, as described in [MS-OXWOAB], or clients that connect to servers that'do not
support the OAB Retrieval File Format, will use this protocol to retrieve OAB data.

1.7 Versioning and Capability Negotiation

None.
1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

This protocol uses the Message and Attachment Object Protocol, as specified in [MS-OXCMSG], as
its transport mechanism.

2.2 Message Syntax

2.2.1 OAB Messages

OAB data is stored as a set of properties and attachments on a message in the public folders store
<1>. The message is referred to as the full OAB message or differential OAB message. The location
of this message is specified in section 3. Unless otherwise specified, the OAB messages adhere to
the format specified in [MS-OXCMSG].

There are two types of OAB messages — full messages and differential messages — with some
additional differences related to the version of the OAB. Full messages contain all of the information
that is needed to create a current OAB. Differential messages contain enough information to update
a previous OAB to a more current OAB. The following properties are common to all OAB messages
that use public folder retrieval.

= PidTagOfflineAddressBookName, as specified in [MS-OXOQAB] section 2.12.3.

= PidTagOfflineAddressBookSequence, as specified in [MS-OXOAB] section 2.12.4.

= PidTagOfflineAddressBookContainerGuid, as specified in [MS-OXOAB] section 2.12.1.

= PidTagOfflineAddressBookDistinguishedName, as specified in [MS-OXOAB] section 2.12.2.
= PidTagSortLocaleld, as specified in section 2.2.1.1.

= PidTagMessageCodepage, as specified in section 2.2.1.2

= PidTagParentEntryld, as specified in section 2.2.1.4.

= PidTagEntrylId, as specified in section 2.2.1.5.

2.2.1.1 PidTagSortLocaleld
The value of this property is the locale identifier, as described in [MS-LCID], that is used in

combination with the PidTagMessageCodepage property to sort RDN2_REC and ANR_REC in OAB
version 2 files. For details, see [MS-OXPROPS] section 2.1082 and [MS-OXOAB].

2.2.1.2 PidTagMessageCodepage

The value of this property is the code page that is used to encode the strings in the message
properties in OAB version 2 files. Note that strings in OAB version 4 files are stored in UTF-8 format.
For details, see [MS-OXCMSG] section 2.2.1.4 and [MS-OXPROPS] section 2.855.

2.2.1.3 PidTagMessageSize

This property contains the size of the message on the server. For details about this property, see
[MS-OXCMSG] section 2.2.1.7 and [MS-OXPROPS] section 2.863.
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2.2.1.4 PidTagParentEntryld

This property contains the entry ID for a folder that contains the offline address book (OAB) public
folder message. For details, see [MS-OXPROPS] section 2.923.<2>

2.2.1.5 PidTagEntryId

This property contains the entry ID for the OAB public folder message. For details, see [MS-
OXPROPS] section 2.752.<3>

2.2.2 Full OAB Messages
2.2.2.1 Properties and Attachments

2.2.2.1.1 PidTagOfflineAddressBookMessageClass

This property is set to 1 for all full OAB messages. For details, see [MS-OXPROPS] section 2.882.

2.2.2.1.2 Full OAB Message Attachments - Version 2

Multiple compressed files are attached to the OAB version 2 full OAB by using the Offline Address
Book (OAB) Format and Schema, as specified in [MS-OXOAB]. These are the Browse file, RDN Index
file, ANR Index file, Details file, and one or more display template files.

OAB version 2 attachments have their own properties and are described in the following
subsections.

2.2.2.1.2.1 PidTagAttachFilename

This property is set to the values that correspond to each of the files listed in the following table. For
details about this property, see [MS-OXPROPS] section 2.663.

PidTagAttachFilename value MUST start PidTagAttachFilename value SHOULD
OAB file with be
Browse b browse2.oab
RDN r rdndex2.oab
Index
ANR Index | a anrdex.oab
Details d details2.0ab
Template | *
Template m *

The following Augmented Backus-Naur Form (ABNF), as specified in [RFC5234], defines the
constraints of the Template file name.

TmpltFilename = ("lng" Localeldentifier ".oab") / ("mac" LocaleIdentifier ".oab")
LocaleIdentifier = (%x31-39 / ALPHA) *HEXDIG; for example, 409 and cc08 but not 0409
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"Localeldentifier" is a value from [MS-LCID] but can also have the value 8411 to indicate the special
Japanese template with phonetic "Yomi" properties, as specified in [MS-OXOABKT].

2.2.2.1.2.2 PidTagAttachMethod

This property MUST be set to 1 (ATTACH_BY_VALUE). For details, see [MS-OXPROPS] section
2.671.<4>

2.2.2.1.3 Full OAB Message Attachments - Version 4

Multiple compressed files are attached to the OAB version 4 full OAB, as specified in [MS-OXOAB].
These are the Data file and one or more display template files.

OAB version 4 attachments have their own properties, which are described in the following
subsections.

2.2.2.1.3.1 PidTagAttachFilename

This property is set to the values that correspond to each of the files listed.in the following table. For
details, see [MS-OXPROPS] section 2.663.

OAB file PidTagAttachFilename value MUST start with PidTagAttachFilename value MUST be

Data d data.oab

Template | <

Template m *

*The Template file MUST have a name in the following format:

"1lng" Localeldentifier ".oab"

or "mac" Localeldentifier ".oab"
LocaleIdentifier = non-zero-hexdigit *HEX
(for example, 409 and cc08 but not 0409)

"Localeldentifier" is a value from [MS-LCID], but it can also have the value 8411 to indicate the
special Japanese template with phonetic "Yomi" properties, as specified in [MS-OXOABKT].

2.2.2.1.3.2 PidTagAttachMethod

This property MUST be set to 1 (ATTACH_BY_VALUE). For details, see [MS-OXPROPS] section
2.671.<5>

2.2.3 Differential OAB Messages
2.2.3.1 Properties and Attachments

2.2.3.1.1 PidTagOfflineAddressBookMessageClass

This property MUST be set to 2 for all differential OAB messages. For details, see [MS-OXPROPS
section 2.882.
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2.2.3.1.2 Differential OAB Message Attachments - Version 2

One compressed file is attached to the OAB version 2 differential OAB, as specified in [MS-OXOAB].
This is a Changes file.

This attachment has its own properties, which are defined in the following subsections.

2.2.3.1.2.1 PidTagAttachFilename

The value for this property SHOULD be "changes.oab". For details, see [MS-OXPROPS] section

2.663.

2.2.3.1.2.2 PidTagAttachMethod

This property MUST be set to 1 (ATTACH_BY_VALUE). For details, see [MS-OXPROPS] section
2.671 for details.<6>

2.2.3.1.3 Differential OAB Message Attachments - Version 4

One compressed file, a Changes file, can be attached to the OAB version 4 differential OAB

message, as specified in [MS-OXOAB].

The Differential Patch file MUST be the first attachment on this message.

These attachments have their own properties, which are defined in the following subsections.

2.2.3.1.3.1 PidTagAttachFilename

This property is set to the value that corresponds to each of the files listed in the following table. For
details, see [MS-OXPROPS] section 2.663.

PidTagAttachFilename value MUST start PidTagAttachFilename value
OAB file with SHOULD be
Differential b binpatch.oab
Patch

2.2.3.1.3.2 PidTagAttachMethod

This property MUST be set to 1 (ATTACH_BY_VALUE). For details, see [MS-OXPROPS] section

2.671.<7>
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3 Protocol Details

3.1 Server Details

Offline address book (OAB) messages are kept in folders in the public folder store. There is one
folder for each OAB, named for the OAB that it contains.

The server MUST publish the entry ID of the local site's Offline Address Book Data Folder ([MS-
OXCSTOR] section 2.2.1.1.4) when clients connect to the public folder store, as specified in the
public folder IDs of the RopLogon request and response syntax (as specified in [MS-OXCSTOR
section 2.2.1.1).

In the folder for each OAB are subfolders that have a fixed name relative to the OAB version that is
contained therein — either "OAB version 2", "OAB version 3a", or "OAB version 4". The messages
that contain OAB files are posted to the "OAB version 2", "OAB version 3a", or "OAB‘version 4"
folder, depending on their OAB version.

The OAB folders SHOULD be secure enough such that users cannot add, change, or delete the
content in the folders, but administrative users can add, change, or delete the content. The server
MUST allow administrative users to customize the security settings to grant read access to
administrators or a selected set of users.

The server SHOULD discard old messages when they reach a specified age limit, to prevent the size

of the folder from growing without bounds. The server SHOULD allow an administrative user to
customize the age limit for messages.<8>

3.1.1 Abstract Data Model

None.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message Processing Events and Sequencing Rules

None.
3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.
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3.2 Client Details

Before using this protocol, the client SHOULD use the OAB Retrieval Protocol. as specified in [MS-
OXWOAB], if it is available.<9>

Clients get the entry ID of their OAB folder (the one that contains OAB version 2 and OAB version 4
subfolders) during the RopLogon call ([MS-OXCSTOR] section 2.2.1.1) when they connect to the
public folder store. This folder is the OAB data folder of the local site, as described in the public
folder IDs of the RopLogon request and response syntax. The client SHOULD use the OAB data
folder of the local site as the Root folder to start finding its OAB messages. Note that the client
SHOULD first check for the existence of the subfolder "OAB version 4" and use OAB version 4 if that
subfolder exists. If it does not exist, the client SHOULD then check for the existence of the subfolder
"OAB version 2" and use OAB version 2 if that subfolder exists. The client SHOULD ignore any other
subfolders. The client relies on an understanding of the ROPs in [MS-OXCFOLD] to open the folder
and retrieve the hierarchy or contents table, the ROPs in [MS-OXCTABL] to perform table operations
on the hierarchy or contents table to find the subfolders with the hard-coded names, and the ROPs
in [MS-OXCMSG] to retrieve the messages in each of these folders.

3.2.1 Abstract Data Model
None.
3.2.2 Timers

None.

3.2.3 Initialization

None.
3.2.4 Higher-Layer Triggered Events
None.
3.2.5 Message Processing Events and Sequencing Rules

None.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.
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4 Protocol Examples

The followings is an example of offline address book (OAB) public folder content. The OAB contains
two address lists: "Global Address List," which is represented by one set of messages, and "All
Rooms," which is represented by another set of messages. Both address lists include two templates:
one with the language id value set to "0409" (English), and one with the language id value set to
"0411" (Japanese). Both have full details data files and differential details files. The first OAL,
however, has OAL data sequence number 2 and only one differential file, whereas the second OAL
has OAL data sequence number 4 and three differential files.

Folders:

NON_IPM_SUBTREE

OFFLINE ADDRESS BOOK

/o=First Organization/ou=addrlists/cn=0abs/cn=0ffline Address Book

OAB version 2

OAB version 4

The following are the messages in the "OAB version 2" folder:

1. Address list "Global Address List," full OAB version 2 message, sequence nhumber = 2
2. Address list "Global Address List," differential OAB version 2 message, sequence number = 2
3. Address list "All Rooms," full OAB version 2 message, sequence humber = 4

4. Address list "All Rooms," differential OAB version 2 message, sequence number = 4
5. Address list "All Rooms," differential OAB version 2 message, sequence number = 3
6. Address list "All Rooms," differential OAB version 2 message, sequence number = 2

The properties of these messages are listed in the following table.

Messag Messa Messa Messa Messa
Property el ge 2 Message 3 ge 4 ge5 ge 6
PidTagOfflineAddressBoo \Global Same \All Rooms Same Same Same
kName Address as 1 as 3 as 3 as 3
List
PidTagOfflineAddressBoo 2 2 4 4 3 2

kSequence

PidTagOfflineAddressBoo {00010 Same {10111213-1415-1617- Same Same Same
kContainerGuid 203- as 1 1819-1A1B1C1D1E1F} as 3 as 3 as 3
0405-
0607-
0809-
0AO0BOC
0DOEOF

b

PidTagOfflineAddressBoo / Same /guid=aa65bfa24602544 Same Same Same
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Messag Messa Messa | Messa | Messa
Property el ge 2 Message 3 ge4d ge5 ge 6
kDistinguishedName as 1 d9d71a5f36celb7f3 as 3 as 3 as 3
PidTagSortLocaleld 0x409 0x409 0x409 0x409 0x409 0x409
PidTagOfflineAddressBoo 1 2 1 2 2 2
kMessageClass
AttachmentTable browse?2 chang browse2.o0ab, chang chang chang
.0ab, es.oab rdndex2.o0ab, es.oab es.oab es.oab
rdndex2 anrdex.oab,
.0ab, details2.0ab,
anrdex. Ing409.0ab, Ing411.0ab
oab,
details2.
oab,
Ing409.
oab,
Ing411.
oab
The following are the messages in the "OAB version 4" folder:
= "Global Address List" full OAB version 4 message, sequence number = 2
= "Global Address List" differential OAB version 4 message, sequence number = 2
= "All Rooms" full OAB version 4 message, sequence number = 4
= "All Rooms" differential OAB version 4 message, sequence humber = 4
= "All Rooms" differential OAB version 4 message, sequence number = 3
= "All Rooms" differential OAB version 4 -message, sequence number = 2
» Properties of these messages are listed in the following table.
Property 1 2 3 4 5 6
PidTagOfflineAddressBoo \Global Same \All Rooms Same Same 3
kName Address as 1 as 3 as 3
List
PidTagOfflineAddressBoo | 2 2 4 4 3 2
kSequence
PidTagOfflineAddressBoo {20212 Same {30313233-3435-3637- Same Same Same
kContainerGuid 223- as 1 3839-3A3B3C3D3E3F} as 3 as 3 as 3
2425-
2627-
2829-
2A2B2C
2D2E2F
b
PidTagOfflineAddressBoo | / Same /guid=aa65bfa2460254 Same Same Same
kDistinguishedName as 1 4d9d71a5f36celb7f3 as 3 as 3 as 3
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Property 1 2 3 4 5 6
PidTagSortLocaleld 0x409 0x409 0x409 0x409 0x409 0x409
PidTagOfflineAddressBoo 1 2 1 2 2 2
kMessageClass
AttachmentTable data.oa binpat data.oab, Ing409.0ab, binpat binpat binpat

b, ch.oab Ing411.0ab ch.oab ch.oab ch.oab

Ing4009.

oab,

Ing411.

oab
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5 Security
OAB version 4 messages contain the results of the SHA-1 hashing calculation. Note, however, that

the SHA-1 hash value is used as an optional means of checksum verification of the downloaded file,
and it is not intended to be used as a security feature.

5.1 Security Considerations for Implementers

None.

5.2 Index of Security Parameters

None.
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Microsoft® Exchange Server 2003
= Microsoft® Exchange Server 2007
= Microsoft® Exchange Server 2010
= Microsoft® Office Outlook® 2003
= Microsoft® Office Outlook® 2007
= Microsoft® Outlook® 2010

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 2.2.1: Exchange 2003 supports public folders by default, but public folders might have
to be configured explicitly on Exchange 2007 or Exchange 2010.

<2> Section 2.2.1.4: Office Outlook 2007 and Outlook 2010 download the OAB by using a Web
Distribution Point, thus bypassing the use of public folders so that this property will not be sent over
the wire.

<3> Section 2.2.1.5: Office Outlook 2007 and Outlook 2010 download the OAB by using a Web
Distribution Point, thus bypassing the use of public folders so that this property will not be sent over
the wire.

<4> Section 2.2.2.1.2.2: Office Outlook 2007 and Outlook 2010 download the OAB by using a Web
Distribution Point, thus bypassing the use of public folders so that this property will not be sent over
the wire.

<5> Section 2.2.2.1.3.2: Office Outlook 2007 and Outlook 2010 download the OAB by using a Web
Distribution Point, thus bypassing the use of public folders so that this property will not be sent over
the wire.

<6> Section 2.2.3.1.2.2: Office Outlook 2007 and Outlook 2010 download the OAB by using a Web
Distribution Point, thus bypassing the use of public folders so that this property will not be sent over
the wire.

<7> Section 2.2.3.1.3.2: Office Outlook 2007 and Outlook 2010 download the OAB by using a Web
Distribution Point, thus bypassing the use of public folders so that this property will not be sent over
the wire.

<8> Section 3.1: Exchange 2003, Exchange 2007, and Exchange 2010 automatically remove
messages that have been stored for 30 days and not modified during that time.
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<9> Section 3.2: Office Outlook 2003 does not use the OAB Retrieval Protocol as specified in [MS-
OXWOAB]. Office Outlook 2007 and Outlook 2010 examine the rgwServerVersion value (as
specified in [MS-OXCRPC] section 3.1.4.11) that is returned by the EcDoConnectEx method (as
specified in [MS-OXCRPC] section 3.1.4.11) to determine which protocol to use. If the second byte
contains a value that is greater than or equal to 8, Office Outlook 2007 and Outlook 2010 use the
Autodiscover HTTP Service Protocol (as specified in [MS-OXDISCO]), which will direct the client to
use the OAB Retrieval Protocol or the OAB Public Folder Retrieval Protocol. If the second byte is less
than 8, the client uses the OAB Public Folder Retrieval Protocol.
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7 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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