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1 Introduction

E-mail client provides the user interface for composing, reading and sending messages, and
for accessing and modifying the message items contained in message stores. An e-mail object
represents a single message in a folder of the message store used to send or receive e-mail.

The E-Mail Object Protocol specifies:

o The properties of a message object in the message store mailbox

e The transport features specific to an e-mail message object

1.1 Glossary
The following terms are defined in [MS-OXGLOS]:
ANSI character set

ASCII

best body

blind carbon copy recipient ‘
carbon-copy recipient

CRLF

Drafts folder

FAI

folder object ‘

from properties

recipient object
remote procedure call (RPC)
Rich Text Format (RTF)
ROP request buffer

Sofe4
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ROP response buffer
search folder
sender properties
Sent Mail folder
store
Transport Neutral Encapsulation Format (TNEF)
Unicode
The following terms are specific to this document:

conversation thread: A series of messages and their responses (us
subject).

e-mail object: A message object that represents an e-mail me
that adheres to the property specifications in this doc
the electronic equivalent to a "mail". ‘

messaging transport: A networking protocol th ili transfer of messages

message.

resend message: A message tha
be sent to all o e of its

VIS-OXCDATA] Microsoft Corporation, "Data Structures Protocol Specification", April
008.

OXCFOLD] Microsoft Corporation, "Folder Object Protocol Specification", April 2008.
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[MS-OXCFXICS] Microsoft Corporation, "Bulk Data Transfer Protocol Specification", April
2008.

[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol
Specification", April 2008.

[MS-OXCPRPT] Microsoft Corporation, "Property and Stream Object Protocol
Specification", April 2008.

[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) List and Eng
Protocol Specification", April 2008.

[MS-OXCSTOR] Microsoft Corporation, "Store Object Protocol Specific

2008.
[MS-OXMSG] Microsoft Corporation, ".MSG File Format

[MS-OXOABK] Microsoft Corporation, "Add
2008.

[MS-OXODLGT] Microsoft Corporati
Specification", April 2008.

[RFC2119] Bradner, r use in RFCs to Indicate Requirement Levels", BCP
14, RFC 2119, Martehy 1S i

.2 Informative References

c.
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1.3 Protocol Overview (Synopsis)

The E-Mail Object Protocol enables the representation of an e-mail message in a messaging
store. The E-Mail Object Protocol extends the Message and Attachment Object Protocol in
that it defines new properties and adds restrictions to the properties that are specified in [MS-
OXCMSG].

An e-mail object represents a "mail message." The properties that are specific to an e-mail
object facilitate retaining information about the e-mail message’s sender, recipients, subject,
message content, and all the options associated with this e-mail by the sender. An e-mail
object is stored in a folder object. The E-Mail Object Protocol also specifies how an e-mail
object is used to represent a special type of message: Report Message, which is‘generated to
report the status of a sent message either at the sender’s request or at the requestofthe,system
administrator.

1.3.1 E-Mail Objects y

1.3.1.1 Creating, Opening, and Saving E-Mail Objects
E-mail objects adhere to the specifications inf MS*OXCMSG]..

1.3.1.2 Sending Messages

A client submits a request to a server to send anl e=mail message to another messaging user.
The server can defer or reject the request based on the propetties and permissions associated
with the e-mail object.

While the message is queued in the setver, the'€lient can abort the send operation.

1.3.1.3 Replying and Forwarding Messages

Replying to a mes§age or forwarding a message is identical to sending a message except that
both actions have an‘€xpanded set of properties that are specified in section 2.2.1.

1.3.2 Report Messages

Report messages are anfextensiomof the e-mail object. Report messages present status
informatien about agent message to its sender. There are two general types of reports:

¢ Read status réports: Read receipt reporting occurs when the sent e-mail is
read/opened by the recipient and Nonread receipt reporting occurs when the sent

e-mail 1$ynot read before it is deleted or expired.

e Delivery status reports: Delivery receipt reporting occurs when the sent e-mail is
delivered to the recipient and Nondelivery receipt reporting occurs when the sent

e-mail cannot be delivered.
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1.3.2.1 Read Receipt

A read receipt report indicates that a sent e-mail message was read or opened by a
recipient.

Read receipts are not generated automatically. End users that want to receive read receipts
explicitly request them.

1.3.2.2 Nonread Receipt

A nonread receipt is generated during e-mail message deletion operations as definedyin {MS=
OXCFOLD], at the expiration of a time limit, or according to client specific criteria. A
nonread receipt is sent to the e-mail’s sender or a designated recipient by the e-mail sender’s
request.

1.3.2.3 Delivery Receipt 7S

A delivery receipt is generated and sent by the messaging systemdorthe e-mail’s sender or
designated recipient when an e-mail has reached its intended réetpient.

1.3.2.4 Non-Delivery Receipt

The nondelivery receipt is generated and sent to the €-mail’s senderby the messaging system
when an e-mail could not reach an intended recipient. Nondeliveryteeeipts are sent
automatically unless a request is made to suppfess them.

1.3.2.5 Voting and Tracking

Voting and Tracking are an extension 0f the e-mail object. When composing a survey-type e-
mail message, a client cafitadd Voting options to the'e-mail message by setting voting verb
properties as specified in section 2.2.1.58 en an outgoing message and send it to a group of
recipients. A recipiént’s client.¢an respond toithe voting survey by setting response properties
on a reply message. The sender’s elient processes the reply message and maintains the
response tracking information in the.@tiginal message’s recipient tracking status properties, as
specified in 2.2.1459.

1.4 Relationship‘to Other Protocols

The E-Mail Objeet Protocoldhas the same dependencies as the Message and Attachment
Objett Protocol, whichiitextends. For details about the Message and Attachment Object
Protocol, see [MS-OXCMSG].

1.5¢ Prerequisites/Preconditions

The E-mail Object Protocol specification is an extension of MS-OXCMSG, and no further
prerequisites or preconditions exist.
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1.6 Applicability Statement

The E-mail Object Protocol is used to model the exchange of inter-personal mail and
messages.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments
None. 7

2 Messages

2.1 Transport

The E-mail Object Protocol uses the protocols specified in [MS-OXCPRPT] and [MS-
OXCMSQG] as its primary transport mechanism.

The ROP Request Buffers and ROP Response Buffers specified by this protocol are sent to
and respectively are received from the server using theunderlying remote procedure call
(RPC) transport as specified in [MS-QXPROPS].

This document specifies twvo ROPS: RopSubmitMessage is used for sending e-mail message
objects; RopAbortSubmit'is used for abouting a message object which is pending on delivery.

2.2 Message Syntax

An e-mail object can be cteated and medified by clients and servers. Except where noted
below, this sectiofl definés constraints to ' which both clients and servers MUST adhere when
operating on e4mail objects.

Clients operate on edmail objects by using the Message and Attachment Object Protocol [MS-
OXCMSG|. How a server operates on e-mail objects is implemention-dependent, but the
resulfs of any such operations MUST be exposed to clients in a manner that is consistent with
the E-mail Object Protocol.

Unless otherwise specified below, an e-mail object adheres to all property constraints
spéetfied in [MS-OXPROPS] and all property constraints specified in [MS-OXCMSG]. An e-
mail object MAY also contain other properties as specified in [MS-OXPROPS], but these
properties have no impact on the this protocol.

When a property is referred to as “read-only for the client” the server MUST return an error
and 1gnore any request to change the value of that property.
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2.2.1 E-Mail Message Object Properties

The following properties are specific to e-mail objects.

2.2.1.1 PidTagBlockStatus

An unsigned Ptypinteger32 property that indicates the end user’s preference for viewing
external contents in the message body. This property MAY be absent; if so, the client

computes a default value using an implementation-specific algorithm. If this property is
present, it MUST be one of the following values:

Value Description

0x00000000 | The status needs to be recalculated

0x00000001 | Block external content

0x00000002 | Do not block external content

*computed | Reset to 0x00000000

0x00000004 | Obsolete, will reset to 000000000

* Algorithm: Convert PidTagMessageDelive
number where the date is represented as the
1899. Apply the following formula to thi

recision floating point
midnight, 30 December
ng point value floatdate:

If the absolute value agBlockStatus) <= 1, then this value is
i t block external content now or ever again”.

Conversation Index Header (22 bytes)

Conversation Index Header (continued)

Conversation Index Header (continued)
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Conversation Index Header (continued)

Conversation Index Header (continued)

Conversation Index Header (continued)

Response Level 1(5 bytes)

Response Level 1 (Continued)

Respsonse Level N (5 bytes)

Respsonse Level N

(continued)

Conversation Index Header (22 bytes):

I ; 3
O[1({2(3|4([5]16/7 890|123 6 01
ololololo|loO|O0] 1| Cwrent FILETIME h
Current FILETIME lowerDWORD-higher 16 bi id -2 bytes
213145 9] 0] 1
Time Delta
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€

Random respons
e level

e Delta code and Time delta are calculated based on the difference between the current
time and the time stored in the Conversation Index header:

o Ifthe difference is less than 1.7 years (high order part of the delta file time
bitwise AND with 0xO0FE0000 resulting 0), the delta code is 0 and the time
delta is the least significant 31 bits of the difference remaining oncg the 18
least significant bits are excluded:

15 most significant bits | 31 bits | 18 least significantibits

Excluded Included | Excluded 7S

o Ifthe difference is greater than or equal to 1.7 years (high order part of the
delta file time bitwise AND with 0x00FE0000 resulting non-zeso)sthe delta
code is 1 and the time delta is the least significant 31 bits.of the difference
remaining once the 23 least significant bits ate excluded.

10 most significant bits | 31%bits | 23 least significant bits

Excluded Included pExcluded

¢ Random: 4 bits generated using an implementationsspecific algorithm.

e Response level (0 based): 4bits containingthe response level of the message replied
to, if replying to'the original message, the response level is 0. If replying to a reply, the
response leyel increagés by 1 from the previous reply’s response level.

2.2.1.3 PidTagConyersationTopic

A PtypString contaiming.an unchanging eopy of the original subject; it MUST be set to the
same value as PidTagNormalizedSubject, as specified in [MS-OXCMSG] on an e-mail object
when it is submitted.

2.2.1.4 PidTagDeferredDeliveryTime

The date and time, in UTC, at which an end user prefers the message to be delivered, encoded
as a PtypTime. This property MAY be absent; if so, the message is delivered as soon as
possible. If present, it MUST have the same value as PidTagDeferredSendTime specified in
seétion 2.2.3.5 of this document <1>.

2.2.1.5 PidTagDisplayBcc

APtypString property; it MUST be set to a list of the display names of blind carbon copy
recipients separated by semicolons if an e-mail has blind carbon copy recipients. Otherwise,
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this property MUST contain an empty string as specified in [MS-OXCMSG]. This property is
a read-only for client.

2.2.1.6 PidTagDisplayCc

A PtypString property; it MUST be set to a list of the display names of carbon copy

recipients separated by semicolons if an e-mail has carbon copy recipients. Otherwise, this
property MUST contain an empty string as specified in [MS-OXCMSG]. This property is a
read-only for client.

2.2.1.7 PidTagDisplayTo

A PtypString property; it MUST be set to a list of the display names of the
recipients separated by semicolons if an e-mail has primary recipients.
property MUST contain an empty string as specified in [MS-OXCMS
read-only for client.

2.2.1.8 PidTaglconIndex

An unsigned Ptypinteger32 that specifies which icon is to
displaying a group of e-mail objects. This property MAY be
OxFFFFFFFF is used. If present, it MUST be one o

Mail Item State

New mail

Read mail

L g

Unread mail

Submitted mail

Unsent mail

0x00000105

0x00000106

0x00000107

Jelivery Receipt 0x00000108

| ead Receipt 0x00000109
‘ ondelivery Receipt 0x0000010A
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Mail ltem State Mail Item Icon Index
Nonread Receipt 0x0000010B
Recall_S mails 0x0000010C
Recall_F mail 0x0000010D
Tracking mail 0x0000010E
Out of Office mail 0x0000011B
Recall mail 0x0000011C
Tracked mail 0x00000130

2.2.1.9 PidTagInetMailOverrideFormat

An unsigned PtypInteger32 property that indicat&o inclusion
for attachments. This property is broken up into
Note that "X" indicates that the bit is not to be set,

of the table is little-endian:

Value

0x0

Ox1 essage is sent as a MIME with text/plain and
te 1 body parts.

2 The message is sent as plain text with UUENCODED

attachments.

0x4 The message is sent as a MIME with text/plain and
text/html body parts (for example, treat as 0x1).
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P2 (1 bit): MUST be ignored if Formatl == 0; otherwise, indicates the preference, as follows:

Value | Meaning

0 Ignore M4.

1 Use M4 to determine encoding.

M4 (1 bit): MUST be ignored if Formatl = 0 or P2 = 0; otherwise, indic
as follows:

Value | Meaning

0 Use UUENCODE, and ignore E/8.
1 Use MIME encoding, and use E/8 t‘termine
inclusions.

E18 (2 bits): MUST be ignored if Formatl
be one of the following values to indic

4 ==(. Otherwise, MUST

Value | Meaning 0

0x0 Text/plain only.

example, treat as identical to

.1.11 PidTagInReplyTold

PtypString property containing the original message’s PidTagInternetMessageld value. The
MUST be set on replying message. It’s part of the Internet standard reply
functionality (see RFC 2822 Reply Messages section) along with PidTagInternetReferences as
specified in [MS-OXCMAIL].
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2.2.1.12 PidTagMessageClass

A PtypString property containing the object type classification. This property MUST be set to
“IPM.Note” on e-mail objects. PidTagMessageClass for report objects is specified in
section 2.2.2 of this document.

2.2.1.13 PidTagMessageToMe

A PtypBoolean property indicating that the receiving mailbox owner is one of the primary
recipients of this e-mail. This property MAY be absent; if so, the default value of 0x00 iSmused.
If the property is present, it MUST be set to either 0x01, in which case, the receiving mailbox
owner is specifically named as a primary recipent of this e-mail and is not part efiadistribution
list; or 0x00, in which case the receiving mailbox owner is not a primary recipient of this e-
mail.

2.2.1.14 PidTagMessageCcMe *

A PtypBoolean property indicating that the receiving mailbox gwner i$,a carbon copy
recipient of this e-mail. This property MAY be absent; if so, the default value of 0x00 is used.
If the property is present, it MUST be set to eithetn0Ox01, in'which case, the réceiving mailbox
owner is specifically named as a carbon copy recipent of this e=mail and is not part of a
distribution list; or 0x00, in which case, the receiving mailbox ownek is not a carbon copy
recipient of this e-mail.

2.2.1.15 PidTagMessageRecipientMe

A PtypBoolean property indicating that the reeeiving mailbox owner is a primary or a carbon
copy recipient of this e-mail. This pfeperty MAY be absent; if so, the default value of 0x00 is
used. If the property is present, it MUST be set to either 0x01, in which case, the receiving
mailbox owner is specificallyhamed as‘a primary or a carbon copy recipent of this e-mail and
is not part of a distribution list;0r0x00 in whieh case the receiving mailbox owner is not a
primary and not a carbon,copy recipient of this e-mail.

2.2.1.16 PidTagOriginatorDeliveryReportRequested

A PtypBoolean propertiy that indicates whether the end user requests an e-mail delivery receipt
from the messaging@ystem. This property MUST be set to either 0x01, in which case, the end
user requests the'delivery report be sent to the e-mail sender or designated report receiver
when the e-mail is delivered; or 0x00 if the e-mail sender does not want to receive the delivery
receipt:

2.24.17 PidTagOriginatorNonDeliveryReportRequested

A PtypBoolean property that specifies whether an e-mail sender requests suppression of
nendelivery receipts. This property MAY be absent, if so, the server automatically generates
and'sends a nondelivery receipt to the e-mail sender. If this property is present, it MUST be set
to either 0x00, in which case the e-mail sender requests suppression of nondelivery receipt; or
0x01 in which case the nondelivery receipt is generated and sent.
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2.2.1.18 PidTagOriginalSensitivity

A PtypInteger32 property that contains the sensitivity value of the original e-mail message.
The property MUST be set on the replying and forwarding e-mail messages to the value of the
PidTagSensitivity as specified in [MS-OXCMSG] of the original e-mail message.

2.2.1.19 PidTagReceivedRepresentingAddressType

A PtypString containing the e-mail address type, as specified in [MS-OXCDATA] recipient
row AddressType and section 2.2.4.3 of this document, for the end user represented by the
receiving mailbox owner . If the receiving mailbox owner receives the e-mail on hi§ or her
own behalf, this property MUST be set to the value of PidTagReceivedByAddrgss Type.

2.2.1.20 PidTagReceivedRepresentingEmailAddress

A PtypString containing the e-mail address, as specified in [MS-OXCDATA ] #€cipient IO E-
mailAddress or ExchangeAddress, for the end user represented by the receiying mailbox
owner. If the receiving mailbox owner receives the e-mail on hi§ orhérown behalf, this
property MUST be set to the value of PidTagReceivedByEmailAddress.

2.2.1.21 PidTagReceivedRepresentingEntryld

An address book Entryld containing an identifier, as spéeified in [MS-OXCDATA] address
book Entryld, of the end user represented by thef€eeiving mailbox owner. If the receiving
mailbox owner receives the e-mail on his or her own behalf; this property MUST be set to the
value of PidTagReceivedByEntryld.

2.2.1.22 PidTagReceivedRepresentingName

A PtypString property that contains the display name,’as specified in [MS-OXCDATA]
recipient row DisplayName,4onthe end useér represented by the receiving mailbox owner. If
the receiving mailbexiowner reeeives the e-mail on his or her own behalf, this property MUST
be set to the value of PidTagReceivedByName.

2.2.1.23 PidTagReceivedRepresentingSearchKey

An address book Sear¢hKey containing a binary-comparable key, as specified in [MS-
OXCDATA] recipient row SearchKey, of the end user represented by the receiving mailbox
ownem This propertyis condputed in the same way that PidTagReceivedBySearchKey is
computed, If the receiving mailbox owner receives the e-mail on his or her own behalf; this
property MUST be set to a value identical to the value of PidTagReceivedBySearchKey.

2.2(1.24 PidTagReadReceiptRequested

A PtypBoolean property specifying whether the e-mail sender requests an read receipt from all
recipients when this e-mail is read or opened. This property MAY be absent, in which case, no
readreceipt is sent to the e-mail’s sender. If the property is present, it MUST be set to either
0x01, in which case an e-mail’s sender requests the read receipt from the messaging system;
or 0x00 in which case no read receipt is requested by an e-mail’s sender.
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If an e-mail object, with PidTagReadReceiptRequested set to 0x01, is deleted as a deletion
operation defined in [MS-OXCFOLD], or expires due to the time limit (see section 2.2.3.7
PidTagExpiryTime) before the read receipt for this e-mail is generated, a nonread receipt is
generated and sent to the e-mail’s sender or designated receipt recipient.

2.2.1.25 PidTagReceivedByAddressType

A PtypString property MUSTcontain the e-mail message receiver’s e-mail address type as
specified in [MS-OXCDATA] recipient row AddressType and section 2.2.4.3 of this
document.

2.2.1.26 PidTagReceivedByEmailAddress

A PtypString property MUST contain the e-mail message receiver’s e-mail address as
specified in [MS-OXCDATA] recipient row EmailAddress or ExchangeAddress.

2.2.1.27 PidTagReceivedByEntryld

An address book entry ID property MUST contain the e-mail imessage réeciverofithe e-mail
object. The address book entry ID data format isspecifieddn fMS-OXCDATA | recipient row
Entry IDs.

2.2.1.28 PidTagReceivedByName

A PtypString property MUST contain the e-pail message receiver’s display name, as
specified in [MS-OXCDATA] recipient tew DisplayName.

2.2.1.29 PidTagReceivedBySearchKey

An address book SearchKey property:that contains‘a binary-comparable key used to identify
correlated objects for a search.This property MUST be computed and set by concatenating the
message receiver’s AddressType and EmailAddress with a colon in between , (for
example,<TYPE>:<E=MAIL ADDRESS>) as specified in [MS-OXOABK] and [MS-
OXCDATA] recipient,SearchKey.

2.2.1.30 PidTagRecipientReassignmentProhibited

A PtypBeblean property specifying whether adding additional or different recipients, as with
forwarding the message, is prohibited for the e-mail message. This property is set based on the
e=mail message’s PidTagSensitivity value as specified in [MS-OXCMSG]. If
PidTagSensitivity is set to 0x00000000 (normal) or 0x00000003 (confidential), this property
MUST be set t0,0x00 or absent meaning that adding additional or different recipients to the e-
mail message 15 allowed. If the e-mail object’s PidTagSensitivity is set to

0x00000001 (personal) or 0x00000002 (private), this property MUST be set 0x01 to prevent
adding additional or different recipients of this e-mail through forwarding.
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2.2.1.31 PidTagReplyRecipientEntries

A FLATENTRYLIST of Address Book EntryIDs for recipients that are to get a reply. When
PidTagReplyRecipientEntries and PidTagReplyRecipientNames are defined, the reply is sent
to all of the recipients identified by these two properties. This property MAY be absent, in
which case, a reply is sent only to the end user identified by PidTagSenderEntryld. If present,
the property MUST be set to a FLATENTRYLIST of recipient Entrylds as specified in [MS-
OXCDATA].

PidTagReplyRecipientEntries and PidTagReplyRecipientNames properties MUST belsetin a
way that they contain the same number of recipients in the same order.

2.2.1.32 PidTagReplyRecipientNames

A PtypString property that contains a list of display names for recipientgfthat arc to getareply.
The property MAY be absent, in which case, a reply is sent only to theend usefidcntificddy
PidTagSenderName. If present, the property MUST be set to one string, with the addtess book
entry’s recipient display names separated by semicolons as spe€ifted i MS-OXCDATA].

2.2.1.33 PidTagReplyRequested

A PtypBoolean property specifying whether a reply to,the e-mail is requested by the e-mail’s
sender. The property MAY be absent, in which case, théieply to the'e-mail message is not
requested. If the property is present, it MUST b€ sebito either 0x01 if'an e-mail sender requests
a reply to the e-mail from recipients; or 0x00 which1s the same handling as if the property is
absent.

2.2.1.34 PidTagResponseRequested

A PtypBoolean property specifying whether an e-mail sender requests a response to a meeting
request as specifiedyin [MS-OXOCAL] or awoting response (see section 2.2.1.58). This
property MAY be absent; if so, théidefault value 0x00 is used. If present, it MUST be set to
either 0x01, in which case, the response to the e-mail message is requested; or 0x00 in which
case, the response torthe,e-mail is not requested.

2.2.1.35 PidTagSendRichInfo

A PtypBoolean property specifying whether the end user can receive all message content,
including RTF and OLE objects. This property MAY be absent, in which case the default
value of 0x00 is used. Tf'the property is present, this property MUST be set to either 0x01
indicating that the end-user client can receive all message contents; or 0x00 which indicates
that the sender of the e-mail message is using a different type of e-mail client.

2.2.1.36 PidTagSenderAddressType

A PtypString property MUSTcontain the sending mailbox owner’s e-mail address type as
specified in the [MS-OXCDATA] Recipient Row section and section 2.2.4.3 of this
document.
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2.2.1.37 PidTagSenderEmailAddress

A PtypString property MUST contain the sending mailbox owner’s e-mail address as
specified in [MS-OXCDATA] Recipient Row EmailAddress or Exchange Address.

2.2.1.38 PidTagSenderEntryld

An address book Entryld MUST contain the sending mailbox owner’s address book Entryld
as specified in [MS-OXCDATA] Address Book Entry ID.

2.2.1.39 PidTagSenderName

A PtypString property MUST contain the sending mailbox owner’s display nariie as specified
in [MS-OXCDATA] Recipient Row DisplayName.

2.2.1.40 PidTagSenderSearchKey .

An address book SearchKey property MUST contain a binary-comparable Key computed by
concatenating sending mailbox owner’s PidtagAddressType and PidTagEmaitAddiess with a
colon in between (for example, <TYPE>:<E_MAIL ADDRESS>) as spe¢ified in [MS-
OXOABK] and [MS-OXCDATA] Recipient Réw.

2.2.1.41 PidTagSentRepresentingAddressType

A PtypString property containing an e-mail address type (see section 2.2.4.3 of this document)
for the end user represented by the sending mailbox owner. If the sending mailbox owner is
sending on his or her own behalf, this propeity, MUST be set tothe value of
PidTagSenderAddressType.

2.2.1.42 PidTagSentRepresentingEmailAddress

A PtypString propeity containing an e-mail address, as specified in [MS-OXCDATA]
Recipient Row EmailAddress orBxchangeAddress, for the end user represented by the
sending mailbox owner, If.a sending mailbox owner is sending on his or her own behalf, this
property MUST besSetto thewalue of PidTagSenderEmailAddress.

2.2.1.43 PidTagSentRepresentingEntryld

An addréss’book Entryld, as/specified in [MS-OXCDATA] Address Book Entry ID, that
contaiiis the identifieriofthe end user represented by the sending mailbox owner. If a sending
mailbox owner is sending on his or her own behalf, this property MUST be set to the value of
PidTagSenderEntryld.

22.1.44 PidTagSentRepresentingName

A PtypString property containing the display name for the end user represented by the sending
mailbox owner. If a sending mailbox owner is sending on his or her own behalf, this property
MUST be set to the value of PidTagSenderName.
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2.2.1.45 PidTagSentRepresentingSearchKey

An address book SearchKey, as specified in [MS-OXCDATA] Recipient Row, containing a
binary-comparable key which represents the end user represented by the sending mailbox
owner. If a sending mailbox owner sends on his or her own behalf, this property MUST be set
to the value of PidTagSenderSearchKey.

2.2.1.46 PidTagSubjectPrefix

A PtypString property specified in [MS-OXCMSG]. On an e-mail object, this property
typically represents an action on the e-mail message, such as “RE: “ for replying and *F W=
for forwarding.

2.2.1.47 PidTagTransportMessageHeaders

A PtypString property that contains transport specific message envelop€ inforpsation fore
mail, as specified in [RFC2822]. For outgoing messages with recipients'who'have a Simple
Mail Transfer Protocol (SMTP) address type, the client MUS Téet thisiproperty, and for
incoming messages from a sender who has an SMTP address type, the'setver MUST set this
property to a copy of the beginning of the message stream‘as received from SM TP, up to the
first blank line (double CRLF).

2.2.1.48 PidLidInetAcctName

This PtypString property SHOULD be set to/the e-maihaccount name through which the e-
mail messages is sent.

2.2.1.49 PidLidInetAcctStamp

This PtypString property SHOULD be set to the e-mail account ID through which the e-mail
message is sent.

2.2.1.50 PidLidUseTNEF

A PtypBoolean propertyspeeifying whether Transport Neutral Encapsulation Format
(TNEF) SHOULD be includedion a message when the message is converted from TNEF to
Multipurpose Internét MailExtensions (MIME) or SMTP format. This property MAY be
absent, anid if s, imiplementers of this protocol MUST NOT include TNEF on the message.

2.2.1.51 Attachments
The client MAY use Attachments as specified in [MS-OXCMSG].

22.1.52 Categories
The client MAY set Categories to an e-mail message as specified in [MS-OXCMSG].

2.2.1:53 Contacts

The client MAY set the Contacts to an e-mail message as specified in [MS-OXOCNTC] and
[MS-OXCMSG].
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2.2.1.54 Follow-Up Flagging and Reminder
The client MAY use Follow-up Flagging as specified in [MS-OXOFLG].

2.2.1.55 Reminder
The client MAY use Reminder as specified in [MS-OXOREMINDER].

2.2.1.56 Recipients

The client MUST add recipients to an e-mail message using RopAddRecipients assp
in [MS-OXCMSG]. PidTagRecipientType MUST be set to 0x00000001 for the Ptimary
recipients, 0x00000002 for carbon copy recipients, or 0x00000003 for blind cafbon
recipients. For complete recipient row definition, see [MS-OXCDATA] Reei
section.

2.2.1.57 PidLidAutoProcessState

An unsigned PtypInteger32 property specifying the options u
mail messages. The property MAY be absent, in which ca:

Value Description

0x00000000 | Don’t auto-process the m

0x00000001 | Process the messa
the message is 0

0x00000002

Version Count

VoteOptionl (variable)

VoteOptionN (variable)
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Version2 VoteOptionsExtrasl (variable)

VoteOptionsExtras2 (variable)

Version (WORD): MUST be 0x0102
Count (DWORD): Specifies the number of VoteOption and VoteOpti
VoteOptionl (variable length structure): The first VoteOptio

2.2.1.59.1.
VoteOptionN (variable length structure): Th%st Vot
2.2.1.59.1.

Version2 (WORD): MUST be 0x0104.

VoteOptionExtrasl (variable length struct
described in section 2.2.1.59.2.

VoteOptionExtrasN (variable lengt
described in section 2.2.1.59.2.

oteOptionExtras structure

oteOptionExtras structure

structures. Each ele
which can be taken b

en combined, describe a single voting option
onse to the message. The format of the VoteOption

VerbType

DisplayName (variable)

MsgClsName (variable)
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Internal1StringCount | DisplayNameCountR DisplayNameRepeat (variable)
epeat

Internal?2

Internal3 fUseUSHeaders

Internal4

SendBehavior

Internal

nterna

VerbType (DWORD): MUST be 4 (0x000

inated)]: The localized display name of the
ull terminator.

MsgClsName OT null terminated)]: MUST be “IPM.Note”, without a null
terminator.

Internal3 (1 byte): MUST be 0x00.
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fUseUSHeaders (DWORD): Indicates that a US style reply header is to be used in the
response message (as opposed to a localized response header). The value MUST be either
0x00000001, using US style reply header, or 0x00000000 otherwise.

Internal4 (DWORD): MUST be 0x00000001.

SendBehavior (DWORD): Behavior on send. When a user chooses a voting option,
SendBehavior specifies if the user is to be prompted to edit the response mail, or automatically
send it on behalf of the user. The value of this field MUST be one of the values defined in the
following table.

Value Description

0x00000001 | Automatically send the voting response
message.

0x00000002 | Prompt the user if he or she would like to
automatically send or edit the voting res

first..
¢

InternalS (DWORD): MUST be 2 (0x00000002).

ID (DWORD): Specifies a numeric identifie tion. The client SHOULD
specify 1 for the first VoteOption, and monotomical is value for each subsequent
VoteOptions.

Internal6 (DWORD): MUST be -,

Note that because the D1 NameCountRepeat) fields are 1-byte

long and contain the count isplayName (and DisplayNameRepeat), this
implies a length Ii i isplayName of any voting option.
2.2.1.58.2 VoteO

Each element ains information about the corresponding VoteOptions entry. The
format is described b

1 2
0|1 3 678/ 9/0[1|2[3{4|5/6|7| 89 112(3[4|5/6{7|8/9]0]1
isplayNameCount DisplayName (variable)
DisplayNameCountR DisplayNameRepeat (variable)
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epeat

DisplayNameCount (1 byte): Count of Unicode characters (NOT bytes) in the following
string.

DisplayName [Unicode String (NOT null terminated)]: The display name of this
option, as a Unicode string, without a null terminator.

DisplayNameCountRepeat (1 byte): Count of characters in the following s
the same as DisplayNameCount.

DisplayNameRepeat [Unicode String (NOT null terminated)]:
DisplayName.

2.2.1.59 PidLidVerbResponse

A PtypString property that represents the voting @ptions a
property SHOULD be set to one of the voting button displa
votes.

2.2.2 Message Status Reports

2.2.2.1 PidTagMessageClass

property MUST be set t‘e value : RT.X.<receipt types>” where X
is the original message class “IPM.NOTE” for an e-mail object and <receipt-

es of the IPM.NOTE message class name are:
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Report type Message class name (PtypString)
Read Receipt REPORT . IPM.NOTE. IPNRN
Nonread Receipt REPORT.IPM.NOTE. IPNNRN
Delivery Receipt REPORT.IPM.NOTE.DR
Nondelivery Receipt REPORT.IPM.NOTE.NDR

2.2.2.2 PidTagOriginalDeliveryTime
This PtypTime property MUST be set on read/nonread report objects or r
message objects with the value from PidTagMessageDeliveryTime of
2.2.2.3 PidTagOriginalDisplayTo

This PtypString property MUST be set on report messages to

from the original message, if present.

2.2.2.4 PidTagOriginalDisplayCc

from the original message, if present.

2.2.2.5 PidTagOriginalDisplayBcc

This PtypString property MUST b ssages to a copy of PidTagDisplayBcc
from the original message,

This PtypString prope on delivery report messages to the value of the original
message sender’s PidFagSen ype as specified in [MS-OXCDATA] Recipient

1s address book Entryld property MUST be set on delivery report messages to the value of
idTagSenderEntryld from the original e-mail as specified in [MS-OXCDATA].
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2.2.2.9 PidTagOriginalSenderName

This PtypString property MUST be set on delivery report messages to the value of the original
message sender’s PidTagSenderName as specified in [MS-OXCDATA] Recipient Row.

2.2.2.10 PidTagOriginalSenderSearchKey

This address book Search Key property MUST be set on delivery report messages to the value
of PidTagSenderSearchKey of the original e-mail message, as specified in [MS-OXCDATA].

2.2.2.11 PidTagOriginalSentRepresentingAddressType

A PtypString property containing the address type, as specified in [MS-OXCDATA], of the
end user represented by the original e-mail message sender; MUST be set testheyvalue,of
PidTagSentRepresentingAddressType of the original e-mail message.

2.2.2.12 PidTagOriginalSentRepresentingEmailAddress y

A PtypString property containing the e-mail address, as specified in fMS-OXCDATFA], of the
end user represented by the original e-mail message senderzMUST be setto the value of
PidTagSentRepresentingEmailAddress of the original e-mail message.

2.2.2.13 PidTagOriginalSentRepresentingEntryld

An address book Entryld property, as specified in [MS-OXEDATA], containing the entry
identifier of the end user represented by the ariginal message sender; MUST be set to the
value of PidTagSentRepresentingEntryld'ptoperty of the original message.

2.2.2.14 PidTagOriginalSentRepresentingName

A PtypString property containing the digplay name, as specified in [MS-OXCDATA], of the
end user represented by the original e-mail message sender; MUST be set to the value of
PidTagSentRepresentingName of the original €-mail message.

2.2.2.15 PidTagOriginalSentRepresentingSearchKey

An address bogk SearchKey property, as specified in [MS-OXCDATA], containing the
SearchKey of the end‘user reptesented by the original message sender; MUST be set to the
value of PidTagSentRepresentingSearchKey property of the original message.

2.2.2.16_ PidTagOriginalSubject

A PtypString property specifying the subject of an original message and MUST be set to the
valye of the PidTagSubject as specified in [MS-OXCMSG] property of the original message.

2.2.2.17 PidTagOriginalSubmitTime

A PtypTime specifying the original e-mail’s submission date and time and MUST be set to the
value of PidTagClientSubmitTime. The property is used in reports only and once set, it MUST
NOT be changed.
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2.2.2.18 PidTagParentKey

A PtypBinary property containing the search key used to correlate the original message and
the reports about the original message. The server MUST set the property on the report

message to the value of PidTagSearchKey of the original e-mail message, as specified in [MS-
OXCMSQG].

2.2.2.19 PidTagReportTag

A PtypBinary property containing the data used to correlate the report and the origin:
message. The property MAY be absent if the end user does not request reply or res
the original e-mail. If the original e-mail object has either PidTagResponseReq
0x01 or PidTagReplyRequested to 0x01, the property MUST be set on the origina
object which follows the format:

00

Continue version

Continue size ‘

erEntryld (variable)

essageEntryldSize

MessageEntryld (variable)

SearchFolderEntryldSize

SearchFolderEntryld (variable)

MessageSearchKeySize

MessageSearchKey(variable)

Ansi Text Size
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Ansit Text (variable)

Cookies (9 bytes: string): Nine characters used for validation; MUST be “PCDFEB09”.

Version ( 4 bytes): MUST be either CurrentVersion (0x00010002) or
NoSearchFolderVersion (0x00010001).

StoreEntryldSize ( 4 bytes): size of StoreEntryld.

StoreEntryld (variable length of bytes): If the size is 0x00000000, this field MUSTdbe
omitted. If the size is not zero, this field MUST be filled with the specified numbet of bytes.

FoldeEntryldSize (4 bytes): size of FolderEntryld.

FolderEntryld (variable length of bytes): If the size is 0x00000000, this‘field MUST\be
omitted. If the size is not zero, the field MUST be filled with the specified number of bytes.
4

MessageEntryldSize (4 bytes): size of MessageEntryld.

MessageEntryld (variable length of bytes): If the size is 0xQ0000000ythis field MUST be
omitted. If the size is not zero, the field MUST be filled with, the specified numberof bytes.

SearchFolderEntryldSize ( 4 bytes): If Version equals to the CurrentVersion, this MUST be
the real size of SearchFolderEntryld. Otherwise, MUST be set to 0x00000000.

SearchFolderEntryld (variable length of bytes)alf size is not zero, this field MUST be the
specified number of bytes of SearchFolderEnftryld. Otherwiseyif size is zero, this field MUST
be omitted.

MessageSearchKeySize ( 4 bytes): Size of MessageSearchKey.

MessageSearchKey (variable length of bytes): MUST be set to the specified number of
bytes.

Ansi Text Size (4 bytes): Numbenof chars'in the next field.

Ansi Text (variable bytes): Specifiedmumber of chars.

2.2.2.20 PidTagReportText

A PtypString propetty contaifiing the optional text for a report message. The property MAY
be absenit, th which case, thete 1s no report text from the server. If present, a server MUST set
this,pfoperty to the'textstring in response to a report type from the underlying messaging
system.

2.2.2.21 PidTagReadReceiptEntryld

An address book Entryld property, as specified in [MS-OXCDATA], representing the end
user to whom a read receipt is directed. This property is only used and validated if
PidTagReadReceiptRequested is set to 0x01. The property MAY be absent, in which case,
PidTagReportEntryld is used as an alternative. If neither property is present,
PigTagSenderEntryld is used as the end user who receives the read receipt.
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2.2.2.22 PidTagReadReceiptSearchKey

An address book SearchKey property, as specified in [MS-OXCDATA], representing the end
user to whom a read receipt is directed. This property is only used and validated if
PidTagReadReceiptRequested is set to 0x01. The property MAY be absent, in which case,
PidTagReportSearchkey is used as an alternative. If neither properties is present,
PigTagSenderSearchKey is used as the end user who receives the read receipt.

2.2.2.23 PidTagSubjectPrefix
The complete specification of this property is in [MS-OXCMSG]. <6>

2.2.3 E-Mail Submission Properties

The following properties are specified in [MS-OXPROPS]. They are sp,
the message submission.

ly

2.2.3.1 PidTagRecipientType

An unsigned PtypInteger32 property representing recipien ofare

The format of this property is below.

message.

PidTagRecipientType Value Description

0x00000000

0x00000001

0x00000002

0x00000003

0x10000000

Combining with the value of PidTagRecipientType,
indicates that the server MUST resend the message to the
recipient.

On a resend message, the recipient received the message
successfully and does not need to receive it again. The
server MUST NOT send the resend message to the
recipient.

This flag is set in conjunction with the 0x00000001,
0x00000002, and 0x00000003 values.
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2.2.3.2 PidTagDeferredSendNumber

A PtyplInteger32 property. When sending a message is deferred, PidTagDeferredSendNumber
SHOULD be set along with PidTagDeferredSendUnits if PidTagDeferredSendTime is absent.
The value MUST be set between 0x00000000 and 0x000003E7 (0 and 999).

PidTagDeferredSendNumber is used for computing PidTagDeferredSendTime when
PidTagDeferredSendTime is not present. Also see section 2.2.3.3 PidTagDeferredSendUnits
and 2.2.3.4 PidTagDeferredTime.

2.2.3.3 PidTagDeferredSendUnits

A Ptyplnteger32 property describing the unit of time that PidTagDeferredSendNumber
SHOULD multiply by. The valid range of PidTagDeferredSendUnits MUST bé between N
0x00000000 and 0x00000003. Also see section 2.2.3.4 PidTagDeferredSendTime.

PrTagDeferredSendUnits Meaning (time of)

0x00000000 Minutes, for example'60 seconds
0x00000001 Hours, for example »60x60'seconds
0x00000002 Day, for example 24x60x60 seconds
0x00000003 Week, for example 7x24x60x60 seconds

2.2.3.4 PidTagDeferredSendTime

A PtypTime property. PidTagDefertedSendTime MAY be present if a client would like to
defer sending the message after a certain amount of time.

If PidTagDeferredSendUnits and PidTagDeferredSendNumber are present, the value of
PidTagDeferredSend Fime is reeomputed using the following formula and the old value is
ignored.

PidTagDeferredSendTime = PidTagClientSubmitTime +
PidTagbDeferredSendNumber * TimeOf
(PidTagDeferredSendUnits) .

If PidTagDefertedSendTime value is earlier than current time (in UTC time zone), the
message is sent immediately.

2.2.3.5 PidTagExpiryNumber

A Ptyplnteger32 property used along with PidTagExpiryUnit to define the expiry send time. If
PidTagExpiryNumber is set, the value MUST be set between 0x0000000 and 0x000003E7 (0
and 999).
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2.2.3.6 PidTagExpiryUnits

A PtypInteger32 property used to describe the unit of time that PidTagExpiryNumber
multiplies. If PidTagExpiryUnits is present, the value MUST be between 0x00000000 and
0x00000003.

PidTagExpiryUnits Meaning (TimeOf)

0x00000000 Minutes, for example 60 seconds

0x00000001 Hours, for example 60x60 seconds

0x00000002 Day, for example 24x60x60 seconds

0x00000003 Week, for example 7x24x60x60 seconds N

2.2.3.7 PidTagExpiryTime

A PtypTime property. PidTagExpiryTime MAY be present,when a clientwould ltke to
receive an expiry event if the message arrives late:

If PidTagExpiryNumber and PidTagExpiryUnits are{present, the value of PidTagExpiryTime
is recomputed by the following formula and the old valueis ignored.

PidTagExpiryTime = PidTagCliéntSubmitTime +
PidTagExpiryNumber * TFimeOf (PidTagExpiryUnits)

2.2.3.8 PidTagDeleteAfterSubmit

A PtypBoolean property indicating that the originalmessage MUST be deleted. If the property
is not present, the server uses(the value 15.0%00.

2.2.3.9 PidTagSentMailEntryld

A folder Entry Id spé€ifyingthat a copy of the message MUST be created in the folder after
the message is gent.

PidTagSentMailEntiyld is opfional on a message. If PidTagSentMailEntryld is not present or
if it’s not @a'valid folder Entry Id (the folder cannot be a search folder), the copy of the sent
messdge will be created.inthe Sent Mail folder.

2.2.3.10 PidTagMessageDeliveryTime

A PtypTime property. PidTagMessageDeliveryTime MUST be set to current time in UTC by
the server upon receiving a message.

2.2.3.11 PidTagSentMailSvrEID

A PtypBinary property. PidTagSentMailSvrEID represents the Sent Mail folder for the
message. This folder MUST not be a Search Folder. The server requires write permission on
the folder so that the sent e-mail message can be copied to the Sent Mail folder.
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If PidTagSentMailSvrEID is absent, the message will be deleted from the sender’s mailbox
after the message is sent.
2.2.3.12 PidTagClientSubmitTime

A PtypTime property. PidTagClientSubmitTime MUST be set to current time in UTC when
the e-mail message is submitted.

2.2.4 ROPs Used in Sending Message
The format of the RopSubmitMessage and RopAbortSubmit request and respo
are specified in the [MS-OXCROPS] protocol.

2.2.4.1 RopSubmitMessage

RopSubmitMessage request is sent to submit an e-mail message objec

The messaging client MUST log on as a user with sufficient pe
because the server needs to modify certain properties (see 3.2

The message is identified by the handle index which is m
messaging client about the message object. The
RopOpenMessage or RopCreateMessage.

When a message is submitted, any pending ch

2.24.1.1 SubmitFlags

When the messaging client submits t s how the message SHOULD be

delivered using the follo&'ng valu

Name Description

None None.

PreProcess

The message needs to be
preprocessed by the server.

bes the return value in the response buffer.

Value Meaning
0x00000000 Success.
utoffQuotaExceeded 0x000004DD Indicates that the
maximum storage shut-off
quota has been exceeded.
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Name Value Meaning

ecQuotaExceeded 0x000004D9 Indicates that the storage
quota is exceeded for the
mailbox, but the user can
still receive mail.

ecNotSupported 0x80040102 The server object

ecTooManyRecips 0x00000505

ecAccessDenied The message is an FAI

message.

L 4

2.2.4.2 RopAbortSubmit

the server. Un sageisisubmitted for sending again, the message will not be
delivered to its

e following are the values returned in the ReturnValue field of the Response Buffer.

Value Meaning

ecNone 0x00000000 Success.
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Name Value Meaning

ecUnableToAbort 0x80040114 The operation cannot be
aborted.
ecNotInQueue 0x80040601 The message is no longer ir

the message store's

outgoing queue.
ecNotSupported 0x80040102 The server obje
ecNotFound 0x8004010F

2.2.4.3 RopGetAddressTypes

RopGetAddressTypes request is sent b
supported by server.

In the request, the server‘i ect as
table is ignored by server.

The following table de value in the response buffer.

Name Meaning

ecNone Success.

0x0000047D The response buffer is not
large to hold the results.

0x80040102 The server does not support
returning address types.

0'1n the response buffer, address types are returned in the below format.
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1
0(1({2{3|4(5/6|7|8(9]|0

2
5(6(7|8(9]0|1(2(3(4(5|6(7|8|9|0|1

(98]

AddressTypeCount

AddressTypeListSize

AddressTypeList (variable)...

AddressTypeCount (WORD): The number of address types returned.
AddressTypeListSize (WORD): The total length of the AddressTypeList
AddressTypeList (variable): An array of NULL terminated ASCII stri

an address type. <2>

3 Protocol Details

3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptual model of]

nization that an
ribed organization is
aves. This document does not

Object

Protocol

Property
Property Bag
Messagifig'lte

[MS-OXPROPS]
[MS-OXCMSG]

[MS-OXCDATA] Recipient Row, [MS-
OXOABK]

[MS-OXCSTORE]

[MS-OXCFOLD], [MS-OXOSFOLD]
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An e-mail object is a type of property bag, distinguished from other messaging items and
property bag types by its default storage location, its message class (for example, the value of
the PidTagMessageClass property), and the inclusion of certain sub-objects, as specified in the
following sections.

3.1.1.1 Storage

An e-mail object is a messaging object with a message class of “IPM.Note”. By default, a
client implemention stores e-mail items in a folder object which has the Container Class, of
“IPF.Note”.

From the point of view of the currently logged-on messaging user, an e-mail objéet is either a
Send Note, meaning that the e-mail is to be or has been sent 7o an external messaginguser or
user agent, or it is a Receive Note, meaning that the e-mail was sent to the'currentmessaging
user from an external user or user agent.

Within these groupings, an e-mail exists in one of a small number of abstract states, which
determines the default storage location for that particular e-mail objecthas specifiedin the
following table:

E-Mail State Description L 4 o \ Special Folder

Saved A Send Note stored within.an Inter-Personal ) Drafts folder
Mail (IPM) folder within a'store objeet.

Submitted A Send Note thdtis marked to be sent by the | Outbox folder
server.

Sent A’Send Note thathas been claimed by the Sent Mail folder
messaging transportifor delivery to another
messaginguser.

Received A Receive Note that has been placed in the Inbox folder (default
defaultReceive Folder by the server. Receive Folder)

3:1:152 Core Objeets

The ‘abstractisub-objects which are core to every e-mail object are: Sender, Recipients,
Subjeet, and'Body.

34.1.2.1 Sender

Message senders are identified by the from properties and the sender properties on an e-mail
object. In general, the from properties and the sender properties will identify the same
messaging user; for example, the message appears to have been sent by the actual sender of
the message. In some cases, however, a message is sent by one user (the actual sender) on
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behalf of another user (the represented sender). In this case, the from properties identify the
represented sender and the sender properties identify the actual sender.

3.1.1.2.1.1 Represented Sender

The represented sender of a message is the messaging user or user agent on whose behalf the
message was sent (or will be sent). The from properties associated only with the represented
sender are:

- PidTagSentRepresentingAddressType

- PidTagSentRepresentingEmail Address

- PidTagSentRepresentingEntryld

- PidTagSentRepresentingName

- PidTagSentRepresentingSearchKey

- PidTagOriginalSentRepresentingAddressType

- PidTagOriginalSentRepresentingEmail Address

- PidTagOn'ginalSentRepresentingEntryI‘

- PidTagOriginalSentRepresentingName

- PidTagOriginalSentRepresentingSear
3.1.1.2.1.2 Actual Sender

The actual sender is the owner of the
properties associated with the actu:

ill send) the e-mail. The from

PidTagOriginalSenderSearchKey
A1.2.2 Recipients

ients is a collection of recipients each of which is a messaging user to whom the e-mail
is to'be (or has been) delivered. As with senders, there are two types of recipients: represented

40 0f 64

[MS-OXOMSG] - v0.1

E-mail Object Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008



recipients and actual recipients. Within each of these types, there are three subclasses of
recipients for an e-mail: To, Carbon Copy (CC), and Blind Carbon Copy (BCC).

3.1.1.2.2.1 Represented Recipients

A represented recipient is the messaging user or user agent on whose behalf the message is
being received. The recipient properties associated with represented recipients are:

o PidTagReceivedRepresentingAddressType

o PidTagReceivedRepresentingEmail Address

o PidTagReceivedRepresentingEntryld

o PidTagReceivedRepresentingName

o PidTagReceivedRepresentingSearchKey
3.1.1.2.2.2 Actual Recipients

An actual recipient is the receiving mailbox owner of a messa;
associated with actual recipients are:

- PidTagMessageRecipientMe ‘
- PidTagReceivedByAddressType
- PidTagReceivedByEmailAddress
- PidTagReceivedByEntryld
- PidTagReceivedByName

- PidTagReceived&Search
- PidTagRecipientTyp

Another set of frefnp ties,are used to identify three subclasses of recipients for an e-mail:
d Carbon Copy (BCC).

om properties associated with CC Recipients are:
- PidTagDisplayCc

PidTagMessageCcMe

- PidTagOriginalDisplayCc
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The from properties associated with BCC Recipients are:
- PidTagDisplayBcc
- PidTagOriginalDisplayBcc
3.1.1.2.3 Subject

The Subject is a short text string intended to inform a recipient as to the contents or purpose o
the e-mail. The properties associated with the Subject are:

- PidTagSubject
- PidTagNormalizedSubject
- PidTagSubjectPrefix

- PidTagOriginalSubject
3.1.1.2.4 Body

The Body, specified fully by the [MS-OXBBODY] protocol, n contents of the
e-mail. The properties associated with the Body are:

- PidTagBlockStatus ‘
- PidTagBody

- PidTagBodyHtml

- PidTagRtfCompressed

- PidTagRtfInSync
PidTagMessagewtorFo

he e-mail message in the conversation thread is given a new subject, this e-mail
ge starts the new conversation thread with a new PidTagConverstaionTopic
and PidTagConversationIndex.

- Client Options

o PidTaglconIndex

o PidTagMessageClass

o PidTagReadReceiptRequested
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o PidTagReadReceiptEntryld

o PidTagReadReceiptSearchKey

o PidTagOriginalSensitivity

o PidTagRecipientReassignmentProhibited

o PidTagReplyRequested

o PidTagResponseRequested

o PidTagReplyRecipientEntries
o PidTagReplyRecipientNames
o PidLidAutoProcessState

o PidLidVerbStream

o PidLidVerbResponse

3.1.1.4 Message Delivery Properties

Many properties are set by the messaging systetﬁself orb
control the behavior of the messaging system. Thes

- PidTagExpiryDate
- PidTagInternetMessageld

- PidTagOriginatorDeliveryRep
- PidTagOriginatorNonDeli

- PidTagSendRicI§f0

MessageFlags
Pid ssageDeliveryTime
PidTagDeferredSendNumber
PidTagDeferredSendUnits
PidTagDeferredSendTime
- PidTagExpiryNumber
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- PidTagExpiryUnits

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.

3.1.4.1 Sending a Message

A messaging client sends a message by sending RopSubmitMessage t
can specify submit flags for sending the message (see section ab
The client can also set the sender information of the message t

process the message.

3.14.1.1 Represented Sender Properties ‘

The represented sender properties SHOULD be set b
message is intended to be sent from.

ient to ent the sender the

3.14.1.2 Actual Sender Properties

4.3 Sending a Message with Expiry Time
gExpiryTime MAY be set by a client.

If both PidTagExpiryNumber and PidTagExpiryUnits are present, PidTagExpiryTime
SHOULD be computed from PidTagExpiryNumber and PidTagExpiryUnits.
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3.1.4.4 Deleting the Sent Item

If PidTagDeleteAfterSubmit is set TRUE, the original item MUST be deleted after the
message is sent.

3.1.4.5 Optimizing Send

When a messaging client sends a message in a client implementation of an optimization, the
client can set PidTagTargetEntryld to the value equal to the value of PidTagEntryld of the
message being submitted. If this is done, the client MUST move the sent message to it§ local
Sentltems folder after submission. Eventually, when the client imports its local Sedt Mail
folder changes to server, on the server side, the server can make use of PidTaglargetEntryld
to optimize the operation by moving a copy of the submitted message object.to.the Sentltems
folder instead of requiring the client to upload the message object content@gain. See section
“Server Details” for detailed server operation. .

3.1.4.6 Resending a Message

If a message fails to be delivered to all recipients, a client MAY mark thissmessage as re-send
by setting mfResend in the PidTagMessageFlagsgproperty:

The server will attempt to re-deliver this message onlg to the réeipients who did not get the
message in the previous delivery attempt.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 Client-to-Client Interop: Voting

Voting is built using a specific set 6f properties on amessage to communicate voting options
and responses to one another. An overview of the seguence of events is as follows:

e A client (Sender) sends‘a woting message to a variety of recipients (Voters). This
message contains,a well-formed PidLidVerbStream as described in section 2.2.1.58,
but is otherwise identical to anon-voting message.

e The Voters, upon recetving the message and displaying it to the user, take note of the
existence ofPidLid VerbStream and use the information contained within to display
additional voting UL4o the user.

e  Tfand when a Voter selects a voting option, a specifically crafted response mail is
generated and addressed to the Sender.

e The Sender, upon recieving response messages, aggregates them for display to the
user.

It isyimportant to note that at each point in this process, the messages sent are identical to non-
voting messages except for the presence of PidLidVerbStream.

3.1.5.1.1 Sending a Voting Message
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A client wishing to associate a series of voting options with a message MUST set
PidLidVerbStream as described in section 2.2.1.58.

3.1.5.1.2 Interpreting a Voting Message

When a client receives a message, it MUST check the PidLidVerbStream property. If the
client encounters a VoteOption structure that does not have 0x00000004 as the VerbType
field, the client MUST ignore the existence of that VotingOption <3>.

3.1.5.1.3 Crafting a Voting Response Message

A voting response message MUST contain all of the following:

o PidTagSubjectPrefix set to the DisplayName of the voting option
user

e PidTagVotingResponse set to the voting option choosen by t
2.2.1.59)

Otherwise, the message MUST be formatted as a regular repl
voting message; respecting all user preferences w are ap

The client MUST honor the SendBehavior field of t .
SendBehavior field specifies SendPrompt, and if the it”, the user MUST be
displayed with the appropriate Ul to edit the a i

The exact method for aggregating voting responses is a client implementation
detail <4>. ‘
3.1.6 Timer Events

None.

3.1.7

2.2 Timers
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3.2.3 Initialization

None.
3.24 Higher-Layer Triggered Events

3.2.4.1 Submitting a Message

RopSubmitMessage request is received and parsed by server.The server performs the
following operations on sending the message.

3.2.4.1.1 Permission Check

There are restrictions on messages that can be submitted. The server checks formessages
submitted and prohibits if the following conditions are met.

Conditions Error code Value ¢
FAIl message is submitted ecAccessDenied 0x80000009
Embedded message is submitted ecNotSupperted 0x80040102
Upper limit of recipients is exceeded ecTooManyRecips 0x00000505
Mailbox is running out of quota ecQuetaExceeded 0x000004D9
No write permission on the message ecAccessDenied 0x80070005

Further, the server performs permission checks thatithe sender has sufficient permission to
send this message on behalf of the actualsender the'eurrent sender intends to present.

If the message is sént,by anotheruser or useragent, the represented sender properties MUST
be set to the user that'the actual sender intendsto display on the message.
3.24.1.2 Properties Read and/or Set Upon Submission

The following/propertie§ are checked and modified by server on the submitted message.

3.2.4.1.2.1" PidTagSentMailSvrEID

If PidTagSentMail SvrEID1s not present, the message MUST be deleted from the sender’s
mailbox after the message is sent out.

3.24.1.2.2 PidPagClientSubmitTime

PidTagClientSubmitTime MUST be set to the current time in UTC.

3.24.1.2.3 PidTagContentFilterScl

Server sets PidTagContentFilterScl to OxXFFFFFFFF (-1). A client MAY use this value as part
of Junk E-mail or “spam” filtering. See [MS-OXCSPAM].
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3.2.4.1.2.4 PidTagMessageLocaleld

Server sets PidTagMessageLocaleld to the current user logon’s locale Id.

3.2.4.1.2.5 PidTagMessageFlags

If PidTagMessageFlags’s mfResend is set, the message is considered a re-send message and
the server will only try to re-deliver the message to those recipients who failed to receive it
previously. See section 3.2.4.1.2.6.

3.24.1.2.6 PidTagRecipientType

If a message is a re-send message, and if a recipients’s PidTagRecipientType has 0x80000000
bit set, the server will ignore this recipient; if a recipient’s PidTagRecipientlype,has
0x10000000 bit set, the server will try to re-deliver the message to this rg€ipient: See
[MS_OXCDATA] Recipient Row. 7

3.24.1.2.7 PidTagTargetEntryld<5>

When working in optimizing send mode and sending a message, a messaging client creates a
copy of the message in a server folder and MAY set the new. message’s PidTagTargetEntryld
value equal to the value of PidTagEntryld on the original message. Upon the invocation of
RopSubmitMessage, the server creates a copy of the submitted message and sets the value of
PidTagEntryld to the value obtained from PidTagTargetEntryld.

If the client sets PidTagTargetEntryld, the client MUSTkeep aeopy of the submitted message
in the Sentltems folder after submissiond Eventually, the'elient will import the move in its
local Sentltems folder to the server. The server will find the'matching item due to the value of
PidTagEntryld already existing on‘setver. Instead of.requiring the client to upload the message
content again, the server completes the @peration by‘moving the copy of the submitted
message already pessisted oniséryer to the Sentltems folder (server side). See [MS-
OXCFXICS] for othenrelated information.

Other properties SHOULD,be set at'the,same time are:

Property “{ Value

PidTagEatryld Same value as PidTagTargetEntryld if PidTagTargetEntryld is
present. Otherwise, a new ID is generated by the server.

PidTagMessageFlags mfUnsent and mfRead bits MUST be cleared.

PidTagInternetMessageld Copied from the original message.

3.24.1.2.8 Represented Sender Properties
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If the user or user agent who is sending the message is the mailbox owner and the represented
sender properties are currently not present, the following represented sender properties MUST
be set to the mailbox owner:

e PidTagSentRepresentingAddressType

e PidTagSentRepresentingEmailAddress

e PidTagSentRepresentingEntryld,

e PidTagSentRepresentingName

e PidTagSentRepresentingSimpleDisplayName

3.24.1.2.9 Actual Sender Properties

If the message is sent with send-on-behalf-of and the represented sende
public folder or a distribution list, the actual sender properties MUST n¢
following actual sender properties MUST be set the values of t

e PidTagSenderAddressType
e PidTagSenderEmailAddress ‘
e PidTagSenderEntryld

e PidTagSenderName
e PidTagSenderSearchkey

3.2.4.1.2.10 Deferred Properties

When a message arrives*th the de
the deferred send time.

ies set, then the server MUST honor

r and PidTagDeferredUnits are present,
ill re-compute PidTagDeferredTime from
edUnits.

with both PidTagExpiryNumber and PidTagExpiryUnits are present, during
ion, the server will re-compute PidTagExpiryTime from

Rule Processing

n a message is submitted or delivered, it is subject to further processing by Rules (see
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3.2.4.2 Aborting Sending a Message

When a message is submitted and is still queued on the server pending delivery, the
submission can be terminated by sending RopAbortSubmit.

If a submitted message’s PidTagMessageFlags’s mfSubmitted bit has not been set yet,
sending RopAbortSubmit requests that the server stop delivering the message by removing
the message from the delivery queue. The mfUnsent bit of the message’s
PidTagMessageFlags MUST be set and the mfSubmitted bit of the message’s
PidTagMessageFlags MUST be cleared. Even if the message’s PidTagDeferredSendTimeshas
been set, the client will not be notified of defer send event.

RopAbortSubmit MAY fail at server’s discretion. When RopAbortSubmit fails, the message
MAY still be sent.

3.2.5 Message Processing Events and Sequencing Rules TS

None.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.

4 Protocol Examples

This section includes exathples of message object@perations using sequence of ROP requests
and responses that a client and a servermight exchange. Note that the examples listed here
only show the releyant portions of the speeified ROPs; this is not the final byte sequence
which gets transmittedever the wire, Also note'that the data for a multi-byte field appear in
little-endian format, with the bytes m the field presented from least significant to most
significant. Generally speaking, these ROP requests are packed with other ROP requests,
compressed and packed in one ox more RPC calls according to the specification in the Remote
Operations (ROP) List and Encoding Protocol (for more details, see [MS-OXCROPS]). These
examples assumethe client has already successfully logged on to the server and have
appropriate permissions ondhe message objects the operations are performed on.

4.1 Submitting a Message

In this example, Suppose the messaging client has created a new message object in the
mailbox and wishes to submit the the message object. The messaging client previously has set
a few message properties to some values which are not particularly interesting in this example
and are not documented here.

4.1.1 ROP Request Buffer
The ROP request buffer in this example would look like:
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0000: 32 00 02 00

The composition of the bytes is following:
ROPId: 0x32 (RopSubmitMessage)
LogonIndex: 0x00

Handlelndex: 0x02

SubmitMessageFlags: 0x00 (None)

The first 3 bytes refer to the ROPId, LogonIndex, HandleIndex, which ar
ROPs specified in [MS-OXCROPS]. The SubmitMessageFlags is No he
identified by its handle Index 0x2 was submitted.

4.1.2 ROP Response Buffer

The ROP response buffer in this example would look like:
0000: 32 02 00 00 00 OO

The composition of the response buffer is as
ROPId: 0x32 (RopSubmitMessage)
HandleIndex: 0x02

ReturnValue: OxOOOOOO‘(ecNone

ndleIndex of the RopSubmitMessage and the

return value is 0x0 m the response, the message was submitted

successfully.

essaging client has created a new message object in the
e the message object. The client sets properties related to a

['he ROP request buffer in this example would look like:
0OA 01 01 OE 00 01 00 40 00 EF 3F 96 3F 7F F4 5E
0010: 6F C8 01
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00xx: 32 01 01 00

The composition of the bytes is as follows:

ROPId: 0x0A (RopSetProperties)

LogonIndex: 0x01

Handlelndex: 0x01

Size: 0x000E

PropertyCount: 0x0001

PropertyTag: 0x3FEF0040 (PidTagDeferredSendTime)
PropertyValue: 0x01C86F5EF47F3F96 (UTC FILETIME: 11:11:39PM 02/1

ROPId: 0x32 (RopSubmitMessage)
LogonIndex: 0x01 ‘
Handlelndex: 0x01

SubmitMessageFlags: 0x00 (None)

elndex 0x1 was set value
UTC time 11:11:39PM 02/14/2008 i er the submission until UTC time

4.2.2 ROP Res
The ROP response
0000: 0A 01
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ROPId: 0x32 (RopSubmitMessage)
HandleIndex: 0x01
ReturnValue: 0x00000000 (ecNone)

The response messages to both RopSetProperties and RopSubmitMessage indicate that the
two remote procedure operations succeeded.

If the RopSubmitMessage was issued before UTC time 11:11:39PM 02/14/2008, the
message would be submitted immediately. If the RopSubmitMessage was issued
time, the message is deferred for submission until the current time is equal to ot
the deferred send time.

4.3 Aborting a Message Submission

In this example, suppose a client has submitted a message obje
queued in thte server, the client would like to terminate the s
4.3.1 ROP Request Buffer ‘
The ROP request buffer in this example would loo
0000: 34 00 00 01 00 0O 03 b4
0010: e6 5f a7

0 03 b7 4

The composition of the request buffer
ROPId: 0x34 (RopAbo@ubmit
LogonIndex: 0x00
HandleIndex: 0x00
FolderId: 0001-0003b479%¢z erld of the parent folder)
Messageld: 000, (the
elndex 0x00 was submitted previously. While the message

ssage Id of the message submitted)

he composition of the response buffer is as follows:
d: 0x34 (RopAbortSubmit)
HandleIndex: 0x00
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ReturnValue: 0x00000000 (ecNone)

The response message indicates RopAbortSubmit succeeded. The message has been removed
from the server. The mfUnsent bit is set (restored) and mfSubmitted bit is cleared on the
message’s PidTagMessageFlags. Unless another RopSubmitMessage is issued on this
message object, the message will not be sent.

4.4 Sending an E-Mail from a Messaging User to Another Messaging

User

when Ed read this e-mail. The following is a description of what a client

accomplish Joe’s intentions and the responses a server might return.

To create an e-mail object, the client uses RopCreateMessage The set
code and a handle to a message object Joe types in the e-mail s

request to get read receipt, and then uses RopSetProperti

data to the server.

Property Property
ID
PidTagBody 0x1000

“Please sign the order

request.\LF\CR”
PidTagMessageClass ‘ “IPM.Note”
PidTagMessageFlags x0003 (Ptyplnteger32) | mfUnsent
PidTagConversatio 1f (PtypString) “Order Request”
PidTagConversatie 0x0102 (PtypBinary) 22 bytes
01 c8 74 0b 0f 9¢c 35 2¢
021793 af 43 a9 8b b4
cl bb ef 97 7d 4f
0x0017 | 0x0003 (Ptypinteger32) | 0x00000002
High Importance
OxOEO6 | 0x0040 (PtypTime) 2008/02/20
21:53:00.000
0x0029 | OxO00B (PtypBoolean) | 0x01 (TRUE)
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PidTagSentMailSvrEID 0x6740 | OxOOFB 21 bytes
(PtypUnspecified) 01010000 00 00 0 &7
¢c1 0000000000 0000
0000000000

PidTaglconIndex 0x1080 | 0x0003 (PtypInteger32) | OxFFFFFFFF

PidTagMsgEditorFormat 0x5909 | 0x0003 (Ptypinteger32) | 0x00000001 P

PidTagPrimarySendAcct OxOE28 | Ox001F (PtypString)

PidTagNextSendAcct O0x0E29 Oxoﬁ (PtypSt

Al1/o=First
Organization/ou=Excha
ge Administrative
Group
(FYDIBOHF23SPDLT)/cn
=Recipients/cn=JoeHea
ly Microsoft Exchange

PidTagMessageLocaIela‘ 1033 (en-us)

100 bytes (See Note 1
below)

PidTagReportTag
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Joe then addresses this e-mail to Ed Banti as the primary recipient. The client locates Ed
Banti’s address data entry from the client’s address book and adds Ed Banti’s address data to
this e-mail message object’s recipient table using RopAddRecipients.

Recipient Row Element Value Description
RowID 0x00000001 Row id number
RecipientType 0x00000001 primary recipient

DataSize 399

RecipientFlag AddressTyp C

DNPrefixLen

EX-Address.Type DT_MAILUSER

EX-Address.EmailAdo

DisplayName

PropertylD | Type Value

OxOFFE 0x0003 0x00000006
(PtypInteger32) (MAILUSER)
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PidTagDisplayType 0x3900 0x0003 0x00000000
(Ptyplnteger32) DT_MAILUSER

PidTag7bitDisplayName O0x39FF 0x001F (PtypString) | Ed Banti

PidTagSmtpAddress O0x39FE 0x001F (PtypString) | edbanti@example.com

PidTagSendInternetEncoding | 0x3A71 0x0003 0x0000000
(Ptyplnteger32)

PidTagComcritEid 0x6001 0x001F (PtypString)

PidTagAccount 0x3A00 0x001F (PtypS

PidTagDisplayTypeEx 0x3905

PidTagRecipientTrackstatus

Ox5FFF

0x00000000

PidTagRecipientResour‘ate 0x00000000
(PtypInteger32)
0x0003 0x00000001
(PtypInteger32)
O0x001F (PtypString) | Ed Banti
0x0102 (PtypBinary) | 126 bytes

(see the sample value
for
PidTagRecipientEntrylD
following this table)

PidTagRecipientOrder

Ox5FDF

0x0003

0x00000000
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(Ptyplnteger32)

PidTagRecipientEntryld:

0000: 00 00 00 00 dc a7 40 c8-c0 42 10 1a b4 b9 08 00
0010: 2b 2f e1 82 01 00 00 00-00 00 00 00 2f 6f 3d 46
0020: 69 72 73 74 20 4f 72 67-61 6e 69 7a 61 74 69 6f
0030: 6e 2f 6f 75 3d 45 78 63-68 61 6e 67 65 20 41 64
0040: 6d 69 6e 69 73 74 72 61-74 69 76 65 20 47 72 6f
0050: 75 70 20 28 46 59 44 49-42 4f 48 46 32 3353 50
0060: 44 4c 54 29 2f 63 6e 3d-52 65 63 69 70 69 65 6e
0070: 74 73 2f 63 6e 3d 65 64-62 61 6e 74 69 00

Last, Joe sends the e-mail. The client sets the calculated subj
message object based on the subject text on Joe sisubmitt

RopSetProperties.

Property PropertylD

PidTagSubjectPrefix 0x0003 Empty string
PidTagNormaIizedSubje‘ “Order Form Issue”

The client then ca
Banti and calls RopK

Please see all the |

e, a user wishes to send a message with a “Yes”, “No”, and “Maybe” voting
the client MUST construct a message containing a PidLidVerbStream as

0010: 50 4D 2E 4E 6F 74 65 00-03 59 65 73 00 00 00 00
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0020: 00 00O 00 00 00 01 OO 00-00 02 0O 00 00 02 00 00
0030: 00 01 00 00 00 FF FF FF-FF 04 00 00 00 02 4E 6F
0040: 08 49 50 4D 2E 4E 6F 74-65 00 02 4E 6F 00 00 00
0050: 00 00 00 00 00 0O 01 00-00

0060: 00 00 02 00 00 00 FF FF-FF

0070: 61 79 62 65 08 49 50 4D-2E

0080: 61 79 62 65 00 00 00 00-00

0090: 00 02 00 00 00 02 00 00-00

00AO0: FF 04 01 03 59 00 65 00-73

00BO: 00 02 4E 00 6F 00 02 4E-00

00CO: 79 00 62 00 65 00 05 4D-00

00DO0: 00

in section 2.2.1.58.

s desc

The first 6 bytes contain the Version and Count fiel
0000: 02 01 03 00 00 OO
Version: 0x0102
Count: 0x00000003

This indicates that this s&:ture con ions. The first VoteOption begins at

byte 0x0006.

0006: 04 00 O 8 49 50 4D 2E 4E oF 74
0016: 65 00 O 00-00 00 00 00 00 00 00 01
0026: 00 Q 00 00 02-00 00 00 01 00 OO 0O FF

0036:

MsgClsName: ANSI String (not null terminated): “IPM.Note”
Internall: 0x00

DisplayNameCountRepeat: 0x03

DisplayNameRepeat: ANSI String (not null terminated): “Yes”
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Internal2: 0x00000000

Internal3: 0x00

fUseUSHeaders: False (0x00000000)
Internal4: 0x00000001

SendBehavior: 0x00000002 (SendPrompt)
Internal5: 0x00000002

ID: 0x00000001

Internal6: OxFFFFFFFF

The second and third VoteOption structures (for “No” and “Maybe”) beg
and 0x006A respectively. The third VoteOption concludes at byte 0x00A
begins the Version2 field.

00A1: 04 01
Version2: 0x0104 ‘

This is followed by three VoteOptionExtras s lel array containing additional
information about the three VoteOption stru rli e first begins at byte
0x00A3.

00A3: 03 59 00 65 00 7
DisplayNameCo’J: 0x03

00 73 00

onsiderations for Implementers

ere are no special security considerations specific to the [MS-OXOMSG] protocol. General
ity considerations pertaining to the underlying RPC-based transport apply (see [MS-

OXCROPS)).
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5.2 Index of Security Parameters

None.

6 Appendix A: Office/Exchange Behavior

The information in this specification is applicable to the following versions of
Office/Exchange:

e Office 2003 with Service Pack 3 applied
e Exchange 2003 with Service Pack 2 applied
e Office 2007 with Service Pack 1 applied
e Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any statgment of 0pt$nal
behavior in this specification prescribed using the terms SHOULD,or SHOULD'NOT
implies Office/Exchange behavior in accordance with the SHOULD or SHOULD NOT
prescription. Unless otherwise specified, the term MAY{implies that Office/Exchange
does not follow the prescription.

<1> PidTagDeferredDeliveryTime is honored by Ex¢hange Sexver 2003 SP2. Starting from
Exchange 2007 SP1, only PidTagDeferzedSend Time isused. A client SHOULD set both
PidTagDeferredDeliveryTime and PidTagDefetsedSendTime for deferred delivery message
before submission.

<2> Examples of address typgs are: “EX% “MAPIPDL”, “SMTP”, “MHS”, “PROFS”,
“X400”. It’s possible there are other custom address types generated by third-party
applications.

<3> Section 3.1.5.1.2: Offiee 2007 SPhalso uses PidLibVerbStream for non-voting
related actions a0t covered inythis protocol. Each of this actions has a specific VerbType
associated with it. Thedformat of the VoteOption structure is identical for these non-
voting related actions; howéver, the internal values specific in the struct will vary. Future
versions of Office may further define additional VerbTypes; it is therefore advised that
clients ignore VoteOption structures which do not specify VerbTypes that they
understand:, Likewise, Office 2007 SP1 ignores VoteOption structures with unknown
VerbTypes.

<42 Section 3.1.5:1.4: Office 2007 SP1 uses a system similar to meeting responses in
order to track voting options. When it receives a voting response, it finds the initial
voting message in the sent items folder. It then updates the recipients table for the
recipient who sent the response to store the index of their response. If the user opens a
voting message from sent items, it then sums the total of each response received thus far
from the recipient table and displays it to the user.
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<5> PidTagTargetEntryld is optimized and supported by Office 2007 SP1 above and
Exchange 2007 SP1.

<6> On report messages, the PidTagSubjectPrefix is typically set as :
Delivery receipts: “Delivered: ”

Read receipts: “Read. ”

Sender Response on read receipt request: “Approved: ”
Non-deliverable receipts: “Undeliverable: ”
Non-read receipts: “Not Read: “read: ”

\ 4

&
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