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1 Introduction

Flagging is a way for message objects to be marked for follow up. As part of the Informational
Flagging Protocol, flagging related properties are set on the message object. The values of
these properties can then can be used to identify flagged messages.

The Informational Flagging Protocol specifies:

e Properties that, when set, can be used by a client or server to identify mess
as being flagged.

associated work item.

e A method by which the sender of a message can specify the fla
the object delivered to the recipient(s) independently o
the copy of the object saved in the sender's mailbox.

1.1 Glossary
The following terms are defined in the [MS-OXGL:

Coordinated Universal Time (UTC)
complete flag

draft message object
meeting-related ot&t

message

message object

property
recipient

recipient der

task object

wing data type is defined in [MS-DTYP]:
CHAR

The following terms are defined in [MS-OXCDATA]:

PtyplInteger32
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PtypTime
PtypBoolean
PtypBinary
PtypString
PtypTime
PtypFloating64

The following terms are specific to this document:
basic flag: A flag on a message object that indicates that the objec

flags.

color flag: A flag that extends the concept
set of color values with a flagged message o

consolidated todo list: A list of all tasks and fi

primary flag storage location: The usu ging properties (as
opposed to the secondary flag st i

recipient flag: A collection of pro
has been makked such thatiit wi agged to recipients.

time flag: A fla a basic flag by associating time-related
properties ates with the flag information on the message
objec i

S-DTYP] Microsoft Corporation, "Windows Data Types", March 2007,
.//ge.microsoft.com/fwlink/?Linkld=111558.

-OXCDATA] Microsoft Corporation, "Data Structures Protocol Specification”, April
2008.
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[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol
Specification”, April 2008.

[MS-OXCPRPT] Microsoft Corporation, "Property and Stream Object Protocol
Specification”, April 2008.

[MS-OXGLOS] Microsoft Corporation, "Office Exchange Protocols Master Glossary
2008.

[MS-OXOCAL] Microsoft Corporation, "Appointment and Meeting Object Pr;
Specification”, April 2008.

[MS-OXOJRNL] Microsoft Corporation, "Journal Object Protocol Sp

[MS-OXOMSG] Microsoft Corporation, "E-mail Object Prot

[MS-OXORMDR] Microsoft Corporation, "Remin
2008.

[MS-OXOTASK] Microsoft Corporation, ™ rotocol Specification”,
April 2008.

[MS-OXPROPS] Micr@Seft Corporati e Protocols Master Property List
Specification”, April 2008.

completed. Objects that are flagged can also have additional associated information such as
color, start date, or due date to help users further organize their flagged objects; for
, users can assign start and due dates to their flagged objects to prioritize their work,

or they can assign a flag color to group related objects.

This protocol specifies a method for a draft message object to be marked with a recipient
flag, such that recipients will see the message object as basic flagged upon receipt. This
protocol also specifies a method for a draft message object to be marked with a sender flag,
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which is a time flag that is displayed on the copy of the message object saved in the sender's
mailbox and is not exposed to the message recipients.

1.4 Relationship to Other Protocols

The Informational Flagging Protocol specification relies on an understanding of how to work
with message object properties, task object properties, and message submission. For
details see [MS-OXCMSG], [MS-OXOTASK], and [MS-OXOMSG]. Sender fla
closely related to sender reminders, which are specified in [MS-OXORMDR].

1.5 Prerequisites/Preconditions

The Informational Flagging Protocol specification assumes that the m
previously acquired a handle to the message object on which it intend
1.6 Applicability Statement

The Informational Flagging Protocol specifica‘ can be
objects. This protocol is intended to be a complement,and n
management, which is specified in [MS-OXOTAS
1.7 Versioning and Capability Ne
None.

1.8 Vendor-Extergible Fie
None.

1.9 Standards jgnme
None.

agging Protocol extends the protocol specified in [MS-OXCMSG] and
ol specified in [MS-OXCPRPT] as an underlying transport.

Syntax

Clients operate on message objects by using the [MS-OXCMSG] protocol. How a server
operates on message objects is implementation-dependent but the results of any such
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operations MUST be exposed to clients in a manner that is consistent with the Informational
Flagging Protocol.

[MS-OXPROPS] specifies the definitions of each property, including the property name,
property tag, and property type.

Unless otherwise noted below the client MUST include the properties as specified in the
documentation for the specific type of message object that is to have its flag state chal

When a value is specified as not present the property MUST NOT exist on the message
object, and MUST be deleted if it exists. Setting a property value to 0 or a zero- h string
does not delete the property from the message object.

2.2.1 Properties Specific to the Informational Flagging Protocol

2.2.1.1 PidTagFlagStatus
Type: Ptypinteger32.

Specifies the flag state of the message object, ST NO related object,

and SHOULD NOT exist on a task object<1>. On other mess IS property
MUST be set to one of the values below:

Numeric Value | Name Meaning ”

Not present

0x00000001

0x00000002

Specifies the e object and MUST NOT exist unless the value of the
property Pid » to followupFlagged or if the message object is a meeting-
relate )y SHOULD NOT exist on a task object<2>. On other message

bje i : be set to one of the values below:

Numeric Value

t present ’ N/A No color

followuplconl Purple flag

Meaning

followuplcon2 Orange flag

0x00000003 followuplcon3 Green flag

0x00000004 followuplcon4 Yellow flag

80f38
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0x00000005 followuplcon5 Blue flag

0x00000006 followuplcon6 Red flag

2.2.1.3 PidTagFlagCompleteTime
Type: PtypTime.

Specifies the date and time in UTC that the message object was flagged complete
property is deleted if the message object is not flagged complete. The time's sm
resolution MUST be minutes (i.e. the value MUST be a multiple of 600,000,0
property MUST NOT exist if the object is a meeting-related object and
on a task object<3>.

LD

2.2.1.4 PidTagReplyRequested
Type: PtypBoolean.

This property SHOULD NOT be changed by th
object as this property has a specialized meaning for
OXOCAL]). This property SHOULD NOT exist if
property SHOULD be set to 0x01 if the objectd
otherwise<5> <6>.

2.2.1.5 PidTagResponseRequested

Type: PtypBoolean. ‘

Has identical val
therefore, the cli

and sem

ics to equested in terms of this protocol and,

A bit field in A
applies 1'0 herwi The possible bit values are:

Numeric Value | Name Meaning

N/A Unflagged
todoTimeFlagged Object is time flagged<8>

todoRecipientFlagged | SHOULD only be set on a draft message object,
and means that the object is flagged for
recipients.

All bits not specified in the above table are reserved. They MUST be ignored, but SHOULD
be preserved if they are set.
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2.2.1.7 PidTagSwappedTodoData

Type: PtypBinary.

Acts as the secondary flag storage location if sender flags or sender reminders are
supported<9>. This secondary storage location can be used by the client to maintain a secon
set of property values relating to the Informational Flagging Protocol that do not affect t
flagged state of the message object.

This structure provides a location at which the client can store all of the properties

Similarly, this structure provides a location at which all of the propertigs
Informational Flagging Protocol that are supported in recipient flags a
the Reminder Settings Protocol that are supported in recipient
informational purposes on a previously sent message.

The structure contains the following members:

Member Type Meaning

e. TXprotocol only specifies
ts of this structure MUST
be ig numiber is not 0x00000001.

ul\Version Ptypinteger32 | Version of

dwFlags Ptypln¢r32 s the_ validity of the member fields
ecified in the next table.

dwToDoltem idTagTodoltemFlags.

wszFlagTo s to PidLidFlagRequest.

rtmStartDate Corresponds to PidLidTaskStartDate.

orresponds to PidLidTaskDueDate.

Corresponds to PidLidReminderTime,
PidLidReminderSignalTime, and PidLidReplyTime. When
swapping the contents of the primary and secondary flag
storage location, the data of tmReminder is written to three
properties: PidLidReminderTime,
PidLidReminderSignalTime, and PidLidReplyTime, and the
data in PidLidReminderTime is written to rtmReminder.
(See [MS-OXORMDRY] for details on the reminder
properties.)
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fReminderSet | Ptyplnteger32 | Corresponds to PidLidReminderSet (See [MS-
OXORMDRY)). This property is treated as a Boolean with
0x00000000 and 0x00000001 as valid values.

The rtmStartDate, rtmDueDate, and rtmReminder fields are stored as a PtyplInteger32
expressed as the number of minutes since January 1, 1601 midnight in UTC time. Cli
MUST write the value OX5AE980EO to indicate no date and time.

The dwFlags field has the following valid bit values. The bit specified in the ta
MUST be 1 if the corresponding data member in the structure above has Malid data
be O otherwise.

Bit Validity of data field

@Q

agged or completed, but SHOULD NOT exist for a meeting-related object.
.1.10 for a list of defaults suggested to the user. Clients MAY choose not to
pport this property, and always write "Follow up™ (translated to the user's language if
oprjate) as the value of the string when this property needs to be set<10>. This property

D be conditionally ignored based on the values of PidLidFlagString and
idValidFlagStringProof — see sections 2.2.1.10 and 2.2.1.11 for details<11>.

0x00000001 | dwToDoltem

0x00000008 | rtmStartDate

0x00000010 | rtmDueDate

0x00000020 | wszFlagTo

0x00000040 | fReminderSet
rtmRer.der

0x00000080

11 0f 38
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2.2.1.10 PidLidFlagString
Type: Ptypinteger32.

Contains an index identifying one of a set of pre-defined text strings to be associated with the
flag. If set, clients SHOULD use the corresponding string value in the tables below indicate
by PidLidFlagString (for example, to substitute a string that is translated into the current yser's
language) and SHOULD ignore the value set in PidLidFlagRequest and

PidLidValidFlagStringProof<12>).
Defaults suggested to the user for contact objects:

Value English String

0x00000000 or not present | Follow the guidance related to displayin‘
PidLidFlagRequest

0x0000006E "Follow up"
0x0000006F "Call"
0x00000070 "Arrange Meeting"
0x00000071 "Send E-mail"

0x00000072 "Send Le

Defaults suggestﬁ the useggfor all o

Value English String

0x00000000 or not pres Follondance related to displaying
idLidFlagRequest

0x00000001

"Do not Forward"

"Follow up"

"For Your Information"

"Forward"

"No Response Necessary

"Read"

000000008 "Reply”
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0x00000009 "Reply to All"

0x0000000A "Review"

All strings specified above can be translated to the user's language if appropriate.

2.2.1.11 PidLidValidFlagStringProof
Type: PtypTime.
On non-sendable objects (received mail and non-mail objects), clients SHOU

This property can be used to validate whether PidLidFlagRequest was
knowledge of PidTagMessageDeliveryTime<14>. Since the value of
PidTagMessageDeliveryTime cannot be predicted by the sendegi

reasonably certain that the value of PidLidFla uest di igi ender of the
message. A client can decide how to present the value of
based on the result of this comparison in accordance pui ifi ty policy of the
client. If the value of PidLidFlagRequest is ignored du
PidLidFlagString, this property MUST be ig

2.2.1.12 PidLidToDoTitle

Type: PtypString.
Contains user-specifiable text to i i bject in a consolidated todo list.

the property does not exist, a client SHOULD
Jéct to this property.

mechanism, the client can use any suitable algorithm to determine the new value of this
property such that the task appears in the correct place when this property is used as a sorting
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field. When this property is used to perform a sort of objects and the resultant sort results in a
tie, the PidLidToDoSubOrdinal property is used to break the tie.

2.2.1.14 PidLidToDoSubOrdinal

Type: PtypString.
When the PidLidToDoOrdinalDate property is used to perform a sort of objects and t
resultant sort results in a tie, this property is used to break the tie. If used, this prop
be sorted lexicographically. The component characters of the string MUST consi
numerals ‘0" through '9'. This property SHOULD be initially set to 5555555
this property MUST NOT exceed 254 characters (excluding the terminating

2.2.2 Properties Shared with the Task Object Protocol

The following properties are shared by the Informational Flaggi
Task Object Protocol Specification:

e PidLidTaskStartDate .

e PidLidTaskDueDate

e PidLidTaskDateCompleted

e PidLidTaskComplete

e PidLidTaskStatus

PidLidPercentC.mpIete
e PidLidCommonStart
e PidLid

Unless noted below, th antics epted values are identical to those specified in

[MS-OXOTAS

2.2.3 Properties Shared with the Reminder Settings Protocol

The following properties are shared by the Reminder Settings protocol:
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e PidLidReminderSet
e PidLidReminderTime
e PidLidReminderSignalTime

e PidTagReplyTime
Unless noted below, their semantics and accepted values are identical to those specifi
[MS-OXORMDR].
2.2.3.1 PidTagReplyTime
Type: PtypTime.

On a draft message object, if the sender desires to set a deadline for the
property is set to the desired deadline in UTC. This property SHOULD'
clearing the flag from the message object<17>.

3 Protocol Details

3.1 Client and Server Details

Message objects can be flagged by clients al
defines constraints to which clients and s

noted below, this section
ging message objects.

col. The described organization is
rotocol behaves. This document does not
as long as their external behavior is

e Unflagged

e, the abstract data model of the Informational Flagging Protocol does not differ
icantly from the abstract data model of the message object to which this protocol is being
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3.1.2 Timers
None.

3.1.3
None.

Initialization

3.1.4 Higher-Layer Triggered Events

3.1.4.1 Flagging a Message Object

Most message objects can be flagged, but appointment objects (as specifi
OXOCAL]), journal objects (as specified in [MS-OXOJRNLY]), and sti
in [MS-OXONQOTE]) SHOULD NOT be flagged<18>.

3.1.4.1.1 Setting a Color Flag

The following properties MUST be set to thesélues on essa
message with a color flag<19>:
A
Property Value
PidTagFollowuplcon Not present f

For all message objectsfffiat are no

SHOULD also be set:
A

Property

Value

PidLidFlagRequest

SH 'a non-zero length string. "Follow up" SHOULD
e used@as the default if none specified explicitly by the user.

ection 2.2.1.10<20>.

Ifqual to PidTagMessageDeliveryTime of the message object
<21>.

Property Value
Pi’agFIagStatus followupFlagged (0x00000002)
PidTagFlagCompleteTime | Not present

[MS-OXOFLAG] - v0.1
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PidTagReplyRequested 0x01<23>

PidTagResponseRequested | 0x01<24>

3.14.1.2 Setting a Basic Flag

A basic flag is identical to the color flag specified in section 3.1.4.1 except the prope
PidTagFollowuplcon is not set<25>. Meeting-related objects cannot have a basic f

SN

3.1.4.1.3 Setting a Time Flag

The following properties SHOULD be set to these values on any mes
flagging a message with a time flag<26>:

Property Value
PidTagFollowuplcon followuplcon6 (0x00000006
PidTagTodoltemFlags todoTimeFIaggetQ)xOOOO

PidLidToDoOrdinalDate Equal to the current ti
does not already_exist

PidLidToDoSubOrdinal "5555555" if i nal does not already exist

PidLidTaskStartDate User

PidLidTaskDueDate

PidLidCommonEnd

PidLidTaskDate

(0x00000000

0.0
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Property Value

PidLidToDoTitle Equal to PidTagNormalizedSubject if PidLidToDoTitle does
not already exist

For all message objects that are not meeting-related objects, the following properties
SHOULD also be set:

Property Value

PidLidFlagRequest SHOULD be a non-zero length string.
be used as the default if none specifie
Only set if PidLidFlagRequest does n

PidLidFlagString See section 2.2.1.10<27>.
not already ex

PidLidValidFlagStringProof | Equal to PidTagMe:
object<28>. Only s
already exist

For all message objects that are not or task objects, the following

properties SHOULD alS@be set:
Property Value
PidTagFlagStatus owuﬂlgged (0x00000002)

PidTagFlagCompleteTim Noppresent

X01<29>

0x01<30>

Property Value
PlygFollowuplcon Not present
PivdTagTodoltemFIags todoTimeFlagged (0x00000001) bit setto 1
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PidLidToDoOrdinalDate Equal to the current time in UTC if
PidLidToDoOrdinalDate does not already exist

PidLidToDoSubOrdinal "5555555" if PidLidToDoSubOrdinal does not already
exist

PidLidTaskDateCompleted Equal to the current date

PidLidTaskComplete 0x01

PidLidTaskStatus 0x00000002

PidLidPercentComplete 1.0

For all message objects that are not task objects, the followin ies S also be

set: .

Property Value

PidLidToDoTitle Equal to PidTagNormaliz bjectMidToDoTitle does

not already exi

For all message objects‘t are no 5<32>, the following properties

SHOULD be set with the followi
o o

Property Value

PidLidFlagRequest

S D b!a non-zero length string. "Follow up” SHOULD
be us the default if none explicitly specified by the user.
et only if PidLidFlagRequest does not already exist.
e section 2.2.1.10<33>. Only set if PidLidFlagString does

not already exist.

of | Equal to PidTagMessageDeliveryTime of the message
object<34>. Only set if PidLidValidFlagStringProof does not
already exist.

Il pnessage objects that are not meeting-related objects or task objects, the following

p ies SHOULD also be set:
Property Value
PidTagFlagStatus followupComplete (0x00000001)

19 of 38

[MS-OXOFLAG] - v0.1

Informational Flagging Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008



PidTagFlagCompleteTime Current time in UTC

PidTagReplyRequested 0x00<35>

PidTagResponseRequested 0x00<36>

3.1.4.1.5 Setting a Recipient Flag

Recipient flags are set on draft message objects and are basic flags when they arri the
recipients’ mailbox. A message flagged for its recipients has the following prop; set:

Property Value
PidTagFlagStatus MUST be set to followupFlagged (0x ’
PidTagReplyRequested SHOULD be set to 0x01<37>

PidTagResponseRequested

PidLidFlagRequest

PidLidFlagString

PidLidTaskStatus

PidLidPercentCompletél)

PidLidTaskCom

If the client supports sen agSwappedTodoStore MUST be set as specified
in section 2.2. i st-transmit processing specified in section 3.1.4.3.

client can set both sender flag properties and recipient flag

nt flag properties MUST be set in the primary flag storage location
in 3.1.4.1.5; the sender flag properties MUST be set in the secondary flag storage
wappedTodoData, and PidTagSwappedTodoStore MUST be set as

4.2 Clearing a Flag on a Message Object

2.1 Clearing a Flag on a Meeting-Related Object

Clearing a flag on a meeting-related object is identical to clearing a flag on a message except
that the following properties MUST NOT be deleted or altered: PidTagFlagStatus,
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PidTagFlagCompleteTime, PidTagReplyRequested, PidTagResponseRequested,
PidLidFlagRequest, PidLidFlagString, and PidLidValidFlagStringProof.

3.1.4.2.2 Clearing a Flag on a Task Object

Flagging a task is a shortcut for the user to change the values of PidLidTaskStartDate and
PidLidTaskDueDate. A client can, in this way, always view an uncompleted task as havi
time flag. Because of this, clearing a flag on a task can be viewed as equivalent to d

task object.

3.1.4.2.3 Clearing a Flag on Other Message Objects

To clear a flag from a message object, the properties specified in secti

o2 28HOUL
deleted with the following exceptions. These properties MUST be set

Property Value

PidTagTodoltemFlags Set the todt"neFIag X00 1)
PidLidTaskComplete 0x00 ’
PidLidTaskStatus 0x00000000

PidLidPercentComplete )

0.0
the fo i alues
A A

instead of being deleted from

The following properti(g/lAY b
Value

Property

PidTagReplyRequested

the object<44>,
w 5>

00<46>

Zero-length string

0x00000000

4501/01/01 00:00:00.000

Zero-length string

lent that supports sender flags or sender reminders MUST<47> take the following actions:

If the value of PidTagSwappedTodoStore matches the value of PidTagStoreEntryid of the
message object, it MUST swap the contents of PidTagSwappedTodoData and the primary flag
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location as shown by the mapping in section 2.2.1.7. After the operation, the previous contents
of the primary flag storage location MUST now be in the secondary flag storage location and
vice versa. The value of PidLidValidFlagStringProof MUST also be set equal to the value of
PidTagMessageDeliveryTime.

If the value of PidTagSwappedTodoStore does not match the value of PidTagStoreEntryid,
the client MUST clear the PidTagSwappedTodoData property.

In both cases, PidTagSwappedTodoStore MUST be deleted.

3.1.5 Message Processing Events and Sequencing Rules

None.

3.1.6 Timer Events

None. Q

is flagging the object resides in the
riptions of what a client might
ight return.

3.1.7 Other Local Events
None.

4 Protocol Examples

All examples in this section assume that the Biser
Pacific Standard Time Zone (UTC-8).
do to accomplish the swrios and

Before flagging any message obje
from named properties to pr

0 ask the server to perform a mapping
RopGetPropertylDsFromNames:

Property Property Set GUID Name or ID

PidLidFlagReque 00062008-0000-0000-C000-000000000046} | 0x8530

2008-0000-0000-C000-000000000046} | 0x85C0

{00062008-0000-0000-C000-000000000046} | Ox85BF

{00062008-0000-0000-C000-000000000046} | Ox85A4

{00062008-0000-0000-C000-000000000046} | 0x85A0

{00062008-0000-0000-C000-000000000046} | 0x85A1
{00062003-0000-0000-C000-000000000046} | 0x8104
dTaskDueDate {00062003-0000-0000-C000-000000000046} | 0x8105

idTaskStartDate

PidLidCommonStart {00062008-0000-0000-C000-000000000046} | 0x8516
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Property Property Set GUID Name or ID
PidLidCommonEnd {00062008-0000-0000-C000-000000000046} | 0x8517
PidLidTaskDateCompleted | {00062003-0000-0000-C000-000000000046} | Ox810F
PidLidTaskComplete {00062003-0000-0000-C000-000000000046} | 0x811
PidLidTaskStatus {00062003-0000-0000-C000-000000000046}
PidLidPercentComplete {00062003-0000-0000-C000-000000000046}

PidLidReminderSet

{00062008-0000-0000-C000-000000000¢

PidLidReminderDelta

PidLidReminderTime

PidLidReminderSignalTime

that follow (the actual identifiers are at the dj

Property

Property Identifier

PidLidFlagRequest

PidLidFlagStrin

PidLidValidFlagStri

PidLidToDoTitle

0x830E

0x8143
0x8144

0x81BC

idLidCommonEnd 0x81BB
TaskDateCompleted | 0x8149
PidLidTaskComplete 0x8148
PidLidTaskStatus 0x8145
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PidLidPercentComplete 0x8146

PidLidReminderSet 0x8004
PidLidReminderDelta Ox81FF
PidLidReminderTime 0x8005

PidLidReminderSignalTime | 0x8006

4.1 Color Flagged Object

Ryan Gregg has a message in his Inbox related to the "Woodgrove Ba
has associated in his mind to the orange flag. He uses the default requ
the client which is "Follow up"<48>.

response contains a handle to the message obj

The client sends a RopGetPropertiesSpecific reques trieve properties of the

message object.
A

Property Property Property Type

PidTagMessageDeIiveiime 0x

040 (FpTime)

e server with the requested values:

The client receiw rw

Property Property Property Type Value
ID
PidTagMessageDeliveryTi eiEOG 0x0040 (PtypTime) 2008/02/11
22:41:24.765

clien sends a RopSetProperties request to set the flagging properties:

Property Property Type Value
ID

0x1090 | 00003 (Ptypinteger32) | 0x00000002

agFollowuplcon 0x1095 0x0003 (Ptypinteger32) 0x00000002

PidTagReplyRequested 0x0C17 0x000B (PtypBoolean) 0x01
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PidTagResponseRequested | 0x0063 0x000B (PtypBoolean) 0x01

PidLidFlagRequest 0x802A 0x001F (PtypString) "Follow up"

PidLidFlagString 0x83C0 0x0003 (Ptypinteger32) 0x00000003

PidLidValidFlagStringProof | O0x83CA 0x0040 (PtypTime)

up". He flags the item on 2008/02/11 22:16:
As before, the client first retrieves a ha

Besides a handle, the following rel
RopOpenMessage request:

Property Property 1D Property Type Value

PidTagNormalizedS OXON X001F (PtypString) "Contoso Project"
i ) Getirop Specific request to retrieve the state of the message

Property Property Type
ID

agMe&WiveryTime OXOEOB | 0x0040 (PtypTime)
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Property Property Property Type Value
ID
PidTagMessageDeliveryTime | OXOE06 0x0040 (PtypTime) 2008/02/11
22:41:24.765

The client then sends a RopSetProperties request to set the flagging properties: ‘P

Property Property Property Type Value
ID
PidTagFlagStatus 0x1090 0x0003 (Ptypinteger32) &
PidTagFollowuplcon 0x1095
PidTagReplyRequested 0x0C17
PidTagResponseRequested | 0x0063
PidTagTodoltemFlags OxOE2B 0x0003 ( 0x00000001
PidLidFlagRequest 0x802A X Ptyp "Follow up"
PidLidFlagString 0x83C 0003 t:eger32) 0x00000003
PidLidVaIidFIagStrinngf 0x 0 Time) 2008/02/11
22:41:24.765
PidLidToDoTitl 8 001F (PtypString) "Contoso
Project"
PidLidToDoOrgdi te 830 0x0040 (PtypTime) 2008/02/11
22:16:28.177
idLi SUbOrdinal 0x830E 0x001F (PtypString) "5555555"
i kStartD 0x8143 0x0040 (PtypTime) 2008/02/11
00:00:00.000
te 0x8144 0x0040 (PtypTime) 2008/02/12
00:00:00.000
idCommonStart 0x81BC 0x0040 (PtypTime) 2008/02/11
08:00:00.000
PidLidCommonEnd 0x81BB 0x0040 (PtypTime) 2008/02/12
08:00:00.000
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Finally, the client then sends a RopSaveChangesMessage request to persist the object on the
server, and a RopRelease request to release the object.

4.3 Completed Object

Kendall Keil is now finished with the work item associated with the message in the pr;
example. As before, the client first retrieves a handle to the message object using
RopOpenMessage.

The client sends a RopSetProperties request to set the flagging properties:

Property Property Property Type Value

ID
§00§m01
2008/02/11

:23:00.000

PidTagFlagStatus 0x1090

PidTagFlagCompleteTime | 0x1091

PidTagReplyRequested 0x0C17 0x00

PidTagResponseRequested | 0x0063 0x00
PidLidTaskDateCompleted | 0x814 2008/02/11
e 08:00:00.000

PidLidTaskComplete 0x01
PidLidTaskStat 0x00000002
PidLidPercentComplet 0x0005 (PtypFloating64) 1.0
PidLidRemin 0x000B (PtypBoolean) 0x00
The ﬁation DeletePropertiesNoReplicate request:
Property Property ID Property Type

TagFol IoMn 0x1095 0x0003 (PtypInteger32)

¥

/the client then sends a RopSaveChangesMessage request to persist the object on the
r, and a RopRelease request to release the object.
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4.4 Flagging a Draft Message Object for the Sender and Recipient

Randy Byrne is planning to send a contract to a customer on 2008/03/07. He wants his co-
worker, Marina Dukhon, to review the contract before he sends it out. He sends a message to
Marina with a sender flag which has a due date of 2008/03/07 with a request string of
"Forward", and a recipient flag to Marina with a reminder on 2008/03/06 at 4:00 P.M. local
time and a request string of "Review".

As before, the client first retrieves a handle to the message object using RopOpen age
The client sends a RopSetProperties request to set the flagging properties:

Property I|3[r)operty Property Type Value
PidTagFlagStatus O0x1090 | 0x0003 (Ptypinteger32) | ' @ 002
PidTagReplyRequested 0x0C17 0
PidTagResponseRequested | 0x0063 1
PidTagReplyTime 0x0030 2008/03/07
00:00:00.000
PidTagTodoltemFlags 0x0E2B 0x00000008
PidTagSwappedTodoD, See below
PidTagSwappedTodoStore See below
PidLidFlagReq "Review"
PidLidFlagString 0x 0x0003 (PtypInteger32) 0x0000000A
801 0x001F (PtypString) "Review"

8147 0x0003 (PtypInteger32) (0x00000000

0x8146 0x0005 (PtypFloating64) | 0.0

0x8148 0x000B (PtypBoolean) 0x00

0x8004 0x000B (PtypBoolean) 0x01

Ox8LFF | 0x0003 (Ptypinteger32) | 0x00000000

0x8005 0x0040 (PtypTime) 2008/03/07
00:00:00.000
PidLidReminderSignalTime | 0x8006 0x0040 (PtypTime) 2008/03/07
00:00:00.000
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The value of PidTagSwappedTodoStore is set to the value of PidTagStoreEntryid of the
message object.

The value of PidTagSwappedTodoData is:
000: 01 00 00 00 79 00 00 00
010: 72 00 77 00 61 00 72 00
020: 00 00 00 00 00 00 00 00
030: 00 00 00 00 00 00 00 00
040: 00 00 00 00 00 00 00 00
050: 00 00 00 00 0O 00 00 00
060: 00 00 00 00 00 00 00 0O
070: 00 00 00 00 00 00 00 00
080: 00 00 00 00 00 00 00 0O
090: 00 00 00 00 00 00 00 00
OAO0: 00 00 00 00 00 00 00 00
OBO: 00 00 00 00 00 00 00
0CO: 00 00 00 00 Q0
ODO: 00 00 00 00
OEO: 00 00
OF0: 00 00
100:
110:
120:
130

1A0: 00 00 00 00 00O OO0 00 00 00 OO OO0 OO OO 00 00 0O
1BO: 00 00 00 00 00 OO 00 00 00 OO OO OO 00O 00 00 0O
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1CO:
1DO0:
1EO:
1FO0:
200:
210:

00
00
00
00
00
60

00
00
00
00
00
co

00
00
00
00
00
C3

00
00
00
00
00
ocC

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00

00
00
00
00
00
00

00
00

00
00

00
00

00
00

00
00

00
00

This corresponds to the following values:

Member Value

ul\Version 0x00000001

dwFlags 0x00000079

dwToDoltem | 0x00000001

wszFlagTo "Forward"

rtmStartDate | OXSAE980EOQ (None
rtmDueDate | 0x0CE8C060 (2008/03/07
rtmReminder

fReminderSet

a RopSubmitMessage request to send the message to the
pRelease request to release the object.

Is sent and is found by the client in Randy's mailbox at 2008/03/03
he value of PidTagSwappedTodoStore on the message object is compared to
StoreEntryid of the message object, and if they are equal, the contents of
secondary flag storage locations are swapped. The client retrieves a handle to
e object by sending a RopOpenMessage request, and gets the relevant flagging properties by
ing,a RopGetPropertiesSpecific request. The values of the properties returned would be

| to the values set above, except for the following which is changed by the server

g message delivery:
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Property Property Property Type Value
ID
PidTagMessageDeliveryTime | 0XOEO6 0x0040 (PtypTime) 2008/03/03
21:03:00.000

The client sends a RopSetProperties request to perform the swap:

Property Property ID | Property Type

PidTagFlagStatus 0x1090 0x0003 (PtyplInteger32)

PidTagFollowuplcon 0x1095 0x0003 (PtypInteger32)

PidTagReplyRequested 0x0C17

PidTagResponseRequested | 0x0063

PidTagTodoltemFlags OxOE2B x00000001

PidTagSwappedTodoData | OXOE2D See below

PidLidFlagRequest 0x802A "Forward"

PidLidFlagString . 0x00000000

PidLidValidFlagStringProof PtypTime) 2008/03/03
21:03:00.000

PidLidToDoTitle

"Contoso Project”

0x0040 (PtypTime) 2008/03/03
21:03:29.438<50>
0x001F (PtypString) "5555555"
0x8144 0x0040 (PtypTime) 2008/03/07
00:00:00.000
0x81BB 0x0040 (PtypTime) 2008/03/07
08:00:00.000
0x8148 0x000B (PtypBoolean) 0x00
0x8145 0x0003 (Ptypinteger32) | 0x00000000
PivdLidPercentCompIete 0x8146 0x0005 (PtypFloating64) | 0.0
PidLidReminderSet 0x8004 0x000B (PtypBoolean) 0x00
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The value of PidTagSwappedTodoData is:
000: 01 00 00 00 F9 00 00 0O
010: 76 00 69 00 65 00 77 00
020: 00 00 00 00 0O 00 00 00
030: 00 00 00 00 00 00 00 00
040: 00 00 00 00 00 00 00 00
050: 00 00 00 00 00 00 00 00
060: 00 00 00 00 00 00 00 00
070: 00 00 00 00 00 00 00 00
080: 00 00 00 00 00 00 00 0O
090: 00 00 00 00 00 00 00 0O
OAO0: 00 00 00 00 0O 0O 00 00 00 00
OBO: 00 00 00 00 00 00 00 0O
0CO: 00 00 00 00 00 00 00 00
ODO: 00 00 00 00 00 00 00
OEO: 00 00 00 00
OF0: 00 00 Q0 00
100: 00 0O
110: 00 00
120: 00
130: 00
140:

00 00 00 0O

1c0: 00 00 00O 00 OO 0O 00 OO 0O 00 OO0 0O 00 00 00 00
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1D0: 00 00
1EO0: 00 00
1F0: 00 00
200: 00 00
210: EO 80

00
00
00
00
E9

00
00
00
00
5A

00
00
00
00
60

00
00
00
00
CO

00
00
00
00
C3

00
00
00
00
0cC

This corresponds to the following values:

00
00
00
00
01

00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

Member Value

ulVersion 0x00000001
dwFlags 0x000000F9
dwToDoltem | 0x00000001
wszFlagTo "Review"
rtmStartDate | OXSAE980EQ (None)
rtmDueDate

rtmReminder

fReminderSet

The applicatiowRo

tePr

00 00 00 00
00 00 00 00
00 00 00 00
EO 80 E9 5A

rtiesNoReplicate request:

Property Property ID | Property Type
OxE2C 0x0102 (PtypBinary)
0x8143 0x0040 (PtypTime)
0x81BC 0x0040 (PtypTime)

PidLidTaskDateComplete | 0x8149 0x0040 (PtypTime)

idRReminderTime 0x8005 0x0040 (PtypTime)
idReminderSignalTime | 0x8006 0x0040 (PtypTime)

PidTagReplyTime 0x0030 0x0040 (PtypTime)
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Finally, the client then sends a RopSaveChangesMessage request to persist the object on the
server, and a RopRelease request to release the object.

5 Security

5.1 Security Considerations for Implementers

There are no security considerations specific to the Informational Flagging Pro General
security considerations pertaining to the underlying transport apply, as specified 1 -

OXCMSG] and [MS-OXOMSG].
5.2 Index of Security Parameters
None.

6 Appendix A: Oﬂ‘ice/Exchaﬂge B ior

The information in this specification is applicabl
Exchange:

Office 2003 with Service Pack 3 ap
Exchange 2003 with Service P

follo ons of Office and

prescription. ecified, the term MAY implies that Office/Exchange
does not foll i
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<3> While the default interface in Outlook 2003 does not give a way for the user to set the
value of PidTagFlagCompleteTime on a task object, the user can manipulate the view column
set in a way that this property would be set.

<4> While the default interface in Outlook 2003 does not give a way for the user to set
value of PidTagReplyRequested and PidTagResponseRequested on a task object, t
manipulate the view column set in a way that this property would be set.

<5> Exchange does not set PidTagReplyRequested or PidTagResponseReque:
<6> In Outlook 2007, when swapping the contents of the primary and seg
get updated according to the new flagging state of the primary flagging
correct value.

<7> Outlook 2003 and Exchange 2003 do not
<8> In Exchange 2007, if an unflagged object is flagged

<10>Exchange follows this convention.

<11>Exchange does not understand Pi
value of PidLidFlagRequest is always fised.

<12>Exchange does not read or i pending on how the user flags the

change 2003 do not read or write this property.
does not set or clear PidTagReplyTime.

journal objects, or sticky notes, but it is possible to manipulate the Ul in non-standard ways in
er to set flag-related properties on such objects.

sers cannot apply color flags in Outlook 2007 or Exchange 2007.
<20>Exchange does not set this property.
<21>Exchange does not set this property.
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<22>0utlook 2003 writes these properties on Task objects as well.
<23>Exchange does not set this property.

<24>Exchange does not set this property.
<25>Except for receiving a recipient flag, basic flags cannot be set in Outlook 2007.
<26>Users cannot apply time flags in Outlook 2003 or Exchange 2003.
<27>Exchange does not set this property.
<28>Exchange does not set this property.
<29>Exchange does not set this property.
<30> Exchange does not set this property.

<31>In addition to the exceptions as noted for j

Exchange 2003 also do not set the following pr* i ge object
complete: PidTagTodoltemFlags, PidLidToDoTitle, Pi [
PidLidToDoSubOrdinal, PidLidTaskDateComplete
PidLidTaskStatus, and PidLidPercentComplete
2003 also does not set PidTagFlagStatus for finee
flagged complete in Outlook 2003 and )

gStatus cannot be set on a meeting-
arking a meeting-related object as

<32>0utlook 2003 does.not support ti
related object, thereforﬁutlook 2003
complete.

<33>Exchange

<41> Outlook™2003 and Exchange do not follow this guidance.
> Qutlook 2003 and Exchange do not follow this guidance.

ender flags are not supported in Outlook 2003. Only recipient flags can be set in
look 2003

<44> QOutlook follows this guidance.

<45> Exchange does neither; it does not set or clear this property.
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<46> Exchange does neither; it does not set or clear this property.

<47> Outlook 2003 and Exchange do not support sender flags, and thus do not support this
portion of the protocol.

<48> This example applies to Outlook 2003 and Exchange 2003, as Outlook 2007 an
Exchange 2007 do not allow users to flag an object with a color.

<49> Because time flags were introduced in Outlook 2007, and color flags are
Outlook 2003 and discontinued in Outlook 2007, this color flagging example sho
properties are set by Outlook 2003. By following this example, some projpéfties cou

unsynchronized with each other (i.e. applying a color flag on an objec grevi
flagged complete by Outlook 2007 following this example would not
PidLidTaskComplete). Other clients which only support color
than this example and set or reset all of the other properties to

<50> Outlook 2007 sets the value of PidLidToQ)rdinal
PidLidTodoSubOrdinal to the zero-length string. Th
does.
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