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Intellectual Property Rights Notice for Protocol Documentation

e Copyrights. This protocol documentation is covered by Microsoft copyrights.
Regardless of any other terms that are contained in the terms of use forthe
Microsoft website that hosts this documentation, you may make copies of it in
order to develop implementations of the protocols, and may distributéyportiens of
it in your implementations of the protocols or your documentation as‘necessary. to
properly document the implementation. This permission als@ appli€s to any ¥
documents that are referenced in the protocol documentétion.

e No Trade Secrets. Microsoft does not claim anghtrade secret rightsm this
documentation.

e Patents. Microsoft has patents that may coveryour implementations of the
protocols. Neither this notice nor Mi€rosoft's delivery of the documentation grants
any licenses under those or any other Microsoft patents. However, the protocols
may be covered by Microsoft’s®Open Specification Promise (available here:
http://www.microsoft.com/interop/osp/default.mspx). If you would prefer a
written license, or if the ptotocols are noticovered by the OSP, patent licenses are
available by contacting protocol@microseff:com.

e Trademarks) The names,of companies and products contained in this
documentation may be covered by trademarks or similar intellectual property
rights. Thismetice does not grant any licenses under those rights.

Reservation of Rights. All otheér rights are reserved, and this notice does not grant any
rights other thanyspécifically described above, whether by implication, estoppel, or
otherwise.

Preliminary Documentation. This documentation is preliminary documentation for these
protocols. Sinee the documentation may change between this preliminary version and the
final version, there are risks in relying on preliminary documentation. To the extent that you
incur additional development obligations or any other costs as a result of relying on this
preliminary documentation, you do so at your own risk.

10of84

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008


http://www.microsoft.com/interop/osp/default.mspx
mailto:protocol@microsoft.com

Tools. This protocol documentation is intended for use in conjunction with publicly available
standard specifications and networking programming art, and assumes that the reader is either
familiar with the aforementioned material or has immediate access to it. A protocol
specification does not require the use of Microsoft programming tools or programming
environments in order for a Licensee to develop an implementation. Licensees who have
access to Microsoft programming tools and environments are free to take advantage of them.

Revision Summary
Author Date Version | Comments
Microsoft April 4, 0.1 Initial Availability.

Corporation 2008

Microsoft April 25, | 0.2 Revised and updated property names and
Corporation 2008

[MS-OXOCFG] - v0.2
Configuration Information Protocol Specification

Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008

20f84



Table of Contents

1  Introduction 5
LT GLOSSAIY .ttt ettt ettt eb et a s esesansesesaneasesesenennes 5
1.2 RETETEIICES .ot e e e e ee e e e e e e e e aeeeeaetesaneee e eeesaneesanenesaneesaneeesnseesanees 6

1.2.1  NOrmative REfEIENCES......c.ciieieueiiirieieiiiieieeeteteeet ettt

1.2.2  Informative REferences ..........coeueuiniririiiiinieicceec e
1.3 Protocol OVErvIEW (SYNOPSIS).....cceveeriruereriririereriieseseisiesesesetesesesessesesesessesesesssssinsessses

1.3.1  Configuration Data...........coceevirieiririririeieieieiecccccccceee s

1.3.2  View DefiNItions .........ccceeeiriereeirinieieiieieeentereeeeiete e esesenenes R AT

1.3.3  FOIAEr FIagS .....ueniiieieee et e
1.4 Relationship to Other Protocols...........cccoueveveininieieeninieeeiieieeens ..
1.5 Prerequisites/Preconditions.............ccceeveeeeveerreeerereeeneerennns el

1.6 Applicability Statement

1.7 Versioning and Capability Negotiation............c.cceeeeeeresmmmmmneveeeeenes fateereuenencitheneneen.
1.8 Vendor-Extensible Fields .........cccovvnnnnnneneneneeee il ... ... 10
1.9 Standards ASSIZNMENLS........c.eerereereerierereerireeeeereeee e b encreeens b A 10

2 Messages

2.1 TranSPOIt......cccoveeererireeerenireereeneneeeeneeeeneese s eeeeneens

2.2 Message

SYNTAX .ttt rget e e fee e ettt eae e enes 10

221 XML FOrmat.......cooeevveenveenree s oottt ne 10
222  Binary FOormat........ocooooeonc o i B e 11
223 Configuration Data......... .. ....oooveeeiianaBie e imeeesereeeeseereeeesesesessesesesassesesens 11
224 View DefiNitions ......... o i e ttiss e encecececaeseseeesesesesesesesesesesssaesenes 26

225 Folder Flag .......................................................................................... 56
3 Protocol Details

3.1

Higher-Layer Triggered EVENtS..........ccooeoivivireiirieieiirieeceieeeieieieeeee e 68
Message Processing Events and Sequencing Rules ...........ccooooevevveinieenieenienen, 70
32,6 TIMEL EVENLS.....coouiiiiiiiiiiiiiie ettt 70
2.7 Other Local EVENLS......c.ccoiiiiiiiiieeiiiecere e 70

4  Protocol Examples 70
4.1 Configuration Data..........ccceeueueuiiirieieiiieee ettt 70

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



411 DICHONAIIES.....ceuiuineueriiiirieietetst ettt bebe bbbttt seseseesesesenes
412 WOrKIng HOUTS ..ottt
413 CatEOTY LISt .uiniieeeiiiiciceeieteetee ettt
4.2 VIEW DEIINILIONS .....cuiiiiieiieieieiieiei ettt ettt
42.1  PidTagViewDescriptorBinary ............c.ccoeeeririeieeninieieerinieeeeeeereeesseseseessenens
422  PidTagViewDesCriptOrSIIINGS........ceuevevereueremererereueieieieeeeereseseseseseseseseseseesenenes

5  Security
5.1 Security Considerations for Implementers
5.2 Index of Security Parameters...........cocovverererirrinerinieecicieieeiccicicieiceceeeenene

6  Appendix A: Office/Exchange Behavior
Index

[MS-OXOCFG] - v0.2
Configuration Information Protocol Specification

Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008

4084



1 Introduction

The Configuration Information protocol allows a client to share overlapping application
settings with a server. Where appropriate, it can also be used to change the configuration of a
feature on the client from the server or vice versa.

1.1 Glossary
The following terms are defined in [MS-OXGLOS]:
code page
folder
folder associated information (FAI)
little-endian
message
Non-Unicode
property ‘
special folder
store
table
Unicode
Universal Time Co‘inated

The following term define
Boolean
Byte
ULONG

rms are specific to this document:
onfiguration Data: A collection of application settings.

Folder Flags: Settings which are stored as properties on a folder that affect the way
that the folder is treated by the application.

Sub-property: A binary stream property that is embedded in another property,
possibly along with other sub-properties.
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View Definition: A collection of settings describing the set of columns, the sort order,
and optionally a filter which can be used to display the contents of a folder in the
UL

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used
as described in [RFC2119]. All statements of optional behavior use either MAY,
SHOULD, or SHOULD NOT.

1.2 References

1.2.1 Normative References

[MS-DTYP] Microsoft Corporation, "Windows Data Types", March 2007
http://go.microsoft.com/fwlink/?LinkId=111558.

[MS-OXCFOLD] Microsoft Corporation, "Folder Object Protocol Spe

Specification", April 2008.

[MS-OXCPRPT] Microsoft Corporation, "Property
Specification", April 2008.
[MS-OXCTABL] Microsoft Corporation, " ol Specification", April 2008.

[MS-OXGLOS] Microsoft Corporati
2008.

otocols Master Glossary", April
[MS-OXOCAL] Microsoft oratio i t and Meeting Object Protocol
[MS-OXOFLAG] Mi Corp

ion, "Informational Flagging Protocol Specification",

[MS-OXOR
2008.

oration, "Reminder Settings Protocol Specification", April

Corporation, "Special Folders Protocol Specification", April

Microsoft Corporation, "Search Folder List Configuration Protocol
ification", April 2008.

IS-OXPROPS] Microsoft Corporation, "Office Exchange Protocols Master Property List
fication", April 2008.

60f84

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008


http://go.microsoft.com/fwlink/?LinkId=111558

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP
14, RFC 2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt.

[XMLBase] W3C, "XML Base", June 2001, http://www.w3.org/TR/xmlbase/.

1.2.2 Informative References

None.

1.3 Protocol Overview (Synopsis)

Clients and servers might need to share some settings with one another. Eérexample, ifa user
has configured a client with his preferred working hours, both the client'and the server might
use those settings to help pick optimal times for new appointments on the'usef’s schedule

Other settings can be used by the client to change the behavior 6fa'setver feature, and vice
versa. An example of this would be when the server and clients have mutually éxelusive
features, and only one of them can be enabled atence. Storing the state of'the client’s feature
in a shared location would allow the server to disable its corresponding feature, and vice versa.

The Configuration Information Protocol specifies the'settings that'aré,shared, and the manner
in which they are shared between the client andservers. They are broken down into the
following categories, each of which uses a different meehanism to share the settings:

e Configuration Data
e View Definitions
e Folder Flags

Besides the settings defined in‘the,Configuratien Information Protocol, either the client or
server might store additienal, non-interoperable settings for the sole use of the respective
application in a similar fashion. Despitéusing a similar storage mechanism, such settings are
not part of the Configuration Information Protocol when they are only used by a single
application.

1.3.1 Configuration Data

Configuration Data consists of groups of related application settings. Each group of settings
is stored together in separate stream properties that are set on FAI messages.

Thestreams canicontain a serialized dictionary of name-value pairs which allow access to
individual settings by name. The dictionary is serialized using an XML schema which is
common to all dictionary streams. Most simple settings use this type of stream.

Formore structured data, such as the user's preferred working hours, the streams can contain
an XML document that uses an arbitrary schema corresponding to the structure of the data.
The settings which use an arbitrary XML stream include the user's preferred working hours,
which can be used by the client and server to make improved scheduling suggestions for that
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user, and the user's customized Category List, which allows the user to build a list of
commonly used message categories and assign color values to those categories.

1.3.2 View Definitions

View Definitions can be created by the client to make additional, user-defined view settings

available to the server. These settings consist of column descriptions including column header
names and sizes, groupings, sort orders, and an optional restriction. The data is stored in
several stream properties in an FAI message.

1.3.3 Folder Flags

Folder Flags consist of a collection of small properties. These properties arep
single binary property on a folder. The primary purpose of the Folder F
Boolean flags which affect the way that the folder can be displayed.

The Folder Flags can also be used to store additional properties s
the folder that can be used to associate it with a specific featur
folder which has been saved elsewhere.

1.4 Relationship to Other Protocols

The Configuration Information Protocol works with
(see [MS-OXCMSG]), special folders (see [
OXCTABL)).
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View Definitions Folder Flags

Configuration Data

[M5-CXOSFLD] Special
Falders

[MS-OXCFOLD] FAI
Messages

\ 4

[MS-0OXCFOLD] Folders

Figure 1: Protoco

The Corfig ata and/View Definitions components of the Configuration Information
S-OXCFOLDY] as the transport. The FAI messages are
ontained 1n a special folder, so these components need to use the Special Folders

older Flags is defined entirely in the Folders Protocol [MS-OXCFOLD].

Prerequisites/Preconditions
The Configuration Information Protocol specification assumes the client has previously
logged on to the server.
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1.6 Applicability Statement

Clients and servers can use the Configuration Information Protocol to share application
settings when each application implements a similar feature with the same settings. Each
application can also use this protocol to communicate the state of its own features, where that
state affects the state of related features in the other application.

Clients can also use this protocol to synchronize application settings between multiple
instances of the client connected to the same server.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

A third-party application can store its own settings using FAI messages by s
custom string for the value of the PidTagMessageClass string
authority that ensures uniqueness of the PidTagMessageClas

applications. ‘

1.9 Standards Assignments

None.

2 Messages

2.1 Transport

ation Information Protocol messages use
ave been set on FAI messages or folders [MS-

plications MUST NOT depend on support for namespaces [ XML Base].

pplications MUST NOT output XML with namespaces except to declare the default
espace if specified in this protocol.

Applications MUST remove namespace prefixes from any qualified name in the default
namespace.
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Applications MUST escape the following special characters within quoted strings:

Special Character Escape Sequence
" &quot;

< &lt;

> &gt

& &amp;

Applications SHOULD escape the following special characters within guoted s

Special Character Escape Sequence

&apos;

2.2.2 Binary Format

Unless otherwise specified, the application M
streams using the little-endian byte order.

ulti-byte data types into binary

2.2.3 Configuration Data

The client and server S
and location of the Confi
the following sub-secti

as Configuration Data<2>. The format
h settings it can include are defined in

a in an FAI message. The application MUST
store the FAI message e i er defined in the following sections for each type of

LagMessageClass string property set on it. The value of the
.Configuration. " followed by a name that uniquely

ave the PidTagRoamingDatatypes ULONG property set on it. The
[LONG property MUST be a bitmask indicating which stream properties exist

—
[\S)
(%)

81910|1|2|3(4(5(6|7|8|9|0(1({2({3]4|5|6|7|8(9]0]|1

Reserved alblc
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Reserved: These bits are unused. They SHOULD be set to 0. The client and server
MUST ignore these flags if they are set.

a: If this bit is set, the FAI message SHOULD contain a Dictionary stream, serialized
into a fixed XML schema and stored in the PidTagRoamingDictionary stream
property. These streams are defined in section 2.2.3.1. If the FAI message does not
contain a Dictionary stream, the application MUST treat the Dictionary as having
no entries.

b: If this bit is set, the FAI message MUST contain an XML stream stored i
PidTagRoamingXmlStream stream property which uses an arbitrary
These streams are defined in section 2.2.3.2.

¢: This bit is unused. It SHOULD be set to 0. The client and serv
flag if it is set.
2.2.3.1 Dictionaries

A message with a Dictionary stream MUST have the Pid T
property set on it. The value of the ULONG pro’ty

0x00000004.

The message MUST have the PidTagRoamingDicti set on it. The value
of the property MUST be a binary stream whi i i L document using the
UTFS8 encoding. The XML document MUST confo wing XSD schema, in

<?xml version="4d.0"
<xs:schema ta

e name="version"
type="VersionString">
ribute>
plexType>
element>
<xs:element name="Data">
<xs:complexType>
<xs:sequence>
<xs:element name="e"
minOccurs="0"
maxOccurs="unbounded"
type="EntryType">
</xs:element>
</xXs:sequence>
</xs:complexType>
<xs:unique name="uniqueKey">
<xs:selector xpath="e" />
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<xs:field xpath="Q@k" />
</xs:unique>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:simpleType name="VersionString">
<xs:annotation>
<xs:documentation xml:lang="en-us">
The name and version of the application that created this
document can be encoded in the version string. There is
no validation of this information, it is just provided
future reference. The format of the version string is:

&lt;name&gt; .&lt;major version numberé&gt;
</xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string">
<xs:pattern value=".+\.\d+" />
</xs:restriction>
</xs:simpleType>
<xs:complexType name="EntryType">
<xs:sequence />

<xs:attribute name="k"
type="ValueString" />

<xs:attribute name="v"

type="ValueString" /
</xs:complexType>
<xs:simpleType name="ValueStri

<xs:annotation>
<xs:documentation xml
Different value t
string. The for

"en-us'

the string encoded value depends on the data

"True" or "False"
signed integer): Decimal characters, prefixed

ring) : Unicode string
</xs:documentation>
s:annotation>
estriction>
S:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="\d+\-.*" />
</xs:restriction>
</xs:simpleType>
</xs:restriction>
</xs:simpleType>
</xs:schema>
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Info: A top-level element that MUST exist. It MUST contain information about the
application that created the XML document in the version attribute.

version: An attribute on the Info element which MUST specify the name and version
of the application that created the XML document. The type of this attribute MUST
be VersionString.

VersionString: A simpleType based on a string. The name and version of the
application that created this document SHOULD<3> be encoded in the versi
string. There is no validation of the data, it is provided for future reference
format of the version string is:

<name>.<major version number>

Data: A top-level element which MUST contain all of the Dictiona
entries.

k: An attribute on the e element which MUST
value pair. The type of this attribute is
MUST be unique within the Diction

ValueString: A sin’Type ba 1 ifferent value types MUST be
encoded in this simpl ing. The format of the string MUST be:

Encoding

“True” or “False”

Decimal characters, prefixed with an optional
“-*“ to denote a negative number.

Unicode string

is one reserved name-value pair that the client SHOULD include in every Dictionary
document. If the Dictionary XML document does not include this name-value pair, the
client MUST behave as though the default value were set:
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e OLPrefsVersion
o Name: (string) "OLPrefsVersion"

o Value: (32-bit integer) The client MUST use this setting to determine whether
to prefer the settings in the XML document or its own locally stored settings.

= “0”: The client MUST prefer its own default or locally stored settings,
and it MUST re-write the XML document with those settings

= “]1”: The client MUST prefer the settings in the XML docu
o Default: (32-bit integer) “0”

2.2.3.1.1 Calendar Options

If the client or server supports Configuration Data, it MUST store the s¢tti
in a Calendar Options Dictionary. The application MUST store the Cal
Dictionary in an FAI message contained in the Calendar specia

This Dictionary MUST have the PidTagMessageClass stri
the property MUST be "IPM.Conﬁguration.CaWar".

The Dictionary SHOULD include the following settings.
setting which is not included in the Dictionary MUS

e piRemindDefault
Name: (string) "piRemi

ame: (string) "piAutoProcess"

o Value: (Boolean) The client SHOULD use this setting to control automatic
processing of Meeting Requests and Meeting Responses, as specified in [MS-
OXOCAL].

= "True": The client SHOULD enable automatic processing.
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= "False": The client SHOULD disable automatic processing.
o Default: (Boolean) "True"
e AutomateProcessing
o Name: (string) "AutomateProcessing"

o Value: (32-bit integer) The server MUST use this setting to control automatic
processing of Meeting Requests and Meeting Responses, as specified in [MS-
OXOCAL], if it implements this feature. If the server does not impleniefitithis
feature, the server MUST ignore this setting. This setting has 3 posSible
values:

= “0”: The server MUST disable automatic processing:

= “]1”: The server MUST enable automatic processing, if it implements
this feature.

= “2”: The server MUST enable automati€ progessing, if it implements
this feature, treating the Calendar as a' Meeting Reésourceéfather than a
Meeting Attendee, as speeified in [MS-OXOCALY. The client MUST
NOT change the setting when it has this walue.

o Default: (32-bit integer) “1”

2.2.3.2 XML Streams

The message MUST have the PidTagR@amingDatatypes ULONG property set on it. The
value of the property MUST be a bitmask whiehincludes 0x00000002.

The message MUST have the PidTagRoamingXmlStseam stream property set on it. The value
of the property MUST be a bifiary stream which contains a Unicode XML document using the
UTFS8 encoding.

In addition to the XSD'sehemas speeified in the following sub-sections, the XML document
MUST conform testh@limitations specified in section 2.2.1.

If the application encousiters unknown XML elements while parsing the document, it
SHOULD preserve those elements without modification and include them whenever it makes
modificdtions to the parts of the document that it understands.

2.2.3.2.1 Working Hours

If the elient'or server supports Configuration Data, it MUST store the settings defined below
in a'Working Hours stream. The application MUST store the Working Hours stream in an FAI
message contained in the Calendar special folder.

The message MUST have the PidTagMessageClass string property set on it. The value of the
property MUST be "IPM.Configuration.WorkHours".

The XML document stored in PidTagRoamingXmlStream MUST conform to the following
XSD schema.
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<?xml version="1.0" encoding="utf-8"?>
<xs:schema targetNamespace="WorkingHours.xsd"
xmlns="WorkingHours.xsd"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Root">
<xs:complexType>
<xs:sequence>
<xs:element name="WorkHoursVersionl">
<xs:complexType>
<xs:sequence>
<xs:element name="TimeZone">
<xs:complexType>
<xs:sequence>
<xs:element name="Bias"
type="xs:short"/>
<xs:element name="Standard"
type="DSTTransition" /
<xs:element name="DaylightSavings
type="DSTTransition"
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="TimeSlot">
<xs:complexType>
<xs:sequence>
<xs:element name=

<xs:element
</xXs:sequence

</xs:elemen
<xs:eleme

/>

telement name="Time"
type="xs:time" />
<xs:element name="Date">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:annotation>
<xs:documentation xml:lang="en-us">
The Date element is a date formatted as
"yyyy/mm/dd, " where "yyyy" is the 4 digit
year, "mm" is the 2 digit month, and "dd"
is the 2 digit day of the month.
</xs:documentation>
</xs:annotation>
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<xs:pattern value="\d{4}/\d{2}/\d{2}"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="DayOfWeek">
<xs:simpleType>
<xs:restriction base="xs:unsignedByte">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="7"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:simpleType name="WorkDaysList">
<xs:list itemType="WorkDayType"/>
</xs:simpleType>
<xs:simpleType name="WorkDayType">
<xs:restriction base="xs:string">
<xs:enumeration value="Monday"/>
<xs:enumeration value="Tues />
<xs:enumeration value="Wednesday"/>
<xs:enumeration value="Thursday
<xs:enumeration value="Friday"/>
<xs:enumeration value="Sat
<xs:enumeration value="Su
</xs:restriction>
</xs:simpleType>
</xs:schema>

Root: The top-levelgment int nt which MUST exist. The
application | amespace on this element as
"WorkingHo . ST contain the WorkHoursVersionl
element.

UST exist and contain a description of the user’s current
IUST contain the Bias, Standard, and DaylightSavings

Standard: This element MUST exist and contain the definition of standard time in the
user’s time-zone. The type of this element is DSTTransition.

ylightSavings: This element MUST exist and contain the definition of daylight
saving time in the user’s time-zone. The type of this element is DSTTransition.
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DSTTransition: This is a complexType describing the differences between standard
time and daylight saving time in the user’s current time-zone. It MUST contain the
Bias and ChangeDate elements. The Bias from the DSTTransition type MUST be
added to the Bias contained in the WorkHoursVersion1 element when this
transition takes effect, which MUST be determined by the ChangeDate element.

ChangeDate: This element determines when the transition takes place. The Bias
specified in the DSTTransition MUST be added to the time-zone bias after the
transition. This element MUST contain a Time, Date, and DayOfWeek cleient.

Time: This element MUST contain the time of day when the transition takes place.

Date: This element MUST contain a date formatted as <yyyy/mm/dd>mwhereyyyy is
the 4 digit year, mm is the 2 digit month, and dd is the 2 digit day of the month.

If the year is set to “0000”, the application MUST perform the transition every ﬁar.
If the year is any other value, the application MUST pesfofm, the tfansition only in
that year.

The application MUST perform the trangition in the month that 1s specified.

If the year is set to “0000”, the interpretatiofi 0f the day‘ofithe month depends on
the value of the DayOfWeek element, as.definedibelow. Ifthe year is any other
value, the application MUST performéthe transition of the day of the month that is
specified.

DayOfWeek: If the year portion of the Date elementis set to “0000”, this element
MUST contain the,day of the'week when the transition takes place. The application
MUST select the occurrence of that day of'the week using the day of the month
portion of the Date elément. Forinstance, if the DayOfWeek element contains the
value 0, and'the day of thesmonth 152 in the Date element, the application MUST
perform the trangition on the 2" Sunday of the month. The possible values are:

Value Deseription

0 The application MUST perform the transition on a Sunday.

1 The application MUST perform the transition on a Monday.

2 The application MUST perform the transition on a Tuesday.

3 The application MUST perform the transition on a Wednesday.
4 The application MUST perform the transition on a Thursday.

5 The application MUST perform the transition on a Friday.
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6 The application MUST perform the transition on a Saturday.

If the year portion of the Date element is any other value, the application MUST
ignore this element and use the day of the month portion of the Date element
instead.

TimeSlot: This element MUST contain the Start, and End elements.

Start: This element MUST contain the start time for the user’s work day, relz
the user’s current time-zone as specified in the TimeZone element.

End: This element MUST contain the end time for the user’s work da

restriction on the WorkDayType simpleType. The a
that is included in this element as a work day for t

Value Description
Monday If this string is includ list, Monday is a work day for
this user.

Tuesday

If this string is included in the WorkDays list, Saturday is a work day for
this user.

If this string is included in the WorkDays list, Sunday is a work day for
this user.

2.2.3.2.2 Category List
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If the client or server supports Configuration Data, it MUST store the settings defined below
in a Category List stream. The application MUST store the Category List stream in an FAI
message contained in the Calendar special folder.

The message MUST have the PidTagMessageClass string property set on it. The value of the
property MUST be "IPM.Configuration.CategoryList".

The XML document stored in PidTagRoamingXmlStream MUST conform to the following
XSD schema.

<?xml version="1.0"?>
<xs:schema targetNamespace="CategoryList.xsd"
xmlns="CategoryList.xsd"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:simpleType name="colorType">
<xs:annotation>
<xs:documentation>
Only values 0-24 map to a color. Applications
value -1 for no color, any other value
color.
</xs:documentation>

</xs:annotation>
<xs:restriction base="xs:int"’

</xs:restriction>
</xs:simpleType>

<xs:simpleType name="keyboardS
<xs:annotation>
<xs:documentation>
Only values 1-11 m
use the value 0 f
also map to no

</xs:do<‘§ntatio
</xs:annotation>

<xs:restricti

ey.” Applications SHOULD
ny other value SHOULD

ime 24:00:00 is not wvalid.

Fractional seconds SHOULD have 3 digit precision (i.e.
milliseconds). The application MAY include additional
digits. The application SHOULD handle any extra digits
if they are included.

The application MUST specify the time in UTC. The
application MAY append a Z for the timezone identifier. The
application MUST ignore any other timezone specifier and
interpret the time using UTC.

</xs:documentation>
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</xs:annotation>
<xs:restriction base="xs:dateTime">
</xs:restriction>

</xs:simpleType>

<xs:simpleType name="renameOnFirstUseType">
<xs:restriction base="xs:int">
<xs:enumeration value="0"/>
<xs:enumeration value="1"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="guidType">
<xs:restriction base="xs:string">
<xs:pattern value=""\{[0-9a-fA-F]{8}\-[0-%9a-fA-F]{4}\=
F1{4}\-[0-9a-fA-F]{4}\-[0-9a-fA-F] {12}\}s"/>
</xs:restriction>
</xs:simpleType>

<xs:element name="categories">
<xs:complexType>
<xs:sequence>
<xs:element maxOccurs="unbounded"
name="categor
<xs:complexType>
<xs:attribute name="name"
type="xs:str

<xs:attribute

<xs:attribute

<)Qattribut

tional" />
stTimeUsedNotes"
ateTimeRestrictedType"
e="optional" />
e="lastTimeUsedJournal"
type="dateTimeRestrictedType"
use="optional" />
name="lastTimeUsedContacts"
type="dateTimeRestrictedType"
use="optional" />
name="lastTimeUsedTasks"
type="dateTimeRestrictedType"
use="optional" />
<xs:attribute name="lastTimeUsedCalendar"
type="dateTimeRestrictedType"
use="optional" />
<xs:attribute name="lastTimeUsedMail"
type="dateTimeRestrictedType"
use="optional" />
<xs:attribute name="lastTimeUsed"
type="dateTimeRestrictedType"
use="required" />
<xs:attribute name="lastSessionUsed"
type="xs:int"
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use="required" />
<xs:attribute name="guid"
type="guidType"
use="required" />
<xs:attribute name="renameOnFirstUse"
type="renameOnFirstUseType"
use="optional" />
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="default"
type="xs:string"
use="required" />
<xs:attribute name="lastSavedSession"
type="xs:int"
use="required" />
<xs:attribute name="lastSavedTime"
type="dateTimeRestrictedType"
use="required" />
</xs:complexType>
<xs:unique name="uniqueName">
<xs:selector xpath="category" />
<xs:field xpath="@name" />
</xs:unique> ‘
</xs:element>
</xs:schema>

name: A valid category name:
MUST be unique in the Catego
MUST NOT be empty

{OULD use a value from -1 to 24. If any other value is used,
interpret that value as if it were -1 (no color). The RGB
rovided here are the basic colors for the category. Applications MAY
display the color category differently. <5>

Base R,G,B Name

255,255,255 No Color
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Value Base R,G,B Name
0 214,37, 46 Red
1 240, 108, 21 Orange
2 255,202,76 Peach
3 255,254, 61 Yellow
4 74,182, 63 Green
5 64, 189, 149 Teal
6 133,154, 82 Olive
7 50,103, 184
8 97,61,180 4
9 163,78, 120
10 196, 204, 221
11
12 Gray
Dark Gray
Black
Dark Red
Dark Orange
171,123,5 Dark Peach
153, 148,0 Dark Yellow
53,121,43 Dark Green
46, 125, 100 Dark Teal
95, 108, 58 Dark Olive
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Value Base R,G,B Name

22 42,81, 145 Dark Blue

23 80, 50, 143 Dark Purple
24 130, 55, 95 Dark Maroon

keyboardShortcut: The application SHOULD use a value from 0 to 11. If
value is used, the application MUST interpret that value as if it were 0

<6>
Value Shortcut-Key
0 None
1 CtrH+F2 <
2 Ctrl+F3
3 Ctrl+F4
4 Ctrl+F

Ctrl+F11

: Reserved. Applications SHOULD write 0 <7>.

stTimeUsed, lastTimeUsedMail, lastTimeUsedCalendar, lastTimeUsedContacts,
lastTimeUsedTasks, lastTimeUsedNotes, and lastTimeUsedJournal: See section
3.1.4.2.3 for a definition of these elements.

he year MUST be between 1601 and 30827.
The time 24:00:00 is not valid.
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Fractional seconds SHOULD have 3 digit precision (that is, milliseconds). The
application MAY include additional digits. The application SHOULD handle any
extra digits if they are included<8>.

The application MUST specify the time in UTC. The application MAY append a Z
for the time-zone identifier. The application MUST ignore any other time-zone
identifier and interpret the time using UTC.

lastSessionUsed: Reserved. Applications SHOULD write 0 <9>.

guid: A GUID that identifies the category and does not change if the user rénames the
category. The GUID MUST be stored in a string in the form of " { X XXXX XXX -
XXXX-XXXX-XXXX-XXXXXXXXXXXX}" where X is any hexadecimal digit.

renameOnFirstUse: If set to "1", an application MAY prompt the user te rename the
category when it is first applied to a message (specified in section 341.4.6) <101t
the user renames the category before applying it to a mesSage, this attribute MAY
be set to "0". If this attribute is missing, the applicatiogn MUSTuse a defatilt value
of “0”.

default: The name of a category in the Category, List thatig,to be applied (specified in
section 3.1.4.6) if the application provides a‘one,click methed to apply a category.

lastSavedSession: Reserved. Applicatiois SHOULD write 0 <11>.

lastSavedTime: The value MUST b&Bet to the timeiin UTC when the Category List
was saved.

2.2.4 View Definitions

The client and seryéx SHOULD store certainisettings as View Definitions<12>. The format
and location of the View Definitions, as well'as'which settings are included are defined in the
following sub-sections:

A message containing View Definitions MUST be an FAI message. The message MUST
have the following propérties seten it and the value of each property MUST meet the
following criteria:

The message MUSTE have the PidTagMessageClass string property set on it and the value of
the property MUST be "IPM.Microsoft.FolderDesign.NamedView".

The message MUST have the PidTagViewDescriptorVersion ULONG property set on it and
the yalue of the property MUST be 0x00000008.

The message MUST have the PidTagViewDescriptorName string property set on it and the
value of the property MUST be a non-empty string.

TheView Definitions MUST be stored as a binary stream in the stream property
PidTagViewDescriptorBinary of the message. The column headers are stored in the
PidTagViewDescriptorStrings stream property on the message as non-Unicode strings using
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the current code page of the client. In the following sections we will specify the packet format
of these two properties respectively.
2.24.1 PidTagViewDescriptorBinary

View Definitions MUST be stored in stream property PidTagViewDescriptorBinary of the
above mentioned message. It is in binary format and the packet structure is specified as below:

1 2 3
0(1|2(3|4(5|6(7|8(9|0(1|2({3|4(5|6(7|8(9|0(1|2(3|4(5|6|7|8|9|0

Reservedl...

...Reservedl

Version

ulFlags

Pres ‘

...Reserved?2...

...Reserved?2...

...Reserved?2...

...Reserved2

...ColumnlInfo (variable)...

RestrictionInfo (optional, variable)

Reserved1
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Size: 8 bytes

This field MUST exist. The application MAY fill this field with any value when
writing the stream. The application MUST ignore the value of this field when
reading the stream.

Version
Data type: ULONG
This field MUST exist. This MUST be fixed value of 0x00000008.
ulFlags
Data type: ULONG

This field MUST exist. This specifies the sort order of the sortedicolu
this field MUST be one of the following:

Value Meaning ‘

0x00000000 Ascending sort order

0x00000002 Descending sort

The index of the sorted column is i
Pres

Data type: ULONG

specifies the number of ColumnlInfo fields stored in this

This field MUST exist. The value of this field MUST be one of the following:

ough (Cvcd-1): This is an index into the ColumnlInfo fields. The table MUST be
sorted by that column. The sort-order, ascending or descending, MUST be specified
in ulFlags.
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OxFFFFFFFF: The table MUST be arranged by conversation.
cCat
Data type: ULONG

This field MUST exist. This field MUST specify the number of “group by” columns
stored in ColumnlInfo fields. The minimum value for this field is 0. The maximum
value is either 4 or the value of Cved, whichever is least.

ulCatSort
Data type: ULONG

Flag Description

0x00000001 | If this flag is set, the first
order.

oup by” co

0x00000002 | Ifthis flag is set, the se
order.

2 column MUST be in ascending

0x00000004 | If this flag is se
§

If this

oup by “column MUST be in ascending

is set, t h “group by”” column MUST be in ascending

Reserved?2

application MAY fill this field with any value when
application MUST ignore the value of this field when

olumnPacket structure, as specified in section 2.2.4.1.3.

This field MUST exist. This is where all of the column information is stored, including
“blank” column, “group by” columns, “visible” columns and “order by” column.
he count of the columns is specified by Cvcd field in the packet.

The columns are stored in the following sequence in the packet:
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The “blank” column: This is a single column which MUST have the following settings, as
defined in section 2.2.4.1.3:

Field Value

Veds 0x00040001

Cx 0x00000007

Flags 0x00000028 (VCDF_BITMAP |
VCDF NOT SORTABLE)

Kind 0x00000000

11D 0x00000004

The “group by’ columns: The number of the “group by”
cCat field in the packet. Each bit in the ulCatSort fiel
corresponding “group by’ column is in asc
The “visible” columns: All columns that
by” columns.

The “order by” column: If the sorted colu
MUST be stored here.

RestrictionInfo
Data type: RestrictionPacket
This is where the restricti

2.2.4.1.1 Colum
The ColumnPacke

ST in the information of a single column including the
e, and display attributes. The structure of the packet MUST be:

N
w

3(4|5(6|7(8|9(0|1|{2(3|4(5|6(7|8(9|0]|1

PropertyType PropertylD

Cx

Reservedl

Flags

Reserved?2...
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...Reserved?2...

...Reserved2

Kind

ID

Guid (optional)

BufferLength (optional)

Buffer (optional, variable)...

PropertyType
Data type: WORD

This field MUST exist. This field MUST s‘ify the
in section 2.2.4.1.2.1.

of the pr , as specified

PropertylD
Data type: WORD

This field MUST exist. This fiel
value of the ID field does n
the 2 least signiﬁ‘t bytes

value as the ID field. If the

, the value MUST be truncated and

in this field.

Cx
Data type: ULO

This field M

is MUST specify the column width in pixels.

reading the stream.

S

ta type: ULONG
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This field MUST exist. This field MUST contain column descriptor flags. The bit
setting and its meaning are listed in the following table:

VCDF_SORTDLG

VCDF GROUPDLG

Name Value Description
VCDF_LEFT JUSTIFY 0x00000000 Column MUST be left justified
VCDF _RIGHT JUSTIFY 0x00000001 Column MUST be right justified
VCDF_CENTER JUSTIFY | 0x00000002 Column MUST be cente
VCDF_BITMAP 0x00000008 Column header

format
VCDF NOT SORTABLE 0x00000020
VCDF_SORTDESCENDING | 0x00000040 ding order
VCDF_MOVEABLE 0x00000100>
VCDF_COLUMNSDLG 0x00000200

MUST be able to be sorted

mn MUST be able to be grouped

VCDF_NAMEDPW

The optional Guid field MUST be
included in the packet. If Kind is
KindString, then the BufferLength and
Buffer fields MUST also be included in
the packet.

0x00002000

Deprecated

0x00004000

Indicates whether the column
PropertyType field MUST include the
MV _FLAG flag

Size: 12 bytes

is field MUST exist. The application MAY fill this field with any value when

writing the stream. The application MUST ignore the value of this field when

reading the stream.
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Kind
Data type: ULONG
This field MUST exist. The value of this field MUST be one of the following:

Name Value Description

KindID 0x00000000 The property uses an integer identifier.

KindString 0x00000001 The property uses a string identifier.
ID

Data type: ULONG

This field MUST exist. If the VCDF_NAMEDPROP fl
this field MUST contain the property IDof the ¢
VCDF _NAMEDPROP flag is set in theﬁags field, he Kind field
is KindID, this field contains the integer ID

RopGetPropertyldsFromNames [MS-O the named property
into a property ID. If the VCDF_NA is set and the value of Kind is
KindString, the application MAY fill thi i value when writing the
stream and MUST ignore the v eading the stream.

Guid ‘

Data type: GUID

F NAMEDPROP flag is set in the Flags field, and the value of the Kind
indString, this field MUST contain the length of the Buffer field in bytes,
e Unicode NULL terminator character (0x0000). Otherwise, the
application MUST omit this field.

fer

ta type: Unicode String
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If the VCDF_NAMEDPROP flag is set in the Flags field, and the value of the Kind
field is KindString, this field MUST contain the Unicode string that MUST be used
with RopGetPropertyldsFromNames to translate the named property into a property
ID. Otherwise, the application MUST omit this field. This field includes a Unicode
NULL terminator character (0x0000) at the end.

2.2.4.1.2 RestrictionPacket

Restrictions MUST be used to evaluate content table of the folder. Only those rows with
TRUE result of the evaluation MUST be displayed.

The restrictions MUST be stored using a special format, which is different fromfthe format
specified for restrictions in [MS-OXCDATA]. The packet starts from a single
RestrictionBlock buffer. A RestrictionBlock buffer MUST consist of adestriction type, a
restriction data record, a number indicating property tag and value pairs, and a list of the
property tag and value pair. When the restriction type indicates a compasitioral condition’ike
AND or OR for example, more restriction blocks MUST follows@ftefithe current restriction
block. So a restriction is a packet recursively built up by RestrictionBloek. In osder to
determine the size of the restriction, the application MUS T parse each RestrictionBlock
recursively if necessary.

[EEN
w

0|11(2(3|4|5|6|7|8(9|0(1|2(3|4 819 5|6(7|8(9|0(1

...RestrictionBloek. . .

RestrictionBlock
Data type: RestrictionBlock structure, as specified in 2.2.4.1.2.

It contains the restriction type. From the restriction type we can determine whether it
contains sub restrictions ‘and the number of sub restrictions. The server MUST parse
eaghyRestrictionBlock recursively, if necessary, to complete reading one restriction
block.

2.2.4.1.3 RestrictionBlock

Each restriction block MUST contain the type of condition. Based on the type we can
détermine the data record, property tags and property values. If the type is AND, OR, NOT,
Sub Object and Comment, more sub restrictions MUST follow this restriction block.

012345678911234567892123456789
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RestrictionType

RestrictionData

PropValueNum (optional)

PropValue (optional)...

...PropValue (optional)...

...PropValue (optional)

PropValue (optional)...

...PropValue (optional)...

...PropValue (optional)

PropValue (optional).

RestrictionType

Data type: ULONG‘

It specifies whi

e following table specifies all available

Description

0x00000000 Specifies a Logical AND condition.
0x00000001 Specifies a Logical OR condition
0x00000002 Specifies a Logical NOT condition
0x00000003 Content condition

RES PROPERTY 0x00000004 Specifies a Property condition

S_COMPAREPROPS 0x00000005

Specifies a Compare Properties condition

RES_BITMASK

0x00000006

Specifies a Bit Mask condition
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Name Value Description

RES SIZE 0x00000007 Specifies a Size condition

RES EXIST 0x00000008 Specifies an Exist condition

RES SUBRESTRICTION 0x00000009 Specifies a Sub Object condition

RES COMMENT 0x0000000A | Specifies a Comment condi

RestrictionData
Size: 12 Bytes

This field MUST specify the actual data record associated with t
The content of this structure varies on the restriction t
type and its corresponding data structure will be speci

PropValueNum ‘
Data type: ULONG

This field MAY be present, depending u
specifies the number of PropValue’
details. This field SHOULD NO
restriction type.

PropValue ‘
Data type: Prop

The PropValue
present, thlS

ending on the restriction type. If it is
e number of times specified in the

AY contain 1 or more PropValue fields. The PropValue field
se the followmg format:

1
6(7|8(9|0(1|2(3|4|5|6(7|8|9(|0|1({2|3({4|5(6|7|8|9(0]|1

N
w

PropertyType PropertylD

Reserved

360184

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



Data...

...Data

Buffer (Optional)...

PropertyType
Data Type: WORD

This field specifies the type of the property. The property type MUST be

following:
TypeName Type ID
PtypInteger16 0x0002
PtypInteger32 0x0003
PtypFloating32 go 4
PtypFloating64
PtypCurrency
PtypFloatingTime

PtypErrorCode ‘

0x0014

0x001E

0x0040

0x0048

0x0102

Data Type: WORD

This field MUST specify the ID of the property.
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Reserved
Size: 4 bytes

The application MAY fill this field with any value when writing the stream. The
application MUST ignore the value of this field when reading the stream.

Data
Size: 8 bytes

The format of this field depends on the property type specified in the Propetty Type
field:

PtypInteger16: The Data field MUST contain a 2-byte signed inte

[E

Number Reserved

Number
Size: 2 bytes
This field MUST contai

\ 4

gned 1

Reserved

Size: 6 b

2 3
112|3|4|5|6|7(8|9(0]|1(2|3|4|5|6(7|8(9|0(1

Number

Reserved

Number

Size: 4 bytes

This field MUST contain a signed integer.
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Reserved
Size: 4 bytes

The application MAY fill this field with values of 0 when writing the stream.
The application MUST ignore the value of this field when reading the stream.

PtypFloating32: The Data field MUST contain a 4-byte floating point number:

01234567893123456789
Number
Reserved
Number
Size: 4 bytes

This field MUST contain a floating [wzlt umber.

Reserved

Size: 4 bytes

The application MAY fill thi
The application MUSi

718(9|0(1|2(3]|4|5|6(7|8(9|0|1

4(5|6

5

Number...

...Number

Size: 8 bytes

This field MUST contain a floating point number.
PtypErrorCode: The Data field MUST contain a 4-byte SCODE error code:
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Error

Reserved

Error

Size: 4 bytes

This field MUST contain an SCODE error code.
Reserved

Size: 4 bytes

The application MAY fill this field with values
The application MUST ignore the value
stream.

PtypBoolean: The Data field MUST contain a

Reserved...

Number
Size:

atain an unsigned integer.

application MAY fill this field with values of 0 when writing the stream.
application MUST ignore the value of this field when reading the

stréam.

PtyplInteger64: The Data field MUST contain an 8 byte signed integer:

w

1 2
0({1(2|3|4(5|6|7|8(9|0|1|2(3|4|5(6|7|8(9|0|1({2(3|4|5|6|7|8(9|0|1
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Number...

...Number

Number

Size: 8 bytes
This field MUST contain a signed integer.

PtypString8: See PtypGuid below. The application MUST store the strin
separately in PidTagViewDescriptorStrings, as specified in section 2.

PtypTime: The Data field MUST contain an § byte unsigned inte

Number
Size: 8 bytes
This field MUST conta

ata fie

Reserved...

...Reserved

The application MAY fill this field with values of 0 when writing the stream.
The application MUST ignore the value of this field when reading the
stream.

PtypBinary: The Data field MUST contain a 4-byte unsigned integer.

41 0f84

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



0123456789(1)123456789012345678901
Size
Reserved
Size
Size: 4 bytes

This field MUST contain an unsigned integer.

Reserved
Size: 4 bytes

The application MAY fill this field with values
The application MUST ignore the value
stream.

s field g the

Buffer
Size: Variable length

This field MUST exist only when t erty t coded in PropertyType is
PtypBinary. The Buffer field ain an arbitrary binary stream. The size of
the stream is specified as a er of in the Size field within Data.

1|2 5(6/7|8|9|0|1|2(3|4(5|6(7|8(9|0|1

uffer (variable)...

D condition is used to join a group of conditions by using a logical AND
more conditions SHOULD participate in an AND condition. The result of

estrictionBlock of this restriction type MUST use the following format:

6789212345678931

0123456789112345
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RestrictionType

cRes

Reserved...

...Reserved

SubCondition...

...SubCondition

SubCondition...

¢

RestrictionType: RES AND

cRes
Data type: ULONG

Specifies the number of conditio
is stored in a RestrictionBlo
packet.

Reserved

Size: 8 bytes

his field with any value when writing the stream. The
he value of this field when reading the stream.

e Logical OR condition is used to join a group of conditions by using a logical OR

eration. Two or more conditions SHOULD participate in an OR condition. The result of the
ondition is TRUE if any of the child conditions evaluates to TRUE. The result is
FALSE if all child conditions evaluate to FALSE.
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The RestrictionBlock of this restriction type MUST use the following format:

[E
N
w

0(1|2(3|4(5|6(7|8(9|0(1|2(3|4(5|6(7|8(9|0(1|2|3|4|5(|6|7(8|9(0]|1

RestrictionType

cRes

Reserved...

...Reserved

SubCondition...

...SubCondition

SubConditim&

RestrictionType: RES OR

cRes
Data type: ULONG
It specifies the number oficonditio aking up the OR condition.
Reserved
Size: 8 bytes

field with any value when writing the stream. The
e value of this field when reading the stream.

The applic

4.1.3.4 Logical NOT Condition

Logical NOT condition is used to apply a logical NOT operation to one child condition.
sult is TRUE if the child condition evaluates to FALSE and FALSE otherwise.

The RestrictionBlock of this restriction type MUST use the following format:
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2|13(4|5(6|7|8

w

RestrictionType

Reserved...

...Reserved...

...Reserved

SubCondition...

...SubCondition

RestrictionType: RES NOT

Reserved

Size: 12 bytes

The application MAY fill this field wit
application MUST ignore the val

SubCondition

ding the stream.

riction type MUST use the following format:

writing the stream. The

2
2|13]/4|5|6(7|8 012345678931
RestrictionType
ulFuzzyLevel
PropertyType PropertyID
Reserved
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PropValueNum

PropValue

RestrictionType: RES CONTENT

ulFuzzyLevel:

Data type: ULONG
This field specifies flags which control the behavior of the string compari
to evaluate the restriction. The lower 16 bits of the fuzzy level are mu

exclusive:
Name Values Description
FL FULLSTRING 0x00000000 ST be the
FL_SUBSTRING 0x00000001
here within the property
FL PREFIX , the search string MUST appear
ginning of the property. The two
s MUST be compared only up to the
length of the search.

el can be set to following values, as shown in the
bined using the logical OR operation.

Values Description

0x00010000 The comparison MUST be made without
considering the case.

0x00020000 The comparison MUST ignore Unicode-
defined non-spacing characters.

0x00040000 The comparison MAY result in a match
whenever possible, ignoring case and non-
spacing characters. The interpretation of
this flag is left at the discretion of the
algorithm implementing the restriction.

FL_LOOSE
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PropertyType
Data type: WORD
This field specifies the type of the property, as specified in section 2.2.4.1.2.1.

PropertylD
Data type: WORD
This field specifies the ID of the property, as specified in section 2.2.4.14
Reserved
Size: 4 bytes

The application MAY fill this field with any value when
application MUST ignore the value of this field whe

PropValueNum ‘
Data type: ULONG

This field is documented in section 2.2.
restriction, and the value MUST be

PropValue

RestrictionType

RelOp

PropertyType PropertyID

Reserved
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PropValueNum

PropValue

RestrictionType: RES PROPERTY
RelOp

Data type: ULONG

It specifies the relational operator to be used in the search. The value MUS
the following:

Name Values Description

RELOP LT 0x00000000 | The condition evaluates to

RELOP _LE 0x00000001 | The cendition évalua if the value of the
property is less tha

0x00000002

RELOP_GT

RELOP_GE

RELOP EQ

perty is equal to the constant value.

The condition evaluates to TRUE if the value of the
property is not equal to the constant value.

type of the property, as specified in section 2.2.4.1.2.1.

Size: 4 bytes
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The application MAY fill this field with any value when writing the stream. The
application MUST ignore the value of this field when reading the stream.

PropValueNum
Data type: ULONG

This field is documented in section 2.2.4.1.2. This field MUST exist in this type of
restriction, and the value MUST be 0x00000001.

PropValue
Data type: PropValue structure, as specified in section 2.2.4.1.2.1.
This field MUST exist and it MUST appear once in this type of re

2.24.1.3.7 Compare Properties Condition

The Compare Properties condition is used to describe a conditi
using a relational operator.

PropertylD1

PropertylD2

is field specifies the type of the first property, as specified in section 2.2.4.1.2.1.
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PropertyID1
Data type: WORD

This field specifies the ID of the first property, as specified in section 2.2.4.1.2.1.

PropertyType2
Data type: WORD

This field specifies the type of the second property, as specified in section 2.2.4.
The type of the second property MUST match the type of the first property.

PropertyID2
Data type: WORD
This field specifies the ID of the second property, as specifi

2.2.4.1.3.8 Bit Mask Condition

The Bit Mask condition is used to perform a bitiisc AND
property and to test the result produced by the operation.

The RestrictionBlock of this restriction typed

PropertyID

the following:

ame Value Description

0x00 Perform a bitwise AND operation between the value of the
Mask field and the value of the property identified by the

R EQZ
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Name Value Description

PropertyID and PropertyType fields. The comparison returns
TRUE if the result of the operation is zero.

BMR NEZ 0x01 Perform a bitwise AND operation between the value of the
Mask field and the value of the property identified by the

PropertyID and PropertyType fields. The comparison returns
TRUE if the result of the operation is notzero.

PropertyType
Data type: WORD
This field specifies the type of the property, as specified 1
PropertyID
Data type: WORD ‘

This field specifies the ID of the property, as sp d in se 224.1.2.1.
Mask
Data type: ULONG

This field specifies the bitmas tion MUST use in a bitwise AND with
the value of the p i

4(5/6|7|8(9|0(1|2(3|4(5|6|7|8(9|0|1

RestrictionType

RelOp

PropertyType PropertyID

Size

RestrictionType: RES SIZE
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RelOp
Data type: ULONG

It specifies the relational operator to be used in the search, as specified in section
224.1.2.6.

PropertyType
Data type: WORD

This field specifies the type of the property, as specified in section 2.2.4.
PropertylD

Data type: WORD

This field specifies the ID of the property, as specified in s
Size

Data type: ULONG <

This field specifies the size in bytes that MUS
of this property when performing the s

ith the size of the value

2.2.4.1.3.10 Exist Condition

The Exist condition is used to test wh i roperty exists on a message.

3
1/2|3]4|5(6|7(8|9(0]|1

tionType

Reservedl

PropertylD

Reserved2
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The application MAY fill this field with any value when writing the stream. The
application MUST ignore the value of this field when reading the stream.

PropertyType
Data type: WORD

This field specifies the type of the property, as specified in section 2.2.4.1.2.1.
PropertylD

Data type: WORD

This field specifies the ID of the property, as specified in section 2.2
Reserved2

Size: 4 bytes

The application MAY fill this field with any value whe
application MUST ignore the value of t@ﬁeld

2.2.4.1.3.11 Sub-Object Condition

The Sub-Object condition is used to test propetti
table.

The RestrictionBlock of this restricti

w

Reserved...

...Reserved

SubCondition...

...SubCondition

rictionType: RES SUBRESTRICTION
SubObject

Data type: ULONG
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The application MUST use one of the following values for this field:

Value Description

0xE12000D | Apply the condition to a message's recipient table

0xE13000D | Apply the condition to a message's attachment table

Reserved
Size: 8 bytes

The application MAY fill this field with any value when writi
application MUST ignore the value of this field whe

SubCondition
Data type: RestrictionBlock, as specified in 2.
It specifies a single sub-condition makin

2.2.4.1.3.12 Comment Condition

Comment conditions are unlike other onditions are not evaluated, but
are only used for reference by the ion. omment condition is used to keep
additional application-spegific info i triction in the form of an arbitrary list
of property tag and value pai

3
112|3]4|5(6|7(8|9(0]|1

RestrictionType

cValues

Reserved...

...Reserved

PropValueNum

PropValue...
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...PropValue

PropValue...

...PropValue

SubCondition...

...SubCondition

\ 4

RestrictionType: RES COMMENT

cValues
Data type: ULONG
This field MUST have the same value

Reserved

Size: 8 bytes ‘

any value when writing the stream. The

application is field when reading the stream.

PropValueNum

UST occur the number of times specified in the PropValueNum field, as
specified in section 2.2.4.1.2.2.

ondition

Data type: RestrictionBlock, as specified in 2.2.4.1.2.
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It specifies a single sub-condition making up the comment condition.

2.2.4.2 PidTagViewDescriptorStrings

The client MUST store the display strings referenced in PidTagViewDescriptorBinary

separately in the PidTagViewDescriptorStrings property. The client MUST concatenate the
strings in the same order as the strings are referenced in PidTagViewDescriptorBinary. The
first set of strings consists of the display names of each of the ColumnInfo structures, followed
by the value of each PropValue structure which uses the PtypString8 property type.

The client MUST use the following binary layout in PidTagViewDescriptorString

0(1|2|3({4|5|6|7(8(9|0|1(2|3|4(5|6|7|8|9|0]|1

String (variable)...

...String (variable) Terminator

...String (Varial‘. ..

...String (variable)

String
This field is an arbitrary length b i cifies the non-Unicode string using
the current gbde page ient: application MUST NOT include the byte
value 0x0A, v SCII newline character, in the String.
Terminator
This is a si o the value 0x0A, which corresponds to the ASCII

ication MUST include a Terminator after every String,
y in the stream.

folder. The format of the binary stream MUST be as follows:
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W

2
011(2(3(4(5[6[7[8[9(0]1]2(3[|4]|5|6]|7|8(9(0(1{2(3[4|5]|6|7|8]|9|0]1

—

Sub-property1 (variable)...

...Sub-propertyl (variable) Sub-property?2 (variable)...

...Sub-propertyl (variable) Sub-property?2 (variable)...
...Sub-property2 (variable)...
...Sub-property2 (variable)

...Sub-property3 (variable)...

lds. The roperty fields

The binary stream is divided into Variable-lenthlb-prope
be encoded in the

are byte-aligned within the binary stream. Each sub
following format:

(O8]

O =

Data (variable)...

; is field uses a fixed size of 1 byte. The value of this

¢ of the following. All other values of the Id field are reserved
¢d by the application. If the application needs to rewrite the
dFelderFlags with different values for the sub-properties that it does
nd, it MUST preserve the values of any sub-properties that it did not

. Each valid sub-property Id MUST appear O - 1 times in
ndedFolderFlags. The sub-properties MAY appear in any order within

the PidTagExtendedFolderFlags stream.

Value

Invalid 0x00
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ExtendedFlags 0x01

SearchFolderID 0x02
ToDoFolderVersion 0x05
Cb

This field MUST specify the unsigned size in bytes of the sub-property’s
This field MUST use a fixed size of 1 byte.

Data

the minimum size of the buffer MUST be 0 bytes
255 bytes. ‘

The meaning of the sub-property depends on th€wvalue o
SHOULD have one of the following values:

d field. The Id field

Invalid
This value is invalid. The ap use it.

ExtendedFlags

\S]
[O8)

r3

Reserved. The application MAY set these flags to any value when
writing the sub-property. The application MUST ignore these flags
when reading the sub-property, but it MUST preserve pre-existing
values if it rewrites the sub-property.
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If the folder is subject to an administrative retention policy, this flag
controls whether or not the application SHOULD display a string
describing the policy<13>.

0: The application SHOULD display a policy description.
1: The application MUST NOT display a policy description.

Default: 0
r2
Reserved. The application MAY set these flags te
writing the sub-property. The application M
when reading the sub-property, but it MUST p
b

ault value for the Outbox, Drafts, and Junk E-mail
olders as defined in [MS-OXOSFLD] is 10 (show the

Reserved. The application MAY set these flags to any value when
writing the sub-property. The application MUST ignore these flags
when reading the sub-property, but it MUST preserve pre-existing
values if it rewrites the sub-property.

earchFolderID
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The Data field is a 16 byte field. When the application creates a persistent Search
Folder as defined in [MS-OXOSRCH], it MUST set this field on the folder to the
same value as the PidTagSearchFolderld binary property on the Search Folder
Message.

ToDoFolderVersion

The Data field is a 4 byte field. When the application creates the To-Do Search
Folder as defined in [MS-OXOSFLD], it MUST set the value of this fieldson the
folder with the following layout, which corresponds to the little-endiandinteger
value of 0x000c0000:

p—
(\9]

3 Protocol Details

3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptual m@del of'possible data‘erganization that an
implementation maintains,to participate in this protecol. The described organization is
provided to facilitate the explanation of how the protoeol behaves. This document does not
mandate that implementation$ adhere to this,model as long as their external behavior is
consistent with that'described in this docunment:

3.1.1.1 Configuration'Data

Configuration/Data: Agroup of application settings. Each group is uniquely identified by the
folder which containgithe group, the name of the group, and whether it is contained in the
Dictionafyror XMIE stream.

Dictionaries: A type of Contiguration Data consisting of a table of name-value property pairs.
Each setting has a unique name property within the table.

Working Hours: A type of Configuration Data consisting of structured data which describes
the‘user's preferred working hour pattern. The structure includes the start time, end time, and
days of the week of the user's working hours. To enable translation between time-zones, the
structure also includes a description of the user's home time-zone, including the offset from
UTE time and any rules describing a Daylight Saving Time transition.

Category List: A type of configuration data that contains a list of textual labels with
associated data such as color. Other attributes of a category include a shortcut key that can be
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used to quickly apply a category, a usage counter, the last time the category was applied or
used by the user, and a GUID.

3.1.1.2 View Definitions

View: A Ul mechanism that displays a table of the messages in a folder.

View Definitions: A collection of parameters for a View. These parameters include the
display names of the columns and the Properties that they contain. These parameters include
any of the following:

e The set of Properties which the application uses to split the rows into gro
collapsible header rows on each group,

e The set of Properties which the application uses to sub-sort the r@
that are included,

e A Restriction which the application uses to filter the set

3.1.1.3 Folder Flags

Folder Flags: A collection of sub-properties on afolder whi
Property. This requires that all of the sub-properties lways

3.1.2 Timers

None.

3.1.3 Initialization

To read setting nfig on Data settings group, the application MUST open the
guration Data Message as deﬁned in [MS-OXOSFLD].

Send RopSetColumns with a column set that includes the following properties:
o PidTagFolderld
o PidTagMid
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o PidTagMessageClass
o PidTagRoamingDatatypes
e Send RopSortTable with a sort order that includes the following properties:
o PidTagMessageClass, followed by
o PidTagLastModificationTime

¢ Send RopFindRow, searching for a match on the PidTagMessageClass string
property.

¢ Send RopQueryRows repeatedly until encountering either the end of the table or a row
with a PidTagMessageClass string property that no longer matches the,Configuration
Data Message.

e Based on the sub-sort by PidTagLastModificationTime, pick the message withithey
most recent (the greatest value) modification time that includes the bit that matches the
PidTagRoamingDatatypes ULONG property specifiedby the Configuration Data
Message. If none of the messages match the PidTagRoamingDatatypes ULONG
property of the Configuration Data Message, the application MUST pick the most
recently modified of all of the messages.

If the application cannot find a row that matches the PidTagMessage€lass and
PidTagRoamingDatatypes properties of the Configutation Data Message, that group of
settings does not exist. When reading the setfings, the:application MUST use default values
for those settings when the Configuratiofi Data Message ¢annot be found.

If the application found a matchingzow, it MUSThopen the existing message using steps
equivalent to the followifig; as specified\in [MS-OXEMSG]:

e Send RopOpenMessage.to open thexmessage, using the PidTagFolderld and
PidTagMid preperties from the table row and setting the ReadWrite flag in the
OpenModeFlag parameter.

If the application found@matching message, it MUST retrieve the serialized settings stream
from the property spéeified by the Configuration Data Message using steps equivalent to the
following, as speeified in [MS-OXCPRPT]:

e Send RopOpenStream to open a stream object handle on the stream property specified
by:the Configuration Data Message.

® Read the serialized settings using RopReadStream.

If multiple Configuration Messages of the same type are found, the Configuration Messages
are deemed in conflict and MUST be resolved. If no specific conflict resolution algorithm is
available, the message that was picked above SHOULD be used, and the client SHOULD
delete the rest of the matching Configuration Messages from the message store. Regardless of
the method of resolution, an application SHOULD resolve such conflicts as soon as possible,
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and SHOULD delete any duplicates, leaving only one Configuration Message that is the result
of the conflict resolution.

3.1.4.1.1 Reading Dictionaries

The client MUST pre-populate the Dictionaries with default name-value property pairs, as
specified in section 2.2.3.1.

The client MUST read any existing settings from the Configuration Data Message, as
specified in section 3.1.4.2. If any existing settings are found, the client MUST parse the XML
document, as specified in section 2.2.3.1.

If the XML document does exist, and the XML document includes a valid OLPrefsVersion
setting specified in section 2.2.3.1, the client MUST then set the name-valué paits, on the
Dictionary, overriding any default values that were pre-populated in theictionary with
matching names. 'Y

If the XML document did not exist, the OLPrefsVersion settingsddidmot exist or was
incorrect, any default settings did not overlap with previouslygaved settings; onif the client
changes a setting after reading them, the client MUST writ€the contents‘@fithe Dictionary to
the Configuration Data Message, as specified iri'section 3.1.4.2.

3.1.4.1.2 Reading Working Hours

The client MUST read any existing settings ffom the €onfigusation Data Message, as
specified in section 3.1.4.2. If any existing settings arcfound, the client MUST parse the XML
document, as specified in section 2.2.32.

If the client could not find a matchifig Configuration Data Message and it used default
values<15>, or if the userchanges the preferred wotking hours through the client UI, the
client MUST generate the XML documentias specified in section 2.2.3.2 and save it to the
Configuration Data Message as specified in'séetion 3.1.4.2.

When viewing the contents of anothetuser’s calendar folders or displaying their Free/Busy
data [MS-OXOCAL]; the client MUST attempt to open the other user’s working hours
Configuration Data Message and translate the settings from the other user’s time-zone to the
client’s time-zone. Thé elient MUST use the other user’s preferred working hours in place of
the client’$ysettings‘When displaying the other user’s calendar folders.

Ifthelchient is unablétes€ad the Configuration Data Message from the other user’s
Calendar special folder [MS-OXOSFLD] (because the other user’s store is inaccessible
or the ¢lient has not been granted sufficient permissions to access the special folder), the
client MUST treat all times as being within the other user’s preferred working hours.

3.1.4.1.3 Reading Category List

A Category List Configuration Message is saved as an FAI message in the user's default
Calendar folder [MS-OXOSFLD]. An application can choose to read the Category List at any
time it needs.
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When encountering unknown tags or attributes, applications SHOULD ignore them, but they
SHOULD also re-write them as-is when they re-write the Category List back to the
Configuration Message.

All times are to be stored relative to UTC. When a category is applied to a message (specified
in section 3.1.4.6), or the user visible properties of the category are changed (such as color or
shortcut key), the application SHOULD update the lastTimeUsed timestamp, and depending
on whether the application separates different message types, the appropriate timestamp (Mail,
Calendar, Contacts, Tasks, Notes, Journal), with the current time.

When viewing the contents of another user’s folders [MS-OXOCAL], the client MUST
attempt to open the other user’s Category List Configuration Data Message. If théiclient is
able to read the Configuration Data Message from the other user’s Calendarspecial folder
[MS-OXOSFLDY], the client MUST use the other user’s Category List seftings meluding,color
assignments in place of the client’s settings when displaying the other user’s folders. .

If the client is unable to read the Configuration Data Message fromsthe other user’s Calendar
special folder (because the other user’s store is inaccessible orthe clienthas not beefi granted
sufficient permissions to access the special folder), the client MUST fall backto use its own
Category List settings.

3.1.4.2 Writing Configuration Data

To write settings in a Configuration Data settiigs group, thexapplication MUST first look for a
pre-existing Configuration Data Message with pre-existing settings, as specified in section
3.14.1.

If the application found a matchingamessage or¢€reated a new one, it MUST retrieve the
serialized settings streand from the property specifiedhby the Configuration Data Message
using steps equivalent to the following, as'specified in [MS-OXCPRPT]:

e Send RopOpeénStream tQ Open a streampobject handle on the stream property specified
by the Configuration Data"Message.

e Read thegerialized settings using RopReadStream.

If the message/does not'exist, the application MUST create the message using steps equivalent
to the follewing, asépecified/in [MS-OXCMSG]:

o Send RopCreateMeéssage on the folder, passing the AssociatedFlag flag.

If the applieation found a matching message or created a new one, it MUST save the serialized
settings streamyinto the property specified by the Configuration Data Message using steps
equivalent to the following, as specified in [MS-OXCPRPT]:

e Send RopOpenStream to open a stream object handle on the stream property specified
by the Configuration Data Message.

®» Write the serialized settings using RopWriteStream.

3.1.4.2.1 Writing Dictionaries

64 0f 84

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



The client MUST read any existing settings from the Configuration Data Message, as
specified in section 3.1.4.2. If any existing settings are found, the client MUST parse the XML
document, as specified in section 2.2.3.1.

The client MUST write the contents of the Dictionary to the Configuration Data Message, as
specified in section 3.1.4.2.

3.1.4.2.2 Writing Working Hours

The client MUST read any existing settings from the Configuration Data Message,
specified in section 3.1.4.2. If any existing settings are found, the client MUST pa
document, as specified in section 2.2.3.2.1.

The client MUST generate the XML document as specified in section 2.2
Configuration Data Message as specified in section 3.1.4.2.

3.1.4.2.3 Writing Category List

The client MUST read any existing settings from the Confi
specified in section 3.1.4.2. If any existing settings are fo i se the XML
document, as specified in section 2.2.3.2.2.

When encountering unknown tags or attributes, app
SHOULD also re-write them as-is when they re-wii
Configuration Message.

The client MUST generate the XML d. in'section 2.2.3.2 and save it to the
Configuration Data Message as specified 1 i

Each category in the Ca‘)ry List
lastTimeUsed

ignore them, but they
back to the

times MUST be stored relative to UTC. When a category is applied to a message
ified in section 3.1.4.6), or the user visible properties of the category are changed (such
as color or shortcut key), the application SHOULD update the lastTimeUsed timestamp, and
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depending on whether the application separates different message types, the appropriate
timestamp (Mail, Calendar, Contacts, Tasks, Notes, Journal), with the current time.

3.1.4.3 Writing View Definitions

To write settings in a View Definition, the client MUST open the folder containing the View
Definition Message. The client MUST save the View Definition Message in the folder that
will display that view.

The client MUST call RopGetContentsTable with the AssociatedFlag flag to open the' Al
Contents Table, as defined in [MS-OXCFOLD].

If a View Definition Message already exists with the same PidTagViewDescriptarName in the
same folder, the client MUST open that message and save the View Definition there. Fhe
client MUST search for a matching row in the FAI Contents Table using steps equivalentito
the following, as specified in [MS-OXCTABL]: 'Y

e Send RopSetColumns with a column set that includes thé follewing properties:
o PidTagFolderld
o PidTagMid
o PidTagMessageClass
o PidTagViewDescriptorVersion
o PidTagViewDescriptorName
e Send RopSortTable with a sorf orderthat includes the following properties:
o PidTagMessageClass, followed by
o PidTagViewBescriptor Version
o PidTagViewDeseriptorName

e Send RopFindRows searching for a match on the PidTagMessageClass,
PidTagViewDescriptorVersion, and PidTagViewDescriptorName properties as
defined in sectioft 2.2:4.

e Send RopQuieryRows fo retrieve a single row and get the PidTagFolderld and
PidTagMid properti€s of the matching message from the row.

If'the message does not exist, the client MUST create the message using steps equivalent to
the followingyas specified in [MS-OXCFOLD]:

e Send RopCreateMessage on the folder, passing the AssociatedFlag flag.

If'the client found a matching row, it MUST open the existing message using steps equivalent
to,the following, as specified in [MS-OXCFOLD]:

e Send RopOpenMessage to open the message, using the PidTagFolderld and
PidTagMid properties from the table row and setting the ReadWrite flag in the
OpenModeFlag parameter.

66 of 84

[MS-OXOCFG] - v0.2

Configuration Information Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



If the client found a matching message or created a new one, it MUST save the serialized
settings streams on the properties specified in section 2.2.4, using steps equivalent to the
following, as specified in [MS-OXCFOLDI:

e Send RopOpenStream to open stream object handles on the
PidTagViewDescriptorBinary and PidTagViewDescriptorStrings properties.

e  Write the serialized settings using RopWriteStream.

3.1.4.4 Reading Folder Flags

Reading and writing each of the sub-properties in the Folder Flags are triggered by different
events.

3.1.4.4.1 Reading ExtendedFolderFlags

The client MUST read the bit flags in this sub-property before it can display the folderin tte
UL

3.1.4.4.2 Reading SearchFolderID

The client MUST read this value from every Search Eolder [MS-©XOSRCH] in the Finders
Special Folder [MS-OXOSFLD]. Any search folder thathas this sub-property is a persistent
Search Folder, and the client SHOULD displaygthesearch folder as such in the UL

3.1.4.4.3 Reading ToDoFolderVersion

The client MUST read this value from'the To<De Search Felder [MS-OXOSFLD] before
displaying the contents ofithat foldéralf the To-Do Search Folder does not exist, it does not
contain this sub-property, or it does not €ontain the tequired value as defined in section 2.2.5,
the client MUST recreate the{Te-Do SearchyFolder or reset the criteria of the Search Folder, as
specified in [MS-OXOFLAG].

3.1.4.5 Writing Kelder Flags

In each case where the client needs to write a new value of one of the sub-properties to the
folder, it MUST presetve theaalues of any other unmodified sub-properties on the folder, as
specified’if section'2.2.5.

3.1.4.5.1 Writing ExtendedFolderFlags

Anytime the user changes one of the display options for this folder, the client MUST re-write
the sub-property to the folder.

3.1.4.5.2 Writing SearchFolderID
Theclient MUST write this sub-property on any new persistent Search Folders that it creates.

3.1.4.5.3 Writing ToDoFolderVersion
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When the client recreates or resets the criteria on the To-Do Search Folder, it MUST set this
sub-property on the folder.

3.1.4.6 Applying a category to a Message

A message MAY have a list of categories stored in the PidNameKeywords multi-value string
property. To apply a new category to a message, the application MUST read the current value
of PidNameKeywords from the message and check to see if the current value already contains
the name of the new category. If the current value does not include the name of the n
category, the application MUST insert the name of the category in the list and set t
value of PidNameKeywords on the message.

3.1.5 Message Processing Events and Sequencing Rules

None.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.

3.2 Server Details

Clients operate on folder and message
operates on folder and messages is i
operations MUST be ex:
Information Protocol.

3.2.1 Abstract
The Abstract Data

the se d client roles is the same.

ayer Triggered Events

4.1 Reading Configuration Data

iple Configuration Messages of the same type are found, the Configuration Messages
are deemed in conflict and MUST be resolved. If no specific conflict resolution algorithm is
available, the server SHOULD pick the message with the earliest creation time stored in
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PidTagCreationTime when opening the Configuration Message, and the rest of the
Configuration Messages SHOULD be deleted from the message store.

3.24.1.1 Reading Working Hours

The server is responsible for enforcing permissions that the user grants to the Calendar Special
Folder [MS-OXOSFLD]. If the client attempts to access the Configuration Data Message
without the necessary permissions, the server MUST deny access to the message.

3.2.4.1.2 Reading Category List
The server MAY place limits on the size of the XML document that it will pars¢<l6>.

The server is responsible for enforcing permissions that the user grants to thé CalendanSpecial
Folder [MS-OXOSFLD]. If the client attempts to access the Configuration Data Message
without the necessary permissions, the server MUST deny access to the message. TS

3.2.4.2 Writing Configuration Data

If multiple Configuration Messages of the same type are fotind, the Configuration Messages
are deemed in conflict and MUST be resolved. Ifno specificieonflict resolution algorithm is
available, the server SHOULD pick the message withithe earliest modification time stored in
PidTaglLastModificationTime when saving the Configuration Message, and the rest of the
Configuration Messages SHOULD be deleteddrom the message store.

3.2.4.3 Reading View Definitions

To read the list of available View Definitions for a,folder, the server MUST enumerate all of
the View Definition FAlmessages in the folders, searching for a match on the
PidTagMessageClass and PidLagViewDescriptorVersion properties as defined in section
224,

Once the server has builtithe list of View Definition Messages, it MAY select one of them
using the PidTagViewDescriptorName property. Once it has selected a View Definition
Message, the server MUST read the settings from the PidTagViewDescriptorBinary and
PidTagViewDescriptonStrings properties on the message.

3.2.4.4/ Reading Folder Flags

Reading and writing €ach of the sub-properties in the Folder Flags are triggered by different
events.

3.2.4.4.1 Reading ExtendedFolderFlags

The server MUST read the bit flags in this sub-property before it can display the folder in the
UL

3.2.4.4.2 Reading SearchFolderID
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The server MUST read this value from every Search Folder [MS-OXOSRCH] in the Finders
Special Folder [MS-OXOSFLD]. Any search folder that has this sub-property is a persistent
Search Folder, and the server SHOULD display the search folder as such in the UL

3.2.4.5 Writing Folder Flags

In each case where the server needs to write a new value of one of the sub-properties to the
folder, it MUST preserve the values of any other unmodified sub-properties on the folder, as
specified in section 2.2.5.

3.2.4.5.1 Writing ExtendedFolderFlags
Anytime the user changes one of the display options for this folder, the se
the sub-property to the folder.

3.2.4.5.2 Writing ToDoFolderVersion

When the server recreates or resets the criteria [MS-OXOFL
[MS-OXOSFLD], it MUST set this sub-property on the fo

h Folder

3.2.4.6 Applying a category to a Mess&

The server handles this event the same way that the ¢ andles specified in section
3.1.4.6.

3.2.5 Message Processing Event quenc

None.

3.2.6 Timer Events

None.

3.2.7

following is a sample XML document stored in the PidTagRoamingDictionary property
on a Configuration Data Message, as specified in section 2.2.3.1:

<?xml version="1.0"?>
<UserConfiguration>
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<Info version="Outlook.12"/>

<Data>
<e k="18-piAutoProcess" v="3-True"/>
<e k="18-piRemindDefault" v="9-15"/>
<e k="18-piReminderUpgradeTime" v="9-212864507"/>
<e k="18-OLPrefsVersion" v="9-1"/>

</Data>

</UserConfiguration>

4.1.2 Working Hours

The following is a sample XML document stored in the PidTagRoamingXmlS
on a Configuration Data Message, as specified in section 2.2.3.2:

property

<?xml version="1.0"?2>
<Root xmlns="WorkingHours.xsd">
<WorkHoursVersionl>
<TimeZone>
<Bias>480</Bias>

<Standard> ?
<Bias>0</Bias>

2:00:00</Time>
0000/03/02</Date>
<DayOfWeek>0</DayOfWeek>

Versionl>

Cate List

e following is a sample XML document stored in the PidTagRoamingXmlStream property
n a Configuration Data Message, as specified in section 2.2.3.2.2:

<?xml version="1.0"7?>
<categories default="Red Category"
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lastSavedSession="5"

lastSavedTime="2007-12-28T03:01:50.429"

xmlns="CategoryList.xsd">

<category name="Red Category"

color="0"

keyboardShortcut="0"

usageCount="7"

lastTimeUsedNotes="1601-01-01T00:00:00.000"

lastTimeUsedJournal="1601-01-01T00:00:00.000"

lastTimeUsedContacts="1601-01-01T00:00:00.000"

lastTimeUsedTasks="1601-01-01T00:00:00.000"
lastTimeUsedCalendar="2007-11-28T20:05:04.703"

lastTimeUsedMail="1601-01-01T00:00:00.000"

lastTimeUsed="2007-11-28T20:05:04.703"

lastSessionUsed="3"

guid="{2B7FC69C-7046-44A2-8FF3-007D7467DC82

<category name="Blue Category"

coloxr="7"

keyboardShortcut="0"

usageCount="6"

lastTimeUsedNotes="1601-01-01T00:0

lastTimeUsedJournal="1601-01-01TO0

lastTimeUsedContacts="1601-01-

lastTimeUsedTasks="16

lastTimeUsedCalendar="

lastSessionUsed="5"

guid="{33A1EAE3-8E5
<category name="Purple Catego
color="8"
keyboardShort
usageCount="47

1-01-01T00:00:00.000"
07-11-28T20:03:06.018"

3"
-BB05-428A-B8D2-F1C93968C144}"/>
Category"

TimeUsedJournal="1601-01-01T00:00:00.000"
lastTimeUsedContacts="1601-01-01T00:00:00.000"
lastTimeUsedTasks="1601-01-01T00:00:00.000"
lastTimeUsedCalendar="2007-11-28T20:05:19.468"
lastTimeUsedMail="1601-01-01T00:00:00.000"
lastTimeUsed="2007-11-28T20:05:19.468"
lastSessionUsed="3"
guid="{B60A1A8C-ECA3-4573-9CD8-842C284DCA59}"/>
<category name="Orange Category"

color="1"

keyboardShortcut="0"

usageCount="2"

lastTimeUsedNotes="1601-01-01T00:00:00.000"
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lastTimeUsedJournal="1601-01-01T00:00:00.000"
lastTimeUsedContacts="1601-01-01T00:00:00.000"
lastTimeUsedTasks="1601-01-01T00:00:00.000"
lastTimeUsedCalendar="1601-01-01T00:00:00.000"
lastTimeUsedMail="1601-01-01T00:00:00.000"
lastTimeUsed="2007-11-21T00:07:48.517"
lastSessionUsed="0"
guid="{F5F57BF3-A188-48D5-A096-863ACACB2D36}"
renameOnFirstUse="1"/>

<category name="Yellow Category"
color="3"
keyboardShortcut="0"
usageCount="5"
lastTimeUsedNotes="1601-01-01T00:00:00.000"
lastTimeUsedJournal="1601-01-01T00:00:00.000"
lastTimeUsedContacts="1601-01-01T00:00:00.0
lastTimeUsedTasks="1601-01-01T00:00:00.000
lastTimeUsedCalendar="2007-11-21T01:04:25
lastTimeUsedMail="1601-01-01T00:00:00.000
lastTimeUsed="2007-11-21T01:04:25.0
lastSessionUsed="2"
guid="{CA791DEF-676C-4177-A839-CA

<category name="Black Category"
color="14"
keyboardShortcut="0"
usageCount="6"

lastTimeUsedContact
lastTimeUsedTasks=" 00.000"

lastTimeUsedM
lastTimeUse

lastSessio
guid="{77EA6 07-DC4839D4327A}"/>
</categories>

4.2 View Defini

In this example eates a new table view which includes following 10 columns:

ag Status
ment
From
e Subject
e Received

o Size
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o Categories

When this new view is applied and transported to server, the
PidTagViewDescriptorBinary property stores the column description data and the
PidTagViewDescriptorStrings property stores the column headers.

4.2.1 PidTagViewDescriptorBinary
The complete buffer:

0000: 00 00 00 00 00
0010: 00 00 00 00 OB
0020: 00 00 00 00 00
0030: 00 00 00 00 00
0040: 07 00 00 00 00
0050: 00 00 00 00 00
0060: 03 00 17 00 12
0070: 00 00 00 00 00
0080: 17 00 00 00 OB
0090: 40 3F 00 00 00
00a0: 00 00 00 00 03
00b0: CO 00 00 00 00
00cO: 00 00 00 00 OA
00d0: 00 00 00 00 00
00e0: 12 00 00 00 00
00£f0: 00 00 00 00 00
0100: 0B 00 1B OE 12
0110: 00 00 00 00 00
0120: 1B OE 00 00 1E
0130: 00 2F 00 00 00
0140: 00 00 00 00 42
0150: 00 00 00 00 00
0160: 00 00 00 0O
0170: 10 00 00 00
0180: 00 00

0190: 03 00
01la0: 00 00
01b0: 08 OE

01c0O0: 20 7B

01d0: 01
0le0: CO
01f0: 79 0

The fi

00 00 00 00 00

e next 4 bytes specify Version. After Version it is the ulFlags value:

08 00 00 00 02 00 00 0O

Version: 0x00000008
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ulFlags: 0x00000002 (VDF_SORTDESCENDING)

This ulFlags means the view is sorted by descending order.

Next are the pres and cved fields:

0010: 00 00 00 00 OB 00 00 00

pres: NULL

cved: 0x0B
cved = 0x0B means there are 11 columns (including the blank colum is
packet.

Next are the ivedSort and cCat fields:

0018: 08 00 00 00 00 00 00 0O

ivedSort: 0x08 ‘
cCat: 0

It means the view is sorted by column "Re
(specified by the ulFlags field).

ort order is descending

cCat is zero means the table is not
Next is the ulCatSort ﬁ*:

0020: 00 00 00,00

ulCatSort: 0

Since the table is d, this field is zero.

ation starts from address 003c. Since this view hasn't defined
ctions, the'buffer doesn't store any restriction values.

.1.1 Blank Column

g st column is Blank column. The column uses buffer address between 003¢ and
0051
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0030: 01 00 04 00
0040: 07 00 00 00 00 00 00 00-28 00 00 0O 00 00 00 0O
0050: 00 00 00 00 0O 00 OO0 00-00 00 OO 0O 04 00 00 0O

Veds: 0x00040001

0030: 01 00 04 00

0040: 28 00 00 00

Reserved?2:

0040: 00 0
0050: 00 00 00 00 00 00 00 00

Kind: 0x00000000 ‘

0050:

1ID: 0x0000000

04 00 00 00

J080: 17 00 00 00

: 0x00170003, or PidTaglmportance

0060: 03 00 17 00
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0040: 07 00 00 00
Reservedl1:
0040: 00 00 00 00
Flags: 0x00000028, or (VCDF_BITMAP | V DFN@
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Cx: 0x00000012

0060: 12 00 00 00

Reservedl:

0060: 00 00 00 00

Flags: 0x0004A2F, or (VCDF BITMAP | VCDF_CENTER_JUSTIFY |
VCDF_SORTDLG | VCDF_GROUPDLG | VCDF_SORTDESCENDING
VCDF_RCOLUMNSDLG | VCDF_ MOVEABLE | VCDF_COLUMNSD

0060: 4A 2F 00 00

Reserved?2:

0070: 00 00 00 00 00 00 00 00-00 00 00 00

Kind: 0x00000000

0070:

1ID: 0x00000017

0080: 17 00 00 0O

"Reminder":
0080: 00 00 00 00 00 00 00
0090: 0 00, 00 00-00 00 00 00 34 01 9A 11
00a0: 3 0000-08 20 06 00 00 00 00 00
00b0: g
85030008 dLidReminderSet
0B 00 03 85
- 0x00000012
80: 12 00 00 00

Reservedl:
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0080: 00 00 00 00

Flags: 0x0003F40, or (VCDF_NAMEDPROP | VCDF_SORTDESCENDING | VCDF-
RCOLUMNSDLG [VCDF_SORTDLG | VCDF_GROUPDLG | VCDF_ MOVEABLE)

0090: 40 3F 00 00

Reserved?2:

0090: 00 00 00 00-00 00 00 00 34 01 %A 11

Kind: 0x00000000

00a0: 00 00 00 0O

1ID: 0x00008503 ‘

00a0: 03 85 00 00

Guid: {00062008-0000-0000-C000-00000.

00a0:
00b0O: CO 00 00 00 00 00 00 46

4.2.1.4 Column "Imz"
Next in the buffe

00b0: 00 1A 00 12 00 00 00
00c0O: 00 00 Q@ 00 00- 0 00 00 00 00 00 0O

00d0: 00 00 & )0 00-1A 00 00 00
: ) or PidTagMessageClass

0040 03 00 90 10
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00e0: 12 00 00 00 00 00 00 00-4A 2F 00 00 00 00 00 0O
00f0: 00 00 00 00O OO OO 00 00-00 OO OO0 00 90 10 00 0O

Veds: 0x10900003, or PidTagFlagStatus
Cx: 0x00000012

Flags: 0x0002F4A

Kind: 0x00000000

1ID: 0x00001090

4.2.1.6 Column "Attachment"
Next in the buffer is the description of Column "Attachment":

0100: OB 00 1B OE 12 00 00 00-00 00 00 0O 4A 2F 00 O
0110: 00 00 00 0O 0O OO 00 00-00 00O 00 00 0O 00 OO
0120: 1B OE 00 00

Veds: 0xOE1B000B, or PidTagHasAttachmen!s

Cx: 0x00000012 \

Flags: 0x0002F4A
Kind: 0x00000000
1ID: 0x00000E1B

4.2.1.7 Column "Fgm

Next in the buffe n "From";
0120:

0130: 00 2F 08
0140:

00 00 00 00 00 00 00
0 00 00 00 00 00 0O

D: 0x00000042

.8 Column "Subject"

in the buffer is the description of Column "Subject":
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0140: 1E 00 37 00 11 00 00 00
0150: 00 00 00 00 00 2F 00 00-00 00 OO0 0O 00 00 00 0O
0160: 00 00 00 00 00 00 00 00-37 00 00 00

Veds: 0x0037001E, or PidTagSubject
Cx: 0x00000011

Flags: 0x0002F00

Kind: 0x00000000

1ID: 0x00000037

4.2.1.9 Column "Received"

Next in the buffer is the description of Column "Received":

0160: 40 00 06
0170: 10 00 00 00 00 00 00 00-40 2F 00 00 00 00 0O
0180: 00 00 00 00 00 00 00 00-00 00 OO iIO 06 OE

Veds: 0x0E060040, or PidTagMessageDelivery
Cx: 0x00000010

Flags: 0x0002F40

Kind: 0x00000000

1ID: 0x00000E06 ‘

4.2.1.10
Next in the buffer 18 the i "Size":
0190: 03 00 08 0 00 00 40 27 00 00

01la0: 00 00 0 00 00 00 00 00 00 00
01b0: ;

d: 0x00000000
ID: 0x00000E08
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4.2.1.11 Column "Categories"

Next in the buffer is the description of Column "Categories". This is a column with
named property PidNameKeywords:

01b0: 1E 10 00 00-12 00 00 00 00 00 00 0O
0lc0O: 20 7B 00 00 00 00 00 00-00 00 OO0 00 34 01 9A 11
01d0: 01 00 00 00 64 A7 22 00-29 03 02 00 00 00 00 0O
0le0: CO 00 00 00 00 00 00 46-12 00 00 00 4B 00 65 00
01£0: 79 00 77 00 6F 00 72 00-64 00 73 00 00 00

Veds: 0x0000101E, or PidNameKeywords
Cx: 0x00000012

Flags: 0x0007B20

Kind: 0x00000001

Guid: {00020329-0000-0000-C000-000000000046}
BufferLength: 0x00000012 ‘
Buffer: “Keywords”

4.2.2 PidTagViewDescriptorStrings

In this example, PidTagViewDescriptorSt e column headers delimited

by "\n":

\nImportance\nReminier\nIco

Status\nAttachment nSize\nCategories\n

5 Security
5.1 Security

There are no s
Protocol. ¢

plementers

iderations specific to the Configuration Information

Appendix A: Office/Exchange Behavior

e information in this specification is applicable to the following versions of
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e Office 2003 with Service Pack 3 applied
e Exchange 2003 with Service Pack 2 applied
e Office 2007 with Service Pack 1 applied
e Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any statement of @ptional
behavior in this specification prescribed using the terms SHOULD or SHOULBMNOT
implies Office/Exchange behavior in accordance with the SHOULD or SHOULD NOT
prescription. Unless otherwise specified, the term MAY implies Office/Exchange does
not follow the prescription.

4

<1> Section 2.2: In Outlook 2007 Cached Mode, when the lo¢al cached ¢epy of the Category
List is in conflict with the copy on the server, Outlook 2007 sometimes doesmot escape the
single quote character.

<2> Section 2.2.3.1: This is only supported in Outlook 2007 or a latér version and Exchange
2007 or a later version. Prior versions do not rgdd omwrite Configuration Data FAI messages.

<3> Section 2.2.3.1: Exchange 2007 uses the string “Exehange.12” and Outlook 2007 uses the
string “Outlook.12” for the version attribute.

<4> Section 2.2.3.2.2: Exchange 2007 does not'enforce this restriction on the category name.

<5> Section 2.2.3.2.2: Outlook paints'€oler categories with a lighter to darker gradient in a
rounded rectangle instead of‘a selid color.

<6> Section 2.2.3.2.2; Exchange'does not use'this attribute data.

<7> Section 2.2.3 . 22sOQutlook 2007 will write the usage count, and periodically apply an
algorithm to red@ice the'usage count to facilitate creating a most frequently used list. However,
the MFU list is not implemented, and this attribute is not used.

<8> Section 2.2.3:2.2: Outlogk 2007 ignores any digits after the first 3, which means its
maximum precision is,milliseconds.

<9>Section,2.2.3.2.2: Outlook 2007 will write the last session that this category was applied
or changed byithe user, but this value is not used.

<I0> Section 2:2:3.2.2: Exchange and versions of Outlook prior to Outlook 2007 do not
Support renaming categories.

<h1> Section 2.2.3.2.2: Outlook 2007 will increment this number on every session. A new
session occurs when the user boots Outlook 2007, or when not less than 12 hours has elapsed
since the previous session.
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<12> Section 2.2.4: This is only supported in Outlook 2007 or earlier versions and Exchange
2003. Later versions do not interoperate using View Definitions.

<13> Section 2.2.5: Outlook 2007 and Exchange 2007 support displaying this description.
Previous versions do not.

<14> Section 2.2.5: Outlook and Exchange display this number after the folder name in the
list of folders.

<15> Section 3.1.4.2.2: Outlook 2007 uses the default values of working from 8
P.M., Monday — Friday, in the user’s current system time-zone.

<16> Section 3.2.4.1.3: Exchange 2007 will stop reading the XML doc

@. ‘{'Q\Q

.to5
2
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