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[bookmark: section_eb2c7523f73449b19eb6245165ce8955][bookmark: _Toc174600195]Introduction
The Autodiscover Publishing and Lookup Protocol is used by clients to retrieve URLs and settings that are needed to gain access to the web services that are offered by the server.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_c003f8148b23451ea7f642079dd1a945][bookmark: _Toc174600196]Glossary
This document uses the following terms:
[bookmark: gt_e467d927-17bf-49c9-98d1-96ddf61ddd90]Active Directory: The Windows implementation of a general-purpose directory service, which uses LDAP as its primary access protocol. Active Directory stores information about a variety of objects in the network such as user accounts, computer accounts, groups, and all related credential information used by Kerberos [MS-KILE]. Active Directory is either deployed as Active Directory Domain Services (AD DS) or Active Directory Lightweight Directory Services (AD LDS), which are both described in [MS-ADOD]: Active Directory Protocols Overview.
[bookmark: gt_d16f7b78-c5a6-48f4-9e0f-3b205b5598b5]address book: A collection of Address Book objects, each of which are contained in any number of address lists.
[bookmark: gt_8e961bf0-95ba-4f58-9034-b67ccb27f317]authentication: The act of proving an identity to a server while providing key material that binds the identity to subsequent communications.
[bookmark: gt_104d32ec-e98c-4be5-b439-a561f2087e57]Autodiscover client: A client that queries for a set of server locations where setup and configuration information for an [RFC2821]-compliant email address is stored.
[bookmark: gt_fc6c5200-5f99-459b-85cf-3b7d841979be]Autodiscover server: A server in a managed environment that makes setup and configuration information available to Autodiscover clients. The location of Autodiscover servers is made available via the Autodiscover HTTP Service Protocol, as described in [MS-OXDISCO].
[bookmark: gt_7204b2ed-dcef-4434-be15-6451f92d03fb]calendar: A date range that shows availability, meetings, and appointments for one or more users or resources. See also Calendar object.
[bookmark: gt_48d3e923-3081-4b1c-a8b4-db07cc022128]contact: A person, company, or other entity that is stored in a directory and is associated with one or more unique identifiers and attributes, such as an Internet message address or login name.
[bookmark: gt_b35ba7ae-4348-4a65-9d02-dabca97ccdec]Contacts folder: A Folder object that contains Contact objects.
[bookmark: gt_bbb09154-8d26-498e-b05e-f649e5a43700]display name: A text string that is used to identify a principal or other object in the user interface. Also referred to as title.
[bookmark: gt_1175dd11-9368-41d5-98ed-d585f268ad4b]distinguished name (DN): In the Active Directory directory service, the unique identifier of an object in Active Directory, as described in [MS-ADTS] and [RFC2251].
[bookmark: gt_b0276eb2-4e65-4cf1-a718-e0920a614aca]domain: A set of users and computers sharing a common namespace and management infrastructure. At least one computer member of the set has to act as a domain controller (DC) and host a member list that identifies all members of the domain, as well as optionally hosting the Active Directory service. The domain controller provides authentication of members, creating a unit of trust for its members. Each domain has an identifier that is shared among its members. For more information, see [MS-AUTHSOD] section 1.1.1.5 and [MS-ADTS].
[bookmark: gt_604dcfcd-72f5-46e5-85c1-f3ce69956700]Domain Name System (DNS): A hierarchical, distributed database that contains mappings of domain names to various types of data, such as IP addresses. DNS enables the location of computers and services by user-friendly names, and it also enables the discovery of other information stored in the database.
[bookmark: gt_2abe03c8-7fe4-4170-833f-9b1112d972b6]email address: A string that identifies a user and enables the user to receive Internet messages.
[bookmark: gt_b91c1e27-e8e0-499b-8c65-738006af72ee]endpoint: A communication port that is exposed by an application server for a specific shared service and to which messages can be addressed.
[bookmark: gt_6fb81c17-8429-4fbb-a096-459c548cc2f6]enterprise/site/server distinguished name (ESSDN): An X500 DN that identifies an entry in an abstract naming scheme that is separate from an address book. The naming scheme defines enterprises, which contain sites, and sites contain servers and users. There is no concrete data structure that embodies an ESSDN. Instead, an address book entry can contain an ESSDN as a property of the entry.
[bookmark: gt_4a6f8637-5493-42ca-8e6b-2a6de23ff30b]Exchange Control Panel (ECP): A feature that enables end users to manage server options without the assistance of an administrator.
[bookmark: gt_1769aec9-237e-44ed-9014-1abb3ec6de6e]fully qualified domain name (FQDN): In Active Directory, a fully qualified domain name (FQDN) that identifies a domain.
[bookmark: gt_6fbe9d37-508e-44f3-be0f-b579e1264f27]Global Address List (GAL): An address list that conceptually represents the default address list for an address book.
[bookmark: gt_f49694cc-c350-462d-ab8e-816f0103c6c1]globally unique identifier (GUID): A term used interchangeably with universally unique identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not imply or require a specific algorithm or mechanism to generate the value. Specifically, the use of this term does not imply or require that the algorithms described in [RFC4122] or [C706] have to be used for generating the GUID. See also universally unique identifier (UUID).
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_ee8c9703-9e1d-43bc-9491-03050a18ff7f]Internet Message Access Protocol - Version 4 (IMAP4): A protocol that is used for accessing email and news items from mail servers, as described in [RFC3501].
[bookmark: gt_45643bfb-b4c4-432c-a10f-b98790063f8d]Lightweight Directory Access Protocol (LDAP): The primary access protocol for Active Directory. Lightweight Directory Access Protocol (LDAP) is an industry-standard protocol, established by the Internet Engineering Task Force (IETF), which allows users to query and update information in a directory service (DS), as described in [MS-ADTS]. The Lightweight Directory Access Protocol can be either version 2 [RFC1777] or version 3 [RFC3377].
[bookmark: gt_d3ad0e15-adc9-4174-bacf-d929b57278b3]mailbox: A message store that contains email, calendar items, and other Message objects for a single recipient.
[bookmark: gt_fda94a53-448d-48d5-9991-176c530ff597]message store: A unit of containment for a single hierarchy of Folder objects, such as a mailbox or public folders.
[bookmark: gt_6b51bb3d-00aa-43d0-9b01-7634e5341183]offline address book (OAB): A collection of address lists that are stored in a format that a client can save and use locally.
[bookmark: gt_d4ab6719-b583-467a-a631-95feb7a5ea34]Out of Office (OOF): One of the possible values for the free/busy status on an appointment. It indicates that the user will not be in the office during the appointment.
[bookmark: gt_8ef66909-36c3-4370-b455-d73a73562a6b]Post Office Protocol - Version 3 (POP3): A protocol that is used for accessing email from mail servers, as described in [RFC1939].
[bookmark: gt_94523846-05ff-4a8b-bb73-7b3e5fec19aa]public folder: A Folder object that is stored in a location that is publicly available.
[bookmark: gt_8a7f6700-8311-45bc-af10-82e10accd331]remote procedure call (RPC): A communication protocol used primarily between client and server. The term has three definitions that are often used interchangeably: a runtime environment providing for communication facilities between computers (the RPC runtime); a set of request-and-response message exchanges between computers (the RPC exchange); and the single message from an RPC exchange (the RPC message).  For more information, see [C706].
[bookmark: gt_d7ef66a9-f154-4d88-bda9-98bdf7235352]Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of messages in client and server applications that communicate over open networks. SSL supports server and, optionally, client authentication using X.509 certificates [X509] and [RFC5280]. SSL is superseded by Transport Layer Security (TLS). TLS version 1.0 is based on SSL version 3.0 [SSL3].
[bookmark: gt_b9d83a03-4998-46ee-9afd-bca72f63af9a]Short Message Service (SMS): A communications protocol that is designed for sending text messages between mobile phones.
[bookmark: gt_0678be67-e739-4e33-97fe-2b03b903a379]Simple Mail Transfer Protocol (SMTP): A member of the TCP/IP suite of protocols that is used to transport Internet messages, as described in [RFC5321].
[bookmark: gt_b3127534-abcc-40b9-8034-f47ab0ef7b1c]site mailbox: A repository comprised of a mailbox and a web-based collaboration environment that is presented to users as a mailbox in an email client. A site mailbox uses team membership to determine which users have access to the repository.
[bookmark: gt_f2bc7fed-7e02-4fa5-91b3-97f5c978563a]Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of messages in client and server applications communicating over open networks. TLS supports server and, optionally, client authentication by using X.509 certificates (as specified in [X509]). TLS is standardized in the IETF TLS working group.
[bookmark: gt_e18af8e8-01d7-4f91-8a1e-0fb21b191f95]Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): Generic Syntax [RFC3986].
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_1e0aa890-37ae-4ea2-b78f-8b02241491e8]web server: A server computer that hosts websites and responds to requests from applications.
[bookmark: gt_a96bfb18-c329-40f5-89fd-df7a94b89882]web service: A unit of application logic that provides data and services to other applications and can be called by using standard Internet transport protocols such as HTTP, Simple Mail Transfer Protocol (SMTP), or File Transfer Protocol (FTP). Web services can perform functions that range from simple requests to complicated business processes.
[bookmark: gt_982b7f8e-d516-4fd5-8d5e-1a836081ed85]XML: The Extensible Markup Language, as described in [XML1.0].
[bookmark: gt_485f05b3-df3b-45ac-b8bf-d05f5d185a24]XML namespace: A collection of names that is used to identify elements, types, and attributes in XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and local name allows XML documents to use elements, types, and attributes that have the same names but come from different sources. For more information, see [XMLNS-2ED].
[bookmark: gt_c7e91c99-e45a-44c2-a08a-c34f137a2cae]XML schema definition (XSD): The World Wide Web Consortium (W3C) standard language that is used in defining XML schemas. Schemas are useful for enforcing structure and constraining the types of data that can be used validly within other XML documents. XML schema definition refers to the fully specified and currently recommended standard for use in authoring XML schemas.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_8181773244584a7593de77b5e432b36d][bookmark: _Toc174600197]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_fb00fba73c3a48188c91f2b8ae0ed66b][bookmark: _Toc174600198]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
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[bookmark: section_741d9afa09394c5fbaf5caa08c984745][bookmark: _Toc174600199]Informative References
[MS-OXPROTO] Microsoft Corporation, "Exchange Server Protocols System Overview".
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, https://www.rfc-editor.org/info/rfc2616
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[bookmark: section_c70a52104171469386c5bbe470c6342b][bookmark: _Toc174600200]Overview
This protocol is a set of methods, headers, and content types that extend HTTP version 1.1, as described in [RFC2616]. A list of possible Autodiscover server URIs is first discovered utilizing the Autodiscover HTTP Service Protocol, as described in [MS-OXDISCO]. This protocol enables Autodiscover clients to acquire email configuration settings for specific email addresses from the list of Autodiscover servers obtained from the Autodiscover HTTP Service Protocol.
This document specifies the following Autodiscover operations:
· A mechanism for Autodiscover clients to issue queries against Autodiscover servers. 
· A mechanism for Autodiscover servers to send client configuration data to Autodiscover clients. 
· A mechanism for Autodiscover servers to send referrals to Autodiscover clients. 
[bookmark: section_0e1fcacd4569490790f84f125b143838][bookmark: _Toc174600201]Relationship to Other Protocols
This protocol and the Autodiscover HTTP Service Protocol described in [MS-OXDISCO] work together to use the standard HTTP mechanisms described in [RFC2068] to provide client management over the Internet. This protocol requires the Autodiscover HTTP Service Protocol to find Autodiscover servers that support this protocol. A higher-level protocol, given a server name or URL, uses this protocol to locate the corresponding fully qualified domain name (FQDN).
This protocol relies on HTTP 1.1, as described in [RFC2616]. It relies on HTTPS, as described in [RFC2818], for data protection services.
For conceptual background information and overviews of the relationships and interactions between this and other protocols, see [MS-OXPROTO].
[bookmark: section_c6421d1b65664a1eab49065b4ce92dda][bookmark: _Toc174600202]Prerequisites/Preconditions
This protocol requires a web server that supports the HTTP POST command, as specified in [RFC2518] and [RFC2068].
This protocol also requires that Autodiscover clients have URIs that point to Autodiscover servers. Autodiscover clients can obtain these URIs by using the Autodiscover HTTP Service Protocol specified in [MS-OXDISCO].
This protocol assumes that the client has found the Autodiscover server via the Autodiscover HTTP Service Protocol, as specified in [MS-OXDISCO].
[bookmark: section_ade8fed166194792a0fd578b57fc1a52][bookmark: _Toc174600203]Applicability Statement
This protocol is used by a client to discover email configuration settings for a given email address.
[bookmark: section_4d69399ebcdf458ab2b878a720c97a20][bookmark: _Toc174600204]Versioning and Capability Negotiation
Different versions of this protocol can be negotiated by using the AcceptableResponseSchema element, specified in section 2.2.3.1.1.1.
[bookmark: section_57104b9a1bb44aed9ea0ec17994a0663][bookmark: _Toc174600205]Vendor-Extensible Fields
Vendors MAY pass additional XML elements to Autodiscover clients from the Autodiscover server. To do so, the vendor SHOULD use a separate XML namespace and pass this in the AcceptableResponseSchema element, as specified in section 2.2.3.1.1.1.
[bookmark: section_a04460fee39546cf9f012ceaff284c7f][bookmark: _Toc174600206]Standards Assignments
None.
[bookmark: section_aac7063ba07e4721926184eae2fbeff5][bookmark: _Toc174600207]Messages
[bookmark: section_6f0f17c5bb8e4708885ead74afbc1438][bookmark: _Toc174600208]Transport
Messages are transported by using an HTTP POST command, as specified in [RFC2518] and [RFC2068].
[bookmark: z3]This protocol SHOULD be used with Secure Sockets Layer (SSL)/Transport Layer Security (TLS), as specified in [RFC2246]. 
[bookmark: section_b033db77f3f14f6095d6d521e339c4cd][bookmark: _Toc174600209]Message Syntax
All messages sent between the Autodiscover client and the Autodiscover server are XML messages.
[bookmark: section_a8f6babddb6c4b4481f9bcdd503b0a20][bookmark: _Toc174600210]Namespaces
Autodiscover requests are in the "http://schemas.microsoft.com/exchange/autodiscover/outlook/requestschema/2006" namespace.
Autodiscover responses are in the "http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006" namespace. 
[bookmark: section_eb276f78893a48f79d956d1c38dd2d71][bookmark: _Toc174600211]HTTP Headers
This protocol defines the following HTTP headers, as specified in [RFC2616] section 4.2.
· X-MapiHttpCapability (section 2.2.2.1)
· X-AnchorMailbox (section 2.2.2.2)
· X-ClientCanHandle (section 2.2.2.3)
[bookmark: section_c28ebe0823614b32b8da187a9ae1f647][bookmark: _Toc174600212]X-MapiHttpCapability
The X-MapiHttpCapability header is an optional header used in Autodiscover requests to indicate support for the Messaging Application Programming Interface (MAPI) Extensions for HTTP, as specified in [MS-OXCMAPIHTTP]. If present in a request, the value of this header MUST be an integer value greater than zero (0) that corresponds to the highest version of the response format for the Protocol element (section 2.2.4.1.1.2.6) supported by the client. See section 3.2.5.1 for more details on the available versions of the response format.
[bookmark: section_2f9fc5047ec54c77b19ee36d5b02c97a][bookmark: _Toc174600213]X-AnchorMailbox
The X-AnchorMailbox header identifies the email address of the account for which the configuration information will be retrieved. This header SHOULD be passed if the client sends the X-MapiHttpCapability header. 
[bookmark: section_569befdd6983460c85719a5cadc40d0a][bookmark: _Toc174600214]X-ClientCanHandle
[bookmark: Appendix_A_Target_1]The X-ClientCanHandle header contains a comma-delimited list of capabilities that the client supports.<1> The following table specifies valid values for this header.
	Value
	Meaning

	"Negotiate"
	If this value is present, the server will return a value of "negotiate" in the AuthPackage element (section 2.2.4.1.1.2.6.4) if the server is configured to accept Negotiate authentication. If this value is not present, the server will not return a value of "negotiate" in the AuthPackage element.

	"ExHttpInfo"
	If this value is present, the server will return a Protocol element (section 2.2.4.1.1.2.6) with a Type element (section 2.2.4.1.1.2.6.46) set to "EXHTTP" if the server is configured to accept RPC/HTTP connections. If this value is not present, the server will not return a Protocol element with a Type element set to "EXHTTP".



[bookmark: section_1aaa92f1142845079b6d7ae3b4192b89][bookmark: _Toc174600215]Autodiscover Request
Autodiscover requests consist of a single Autodiscover element (section 2.2.3.1), which contains information about the user within its child elements.
[bookmark: section_c118e9d62ffb448b805c4469f59fb4c1][bookmark: _Toc174600216]Autodiscover
The Autodiscover element is the root element of an Autodiscover request. The elements in the following sections can be child elements of the Autodiscover element.
[bookmark: section_2096fab29c3c40b9b123edf6e8d55a9b][bookmark: _Toc174600217]Request
The Request element contains the request to the Autodiscover service. It is a required element of the Autodiscover element (section 2.2.3.1).
The AcceptableResponseSchema element and the EMailAddress or LegacyDN element MUST be child elements of the Request element.
[bookmark: section_def6989b5838421e949838ada3e258b3][bookmark: _Toc174600218]AcceptableResponseSchema
The AcceptableResponseSchema element identifies the schema for an Autodiscover response.
Clients MUST include this element. The value MUST be the following: http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a.
[bookmark: section_a18a3a2a583a44348a989102d65243de][bookmark: _Toc174600219]EMailAddress
The EMailAddress element identifies the email address of the account for which the configuration information will be retrieved.
This element is an optional element for an Autodiscover request. If it is omitted, the LegacyDN MUST be present.
[bookmark: section_7441ee63767a4586909013e57f7a25b7][bookmark: _Toc174600220]LegacyDN
The LegacyDN element identifies a user's mailbox by a legacy distinguished name (DN). The LegacyDN element is also known as the enterprise/site/server distinguished name (ESSDN), which is the naming scheme that defines the user.
The LegacyDN element is an optional element in the request. If it is omitted, the EMailAddress element MUST be present.
[bookmark: section_d9105414a5aa47de87f9707df1b71636][bookmark: _Toc174600221]Autodiscover Response
Autodiscover responses consist of a single Autodiscover element (section 2.2.4.1), which contains configuration information for the user's mailbox within its child elements.
[bookmark: section_0b10693101a647e48d19466ba1f57089][bookmark: _Toc174600222]Autodiscover
The Autodiscover element is the root element of an Autodiscover response. The elements in the following sections can be child elements of the Autodiscover element.
[bookmark: section_67565cd8fa9f4ae59ca56909c3569973][bookmark: _Toc174600223]Response
The Response element contains the response from the Autodiscover server that includes a list of URLs that are used to establish a connection with web services.
The elements specified in the following sections can be child elements of the Response element. For an example that shows the XML schema of the Response element and its child elements, see section 4.
[bookmark: section_ec1e653700ea4c26b1eecadc6e9b9b7e][bookmark: _Toc174600224]User
The User element and its child elements provide user-specific information. Servers MUST include this element if the server does not need to redirect the request and encounters no errors.
The elements specified in the following sections can be child elements of the User element.
[bookmark: section_cd66a893d7944183861a5724b151be7d][bookmark: _Toc174600225]AutoDiscoverSMTPAddress
[bookmark: Appendix_A_Target_2]The AutoDiscoverSMTPAddress element represents the user's primary Simple Mail Transfer Protocol (SMTP) address. It is a required child element of the User element (section 2.2.4.1.1.1).<2>  This is the email address that is used for the Autodiscover process. The AutoDiscoverSMTPAddress element returns the proxy address in lieu of the email address if a proxy address exists.
[bookmark: section_3f70ab1ff64f48ca9bcadd838b24afa5][bookmark: _Toc174600226]DefaultABView
[bookmark: Appendix_A_Target_3][bookmark: z7]The DefaultABView element indicates the default view for the user's address book. If the Global Address List (GAL) is the default view, this element SHOULD NOT be present. If the Contacts folder in the user's mailbox is the default view, this element SHOULD<3> be present with a value of "contacts". 
[bookmark: section_de43583845604ed88a3845cb89e9ed31][bookmark: _Toc174600227]DeploymentId
The DeploymentId element uniquely identifies the server forest in a GUID format. It is a required child element of the User element (section 2.2.4.1.1.1).
The DeploymentId element is returned when the user is within a server forest. The returned value is the GUID identifier of the Active Directory forest in which the mailbox user account is contained.
[bookmark: section_c35d6f7a281c4e518ce03967759ee032][bookmark: _Toc174600228]DisplayName
The DisplayName element represents the user's display name. It is a required child element of the User element (section 2.2.4.1.1.1).
[bookmark: section_adb0e96c0d634607bf56c1634fd3b268][bookmark: _Toc174600229]LegacyDN
The LegacyDN element identifies a user's mailbox by DN. The LegacyDN is also known as the ESSDN, which is the naming scheme that defines the user. The LegacyDN element is a required child element of the User element (section 2.2.4.1.1.1).
[bookmark: section_84fd8ff3e06a4ca88a3edba6fc2d72cf][bookmark: _Toc174600230]Account
The Account element specifies account settings for the user.
The elements specified in the following sections can be child elements of the Account element.
[bookmark: section_2063d005ffd940429e243a413c54ab64][bookmark: _Toc174600231]AccountType
The AccountType element represents the account type. It is a required element of the Account element (section 2.2.4.1.1.2) if the server does not need to redirect the request. The value MUST be "email".
[bookmark: section_a466bf5af7d0402bbf190a2aeb4006b6][bookmark: _Toc174600232]Action
The Action element provides information that is used to determine whether another Autodiscover request is required to return the user configuration information. It is a required child element of the Account element (section 2.2.4.1.1.2). The following table specifies valid values for this element.
	Value
	Meaning

	"settings"
	The Autodiscover server has returned configuration settings in the Protocol element (section 2.2.4.1.1.2.6).

	"redirectAddr"
	The Autodiscover server has returned a RedirectAddr element (section 2.2.4.1.1.2.8).

	"redirectUrl"
	The Autodiscover server has returned a RedirectUrl element (section 2.2.4.1.1.2.9).



[bookmark: section_18dd298d9b124915b68bd4d7e100a3a8][bookmark: _Toc174600233]MicrosoftOnline
[bookmark: Appendix_A_Target_4]The MicrosoftOnline element specifies whether the user account is an online account. It is a required element of the Account element (section 2.2.4.1.1.2) when the value of the Action element (section 2.2.4.1.1.2.2) is "settings".<4> The value SHOULD be "False".
[bookmark: section_871f1c7e5d7947969e389e6be2720e02][bookmark: _Toc174600234]ConsumerMailbox
[bookmark: Appendix_A_Target_5]The ConsumerMailbox element specifies whether the user account is a consumer mailbox. It is a required element of the Account element (section 2.2.4.1.1.2) when the value of the Action element (section 2.2.4.1.1.2.2) is "settings".<5> The value SHOULD be "False".
[bookmark: section_f3082bc5f92c4a4eb9b0f6efba94a7f5][bookmark: _Toc174600235]AlternativeMailbox
[bookmark: Appendix_A_Target_6]The AlternativeMailbox element contains information that enables clients to open an additional mailbox. It is an optional child element of the Account element (section 2.2.4.1.1.2). <6>
[bookmark: z25]The AlternativeMailbox element is returned only when an alternative mailbox is associated with the user.
The elements specified in the following sections can be child elements of the AlternativeMailbox element.
[bookmark: section_d523e3e4501348cd9510f572c440e122][bookmark: _Toc174600236]DisplayName
[bookmark: z29][bookmark: Appendix_A_Target_7]The DisplayName element represents the additional mailbox user's display name. It is a required child element of the AlternativeMailbox element (section 2.2.4.1.1.2.5). This string is used to override how a client will display the user's name in the alternative mailbox.<7>
[bookmark: section_6335f7a3ee7c436392defdf221caa593][bookmark: _Toc174600237]LegacyDN
[bookmark: z31][bookmark: Appendix_A_Target_8]The LegacyDN element identifies the additional mailbox by DN. It is an optional child element of the AlternativeMailbox element (section 2.2.4.1.1.2.5). The LegacyDN is also known as the ESSDN, which is the naming scheme that defines the alternative user.<8>
The LegacyDN element MUST be present if the SmtpAddress element (section 2.2.4.1.1.2.5.4) is not present. The LegacyDN element MUST NOT be present if the SmtpAddress element is present.
[bookmark: section_47b57da7b4f941259e1e04b468a2f81a][bookmark: _Toc174600238]Server
[bookmark: z33][bookmark: Appendix_A_Target_9]The Server element contains the FQDN of the mail server that contains the additional mailbox. It is an optional child element of the AlternativeMailbox element (section 2.2.4.1.1.2.5).<9>
The Server element MUST be present if the SmtpAddress element (section 2.2.4.1.1.2.5.4) is not present. The Server element MUST NOT be present if the SmtpAddress element is present.
[bookmark: section_bb0e3f1b1bde49b791338f84a6a5f503][bookmark: _Toc174600239]SmtpAddress
[bookmark: Appendix_A_Target_10]The SmtpAddress element contains an SMTP address assigned to the alternative mailbox. This SMTP address can be used in the EMailAddress element (section 2.2.3.1.1.2) of an Autodiscover request to discover configuration settings for the alternative mailbox. It is an optional child element of the AlternativeMailbox element (section 2.2.4.1.1.2.5).<10>
The SmtpAddress element MUST be present if the LegacyDN element (section 2.2.4.1.1.2.5.2) and the Server element (section 2.2.4.1.1.2.5.3) are not present. The SmtpAddress element MUST NOT be present if the LegacyDN element and Server element are present.
[bookmark: section_7617de11b4004a9b973cc182f39f328f][bookmark: _Toc174600240]Type
[bookmark: Appendix_A_Target_11]The Type element identifies the type of the additional mail account.<11> It is a required child element of the AlternativeMailbox element (section 2.2.4.1.1.2.5).
The following table specifies the possible values of the Type  element.
	Value
	Meaning

	"Archive"
	The alternative mailbox represented by the parent AlternativeMailbox element is an archive mailbox for the user. An archive mailbox is a second mailbox provisioned for a user that is used to store historical messaging data .

	"Delegate"
	The alternative mailbox represented by the parent AlternativeMailbox element is owned by another user. The current user has permissions to open this mailbox. 

	[bookmark: Appendix_A_Target_12]"TeamMailbox"<12>
	The alternative mailbox represented by the parent AlternativeMailbox element is a site mailbox that is configured for the user.



[bookmark: section_f4238db6a983435c807ab4b4a624c65b][bookmark: _Toc174600241]Protocol
The Protocol element contains the configuration information for connecting a client to the server.
The Protocol element is a required child element of the Account (section 2.2.4.1.1.2) element when the value of the Action element (section 2.2.4.1.1.2.2) is "settings".  In this case, if the Protocol element contains information that the client can use to communicate with the mailbox via the Messaging Application Programming Interface (MAPI) Extensions for HTTP, as specified in [MS-OXCMAPIHTTP], it MUST contain the XML attributes listed in the following table.
	Attribute
	Value

	Type
	"mapiHttp"

	Version
	An integer value that MUST be greater than zero (0) and less than or equal to the value of the X-MapiHttpCapability header (section 2.2.2.1) included in the Autodiscover request.



The Protocol element is an optional child element of the External element (section 2.2.4.1.1.2.6.25) and the Internal element (section 2.2.4.1.1.2.6.27). The following sections describe elements that can be child elements of the Protocol element.
[bookmark: section_d40f3e32b38044e9a00b8dfacc020a36][bookmark: _Toc174600242]AD
The AD element specifies the Active Directory server used in conjunction with the mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). The element contains the FQDN of a Lightweight Directory Access Protocol (LDAP) server that the client can connect to for directory information.
[bookmark: section_b4fcf517829348a2bf76b6278c3e11cd][bookmark: _Toc174600243]ASUrl
The ASUrl element specifies the URL of the best endpoint instance of Availability web services for an email-enabled user, as specified in [MS-OXWAVLS]. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
[bookmark: section_d84c96f0d98e4e16917bb85f96170939][bookmark: _Toc174600244]AddressBook
The AddressBook element contains information that the client can use to connect to an NSPI server via Messaging Application Programming Interface (MAPI) Extensions for HTTP, as specified in [MS-OXCMAPIHTTP], to retrieve address book information.
[bookmark: section_68455e9ff59a46eb986cea29a10219cc][bookmark: _Toc174600245]ExternalUrl
The ExternalUrl element contains a URL that the client can use to connect to an NSPI server via Messaging Application Programming Interface (MAPI) Extensions for HTTP when the client is located outside of the firewall.
[bookmark: section_9a18249c4e7b4b40801a19d9686654c5][bookmark: _Toc174600246]InternalUrl
The InternalUrl element contains a URL that the client can use to connect to an NSPI server via Messaging Application Programming Interface (MAPI) Extensions for HTTP when the client is located inside of the firewall.
[bookmark: section_21fd2dd5c4ee485b94fbe7db5da93726][bookmark: _Toc174600247]AuthPackage
The AuthPackage element specifies the authentication method that is used when authenticating to the server that contains the user's mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). The AuthPackage element is used only when the Type element (section 2.2.4.1.1.2.6.46) has a text value of "EXCH", "EXPR",  or "EXHTTP".
The possible values are specified in the following table.
	Value
	Meaning

	"basic"
	Indicates that the client SHOULD use basic authentication, as specified in [RFC2617].

	"kerb"
	Indicates that the client SHOULD use Kerberos authentication, as specified in [RFC4120].

	"kerbntlm"
	Indicates that the client SHOULD use Kerberos authentication or NTLM authentication, as specified in [MS-NLMP].

	"ntlm"
	Indicates that the client SHOULD use NTLM authentication.

	"certificate"
	Indicates that the client SHOULD use certificate authentication, as specified in [MS-OCAUTHWS].

	[bookmark: Appendix_A_Target_13]"negotiate"<13>
	Indicates that the client SHOULD use the Negotiate method for authentication, as specified in [MS-N2HT] .

	[bookmark: Appendix_A_Target_14]"anonymous"<14>
	Indicates that the client SHOULD authenticate anonymously by using an SSL connection.


The AuthPackage element is returned only when there is an external mailbox server authentication method. If the AuthPackage element is omitted, the client SHOULD use Kerberos or NTLM authentication.
[bookmark: section_6f1d37ce54164ca0a3b47e784ec347ca][bookmark: _Toc174600248]AuthRequired
The AuthRequired element specifies whether authentication is required. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6). The possible values are specified in the following table.
	Value
	Meaning

	"on"
	Authentication is required by the server.

	"off"
	Authentication is not required by the server.


If a value is not specified, the default value is "on".
The AuthRequired element is returned only when the Type element (section 2.2.4.1.1.2.6.46) has a text value of "POP3".
[bookmark: section_3db47d8d87844a238de4757189e404b9][bookmark: _Toc174600249]CertPrincipalName
The CertPrincipalName element specifies the SSL certificate principal name that is required to connect to the server by using SSL. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
If the CertPrincipalName element is not specified, the default value is "msstd:SERVER", where "SERVER" is the value that is specified in the Server element (section 2.2.4.1.1.2.6.36). For example, if "SERVER" is specified as "server.Contoso.com" and CertPrincipalName is left blank with SSL turned on, the default value of CertPrincipalName would be "msstd:server.Contoso.com".
The CertPrincipalName element is returned only when the connection to the server is authenticated with SSL.
[bookmark: section_3def98e11cd840abb8682f5df773b374][bookmark: _Toc174600250]DomainName
The DomainName element specifies the user's domain. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6). If no value is specified, the default value is the email address in user principal name (UPN) format. For example: <username>@<domain>.
[bookmark: section_d54f2fbf03bd431292354bfa137861be][bookmark: _Toc174600251]DomainRequired
The DomainRequired element contains a text value that indicates whether the domain is required for authentication. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6). The possible values are specified in the following table.
	Value
	Meaning

	"on"
	The domain name is required for authentication.

	"off"
	The domain name is not required for authentication.



[bookmark: section_56a4034b387745f892096b660cfdaa6e][bookmark: _Toc174600252]EcpUrl
[bookmark: Appendix_A_Target_15]The EcpUrl element is the base Exchange Control Panel (ECP) URL. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<15> The URL contains the following information:
· Protocol: requires "https"
· Host: Host name
· Path: ECP path within the host server
The value of the EcpUrl element is similar to the following: "https://machine. domain.Contoso.com/ecp".
[bookmark: section_1f051f6aa2a943aba764eeb6c6a4c81c][bookmark: _Toc174600253]EcpUrl-aggr
[bookmark: Appendix_A_Target_16][bookmark: z15]The EcpUrl-aggr element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access email aggregation settings. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<16> The value of the EcpUrl-aggr element is similar to the following: "?p=personalsettings/EmailSubscriptions.slab&exsvurl=1". 
[bookmark: section_99f1935ef505411f8591df6344d4a5b0][bookmark: _Toc174600254]EcpUrl-extinstall
[bookmark: Appendix_A_Target_17]The EcpUrl-extinstall element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to view or change the mail add-ins currently installed in the user’s mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<17>
The value of the EcpUrl-extinstall element is similar to the following: "Extension/InstalledExtensions.slab?exsvurl=1&amp;realm=contoso.com".
[bookmark: section_112ff5db86c24fff84324d31d380da36][bookmark: _Toc174600255]EcpUrl-mt
[bookmark: Appendix_A_Target_18]The EcpUrl-mt element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access email message tracking settings. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<18>
The value of the EcpUrl-mt element contains parameters contained within '<' and '>' characters that are substituted by the client as shown in the following table.
	Parameter
	Substitute with

	IsOWA
	A string that specifies whether the call was invoked from Outlook Web App (OWA). 'y' is substituted if it was invoked from OWA; 'n' otherwise.

	MsgID
	Internet message identifier of the message to be tracked as specified by the Message-ID header. See [RFC2822].

	Mbx
	The SMTP address of the user's mailbox.

	Sender
	The SMTP address of the message's sender.


The value of the EcpUrl-mt element is similar to the following: "PersonalSettings/DeliveryReport.aspx?exsvurl=1&IsOWA=<IsOWA>&MsgID=<MsgID>&Mbx=<Mbx>&Sender=<Sender>".
[bookmark: section_e0b6eb8e422447d7b7f80b4b4470538f][bookmark: _Toc174600256]EcpUrl-photo
[bookmark: Appendix_A_Target_19]The EcpUrl-photo element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to view or change the user’s current photo. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<19>
The value of the EcpUrl-photo element is similar to the following: "PersonalSettings/EditAccount.aspx?chgPhoto=1&amp;realm=contoso.com".
[bookmark: section_83456ff1417e41279d6b291c89cf44e2][bookmark: _Toc174600257]EcpUrl-publish
[bookmark: Appendix_A_Target_20]The EcpUrl-publish element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access calendar publishing settings. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<20> 
The value of the EcpUrl-publish element contains a parameter contained within '<' and '>' characters that are substituted by the client, as shown in the following table.
	Parameter
	Substitute with

	FldID
	The folder identifier to the calendar folder to be published.


The value of the EcpUrl-publish element is similar to the following: "customize/calendarpublishing.slab?exsvurl=1&FldID=<FldID>".
[bookmark: section_7ad966edec194119883dcf5e14259bb0][bookmark: _Toc174600258]EcpUrl-ret
[bookmark: Appendix_A_Target_21][bookmark: z21]The EcpUrl-ret element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access retention tag settings. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<21> The value of the EcpUrl-ret element is similar to the following: "?p=organize/retentionpolicytags.slab&exsvurl=1". 
[bookmark: section_eb4d2c47036b419e82bdac2414bbb65f][bookmark: _Toc174600259]EcpUrl-sms
[bookmark: Appendix_A_Target_22]The EcpUrl-sms element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access Short Message Service (SMS) settings. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<22> The value of the EcpUrl-sms element is similar to the following: "?p=sms/textmessaging.slab&exsvurl=1".
[bookmark: section_9d15e686b95c43e5af11e2112dd3822c][bookmark: _Toc174600260]EcpUrl-tm
[bookmark: Appendix_A_Target_23]The EcpUrl-tm element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access a list of all site mailboxes of which the user is currently a member. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<23>
The value of the EcpUrl-tm element is similar to the following: "?ftr=TeamMailbox& realm=contoso.com".
[bookmark: section_49fabefea4e84c0db0c79f1fbcc76d5f][bookmark: _Toc174600261]EcpUrl-tmCreating
[bookmark: Appendix_A_Target_24]The EcpUrl-tmCreating element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to create a new site mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<24>
The value of the EcpUrl-tmCreating element contains parameters contained within '<' and '>' characters that are substituted by the client, as shown in the following table.
	Parameter
	Substitute with

	SPUrl
	The URL to create a new site mailbox.

	Title
	The title used to create a new site mailbox.


The value of the EcpUrl-tmCreating element is similar to the following: "?ftr=TeamMailboxCreating&SPUrl=<SPUrl>&Title=<Title>&realm=contoso.com".
[bookmark: section_8373ccfaa97b48f389032fe7953a7e8a][bookmark: _Toc174600262]EcpUrl-tmEditing
[bookmark: Appendix_A_Target_25]The EcpUrl-tmEditing element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to edit an existing site mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<25>
The value of the EcpUrl-tmEditing element contains a parameter contained within '<' and '>' characters that is substituted by the client, as shown in the following table.
	Parameter
	Substitute with

	Id
	The SMTP email address or the ESSDN assigned to the site mailbox.


The value of the EcpUrl-tmEditing element is similar to the following: "?ftr=TeamMailboxEditing&Id=<Id>&realm=contoso.com".
[bookmark: section_208ae546f4804d0c846f0543bf0f5c32][bookmark: _Toc174600263]EcpUrl-tmHiding
[bookmark: Appendix_A_Target_26]The EcpUrl-tmHiding element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to unsubscribe the user from a site mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<26>
The value of the EcpUrl-tmHiding element contains a parameter contained within '<' and '>' characters that is substituted by the client, as shown in the following table.
	Parameter
	Substitute with

	Id
	The SMTP email address or the ESSDN assigned to the site mailbox.


The value of the EcpUrl-tmHiding element is similar to the following: "?ftr=TeamMailboxHiding&Id=<Id>&realm=contoso.com".
[bookmark: section_bc60b39dcfaf4a028bc2cdbf542706de][bookmark: _Toc174600264]EcpUrl-um
[bookmark: Appendix_A_Target_27][bookmark: z13]The EcpUrl-um element contains a value that, when appended to the value of the EcpUrl element (section 2.2.4.1.1.2.6.9), results in a URL that can be used to access voice mail settings. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<27> The value of the EcpUrl-um element is similar to the following: "?p=customize/voicemail.aspx&exsvurl=1". 
[bookmark: section_38864ab92b314b6eba287844e22e17f6][bookmark: _Toc174600265]Encryption
The Encryption element specifies the required encryption for the connection to the server. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6). This element is valid only if the value of the Type element (section 2.2.4.1.1.2.6.46) is "IMAP, "POP3", or "SMTP". If the Encryption element is present, it overrides the SSL element (section 2.2.4.1.1.2.6.44). The following table specifies the possible values of the Encryption element.
	Value
	Meaning

	"None"
	No encryption is used.

	"SSL"
	SSL encryption is used.

	"TLS"
	TLS encryption is used.

	"Auto"
	The most secure encryption that the client and server support is used.



[bookmark: section_d119cddac33b438ba7a85e1a41779190][bookmark: _Toc174600266]EmwsUrl
The EmwsUrl element specifies the URL for the management web services virtual directory. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
[bookmark: section_c74f8a11acb6428c96775cfa5cb06341][bookmark: _Toc174600267]EwsUrl
The EwsUrl element specifies the URL for the web services virtual directory. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
[bookmark: section_da3361cb226149fe824796ab53707418][bookmark: _Toc174600268]External
The External element contains the collection of URLs that a client can connect to outside the firewall. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).If the server is configured for external access, the External element will contain a Protocol element (section 2.2.4.1.1.2.6) and an OWAUrl element (section 2.2.4.1.1.2.6.27.1). The Protocol element SHOULD contain an ASUrl element (section 2.2.4.1.1.2.6.2) and a Type element (section 2.2.4.1.1.2.6.46). The Protocol element SHOULD NOT contain any other child elements.
[bookmark: section_a7192880e4664cfe81c75c1f146d8550][bookmark: _Toc174600269]GroupingInformation
[bookmark: Appendix_A_Target_28]The GroupingInformation element specifies the grouping hint for certain clients. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<28>
[bookmark: section_144655fa53bf481ebe493f087abc7f75][bookmark: _Toc174600270]Internal
The Internal element contains a collection of URLs that a client can connect to when it is inside the firewall. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
If the server is configured for internal access, the Internal element contains a Protocol element, (as specified in section 2.2.4.1.1.2.6) and an OWAUrl element (as specified in section 2.2.4.1.1.2.6.27.1). The Protocol child element SHOULD contain an ASUrl element (as specified in section 2.2.4.1.1.2.6.2) and a Type element (as specified in section 2.2.4.1.1.2.6.46). The Protocol child element SHOULD NOT contain any other child elements.
[bookmark: section_157f1914c6a244df8afebee46abfb2e9][bookmark: _Toc174600271]OWAUrl
The OWAUrl element describes the URL, as specified in [RFC3986], and the authentication method that is used to access the server. It is a required child element of the Internal element (section 2.2.4.1.1.2.6.27) and the External element (section 2.2.4.1.1.2.6.25).
The OWAUrl has a required AuthenticationMethod attribute. This attribute specifies the allowed authentication methods that are supported by the server. This attribute can be one or more of the values in the following table. Multiple values are separated by commas.
	Value
	Authentication method

	"WindowsIntegrated"
	Integrated Windows Authentication, as specified in [MS-OCAUTHWS].

	"Fba"
	Forms Based Authentication, as specified in [MS-OFBA].

	"Ntlm"
	NTLM Authentication, as specified in [MS-NLMP].

	"Digest"
	Digest Authentication, as specified in [RFC2617].

	"Basic"
	Basic Authentication, as specified in [RFC2617] .

	[bookmark: Appendix_A_Target_29]"LiveIdFba"<29>
	Live Id Authentication, as specified in [MS-OCAUTHWS].



[bookmark: section_6f17952bf1234c6ab1b414c98f984720][bookmark: _Toc174600272]LoginName
The LoginName element specifies the user's mail server logon name. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
[bookmark: section_7b736d4ab5ad414a8f2e223d9b872ec8][bookmark: _Toc174600273]MailStore
The MailStore element contains information that the client can use to connect to a mailbox via Messaging Application Programming Interface (MAPI) Extensions for HTTP, as specified in [MS-OXCMAPIHTTP], to retrieve mailbox information.
[bookmark: section_b6d962c25f594b06a2515cbee2caefcf][bookmark: _Toc174600274]ExternalUrl
The ExternalUrl element contains a URL that the client can use to connect to a mailbox via Messaging Application Programming Interface (MAPI) Extensions for HTTP when the client is located outside of the firewall.
[bookmark: section_4f87db966f92494c837b50c552cc1271][bookmark: _Toc174600275]InternalUrl
The InternalUrl element contains a URL that the client can use to connect to a mailbox via Messaging Application Programming Interface (MAPI) Extensions for HTTP when the client is located inside of the firewall.
[bookmark: section_30e45a6bfff046b8bff3436896832a70][bookmark: _Toc174600276]MdbDN
The MdbDN element contains the DN of the mailbox database. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
[bookmark: section_46ce506b6d674c9a97702e4ce28997f3][bookmark: _Toc174600277]OABUrl
The OABUrl element specifies the offline address book (OAB) configuration server URL for a server. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). For more details about the services that are available at this URL, see [MS-OXWOAB].
The OABUrl element is returned if there is an internal or external OAB configured for the user.
[bookmark: section_998d14234a744e60a4f4fd49dbaf1de2][bookmark: _Toc174600278]OOFUrl
The OOFUrl element specifies the URL of the best instance of the Out of Office (OOF) Web Service for a mail-enabled user. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). For more details about the services that are available at this URL, see [MS-OXWOOF].
The OOFUrl element is returned when the server implements a URL for internal or external access to the Out of Office (OOF) Web Service. If the OOFUrl element is omitted, the Out of Office (OOF) services are not available to the client.
[bookmark: section_1ebb4c7590c044ca9d2e81c2090384d2][bookmark: _Toc174600279]Port
The Port element specifies the port that is used to connect to the message store. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6). For more details, see [MS-OXCRPC].
The Port element is not returned when the Server element contains a URL.
[bookmark: section_ad58ab2abda4454891024873425df007][bookmark: _Toc174600280]PublicFolderServer
The PublicFolderServer element specifies the FQDN for the public folder server. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
[bookmark: section_5fe74d3925ea404585502f408b1993ef][bookmark: _Toc174600281]ReferralPort
The ReferralPort element specifies the port that is used to get a referral to a directory. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6). For more details, see [MS-OXABREF]. 
[bookmark: section_19aed31b09824eeea4b6dcd0b9633555][bookmark: _Toc174600282]Server
The Server element specifies the name of the mail server. It is a required child element of the Protocol element (section 2.2.4.1.1.2.6) that has a Type element (section 2.2.4.1.1.2.6.46) value of "EXCH", "EXPR", "EXHTTP", "POP3", "SMTP", or "IMAP". The value will be either a host name or an IP address.
[bookmark: section_00fe7dc41f3e40bf88584a1bb723483f][bookmark: _Toc174600283]ServerDN
The ServerDN element specifies the DN of the mail server. It is a required child element of the Protocol element (section 2.2.4.1.1.2.6) when the Type element (section 2.2.4.1.1.2.6.46) has a value of "EXCH".
[bookmark: section_37926c84447b4b29a299cd76fa9821c1][bookmark: _Toc174600284]ServerExclusiveConnect
[bookmark: Appendix_A_Target_30]The ServerExclusiveConnect element specifies whether the client uses the connection information contained in the parent Protocol element (section 2.2.4.1.1.2.6) first when the client attempts to connect to the server. It is an optional child element of the Protocol element.<30>
The possible values are specified in the following table.
	Value
	Meaning

	"on"
	Clients SHOULD use the connection information in the parent Protocol element first when attempting to connect to the server.

	"off"
	Clients SHOULD NOT use the connection information in the parent Protocol element first when attempting to connect to the server unless there are no other Protocol elements that contain a ServerExclusiveConnect element with a value of "on".


If the element is not present, the default value is "off". If no Protocol elements in the response have a ServerExclusiveConnect element set to "on", the client can use the Protocol elements in any order.
The ServerExclusiveConnect element is used only when the Type element (section 2.2.4.1.1.2.6.46) is equal to "EXPR", "EXCH", or "EXHTTP".
[bookmark: section_c6c19c54d97249f2b508b00fd2492bee][bookmark: _Toc174600285]ServerVersion
The ServerVersion element represents the version number of the server software. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). 
The ServerVersion value is a 32-bit hexadecimal number that contains the major version number, minor version number, and major build number of the server. The ServerVersion element is used only when the Type element (section 2.2.4.1.1.2.6.46) has a value of "EXCH".
[bookmark: section_0a6ba0e18b484169b5ee509a57a4d9a6][bookmark: _Toc174600286]SharingUrl
The SharingUrl element specifies the endpoint for a sharing server, which is a server used for sharing calendars and contacts. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
The SharingUrl element is returned when the server implements a URL for cross-organization sharing.
[bookmark: section_6d64138a2a33445eb0e8c6d894de6e8d][bookmark: _Toc174600287]SiteMailboxCreationURL
[bookmark: Appendix_A_Target_31]The SiteMailboxCreationURL element contains a URL to a self-service web site that can be used to create a new site mailbox. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).<31>
[bookmark: section_fb20ecdc2a5a4f82ac1d4790d364dc3b][bookmark: _Toc174600288]SMTPLast
The SMTPLast element specifies whether the Simple Mail Transfer Protocol (SMTP) server requires that email be downloaded before it sends email by using the SMTP server. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
The possible values are specified in the following table.
	Value
	Meaning

	"on"
	The server requires that email be downloaded before the client sends mail via SMTP.

	"off"
	The server does not require that email be downloaded before the client sends mail via SMTP.


If this element is not present, the default value is "off". 
The SMTPLast element is used only when the Type element (section 2.2.4.1.1.2.6.46) is equal to "SMTP".
[bookmark: section_9843e499c0e04ab48bff7f8331c6a26d][bookmark: _Toc174600289]SPA
The SPA element indicates whether secure password authentication is required. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). This element is only valid when the value of the Type element (section 2.2.4.1.1.2.6.46) is "SMTP", "POP3", or "IMAP". The possible values are specified in the following table.
	Value
	Meaning

	"on"
	SPA is required.

	"off"
	SPA is not required.


If this element is not present, the default value is "on". 
[bookmark: section_a02659dd76df4633ae19a84da35112f7][bookmark: _Toc174600290]SSL
The SSL element specifies whether the server requires SSL for logon. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
The possible values are specified in the following table.
	Value
	Meaning

	"on"
	SSL is required.

	"off"
	SSL is not required.


If a value is not specified, the default value is "on".
[bookmark: section_e5684748270544bebbe48b2dcdfc7ee7][bookmark: _Toc174600291]TTL
The TTL element specifies the time, in hours, during which the settings remain valid. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). 
A value of "0" (zero) indicates that rediscovery is not required. If the TTL element is omitted, the default value is "1".
[bookmark: section_48d23e06f88444b5993e75b7a115827c][bookmark: _Toc174600292]Type
The Type element identifies the type of the configured mail account. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6). If the Protocol element has a Type attribute, then the Type element MUST NOT be present. If the Protocol element does not have a Type attribute, then the Type element MUST be present. The possible values are specified in the following table.
	Value
	Meaning

	"EXCH"
	The Protocol element contains information that the Autodiscover client can use to communicate with the mailbox via a remote procedure call (RPC). For details, see [MS-OXCRPC].

	"EXPR"
	The Protocol element contains information that the Autodiscover client can use to communicate when outside the firewall, including RPC/HTTP connections. For details, see [MS-RPCH].

	[bookmark: Appendix_A_Target_32]"EXHTTP"<32>
	The Protocol element contains information that the Autodiscover client can use to communicate via RPC/HTTP connections.

	[bookmark: Appendix_A_Target_33]"POP3"<33>
	The Protocol element contains settings that the client can use to communicate with the mail server via POP3. For details, see [RFC1939].

	[bookmark: Appendix_A_Target_34]"SMTP"<34>
	The Protocol element contains settings the client can use to send mail via SMTP. For details, see [RFC2821].

	[bookmark: Appendix_A_Target_35]"IMAP"<35>
	The Protocol element contains settings the client can use to communicate with the mail server via IMAP4. For details, see [RFC3501].

	[bookmark: Appendix_A_Target_36]"DAV"<36>
	The Protocol element contains settings the client can use to communicate with the mail server via the DAV protocol. For details, see [RFC2518].

	"WEB"
	The Protocol element contains settings the client can use to connect via a web browser.



[bookmark: section_d4c2144c3a054ce8b175e60a26654c1c][bookmark: _Toc174600293]UMUrl
The UMUrl element specifies the URL of the best instance of the Voice Mail Settings Web Service protocol ([MS-OXWUMS]) for a mail-enabled user. It is an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
The UMUrl element is returned when the server implements a URL for internal or external access to the Voice Mail Settings Web Service.
[bookmark: section_1c03579148294624911b5fdfe1e896d8][bookmark: _Toc174600294]UsePOPAuth
The UsePOPAuth element indicates whether the authentication information that is provided for a POP3 type of account is also used for SMTP. It MAY be an optional child element of the Protocol element (section 2.2.4.1.1.2.6).
The possible values are specified in the following table.
	Value
	Meaning

	"on"
	Use the POP3 authentication information for SMTP.

	"off"
	Do not use the POP3 authentication information for SMTP.


The UsePOPAuth element is used only when the value of the Type element (section 2.2.4.1.1.2.6.46) is equal to "SMTP".
[bookmark: section_22ebb513e20a4b44a9ef0a3df55b65d0][bookmark: _Toc174600295]PublicFolderInformation
[bookmark: Appendix_A_Target_37]The PublicFolderInformation element contains information that enables clients to send an Autodiscover request to discover public folder settings. It is an optional child element of the Account element (section 2.2.4.1.1.2). <37> There MUST NOT be more than one PublicFolderInformation element in a response.
The elements specified in the following sections can be child elements of the PublicFolderInformation element.
[bookmark: section_9adf1def53464a31803113a057cb8225][bookmark: _Toc174600296]SmtpAddress
The SmtpAddress element contains an SMTP address assigned to the public folder message store configured for the user. This SMTP address can be used in the EMailAddress element (section 2.2.3.1.1.2) of an Autodiscover request to discover public folder settings. It is a required child element of the PublicFolderInformation element (section 2.2.4.1.1.2.7).
[bookmark: section_f35b2e8780384ac982114a6fb116c76d][bookmark: _Toc174600297]RedirectAddr
The RedirectAddr element specifies the email address to use for a subsequent Autodiscover request. It is a required child element of the Account element (section 2.2.4.1.1.2) when the value of the Action element (section 2.2.4.1.1.2.2) is "redirectAddr".
The RedirectAddr element is returned when the server requires another email address to perform another Autodiscover request.
[bookmark: section_ce85f2a656684874a104cbcbaf1a9df6][bookmark: _Toc174600298]RedirectUrl
[bookmark: z9]The RedirectUrl element specifies the URL of the server to use for a subsequent Autodiscover request. It is a required child element of the Account element (section 2.2.4.1.1.2) when the value of the Action element (section 2.2.4.1.1.2.2) is "redirectUrl". 
The RedirectUrl element is returned when the server requires another URL to perform another Autodiscover request.
[bookmark: section_c8c60303a39543a89052f06adaf42939][bookmark: _Toc174600299]Error
The Error element contains an Autodiscover error response. It is an optional child element of the Response element (section 2.2.4.1.1). The Error element has two attributes, as listed in the following table.
	Attribute
	Description

	Time
	Represents the time when the error response was returned.

	Id
	Represents a hash value of the name of the mail server. 


The elements specified in the following sections can be child elements of the Error element.
[bookmark: section_9003511055254a19aa9ee702e8c6e1a3][bookmark: _Toc174600300]DebugData
The DebugData element contains the debug data for an Autodiscover error response. It is a required child element of the Error element (section 2.2.4.1.1.3). The contents of this element will depend on the implementation of the Autodiscover server.
[bookmark: section_713ef4f483b243759d6460c97ee5b166][bookmark: _Toc174600301]ErrorCode
The ErrorCode element contains the error code for an error Autodiscover response. It is a required child element of the Error element (section 2.2.4.1.1.3).
The following table lists the current error codes.
	Error code
	Description

	500
	The email address cannot be found. The Autodiscover server cannot determine how to provide configuration information for the requested email address.

	501
	Bad Address. The Autodiscover server recognizes the given email address but is unable to provide configuration information because the given email address has no configuration options.

	600
	Invalid Request. The XML request was improperly formatted.

	601
	The Autodiscover server was unable to provide configuration information of the requested type.

	602
	Bad Address. The Autodiscover server recognizes the specified email address but is unable to provide configuration information because of configuration errors.

	603
	The Autodiscover server threw an internal error.



[bookmark: section_eb98e491c32f49808e0c4f0984df0946][bookmark: _Toc174600302]Message
The Message element contains the error message for an error Autodiscover response. It is a required child element of the Error element (section 2.2.4.1.1.3). The Message element SHOULD be in the form of a human-readable error message.
[bookmark: section_bf094e2eb3f54152b8204ae61070631b][bookmark: _Toc174600303]Protocol Details
[bookmark: section_3ce8d10ba9de4beb87c158e2781d7376][bookmark: _Toc174600304]Client Details
[bookmark: section_1558d094ded944358ce7706b2426cac9][bookmark: _Toc174600305]Abstract Data Model
None.
[bookmark: section_127f77abdd824f77a24d4e2e209f3d42][bookmark: _Toc174600306]Timers
Clients SHOULD implement a Time-To-Live timer, initialized to the number of hours specified by the value of the TTL element (section 2.2.4.1.1.2.6.45) in the Autodiscover response. If the value of the TTL element is "0", this timer is not used. If the TTL element is absent, this timer SHOULD be initialized to one hour.
[bookmark: section_835f3d8233d44398be1f796d9e930054][bookmark: _Toc174600307]Initialization
It is assumed that the Autodiscover client has an email address for which discovery information is needed.
It is also assumed that the Autodiscover client has a list of potential Autodiscover server URIs. This list could be generated by using the [MS-OXDISCO] protocol. The list could also be preconfigured.
[bookmark: section_d006042ff8d24588a0bbc403bc1058bd][bookmark: _Toc174600308]Higher-Layer Triggered Events
When an Autodiscover client is configuring itself to access a user's mailbox, it sends an HTTP POST request that contains an Autodiscover request, as specified in section 2.2.3. The client waits for a response and processes the response as specified in section 3.1.5.
If the client supports the Messaging Application Programming Interface (MAPI) Extensions for HTTP, as specified in [MS-OXCMAPIHTTP], it SHOULD include an X-MapiHttpCapability header (section 2.2.2.1) in the Autodiscover request. If the client does not support the Messaging Application Programming Interface (MAPI) Extensions for HTTP, it MUST NOT include an X-MapiHttpCapability header in the Autodiscover request.
[bookmark: section_e2766997f3e643e58d759b3546068647][bookmark: _Toc174600309]Message Processing Events and Sequencing Rules
The results of an Autodiscover request fall into the following categories. 
· The URI is not functional. The client SHOULD process this response as specified in section 3.1.5.1.
· The HTTP POST command returns an HTTP 302 Redirection response. The client SHOULD process this response as specified in section 3.1.5.2.
· The Autodiscover server returns an Action element (section 2.2.4.1.1.2.2) with a value of "redirectAddr" or "redirectUrl". The client SHOULD process this response as specified in section 3.1.5.3.
· The Autodiscover server returns configuration information. The client SHOULD process this response as specified in section 3.1.5.4.
· The Autodiscover server returns error information. The client SHOULD process this response as specified in section 3.1.5.5.
[bookmark: section_3413e6a2487a4d6794466206dac08bb3][bookmark: _Toc174600310]Nonfunctional URIs
If the Autodiscover client attempts to send an HTTP POST request to a nonfunctional URI, it SHOULD retry the HTTP POST request using the next URI in its list of potential Autodiscover server URIs. It SHOULD NOT abort the Autodiscover request unless it has attempted all of the URIs in its list of potential Autodiscover server URIs.
[bookmark: section_d037cc4dd1d842be8db05a49f8c31eea][bookmark: _Toc174600311]HTTP 302 Redirects
If the server returns a redirection URL via an HTTP 302 Redirect response, the client SHOULD repost the request to the redirection URL contained in the Location header (as specified in [RFC2068] section 14.30) of the response.
[bookmark: section_e3733d842e724b9d8174a222e72a78c5][bookmark: _Toc174600312]Autodiscover Redirect
If the server returns an Autodiscover response (as specified in section 2.2.4) which contains an Action element (section 2.2.4.1.1.2.2) with a value of "redirectAddr", the client SHOULD send a new Autodiscover request. The value of the EMailAddress element (section 2.2.3.1.1.2) in the new request SHOULD be set to the value of the RedirectAddr element (section 2.2.4.1.1.2.8) in the Autodiscover response.
If the server returns an Autodiscover response which contains an Action element with a value of "redirectUrl", the client SHOULD send a new Autodiscover request to the URL contained in the value of the RedirectUrl element (section 2.2.4.1.1.2.9) in the Autodiscover response.
See section 4.2 for an example of an Autodiscover Redirect response.
[bookmark: section_7542f2d02bf44ecc8a09e8f86438747d][bookmark: _Toc174600313]Autodiscover Configuration Information
If the server returns an Autodiscover response (as specified in section 2.2.4) that contains a User element (section 2.2.4.1.1.1) and an Account element (section 2.2.4.1.1.2), the client SHOULD use the information contained within the response to configure itself. It SHOULD NOT send further Autodiscover requests to the next URI in its list of potential Autodiscover server URIs. For an example of an Autodiscover response that contains configuration information, see section 4.3.
If the server response contains multiple Protocol elements (section 2.2.4.1.1.2.6), the client uses the following rules to choose which Protocol element to use to connect.
1. [bookmark: Appendix_A_Target_38]If the server response contains a Protocol element that contains a ServerExclusiveConnect element (section 2.2.4.1.1.2.6.38) with a value of "on", the configuration information in that Protocol element SHOULD<38> be used first.
2. [bookmark: Appendix_A_Target_39]If the server response contains one or more Protocol elements that contain a Type element (section 2.2.4.1.1.2.6.46) with a value of "EXHTTP", the client SHOULD<39> ignore any Protocol elements that contain a Type element with a value of "EXPR". 
3. [bookmark: Appendix_A_Target_40]If there are multiple Protocol elements that contain a Type element with a value of "EXHTTP", the client SHOULD<40> store each set of configuration information represented by these elements, and attempt to connect using the configuration information sets in the order in which they appeared in the response, stopping when a successful connection is made. For example, if a response contains two Protocol elements that contain a Type element with the value "EXHTTP", the client attempts to connect using the information in the first such Protocol element. If the connection attempt fails, the client attempts to connect using the information in the second such Protocol element. 
[bookmark: section_23149d0ac26e490bbd5635b49e8113a3][bookmark: _Toc174600314]Autodiscover Server Errors
If the server returns an Autodiscover response (as specified in section 2.2.4) that contains an Error element (section 2.2.4.1.1.3), the client SHOULD retry the HTTP POST request using the next URI in its list of potential Autodiscover server URIs. For an example of an Autodiscover response that contains an Error element, see section 4.5.
[bookmark: section_a144a440cbb849348dd8b40908b10683][bookmark: _Toc174600315]Timer Events
When the Time-To-Live timer specified in section 3.1.2 expires, clients SHOULD issue a new Autodiscover request and apply any changes indicated by the response to its configuration.
[bookmark: section_0f1e8720afd94cb6a485daeca67bf7d8][bookmark: _Toc174600316]Other Local Events
None.
[bookmark: section_c5f5e61417f1400d91e82b714eb5ad32][bookmark: _Toc174600317]Server Details
[bookmark: section_1222930d3507415ba0f3aacbe4db3d93][bookmark: _Toc174600318]Abstract Data Model
None.
[bookmark: section_64035da52c8d4f0393fdfaf29856baef][bookmark: _Toc174600319]Timers
None.
[bookmark: section_b675bab2d35c495ab8043d517b55fc24][bookmark: _Toc174600320]Initialization
None.
[bookmark: section_b464d0cbd08f4628bf7124035eb5dda5][bookmark: _Toc174600321]Higher-Layer Triggered Events
None.
[bookmark: section_41e9fa78733b4eea9545046580854ec5][bookmark: _Toc174600322]Message Processing Events and Sequencing Rules
An Autodiscover server MUST respond to HTTP POST requests to the URL "https://<Server>/autodiscover/autodiscover.xml", where "<Server>" is a valid host name for the server.
The server SHOULD validate the body of the HTTP POST request, ensuring that it is a valid Autodiscover request as specified in section 2.2.3.
If the server receives a request that contains both the EMailAddress element (section 2.2.3.1.1.2) and the LegacyDN element (section 2.2.3.1.1.3), the value of the LegacyDN element MUST be used.
If the server needs to redirect the Autodiscover client to another URL, it SHOULD send a 302 Redirect response with the Location header set to the new URL. Alternatively, it MAY send an Autodiscover response (as specified in section 2.2.4) with a RedirectUrl element (section 2.2.4.1.1.2.9) value set to the new URL.
If the server needs to redirect the Autodiscover client to another email address, it SHOULD send an Autodiscover response with a RedirectAddr element (section 2.2.4.1.1.2.8) value set to the new email address.
If the server encounters an error, it SHOULD send an Autodiscover response with an Error element (section 2.2.4.1.1.3). It SHOULD set the value of the ErrorCode element to one of the values in the table in section 2.2.4.1.1.3.2, but MAY use a value not in the table.
If the server does not need to redirect the request and encounters no errors, it MUST return an Autodiscover response with a User element (section 2.2.4.1.1.1) containing information about the user represented by the email address in the EMailAddress element (section 2.2.3.1.1.2) of the request and an Account element (section 2.2.4.1.1.2) containing configuration information for the user's mailbox.
[bookmark: Appendix_A_Target_41]If the Autodiscover request includes an X-MapiHttpCapability header (section 2.2.2.1), the server SHOULD<41> perform the additional processing specified in section 3.2.5.1.
[bookmark: section_c1dbac3a10ec47ecbed96923ea11738f][bookmark: _Toc174600323]Processing the X-MapiHttpCapability Header
If the Autodiscover request contains an X-MapiHttpCapability header (section 2.2.2.1), the server validates the value of the header. The value is considered valid if it is an integer value greater than zero (0) and if the server supports a version of the response format for the Protocol element (section 2.2.4.1.1.2.6) less than or equal to the value.
If the value of the X-MapiHttpCapability header is invalid, the server responds as if the X-MapiHttpCapability header was not present
If the value of the X-MapiHttpCapability header is valid, or if the server deduces the client’s MapiHttp capability based on the user agent header, the server SHOULD modify the Autodiscover response according to the following requirements.
1. The server determines the highest version of the response format for the Protocol element that it supports that is less than or equal to the value of the X-MapiHttpCapability header in the Autodiscover response.
2. The response MUST include a Protocol element that contains a Type attribute set to "mapiHttp" and a Version attribute, as specified in section 2.2.4.1.1.2.6, that corresponds to the highest version determined in step 1. The child elements of the Protocol element MUST conform to the version, as indicated in the table below.
3. The response MUST NOT include a Protocol element that contains a Type element (section 2.2.4.1.1.2.6.46) set to "EXCH" or "EXPR".
The possible versions for the response format are specified in the following table.
	Version
	Response Format
	Notes

	1
	<MailStore>  
  <InternalUrl>...</InternalUrl>
  <ExternalUrl>...</ExternalUrl>
</MailStore>

<AddressBook>
  <InternalUrl>...</InternalUrl>
  <ExternalUrl>...</ExternalUrl>
</AddressBook>
	For both the MailStore element (section 2.2.4.1.1.2.6.29) and the AddressBook element (section 2.2.4.1.1.2.6.3), there MUST be at least one child element.


If the Autodiscover request contains an X-MapiHttpCapability header, the X-AnchorMailbox header (section 2.2.2.2) SHOULD also be sent. If this header is not sent, the server does not fail but the response can reflect an incorrect state of accessing the mailbox.
[bookmark: section_e960e3fea51947578761f440b5bd9f78][bookmark: _Toc174600324]Timer Events
None.
[bookmark: section_62f78c2358ac481c9675aece2a8d7768][bookmark: _Toc174600325]Other Local Events
None.
[bookmark: section_f9ed434601164cf4a03c034e6b6dd965][bookmark: _Toc174600326]Protocol Examples
The following topology is used in this example and is illustrated in the following diagram:
· The Domain Name System (DNS) name of the mail server is mail.contoso.com.
· The DNS name of the Web service computer is webservice.contoso.com. It has a valid SSL certificate.
· Autodiscover web services are available at https://webservice.contoso.com/autodiscover/autodiscover.xml.
[image: Client and server topology]
Figure 1: Client and server topology
From executing the Autodiscover HTTP Service Protocol [MS-OXDISCO], the client has the following list of possible Autodiscover servers:
· https://contoso.com/autodiscover/autodiscover.xml 
· https://webservice.contoso.com/autodiscover/autodiscover.xml 
The Autodiscover service is only available on https://webservice.contoso.com/autodiscover/autodiscover.xml, but https://contoso.com/autodiscover/autodiscover.xml is configured to respond with an HTTP 302 Redirect response with the Location header set to "https://webservice.contoso.com/autodiscover/autodiscover.xml".
[image: Client and server autodiscovery]
Figure 2: Client and server autodiscovery
Step 1
The Autodiscover client is configured to use the email address user@contoso.com.
The client sends the Autodiscover request XML shown in section 4.1 via HTTP POST to the following URL: https://contoso.com/autodiscover/autodiscover.xml.
Step 2
The client is returned an HTTP 302 redirection to the following URL: https://webservice.contoso.com/autodiscover/autodiscover.xml.
Step 3
The client then reposts the request to this URL.
Step 4
The user's mailbox is on mail.contoso.com. The server returns the response XML shown in section 4.3.
[bookmark: section_fc420a3151804a2883978db8977861c6][bookmark: _Toc174600327]Autodiscover Request
The following example shows an Autodiscover request.
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/outlook/requestschema/2006">
   <Request>
     <EMailAddress>user@contoso.com</EMailAddress>
     <AcceptableResponseSchema>
        http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a
      </AcceptableResponseSchema>
   </Request>
 </Autodiscover>
[bookmark: section_49083e778dc2401085c6f40e090f3b17][bookmark: _Toc174600328]Autodiscover Redirect
The following example shows an Autodiscover redirect to a new email address.
<?xml version="1.0" encoding="utf-8"?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006">
  <Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a">
    <Account>
      <Action>redirectAddr</Action>
      <RedirectAddr>user@subdomain.contoso.com</RedirectAddr>
    </Account>
  </Response>
</Autodiscover>
[bookmark: section_2523933d80524a438faa3fb0595f9187][bookmark: _Toc174600329]Autodiscover Configuration
[bookmark: z39]The following example shows an Autodiscover response that contains configuration information.
<?xml version="1.0" encoding="utf-8"?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006">
  <Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a">
    <User>
      <DisplayName>User Display Name</DisplayName>
      <LegacyDN>/o=microsoft/ou=Contoso/cn=Recipients/cn=486021</LegacyDN>
      <AutoDiscoverSMTPAddress>user@Contoso.com</AutoDiscoverSMTPAddress>
      <DeploymentId>30c3a927-42aa-5de8-91e3-8e5b4655ed00</DeploymentId>
    </User>
    <Account>
      <AccountType>email</AccountType>
      <Action>settings</Action>
      <Protocol>
        <Type>EXCH</Type>
        <Server>ExchangeServer.Contoso.com</Server>
        <ServerDN>/o=Contoso/ou=Exchange Administrative Group (GZZHBOHF23SPELT)/
           cn=Configuration/cn=Servers/cn=ExchangeServer</ServerDN>
        <ServerVersion>720180F0</ServerVersion>
        <MdbDN>/o=Contoso/ou=Exchange Administrative Group (GZZHBOHF23SPELT)/
           cn=Configuration/cn=Servers/cn=ExchangeServer/cn=Microsoft Private MDB</MdbDN>
        <PublicFolderServer>PublicFolderServer.Contoso.com</PublicFolderServer>
        <AD>ADServer.Contoso.com</AD>
        <ASUrl>https://mail.Contoso.com/ews/exchange.asmx</ASUrl>
        <EwsUrl>https://mail. Contoso.com/ews/exchange.asmx</EwsUrl>
        <SharingUrl>https://machine.domain.Contoso.com/EWS/Exchange.asmx</SharingUrl>
        <OOFUrl>https://mail. Contoso.com/ews/exchange.asmx</OOFUrl>
        <UMUrl>https://mail. Contoso.com/unifiedmessaging/service.asmx</UMUrl>
        <OABUrl>https://mail. Contoso.com/oab/68b5509d-87f6-4e78-a9ff-74d7d9572787/</OABUrl>
      </Protocol>
      <Protocol>
        <Type>EXPR</Type>
        <Server>RPCHTTPServer.Contoso.com</Server>
        <SSL>On</SSL>
        <AuthPackage>Ntlm</AuthPackage>
        <ASUrl>https://mail.Contoso.com/ews/exchange.asmx</ASUrl>
        <EcpUrl>https://mail.Contoso.com/ecp</EcpUrl>
        <EcpUrl-um>?p=customize/voicemail.aspx&amp;exsvurl=1</EcpUrl-um>
        <EcpUrl-aggr>?p=personalsettings/EmailSubscriptions.slab&amp;exsvurl=1</EcpUrl-aggr>
        <EcpUrl-sms>?p=sms/textmessaging.slab&amp;exsvurl=1</EcpUrl-sms>
        <EcpUrl-publish>customize/calendarpublishing.slab?exsvurl=1&amp;FldID=&lt;FldID&gt;</EcpUrl-publish>
        <EcpUrl-mt>PersonalSettings/DeliveryReport.aspx?
          exsvurl=1&amp;IsOWA=&lt;IsOWA&gt;&amp;MsgID=&lt;
          MsgID&gt;&amp;Mbx=&lt;Mbx&gt;&amp;Sender=&lt;Sender&gt;</EcpUrl-mt>
        <EcpUrl-ret>?p=organize/retentionpolicytags.slab&amp;exsvurl=1</EcpUrl-ret>
        <EwsUrl>https://mail.Contoso.com/ews/exchange.asmx</EwsUrl>
        <OOFUrl>https://mail.Contoso.com/ews/exchange.asmx</OOFUrl>
        <UMUrl>https://mail.Contoso.com/unifiedmessaging/service.asmx</UMUrl>
        <OABUrl>https://mail.Contoso.com/oab/58b5509d-87f6-4e78-a9ff-74d7d9572787/</OABUrl>
      </Protocol>
      <Protocol>
        <Type>WEB</Type>
        <External>
          <OWAUrl AuthenticationMethod="Fba">https://mail.Contoso.com/owa</OWAUrl>
          <Protocol>
            <Type>EXPR</Type>
            <ASUrl>https://mail.Contoso.com/ews/exchange.asmx</ASUrl>
          </Protocol>
        </External>
        <Internal>
          <OWAUrl AuthenticationMethod="Ntlm, WindowsIntegrated">https:/Internal.mail.Contoso.com/owa</OWAUrl>
          <OWAUrl AuthenticationMethod="Basic, Fba">https://mail.Contoso.com/owa</OWAUrl>
          <Protocol>
            <Type>EXCH</Type>
            <ASUrl>https://mail.Contoso.com/ews/exchange.asmx</ASUrl>
          </Protocol>
        </Internal>
      </Protocol>
    </Account>
  </Response>
</Autodiscover>
[bookmark: section_c3c9c135bf9e44f09cf7dfd58d64fb50][bookmark: _Toc174600330]MapiHttp Response
The following example shows a MapiHttp response (section 2.2.4.1.1.2.6) that contains configuration information.
<?xml version="1.0" encoding="utf-8"?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006">
  <Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a">
    <User>
      <DisplayName>User Display Name</DisplayName>
      <LegacyDN>/o=microsoft/ou=Contoso/cn=Recipients/cn=486021</LegacyDN>
      <AutoDiscoverSMTPAddress>user@Contoso.com</AutoDiscoverSMTPAddress>
      <DeploymentId>30c3a927-42aa-5de8-91e3-8e5b4655ed00</DeploymentId>
    </User>
    <Account>
      <AccountType>email</AccountType>
      <Action>settings</Action>
      <Protocol Type="mapiHttp" Version="1">
        <MailStore>
          <InternalUrl>https://mail.Contoso.com/mapi/emsmdb/?MailboxId=416c6368-656d-794a-6f45-57615272456e@Contoso.com</InternalUrl>
        </MailStore>
        <AddressBook>
          <InternalUrl>https://mail.Contoso.com/mapi/nspi/?MailboxId=416c6368-656d-794a-6f45-57615272456e@Contoso.com</InternalUrl>
        </AddressBook>
      </Protocol>
      <Protocol>
        <Type>WEB</Type>
        <External>
          <OWAUrl AuthenticationMethod="Fba">https://mail.Contoso.com/owa</OWAUrl>
          <Protocol>
            <Type>EXPR</Type>
            <ASUrl>https://mail.Contoso.com/ews/exchange.asmx</ASUrl>
          </Protocol>
        </External>
        <Internal>
          <OWAUrl AuthenticationMethod="Ntlm, WindowsIntegrated">https:/Internal.mail.Contoso.com/owa</OWAUrl>
          <OWAUrl AuthenticationMethod="Basic, Fba">https://mail.Contoso.com/owa</OWAUrl>
          <Protocol>
            <Type>EXCH</Type>
            <ASUrl>https://mail.Contoso.com/ews/exchange.asmx</ASUrl>
          </Protocol>
        </Internal>
      </Protocol>
    </Account>
  </Response>
</Autodiscover>
[bookmark: section_7928357d10574e788e42004837ff88a5][bookmark: _Toc174600331]Autodiscover Server Errors
The following example shows an Autodiscover response that contains an error.
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006">
  <Response>
    <Error Time="17:40:40.6157343" Id="3191339394">
      <ErrorCode>500</ErrorCode>
      <Message>The email address cannot be found.</Message>
       <DebugData />
    </Error>
  </Response>
</Autodiscover>
[bookmark: section_9833f369acc14d6e8cdaba5e5eda9fd6][bookmark: _Toc174600332]Security
[bookmark: section_0a54cbff77de41b2aadb6a81d0eeb988][bookmark: _Toc174600333]Security Considerations for Implementers
There are no special security considerations specific to this specification. It is recommended that clients perform an Autodiscover request by using this protocol over HTTPS (HTTP with SSL).
It is also recommended that a server not answer Autodiscover queries unless the Autodiscover client has been authenticated with the Autodiscover server.
[bookmark: section_727f627180444759b27bddb14ed66493][bookmark: _Toc174600334]Index of Security Parameters
None.
[bookmark: section_b0e9d2a70d114359bdb86bc1a6329773][bookmark: _Toc174600335]Appendix A: XSDs
For ease of implementation, the following sections provide the four XML schema definitions (XSDs) for this protocol.
	XSD name
	Prefix
	Section

	Autodiscover request XSD
	xs:
	6.1

	Autodiscover response XSD
	xs:
	6.2

	Autodiscover error response XSD
	xs:
	6.3

	Autodiscover redirect response XSD
	xs:
	6.4



[bookmark: section_3fe8d69bfaf448f0bd55792d8ade90c0][bookmark: _Toc174600336]Autodiscover Request XSD
[bookmark: z41]The following is the Autodiscover request XSD.
<?xml version="1.0" encoding="utf-8"?>
<xs:schema attributeFormDefault="unqualified" 
        elementFormDefault="qualified" 
        targetNamespace="http://schemas.microsoft.com/exchange/autodiscover/outlook/requestschema/2006" 
        xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:element name="Autodiscover">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="Request">
          <xs:complexType>
            <xs:sequence>
              <xs:element name="EMailAddress" type="xs:string" minOccurs="0" />
              <xs:element name="LegacyDN" type="xs:string" minOccurs="0"/>
              <xs:element name="AcceptableResponseSchema" type="xs:string" minOccurs="1"/>
            </xs:sequence>
          </xs:complexType>
        </xs:element>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>
[bookmark: section_9c9284b4244d469293a0f5c44bf153ad][bookmark: _Toc174600337]Autodiscover Response XSD
[bookmark: z43][bookmark: z45]The following is the Autodiscover response XSD.
<?xml version="1.0" encoding="utf-8"?>
<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a" />
  <xs:element name="Autodiscover">
    <xs:complexType>
      <xs:sequence>
         <xs:element xmlns:q1="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a" ref="q1:Response"/>        
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>

<?xml version="1.0" encoding="utf-8"?>
<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"   targetNamespace="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a" xmlns:xs="http://www.w3.org/2001/XMLSchema">
         <xs:element name="Response">
            <xs:complexType>
              <xs:sequence>
                <xs:element name="User">
                  <xs:complexType>
                    <xs:sequence>
                      <xs:element name="DisplayName" type="xs:string" />
                      <xs:element name="LegacyDN" type="xs:string" />
                      <xs:element name="AutoDiscoverSMTPAddress" type="xs:string" />
                      <xs:element name="DeploymentId" type="xs:string" />
                      <xs:element minOccurs="0" name="DefaultABView" type="xs:string" />
                    </xs:sequence>
                  </xs:complexType>
                </xs:element>
               <xs:element name="Account">
                  <xs:complexType>
                    <xs:sequence>
                      <xs:element name="AccountType" type="xs:string" />
                      <xs:element name="Action" type="xs:string" />
                      <xs:element name="MicrosoftOnline">
​                        <xs:simpleType>
                          <xs:restriction base="xs:string">
                            <xs:enumeration value="True"/>
                            <xs:enumeration value="False"/>
                          </xs:restriction>
                        </xs:simpleType>
                      </xs:element>
                      <xs:element name="ConsumerMailbox" minOccurs="0" >
​                        <xs:simpleType>
                          <xs:restriction base="xs:string">
                            <xs:enumeration value="True"/>
                            <xs:enumeration value="False"/>
                          </xs:restriction>
                        </xs:simpleType>
                      </xs:element>
                      <xs:element maxOccurs="unbounded" name="Protocol">
                        <xs:complexType>
                          <xs:sequence>
                            <xs:element minOccurs="0" name="Type" type="xs:string"/>
                            <xs:element minOccurs="0" name="MailStore" >
                              <xs:complexType>
                                <xs:all minOccurs="1">
                                  <xs:element minOccurs="0" name="InternalUrl" type="xs:string" />
                                  <xs:element minOccurs="0" name="ExternalUrl" type="xs:string" />
                                </xs:all>
                              </xs:complexType>
                            </xs:element>
                            <xs:element name="AddressBook" minOccurs="0">
                              <xs:complexType>
                                <xs:all minOccurs="1">
                                  <xs:element minOccurs="0" name="InternalUrl" type="xs:string" />
                                  <xs:element minOccurs="0" name="ExternalUrl" type="xs:string" />
                                </xs:all>
                              </xs:complexType>
                            </xs:element>
                            <xs:element minOccurs="0" name="Internal">
                              <xs:complexType>
                                <xs:sequence>
                                  <xs:element name="OWAUrl" maxOccurs="unbounded">
                                    <xs:complexType>
                                      <xs:simpleContent>
                                        <xs:extension base="xs:string">
                                          <xs:attribute name="AuthenticationMethod" type="xs:string" use="required" />
                                        </xs:extension>
                                      </xs:simpleContent>
                                    </xs:complexType>
                                  </xs:element>
                                  <xs:element name="Protocol">
                                    <xs:complexType>
                                      <xs:sequence>
                                        <xs:element name="Type" type="xs:string" />
                                        <xs:element name="ASUrl" type="xs:string" />
                                      </xs:sequence>
                                    </xs:complexType>
                                  </xs:element>
                                </xs:sequence>
                              </xs:complexType>
                            </xs:element>
                            <xs:element minOccurs="0" name="External">
                              <xs:complexType>
                                <xs:sequence>
                                  <xs:element name="OWAUrl" maxOccurs="unbounded">
                                    <xs:complexType>
                                      <xs:simpleContent>
                                        <xs:extension base="xs:string">
                                          <xs:attribute name="AuthenticationMethod" type="xs:string" use="required" />
                                        </xs:extension>
                                      </xs:simpleContent>
                                    </xs:complexType>
                                  </xs:element>
                                  <xs:element name="Protocol">
                                    <xs:complexType>
                                      <xs:sequence>
                                        <xs:element name="Type" type="xs:string" />
                                        <xs:element name="ASUrl" type="xs:string" />
                                      </xs:sequence>
                                    </xs:complexType>
                                  </xs:element>
                                </xs:sequence>
                              </xs:complexType>
                            </xs:element>
                            <xs:element minOccurs="0" name="Server" type="xs:string" />
                            <xs:element minOccurs="0" name="SSL" type="xs:string" />
                            <xs:element minOccurs="0" name="AuthPackage" type="xs:string" />
                            <xs:element minOccurs="0" name="ServerDN" type="xs:string" />
                            <xs:element minOccurs="0" name="ServerVersion" type="xs:string" />
                            <xs:element minOccurs="0" name="MdbDN" type="xs:string" />
                            <xs:element minOccurs="0" name="PublicFolderServer" type="xs:string" />
                            <xs:element minOccurs="0" name="AD" type="xs:string" />
                            <xs:element minOccurs="0" name="TTL" type="xs:string" />
                            <xs:element minOccurs="0" name="ASUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="EwsUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="EmwsUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="SharingUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-um" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-aggr" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-mt" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-ret" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-sms" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-publish" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-photo" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-tm" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-tmCreating" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-tmEditing" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-tmHiding" type="xs:string" />
                            <xs:element minOccurs="0" name="SiteMailboxCreationURL" type="xs:string" />
                            <xs:element minOccurs="0" name="EcpUrl-extinstall" type="xs:string" />
                            <xs:element minOccurs="0" name="OOFUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="UMUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="OABUrl" type="xs:string" />
                            <xs:element minOccurs="0" name="ServerExclusiveConnect" type="xs:string" />
                            <xs:element minOccurs="0" name="CertPrincipalName" type="xs:string" />
                            <xs:element minOccurs="0" name="GroupingInformation" type="xs:string" />
                            <xs:element minOccurs="0" name="SPA" type="xs:string" />
                          </xs:sequence>
                          <xs:attribute name="Type" type="xs:string" />
                          <xs:attribute name="Version" type="xs:integer" />
                        </xs:complexType>
                      </xs:element>
                      <xs:element minOccurs="0" name="AlternativeMailbox">
                        <xs:complexType>
                          <xs:sequence>
                            <xs:element name="Type" type="xs:string" />
                            <xs:element name="DisplayName" type="xs:string" />
                            <xs:element name="SmtpAddress" type="xs:string" minOccurs="0" />
                            <xs:element name="LegacyDN" type="xs:string" minOccurs="0" />
                            <xs:element name="Server" type="xs:string" minOccurs="0" />
                          </xs:sequence>
                        </xs:complexType>
                      </xs:element>
                      <xs:element minOccurs="0" name="PublicFolderInformation">
                        <xs:complexType>
                          <xs:sequence>
                            <xs:element name="SmtpAddress" type="xs:string" />
                          </xs:sequence>
                        </xs:complexType>
                      </xs:element>
                   </xs:sequence>
                  </xs:complexType>
                </xs:element>
              </xs:sequence>
            </xs:complexType>
          </xs:element>
        </xs:schema>
[bookmark: section_75ccae06dfba464e8c97e77f400f6810][bookmark: _Toc174600338]Autodiscover Error Response XSD
The following is the Autodiscover error response XSD. 
<?xml version="1.0" encoding="utf-8"?>
<xs:schema attributeFormDefault="unqualified" 
        elementFormDefault="qualified" 
        targetNamespace="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006" 
        xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:element name="Autodiscover">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="Response">
          <xs:complexType>
            <xs:sequence>
              <xs:element name="Error">
                <xs:complexType>
                  <xs:sequence>
                    <xs:element name="ErrorCode" type="xs:unsignedShort" minOccurs="1" />
                    <xs:element name="Message" type="xs:string" minOccurs="1" />
                    <xs:element name="DebugData" minOccurs="1" />
                  </xs:sequence>
                  <xs:attribute name="Time" type="xs:time" use="required" />
                  <xs:attribute name="Id" type="xs:unsignedInt" use="required" />
                </xs:complexType>
              </xs:element>
            </xs:sequence>
          </xs:complexType>
        </xs:element>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>
[bookmark: section_a29f0b1c3fb549bab6f22f2a299e37c1][bookmark: _Toc174600339]Autodiscover Redirect Response XSD
The following is the Autodiscover redirect response XSD. 
<?xml version="1.0" encoding="utf-8"?>
<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/exchange/autodiscover/responseschema/2006" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a" />
  <xs:element name="Autodiscover">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a" ref="q1:Response"/>                  
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>

<?xml version="1.0" encoding="utf-8"?>
<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/exchange/autodiscover/outlook/responseschema/2006a" xmlns:xs="http://www.w3.org/2001/XMLSchema">  
  <xs:element name="Response">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="Account">
          <xs:complexType>
            <xs:sequence>
              <xs:element name="Action" type="xs:string" />
              <xs:element name="RedirectAddr" type="xs:string" />
              <xs:element name="RedirectUrl" type="xs:string" />
            </xs:sequence>
          </xs:complexType>
        </xs:element>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>
[bookmark: section_b79961b5ff4447bfb136b5613c45f18b][bookmark: _Toc174600340]Appendix B: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Exchange Server 2007
· Microsoft Exchange Server 2010
· Microsoft Exchange Server 2013
· Microsoft Exchange Server 2016
· Microsoft Exchange Server 2019 
· Microsoft Office Outlook 2007
· Microsoft Outlook 2010
· Microsoft Outlook 2013
· Microsoft Outlook 2016
· Microsoft Outlook 2019 
· Microsoft Outlook 2021
· Microsoft Outlook LTSC 2024
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.2.3:  The X-ClientCanHandle header is used to indicate the capabilities that the client supports when the client is not Outlook. Office Outlook 2007, Outlook 2010, Outlook 2013, Outlook 2016, and Outlook 2019 do not use this header. Exchange 2007, Exchange 2010, and the initial release of Exchange 2013 do not support processing of the X-ClientCanHandle header. Exchange 2013 cumulative update 6, Exchange 2016, and Exchange 2019 support processing of the X-ClientCanHandle header.
<2> Section 2.2.4.1.1.1.1: Exchange 2007 and the initial release version of Exchange 2010 do not include the AutoDiscoverSMTPAddress element. The AutoDiscoverSMTPAddress element was introduced in Microsoft Exchange Server 2010 Service Pack 1 (SP1).
<3> Section 2.2.4.1.1.1.2: Exchange 2007, and the initial release version of Exchange 2010 do not include the DefaultABView element. The DefaultABView element was introduced in Exchange 2010 SP1.
<4> Section 2.2.4.1.1.2.3:  The MicrosoftOnline element is not supported by Exchange 2007, Exchange 2010 and Exchange 2013.
<5> Section 2.2.4.1.1.2.4:  The ConsumerMailbox element is not supported by Exchange 2007, Exchange 2010 and Exchange 2013.
<6> Section 2.2.4.1.1.2.5: The AlternativeMailbox element is not supported by Exchange 2007.
<7> Section 2.2.4.1.1.2.5.1: The DisplayName element is not supported by Exchange 2007.
<8> Section 2.2.4.1.1.2.5.2: The LegacyDN element is not supported by Exchange 2007.
<9> Section 2.2.4.1.1.2.5.3: The Server element is not supported by Exchange 2007.
<10> Section 2.2.4.1.1.2.5.4:  Exchange 2007 and Exchange 2010 do not support the SmtpAddress element. Office Outlook 2007 and Outlook 2010 ignore the SmtpAddress element.
<11> Section 2.2.4.1.1.2.5.5: The Type element is not supported by Exchange 2007.
<12> Section 2.2.4.1.1.2.5.5:  Exchange 2007 and Exchange 2010 do not support the "TeamMailbox" value for the Type element. Office Outlook 2007 and Outlook 2010 ignore AlternativeMailbox elements with a value of "TeamMailbox" in the child Type element.
<13> Section 2.2.4.1.1.2.6.4:  The Negotiate authentication method is not implemented in Exchange 2007, Exchange 2010, Office Outlook 2007, or Outlook 2010.
<14> Section 2.2.4.1.1.2.6.4:  The "anonymous" value for the AuthPackage element is not implemented in Exchange 2007, Exchange 2010, Office Outlook 2007, or Outlook 2010.
<15> Section 2.2.4.1.1.2.6.9: Exchange 2007 does not support the EcpUrl element.
<16> Section 2.2.4.1.1.2.6.10: Exchange 2007 does not support the EcpUrl-aggr element.
<17> Section 2.2.4.1.1.2.6.11:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-extinstall element. Office Outlook 2007 and Outlook 2010 ignore this element.
<18> Section 2.2.4.1.1.2.6.12: Exchange 2007 does not support the EcpUrl-mt element.
<19> Section 2.2.4.1.1.2.6.13:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-photo element. Office Outlook 2007 and Outlook 2010 ignore this element.
<20> Section 2.2.4.1.1.2.6.14: Exchange 2007 and Exchange 2010 do not support the EcpUrl-publish element.
<21> Section 2.2.4.1.1.2.6.15: Exchange 2007 does not support the EcpUrl-ret element.
<22> Section 2.2.4.1.1.2.6.16: Exchange 2007 does not support the EcpUrl-sms element.
<23> Section 2.2.4.1.1.2.6.17:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-tm element. Office Outlook 2007 and Outlook 2010 ignore this element.
<24> Section 2.2.4.1.1.2.6.18:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-tmCreating element. Office Outlook 2007 and Outlook 2010 ignore this element.
<25> Section 2.2.4.1.1.2.6.19:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-tmEditing element. Office Outlook 2007 and Outlook 2010 ignore this element.
<26> Section 2.2.4.1.1.2.6.20:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-tmHiding element. Office Outlook 2007 and Outlook 2010 ignore this element.
<27> Section 2.2.4.1.1.2.6.21: Exchange 2007 does not support the EcpUrl-um element.
<28> Section 2.2.4.1.1.2.6.26:  Exchange 2007, Exchange 2010, and the initial release of Exchange 2013 don't support the GroupingInformation element. The GroupingInformation element was introduced in Microsoft Exchange Server 2013 Service Pack 1 (SP1).
<29> Section 2.2.4.1.1.2.6.27.1:  The "LiveIdFba" value of the AuthenticationMethod attribute is not implemented in Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, Exchange 2019, Office Outlook 2007, Outlook 2010, Outlook 2013, Outlook 2016, and Outlook 2019.
<30> Section 2.2.4.1.1.2.6.38:  Exchange 2007, Exchange 2010, Office Outlook 2007, and Outlook 2010 do not support the ServerExclusiveConnect element.
<31> Section 2.2.4.1.1.2.6.41:  Exchange 2007 and Exchange 2010 do not support the EcpUrl-extinstall element. Office Outlook 2007 and Outlook 2010 ignore this element.
<32> Section 2.2.4.1.1.2.6.46:  Exchange 2007 and Exchange 2010 do not support the "EXHTTP" value for the Type element. Office Outlook 2007 and Outlook 2010 ignore Protocol elements with a Type child element that has a value of "EXHTTP".
<33> Section 2.2.4.1.1.2.6.46:  Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 do not support the "POP3" value for the Type element.
<34> Section 2.2.4.1.1.2.6.46:  Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 do not support the "SMTP" value for the Type element.
<35> Section 2.2.4.1.1.2.6.46:  Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 do not support the "IMAP" value for the Type element.
<36> Section 2.2.4.1.1.2.6.46:  Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 do not support the "DAV" value for the Type element.
<37> Section 2.2.4.1.1.2.7: Exchange 2007 and Exchange 2010 do not support the PublicFolderInformation element. Office Outlook 2007 and Outlook 2010 ignore the PublicFolderInformation element.
<38> Section 3.1.5.4:  Office Outlook 2007 and Outlook 2010 ignore the ServerExclusiveConnect element.
<39> Section 3.1.5.4:  Office Outlook 2007 and Outlook 2010 ignore Protocol elements that contain a Type element with the "EXHTTP" value, and do not ignore Protocol elements that contain a Type element with the "EXPR" value in this case.
<40> Section 3.1.5.4:  Office Outlook 2007 and Outlook 2010 ignore Protocol elements that contain a Type element with the "EXHTTP" value.
<41> Section 3.2.5:  Exchange 2007, Exchange 2010, and the initial release of Exchange 2013 do not support processing of the X-MapiHttpCapability header. Exchange 2013 SP1, Exchange 2016, and Exchange 2019 support processing of the X-MapiHttpCapability header only when it is specifically enabled.
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
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