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1 Introduction

This document specifies the details of each Remote Operation (ROP) that is used by the client
to access and modify mailbox information on the server.

1.1 Glossary

The following terms are defined in [MS-OXGLOS]:
distinguished name (DN)
domain
folder
folder associated information (FAI)
folder ID
global identifier (GID)
identifier
little -endian
mailbox
message
message class
property
property ID
property name
property tag
public folder
Receive folder
remote operatiw(ROP)
special folder
store

3 Table (GWART): A list of values specifying the address types
( gateways.

buffer: A'buffer containing ROP requests or responses and a Server Object Handle
Table.

request: An array of bytes specifying an operation request of a client.

ROP response: An array of bytes specifying an operation response of a server.
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Server Object: An object on a server that is used as input or created as output for remote
operations.

Server Object Handle: A 32-bit value that identifies a Server Object.

Server Object Handle Table: An array of 32-bit handles that are used to identify input and
output Server Objects for ROP requests and responses.

Server Object Map: An object that stores the connection between a Server Object
and the Server Object that it identifies.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all
as described in [RFC2119]. All statements of optional behavior
SHOULD, or SHOULD NOT.

1.2 References

1.2.1 Normative References

[MS-OXCDATA] Microsoft Corporation, "Da&tructures ion", April
2008.
[MS-OXCFOLD] Microsoft Corporation, "F cification", April 2008.

[MS-OXCFXICS] Microsoft Corporati
2008.

rotocol Specification", April

[MS-OXCMSG] Microgft Corpor: Attachment Object Protocol
Specification", April 2008.

[MS-OXCNOTIF]
2008.

e Notifications Protocol Specification", April

cporation, "Exchange Access and Operation Permissions

orporation, "Property and Stream Object Protocol

Microsoft Corporation, "Wire Format Protocol Specification", April 2008.
-OXCSTOR] Microsoft Corporation, "Store Object Protocol Specification", April 2008.
-OXCTABL] Microsoft Corporation, "Table Object Protocol Specification", April 2008.

[MS-OXGLOS] Microsoft Corporation, "Office Exchange Protocols Master Glossary", April
2008.
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[MS-OXOMSG] Microsoft Corporation, "E-mail Object Protocol Specification", April 2008.
[MS-OXORULE] Microsoft Corporation, "E-mail Rules Protocol Specification", April 2008.

[MS-OXPROPS] Microsoft Corporation, "Office Exchange Protocols Master Property List
Specification", April 2008.

[MS-XWDVSEC] Microsoft Corporation, "Web Distributed Authoring and Versioning
(WebDAYV) Protocol: Security Descriptor Extensions Specification", April 2008.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP
14, RFC 2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt.

1.2.2 Informative References
None.

1.3 Protocol Overview (Synopsis)

ROP buffers are used by the client to send operation‘tequests to the' server and by the server
to send responses back to the client. These requéstSispecify eperations that access and modify
mailbox data on a server, such as the following:

Log on to mailboxes or public felders on a server

Retrieve the list of folders and'messagesion a mailbox

Move and copy miessages Ot folders from @he location to another
Sort and filter views of messages er folders

Submit newhmessages for delivery to,other mailboxes or servers
Retrieve a list of changes made to messages and folders

Register for notifieations whemcontents of a mailbox have changed

In a typical scenario, a client packages one or more ROP requests into a ROP buffer and
makes a function callén the EMSMDB interface, as specified in [MS-OXCRPC], passing the
buffer. The serventhen parses the ROP requests from the buffer. Each request is executed and
a ROP. responseis added t6 the output ROP buffer. Once the server is done processing the
mput ROP buffer, the'function call returns the responses to the client.

1.3.1 Server,Objects

A Server Object refers to an object created during execution of specific ROPs. Once created,
a Server Object can then be used as a parameter for other ROPs until it is released. A Server
Object is typically a view of data on the server, such as a folder or a message object, but it
couldalso be an object used to control synchronization or change notifications.
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A Server Object is identified in a ROP buffer by a Server Object Handle, a 32-bit handle
value. This handle is assigned by the server when the Server Object is created. A client uses a
Server Object Handle to specify a Server Object to be used as input for a ROP request.

1.3.2 Format of ROP Buffers

A ROP buffer contains a list of ROP requests or responses followed by a Server Object
Handle Table. Each request contains input values to use for an operation. Each response
contains output produced during the execution of previous requests. The Server Objeet Handle
Table contains Server Object Handles that are used as input or output for ROPs.

With few exceptions, a ROP request or response does not directly specify Server Object
Handles, but instead contains an index into the Server Object Handle Table."When,the index is
used for an input parameter, it specifies the location of the Server Obje¢t Handlefidenti fying
the input Server Object. When the index is used for an output parametert, 1t spécifies the'e

in the Server Object Handle Table where the handle for the creatéd Server Object will be
stored if the operation is successful. If the operation is unsuccgsstul, the eontent,ofthe entry in
the Server Object Handle Table is undefined.

The usage of an index allows a client to create a ROPbuffer consisting of ROP requests that
reference as an input parameter a Server Object created earlier duringyprocessing of the buffer.
In this way, fewer round-trip calls between the@€lientand senver are necessary.

1.4 Relationship to Other Protocols

The Remote Operations (ROP) List'and Encodimg protocol is dependent upon the Wire
Format protocol, as specified in [MS=OXCRPC]. Thé)ROP buffers are sent and received as
parameters of the EcDoRpcEXt2 functions en the EMSMDB interface. In addition,
information providediduring the EcDoConneetEx calls on the same interface is used later
when executing ROPtequests.

There are a number of protocols that are'built on the Remote Operations (ROP) List and
Encoding protgeol. Sonie examples include the Bulk Data Transfer Protocol Specification
[MS-OXCFXICS] and the Property and Stream Object Protocol Specification [MS-
OXCPRPT].

Thereare several protocols which can be considered alternatives to the Remote Operations
(ROP) Listand Encoding protocol. These alternatives include IMAP4 and Distributed
Authoring and Versioning (DAV). For details about IMAP4, see [MS-OXIMAP4]. For details
about DAV, see [MS-XWDVSEC].

L5 Prerequisites/Preconditions

This'document assumes that a connection was already made using the EMSMDB interface, as
specified in [MS-OXCRPC]. The connection process authenticates and exchanges version
information between the server and client.
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Successful communication between the client and server requires that the client is already
configured with information about the mailbox and server. Several ROPs make use of a
distinguished name (DN) as an input field to specify a mailbox or a server.

1.6 Applicability Statement

This protocol is used to view and modify mailbox and public folder data. It provides broad
low-level access to the contents that are on the server.

1.7 Versioning and Capability Negotiation
None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments ‘

None.

2 Messages

Unless otherwise specified, buffers an i ar¢ depicted in little-endian byte
order.

2.1 Transport

W

112]3(4|5(6[7]|8(9[0]1

Rops (variable)

ServerObjectHandleTable (variable)
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RopSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of this field and the
Rops field.

Rops (variable): List of ROP buffers. The number of bytes in this field MUST be 2 bytes
less than the value specified in the RopSize field. The formats of the ROP buffers are
specified in subsequent sections.

ServerObjectHandleTable (variable): Array of 32-bit identifiers. The length of this field is
the length of the remaining data in the buffer after the Rops field. These identifiers specifiathe
Server Object Handles that are referenced in the Rops field.

2.2.1 The Table of Roplds

Each ROP request and response is identified by a Ropld, which is a onedbyte valueyThe list of
ROPs used by the client is included in the following table. Any Ropld marked'Reserveds)
MUST NOT be used by the client. The server SHOULD <1> return anerrof for the|RPC call
when it encounters a reserved Ropld.

Ropld | RopName & LV " Section
0x00 Reserved

0x01 RopRelease 2.2.14.3
0x02 RopOpenFolder 223.1

0x03 RopOpenMessage 2.2.5.1

0x04 RopGetHierarchyTable 2.2.3.15
0x05 RopGetContentsTable 2.2.3.16
0x06 RopCreateMessage 2252

0x07 RopGetPropertiesSpecific 2273

0x08 RopGetPropertiesAll 2274

0x09 RopGetPropertiesList 2275

0x0A RopSetPropetties 22.7.6

0x0B RopDeletePropetties 2.2.7.8

0x0C RopSaveChangesMessage 2253

0x0D RopRemoyéAllRecipiénts 2254

0xOE RopModifyRecipients 2255

0xOF RopReadR ecipiefits 225.6

0x10 RopReloadCachedInformation 2257

Ox11 RopSetMessageReadFlag 22511
0x12 RopSetColumns 224.1

0xd3 RopSortTable 2242

Ox14 RopRestrict 2243

Ox15 RopQueryRows 2244

0x16 RopGetStatus 224.6

0x 17 RopQueryPosition 224.7

0x18 RopSeekRow 2248

0x19 RopSeekRowBookmark 2249
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Ox1A RopSeekRowFractional 2.2.4.10
0x1B RopCreateBookmark 2.24.11
0x1C RopCreateFolder 2233
0x1D RopDeleteFolder 2234
Ox1E RopDeleteMessages 2.2.3.13
Ox1F RopGetMessageStatus 2259
0x20 RopSetMessageStatus 2.2.5.8
0x21 RopGetAttachmentTable 22517
0x22 RopOpenAttachment 2.2.5.12
0x23 RopCreateAttachment 22513
0x24 RopDeleteAttachment 2.2.5.14
0x25 RopSaveChangesAttachment 225,15
0x26 RopSetReceiveFolder 2223
0x27 RopGetReceiveFolder 2222 4
0x28 Reserved
0x29 RopRegisterNotification 2.2.134
0x2A RopNotify 22135
0x2B RopOpenStream 22.8.1
0x2C RopReadStream 2.2.8.2
0x2D RopWriteStream 2283
0x2E RopSeekStream 2.2.8.7
0x2F RopSetStreamSize 2.2.8.6
0x30 RopSetSearchCriteria 223.6
0x31 RopGetSearchCriteria 2237
0x32 RopSubmitMéssage 2.2.6.1
0x33 RopMoveCopyMessages 2238
0x34 RopAbgitSubmit 22.6.2
0x35 RopMoveFolder 2239
0x36 RopCopyFoldex 22.3.10
0x37 RopQuéryColumnsAll 2.24.12
0x38 RopAbort 2245
0x39 RopCopydo 2.2.7.12
0x3A RopCopyToStream 2.2.8.8
0x3B Reserved
0x3C Reserved
0x3D Reserved
0x3E RopGetPermissionsTable 2292
0%3F RopGetRulesTable 2.2.10.2
0x40 RopModifyPermissions 229.1
0x41 RopModifyRules 2.2.10.1
0x42 RopGetOwningServers 2226
0x43 RopLongTermldFromld 2.2.2.8
0x44 RopldFromLongTermld 2229
0x45 RopPublicFolderlsGhosted 2227
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0x46 RopOpenEmbeddedMessage 2.2.5.16
0x47 Reserved
0x48 Reserved
0x49 RopGetAddressTypes 22.6.3
Ox4A Reserved
0x4B RopFastTransferSourceCopyMessages 2.2.11.5
0x4C RopFastTransferSourceCopyFolder 22.11.4
0x4D RopFastTransferSourceCopyTo 22.11.6
0x4E RopFastTransferSourceGetBuffer 22113
0x4F RopFindRow 224.13
0x50 RopProgress 22713
0x51 Reserved
0x52 Reserved
0x53 RopFastTransferDestinationConfigure 22°11.1 4
0x54 RopFastTransferDestinationPutBuffer 22.11.2
0x55 RopGetNamesFromPropertylds 2.2.7.2
0x56 RopGetPropertyldsFromNames 2.2.71
0x57 RopUpdateDeferred ActionMessages$ 22.10.3
0x58 RopEmptyFolder 2.2.3.11
0x59 RopExpandRow 2.2.4.16
0x5A RopCollapseRow 2.24.17
0x5B Reserved
0x5C Reserved
0x5D RopCommitStream 2.2.84
0xSE RopGetStreaniSize 2.2.8.5
0x5F RopQueryNamedProperties 22.7.10
0x60 RopGetPerUserLongTermlds 2.2.2.10
0x61 RopGetPerliserGuid 22211
0x62 Reserved
0x63 RopReadPerlserlnformation 22212
0x64 RopWritePegUserlnformation 22213
0x65 Reserved
0x66 RopSetReadFlags 2.2.5.10
Ox67. RopCopyPsepettics 22.7.11
0x68 RopGetReceiveFolderTable 2224
0x69 RopFastTransferSourceCopyProperties 22.11.7
Ox6A Reserved
0%6B RopGetCollapseState 2.2.4.18
0x6C RopSetCollapseState 2.2.4.19
0x6D Reserved
O0x6E RopPending 2.2.13.6
Ox6F Reserved
0x70 RopSynchronizationConfigure 2.2.12.1
0x71 Reserved
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0x72 RopSynchronizationImportMessageChange 2.2.12.2
0x73 RopSynchronizationlmportHierarchyChange 2.2.12.4
0x74 RopSynchronizationlmportDeletes 2.2.12.5
0x75 RopSynchronizationUploadStateStreamBegin 2.2.12.9
0x76 RopSynchronizationUploadStateStreamContinue 2.2.12.10
0x77 RopSynchronizationUploadStateStreamEnd 22.12.11
0x78 RopSynchronizationImportMessageMove 2.2.12.6
0x79 RopSetPropertiesNoReplicate 22.7.7
0x7A RopDeletePropertiesNoReplicate 2.2.7.9
0x7B RopGetStoreState 2223
0x7C Reserved
0x7D Reserved
0x7E RopSynchronizationOpenCollector 2.2 4277
0x7F RopGetLocalReplicalds 2271213 ™
0x80 RopSynchronizationlmportReadStateChanges 22.12.3
0x81 RopResetTable 2.2.4.16
0x82 RopSynchronizationGetTransferState 22128
0x83 RopSynchronizationOpenAdvisor 22.13.2
0x84 RopRegisterSynchronizationNotificationg 22133
0x85 Reserved
0x86 RopTellVersion 2.2.11.8
0x87 RopOpenPublicFolderByName 2232
0x88 RopSetSynchronizationNotificationGuid 22134
0x89 RopFreeBookmark 2.24.14
0x8A RopDeletePublicFolderByName 2235
0x8B Reserved
0x8C Reserved
0x8D Reserved
0x8E Reserved
0x8F Reseryed
0x90 Resérved
0x91 RopHardDeleteMessages 2.23.14
0x92 RopHardDeleteMessages AndSubfolders 223.12
0x93 RopSctLoealReplicaMidsetDeleted 2.2.12.12
0x9%4 Reserved
0x95 Reéserved
0x96 Reserved
0%97 Reserved
0x98 Reserved
0x99 Reserved
0x9A Reserved
0x9B Reserved
0x9C Reserved
0x9D Reserved
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0x9E Reserved
0x9F Reserved
0xA0 Reserved
0xAl Reserved
0xA2 Reserved
0xA3 Reserved
0xA4 Reserved
0xA5 Reserved
0xA6 Reserved
0xA7 Reserved
0xA8 Reserved
0xA9 Reserved
0xAA Reserved
0xAB Reserved
0xAC Reserved
0xAD Reserved
0xAE Reserved
0xAF Reserved
0xBO Reserved
0xB1 Reserved
0xB2 Reserved
0xB3 Reserved
0xB4 Reserved
0xB5 Reserved
0xB6 Reserved
0xB7 Reserved
0xB8 Reserved
0xB9
Reserved
Reserved
Reserved
Reserved
Reserved
0xC8 Reserved
0xC9 Reserved
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0xCA Reserved
0xCB Reserved
0xCC Reserved
0xCD Reserved
0xCE Reserved
0xCF Reserved
0xDO0 Reserved
0xD1 Reserved
0xD2 Reserved
0xD3 Reserved
0xD4 Reserved
0xD5 Reserved
0xD6 Reserved
0xD7 Reserved
0xD8 Reserved
0xD9 Reserved
0xDA Reserved
0xDB Reserved
0xDC Reserved
0xDD Reserved
0xDE Reserved
0xDF Reserved
0xEO0 Reserved
0xEl Reserved
0xE2 Reserved
0xE3 Reserved
0xE4 Reserved
0xE5
Reserved
Reserved
Reserved
Reserved
Reserved
0xF4 Reserved
0xF5 Reserved
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0xF6 Reserved

0xF7 Reserved

0xF8& Reserved

0xF9 RopBackoff 2.2.14.2

0xFA Reserved

0xFB Reserved

0xFC Reserved

0xFD Reserved

OxFE RopLogon

OxFF RopBufferTooSmall

2.2.2 Logon ROPs

2.2.2.1 RopLogon

This remote operation logs on to a mailbox or public folder. M
this operation can be found in [MS-OXCSTOR].

2.2.2.1.1 Request Buffer ‘

3
0]1(2]3(4 4(5(6(7(|8]9]|0]1
Ropld LogonFlags
oreState

LegacyDn

t integer. This ID specifies the type of remote operation and

e): Unsigned 8-bit integer. This value specifies the ID that the client wants
e created logon.

tputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
erver Object Handle Table where the handle for the output Server Object will be stored.
information about Server Objects can be found in section 3.

LogonFlags (1 byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCSTOR]. This structure contains flags that control the behavior of the logon.
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OpenFlags (4 byte): 32-bit flags structure. The possible values for this structure are specified
in [MS-OXCSTOR]. This structure contains more flags that control the behavior of the logon.

StoreState (4 bytes): 32-bit flags structure. The possible values for this structure are specified
in [MS-OXCSTOR]. This structure specifies ongoing action on the mailbox or public folder.

LegacyDnSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
LegacyDn field.

LegacyDn (variable): Null terminated ASCII string. This string MUST contai
number of characters (including the null) as specified in the LegacyDnSiz
specifies which mailbox to log on to.

2.2.2.1.2 Success Response Buffer for Private Mailboxes

1 3

O11(2|13[4(5(6(7|8[9]|0]|1]|2]|3|4|5(6[7|8 9101
Ropld OutputHandleIndex

0g Folderlds (104 bytes)

ResponseFlags

ilboxGuid (16 bytes)
ReplGuid (16 bytes)
LogonTime
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GwartTime

StoreState

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to OXFE.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Objectdwill be stored.
More information about Server Objects can be found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

LogonFlags (1 byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCSTORY]. This structure contains flagsithat speeify the type'of logon.

Folderlds (104 bytes): 13 64-bit identifiess. These IDs Specify a set of special folders for a
mailbox.

ResponseFlags (1 byte): 8-bit flagsstructure. The pessible values for this structure are
specified in [MS-OXCSTORg, This strueture contains flags that provide details about the state
of the mailbox.

MailboxGuid (16 bytes):»\GUID. This\GUID specifies the mailbox on which the logon was
performed.

Replld (2 bytes): REPLID sttucture. The format of REPLID is specified in [MS-
OXCDATA]. This ID specifies a REPLID for the logon.

ReplGuid (16 bytes): REPLGUID structure. The format of REPLGUID is specified in [MS-
OXCDATA]This GUID specifies the REPLGUID associated with Replld.

LiogonTime (8 bytes): LogonTime structure. The format of this structure is specified in
section 2.2.2.1.2.1. This structure specifies the time at which the logon occurred.

GwartTime (8 bytes): Unsigned 64-bit integer. This value represents the number of 100-
nanosecond intervals since January 1, 1601. This time specifies when the Gateway Address
Routing Table last changed.
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StoreState (4 bytes): 32-bit flags structure. The possible values for this structure are
specified in [MS-OXCSTOR]. This structure specifies ongoing action on the mailbox or
public folder.

2.2.2.1.2.1 LogonTime Structure

—_—

0(1(2]3|4(5]|6|7(8(9|0|1[2(|3|4|5

Seconds Minutes

Day Month

DayOfWeek (1 byte): 8-bit enumeration. Thi
(Sunday = 0, Monday = 1, and so on).

Day (1 byte): Unsigned 8-bit integer.

Month (1 byte): Unsig‘l 8-bit in
February =2, and so on)

value specifies the current year.

r Public Folders

2
506(7|8|9(0[1|2[3]4(5|6|7(8[9]|0(1

W

ReturnValue

LogonFlags Folderlds (104 bytes)

Replld
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ReplGuid (16 bytes)

PerUserGuid (16 bytes)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies th
MUST be set to OXFE.

OutputHandleIndex (1 byte): Unsigned 8-bit 1 . Thi i e location in
the Server Object Handle Table where the handle fo
More information about Server Objects can be i

LogonFlags (1 byte): 8‘t flags s . ible values for this structure are specified
in [MS-OXCSTOR]. Thiss ins flags that specify the type of logon.

FolderIds (104 byte ifiers.“These IDs specify a set of special folders for a
mailbox.

Replld (2 byte
OXCDATA].

re. The format of REPLID is specified in [MS-
PLID for the logon.

or lookingup Per-User information.

.2.1.4 Redirect Response Buffer
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[a—
[\
(O8]

011]2[3[4(5|6]|7|8[9[0|1|2]|3]|4|5[6[7|8(9|0]|1]|2]|3[4(5(6(7|8|9|0]1
Ropld OutputHandleIndex ReturnValue
LogonFlags ServerNameSize

ServerName (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of témote operation and
MUST be set to OxFE. TS

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This ifidex specifies the logation in
the Server Object Handle Table where the handle for the output Server Objectwill'be stored.
More information about Server Objects can be féund in section3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thiswalue represents the status of the
remote operation and MUST be set to 0x00000478:

LogonFlags (1 byte): 8-bit flags structuses, The possiblewalues for this structure are specified
in [MS-OXCSTOR]. This structure cgntains flags that specify the type of logon.

ServerNameSize (1 byte): Unsigned 8-bit integer, This value specifies the length of the
ServerName field.

ServerName (variable): Null terminated ASCII string. This string MUST contain the same
number of characters (in¢liding the null) as specified in the ServerNameSize field. This
string specifies adifferent server for the'Client to connect to.

2.2.2.1.5_ Failure Responsée

1 2 3
415]6 910(1(2[3(4(5|6]|7(8]|9(0[1(2(3|4|5|6]|7|8]|9[0(1
Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to OxFE.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000 or 0x00000478.

2.2.2.2 RopGetReceiveFolder

This remote operation gets the receive folder for incoming messages of a particularamessage
class. More detailed information about this operation can be found in [MS-OXCSTOR].

2.2.2.2.1 Request Buffer

Ju—
[\

7

MessageClass
Ropld Logonld InputHandlelndex (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID spegifies the type of remote operation and
MUST be set to 0x27.

Logonld (1 byte): Unsigned 8-bitlnteger. ThisID,specifies the logon associated with this
operation.

InputHandleIndex (L byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object HandleTable where the handle for the input Server Object is stored. More
information about Sewver Objects can'béfound in section 3.

MessageClass (variable): Null-terminated ASCII string. This string specifies which
message elass to find the receive folder for.

2.2:2.2.2 Success Reésponse Buffer

1 2 3
0 3 71819(0(1(2(3]|4|5|6(7(8[9(0[1]|2|3|4|5|6|7|8[9(0]1
Ropld InputHandleIndex ReturnValue
Folderld
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MessageClass (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x27.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to
InputHandleIndex specified in the request. More information about Server Obj
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represen
remote operation and MUST be set to 0x00000000.

Folderld (8 bytes): 64-bit identifier. This ID specifies the re

MessageClass (variable): Null-terminated AS@ string. the explicit

message class.

2.2.2.2.3 Failure Response Buffer

Ropld (1 byte):
MUST be set to

.2.2.3 RopSetReceiveFolder

remote operation sets the receive folder for incoming messages of a particular message
More detailed information about this operation can be found in [MS-OXCSTOR].

2.2.2.3.1 Request Buffer
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—
\S]
(98]

0(1({2(3|4(5]|6|7|8|9(0(1]|2|3(4|5|6(7|8|9

(e)

1{2]3(4[5|6(7[8]|9|0]1

Ropld Logonld InputHandleIndex Folderld

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of
MUST be set to 0x26.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifi

operation.
InputHandleIndex (1 byte): Unsigned 8-bit intege is i ifies the location in the
Server Object Handle Table where the handle i ct is stored. More

MessageClass (variabl’Null-te ing. This string specifies which
message class to set the receive folder

[\
(O8]

6(7(8|9(0[1]2(3[4|5(6[7|8(9(0]|1

ReturnValue

found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.2.4 RopGetReceiveFolderTable

This remote operation gets the table of all folders that were established as receive folders.
More detailed information about this operation can be found in [MS-OXCSTOR].

2.2.2.4.1 Request Buffer

1 2
0[1({2]3|4(5]|6|7|8[9]|0]|1(2(3]|4|5(6|7|8[9]|0|1[2]{3|4|5]|6 9101
Ropld Logonld InputHandleIndex

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the typéof remote operation and
MUST be set to 0x68.

Logonld (1 byte): Unsigned 8-bit integer. ThiS ID specifies the logon asseciated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bitdfitegeér. Thisindex specifies the location in the
Server Object Handle Table where the handle for thedanput Server Object is stored. More
information about Server Objects can bedotind in section 3.

2.2.2.4.2 Success Response Buffer

2 3
011(2(3(4(5 J9M2M6789012345678901
Ropld InputHandlelndex ReturnValue
RowCount

Rows (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x68.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

RowCount (4 bytes): 32-bit integer. This specifies the number of RowData structures in the
RowDataArray.

Rows (variable): List of PropertyRow structures. This array MUST contain the same
number of structures as defined in RowCount. The format of the PropertyRow structure is
specified in [MS-OXCDATA] and the columns used for these rows are PidTagFoldefld,
PidTagMessageClass, and PidTaglLastModificationTime.

2.2.2.4.3 Failure Response Buffer

1
0({112(3]|4(5|6(7|8(9|0(1|2(3[{4(5|6|7|8(9

SN

1{2]3

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. ThisdD Specifiesithe type of remote operation and
MUST be set to 0x68.

InputHandleIndex (1 byte): Unsignéd 8-bit integer. This index MUST be set to the
InputHandlelndex specified in theftequest. Moréiinformation about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit mteéger. This value represents the status of the
remote operation andMUST NOT be set to 0x00000000.

2.2.2.5 RopGeétStoreState

This remote operationgets the eutsent store state for the logged on user. More detailed
informatien about this operation can be found in [MS-OXCSTOR].

2.2:2.5.1 Request Biiffer

1 2 3
0 3 71819(0[112(3(4|5|6(7|8|9(0]1|2(3]4|5(/6|7|8[9]0]1
Ropld Logonld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x7B.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

2.2.2.5.2 Success Response Buffer

1
0[1(2(3|4(5[6|7(8[9]|0|1({2|3]|4(5|6|7|8|9

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID s
MUST be set to 0x7B.

of remote operation and

InputHandleIndex (1 byte): Unsigned 8-bit integ x MUST be set to the
InputHandleIndex specified in the re ore inft

found in section 3.

StoreState (4 bytes):
specified in [MS-OX

e possible values for this structure are
ture contains state related to the logged on user.

\S]
[O8)

415(6|7(8]9|0(1(2|3]4|5(6|7|8(9]0]|1

InputHandleIndex ReturnValue

d (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
be set to 0x7B.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.2.6 RopGetOwningServers

This remote operation gets the list of servers that host replicas of a given public folder.“Mote
detailed information about this operation can be found in [MS-OXCSTOR].

2.2.2.6.1 Request Buffer

—_

2
0[1(2]3|4(5|6|7|8(9|0]|1(2({3|4|5(6|7|8(9|0

1 7

Ropld Logonld InputHandlelndex Félderld

Ropld (1 byte): Unsigned 8-bit integen This, ID specifiesithe type of remote operation and
MUST be set to 0x42.

Logonld (1 byte): Unsigned 8-bit integer. This IDispecifies the logon associated with this
operation.

InputHandleIndex (F'byte): Unsighed 8-bit integer. This index specifies the location in the
Server Object Handleskablewvhere the handle for the input Server Object is stored. More
information abofit Server Objeets can be found in section 3.

FolderId«(8 bytes):( 64-bit identitier. This ID specifies the folder to get owning servers for.

2.222.6.2\ Success Response Buffer

0 3 789(1)1234567893123456789?)1
Ropld InputHandleIndex ReturnValue
OwningServersCount
CheapServersCount OwningServers (variable)
280f233
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x42.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the statusof the
remote operation and MUST be set to 0x00000000.

OwningServersCount (2 bytes): Unsigned 16-bit integer. This value specifiés the num@r
of strings in the OwningServersList.

CheapServersCount (2 bytes): Unsigned 16-bit integer. This value speeifies thé number of
values in OwningServers that refers to lowest-cést servers.

OwningServers (variable): List of null-terminated"ASCII strings.yThere MUST be
OwningServersCount number of strings in thisdist. These strings spécify which servers have
replicas of this folder.

2.2.2.6.3 Failure Response Buffer.

[\
(8]

1
01234567#9L|1M56 910(1(2|13(4|5|6[7|8|9(0]1

Ropld InputHandleIndex ReturnValue

Ropld (Lbyte): \UnSigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to0x42.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
foundin section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.2.7 RopPublicFolderIsGhosted

This remote operation determines if a public folder is ghosted. More detailed information
about this operation can be found in [MS-OXCSTOR].

290f233
[MS-OXCROPS] - v0.1
Remote Operations (ROP) List and Encoding Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008



2.2.2.7.1 Request Buffer

[a—
[\
(8]

O0[1(2]3|4(5|6|7|8[9]|0]|1(2(3]|4|5(6|7|8[9]|0|1(2{3(4|5|6[7|8|9(0]|1

Ropld Logonld InputHandleIndex FolderId

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of ren
MUST be set to 0x45.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies t
operation.

InputHandleIndex (1 byte): Unsigned 8-bit i@er. This 1 location in the
Server Object Handle Table where the handle for th
information about Server Objects can be found in sec

(%)

213(4|5|6(7|8]|9|0]1

ReturnValue

ServerCount
IsGhosted (optional)

Servers (variable,
CheapServerCount (optional) optional)

pld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
ST be set to 0x45.

Handlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

IsGhosted (1 byte): 8-bit Boolean. This value specifies whether the folder is a ghosted
folder.

ServerCount (2 bytes, optional): Unsigned 16-bit integer. This field MUST be present if
IsGhosted is non-zero and MUST NOT be present if IsGhosted is zero. This valug Specifies
the number of strings in the Servers field.

CheapServerCount (2 bytes, optional): Unsigned 16-bit integer. This fielddMUST\be
present if IsGhosted is non-zero and MUST NOT be present if IsGhostéd 1s zero.) Thiswalue
specifies the number of values in Servers that refers to lowest cost servers. *

Servers (variable, optional): List of null-terminated ASCII stfings. This field MUST be
present if IsGhosted is non-zero and MUST NOT be present if IsGhosted 15 zérof There
MUST be ServersCount number of strings in this list. THese strings speeifyawhich servers
have replicas of this folder.

2.2.2.7.3 Failure Response Buffer

1
0(1(2({3|4(5]/6|7|8|9(0]1]|2

W

2(314|5(6|7|8(9|0]|1

Ropld InputHandlelndex ReturnValue

Ropld (1 byte): Unsigned\8-bit integer, This ID specifies the type of remote operation and
MUST be set to0x45:

InputHandleIndex(1 byte)s* Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in Section 3:

ReturnValue(4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operatiomand MUST NOT be set to 0x00000000.

2.2.2.8 RopLongTermldFromld

This remote operation converts a short-term ID into a Long Term Entry ID. More detailed
infarmation about this operation can be found in [MS-OXCSTOR].

2.2.2.8.1 Request Buffer
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—_—
\S]
(98]

0(1({2(3|4(5](6|7|8(9]{0]|1|2(3|4|5(|6[7|8|9

()

1{2|3]4(5(6|7|8[9|0]|1

Ropld Logonld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote op
MUST be set to 0x43.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logo
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. Thisyi

Server Object Handle Table where the handle fof'the inpu
information about Server Objects can be found in section 3.

Id (8 bytes): 64-bit identifier. This value speci ed to a LongTermld.

2.2.2.8.2 Success Response Buffer

3
1[2[3(4|5(6[7|8(9[0]1
ReturnValue
LongTermld (24 bytes)

¢ nsigned 8-bit integer. This ID specifies the type of remote operation and
UST be set to 0x43.

tHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
putHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

LongTermld (24 bytes): LongTermld structure. The format of LongTermld is specified in
[MS-OXCDATA]. This value specifies a LongTermld for the Id in the request.

2.2.2.8.3 Failure Response Buffer

\S]

1
0(1(2]3|4(5]|6|7|8[9|0]|1(2(3]|4|5[6|7|8[9|0]1

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies th
MUST be set to 0x43.

found in section 3.

ReturnValue (4 bytes): Unsigned 32-bitsi i resents the status of the
remote operation and MUST NOT be

2229 RopIdFron‘)ngTer

This remote operation conv: ntry ID into a short-term ID. More detailed
information about eratio [MS-OXCSTOR].
2.2.2.9.1 Reque
2 3
011(2|3[4[5(64718|9 2(3(4(5(6|7|8]9|0|1(2(3(4(5]/6|7|8]|9|0]1
LongTermld
d Logonld InputHandleIndex (24 bytes)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x44.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

LongTermld (24 bytes): LongTermld structure. The format of LongTermld
[MS-OXCDATA]. This value specifies a LongTermld to convert.

2.2.2.9.2 Success Response Buffer

1
0(1({2(|3|4(5|6|7|8[9|0]|1(2({3|4|5(6|7|8|9

Ropld InputHandleIndex

.2.2.9.3 Failure Response Buffer
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—_—
\S]
(98]

0(1({2(3|4(5](6|7|8(9]{0]|1|2(3|4|5(|6[7|8|9 2(314|5(6[7|8(9(0]1

S
—

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote oper;
MUST be set to 0x44.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST
InputHandleIndex specified in the request. More information about S
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value
remote operation and MUST NOT be set to 0x00000000.

\ g

2.2.2.10 RopGetPerUserLongTermlds

This remote operation gets the Long Term ID of a p identified by the per-
user GUID of the logged on user. More detai
found in [MS-OXCSTOR].

2.2.2.10.1 Request Buffer

1 3
011(2|3|4 39 1 2(314|5|6|7(8(9(0]1
DatabaseGuid
Logo InputHandleIndex (16 bytes)
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

DatabaseGuid (16 bytes): GUID. This value specifies which database the client is querying
data for.

2.2.2.10.2Success Response Buffer

1 2
O[1[{2]3|4(5]|6|7|8[9(0]|1(2(3|4|5(/6|7|8[9[0|1(2]3[4]|5
Ropld InputHandleIndex ReturnValue
4
LongTermIdCgunt
LongTermlds (variable)

Ropld (1 byte): Unsigned 8-bit integer. ThisdD specifies the type of remote operation and
MUST be set to 0x60.

InputHandleIndex (1 byte): Unsigned 8-bitinteger. This index MUST be set to the
InputHandleIndex specified in thé tequest. Moteinformation about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit intéger. This value represents the status of the
remote operation and'MRBIST be set to, 0x00000000.

LongTermldCount (2'bytes): Unsigned 16-bit integer. This value specifies the number of
identifiers in the LongFermlds field.

LongTermlds (variable): Array of LongTermld structures. The format of LongTermld is
speeified in [MS-OXCDATA]. This field MUST contain the same number of structures as
speeified inl.ongTermIldCount. These structures specify which folders the user has per-user
information about.

2:2.2.10.3 Failure Response Buffer

1
3(4(5|6|7(8(9(0|1(2(3]|4|5[6|7|8(9|0|1(2{3|4(5(6|7|8[9|0]|1

[\S)
(%)

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x60.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIlndex specified in the request. More information about Server Objects ¢
found in section 3.

be

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the st
remote operation and MUST NOT be set to 0x00000000.

2.2.2.11 RopGetPerUserGuid

This remote operation gets the GUID of a public folder’s per-us
information about this operation can be found in [MS-OXCS

2.2.2.11.1Request Buffer ’
1 2 3
0[1(2]3]|4[5(6]|7|8[(9(0]|1|2(3(4]|5 1|2 41516[7(8(9]0]1
LongTermld
Input Index (24 bytes)

[MSOXCDATA]. This structure specifies the public folder.

2.2.2.11.28uccess Response Buffer
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—_—
\S]
(O8]

O11(2|3[4(5(6|7(8[9][0[1[2[3(4|5|6|7|8|9(0|1[2[3(4[5(6[7|8[9|0]1
Ropld InputHandleIndex ReturnValue
DatabaseGuid (16 bytes)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the
MUST be set to 0x61.

InputHandleIndex (1 byte): Unsigned 8-bit inféger. Thi
InputHandleIndex specified in the request. More i
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit in
remote operation and MUST be set to 0

DatabaseGuid (16 bytes): GUID, i ifies the database for which per-user
information was obtain

\S)
W

6(7(8]9(0[1]12(3(4|5|6[7|8|9(0]1

ReturnValue

tHandlelndex specified in the request. More information about Server Objects can be
in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.
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2.2.2.12 RopReadPerUserInformation

This remote operation gets per-user information for a public folder. More detailed
information about this operation can be found in [MS-OXCSTOR].

2.2.2.12.1 Request Buffer

—_—

2
0(1(2]3|4(5]|6|7|8[9|0]|1(2(3]|4|5(6|7|8[9]|0|1(2|3]|4(5|6|7

Ropld Logonld InputHandleIndex

MUST be set to 0x63.

Logonld (1 byte): Unsigned 8-bi
operation.

bytes): Unsigned 32-bit integer. This value specifies the location in the per-
1 information stream to start reading.

DataSize (2 bytes): Unsigned 16-bit integer. This value specifies the maximum number
es of per-user information to read.

2.2.2.12.28uccess Response Buffer
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.
[\S)
(9%

0(1({2]3|4(5|6|7|8[9|0]|1(2(3|4|5(6|7|8|9

S
[a—

213(4(5|6(7(8]|9|0(1

Ropld InputHandleIndex ReturnValue

HasFinished DataSize

Data (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of
MUST be set to 0x63.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This i
InputHandleIndex specified in the request. More informati
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer.
remote operation and MUST be set to 0x0000

HasFinished (1 byte): 8-bit Boolean.
end of the per-user information stre

DataSize (2 bytes): U@ed 16-b

bytes.
Data (variable): - Thi ST contain the same number of bytes as
specified in DataSize, T i er-user data read.

[\
W

41516|7(8(910(1(2|3(4|5|6(7[8]|9(0]1

InputHandleIndex ReturnValue

d (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
be set to 0x63.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.2.13 RopWritePerUserInformation

This remote operation sets per-user information for a public folder. More detailed i
about this operation can be found in [MS-OXCSTOR].

2.2.2.13.1 Request Buffer

—_

0[1(2(3|4(5]|6|7|8[9|0]|1(2({3|4|5|6

Ropld Logonld

HasFinished

DataSize Data (variable)

ReplicaGuid (16 bytes, optional)

e): Unsigned 8-bit integer. This ID specifies the type of remote operation and

pgonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
peration.

utHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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Folderld (24 bytes): 192-bit identifier. This ID specifies the folder to set per-user
information for.

HasFinished (1 byte): 8-bit Boolean. This value specifies whether this operation specifies
the end of the per-user information stream.

DataOffset (4 bytes): Unsigned 32-bit integer. This value specifies the location in the per-
user information stream to start writing.

DataSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of
bytes.

Data (variable): Array of bytes. This field MUST contain the same
specified in DataSize. This array is the per-user data to write.

ReplicaGuid (16 bytes, optional): GUID. This field MUST be pres
field is 0x00000000 and the logon associated with Logon
set (see [MS-OXCSTOR] for more information)and

2.2.2.13.2 Response Buffer

signed 8-bit integer. This index MUST be set to the
the request. More information about Server Objects can be

2.3 Folder ROPs

RopOpenFolder

This remote operation opens an existing folder in a mailbox. More detailed information about
this operation can be found in [MS-OXCFOLD)].
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2.2.3.1.1 Request Buffer

[a—
(\S]
(8]

0(112(3]14(5|6(7|8[9|0[1[2(3]|4(5|6(7|8[9|0]1(2{3]4|5|6(7|8[(9|0]]1

Ropld Logonld InputHandleIndex | OutputHandleIndex

Folderld

OpenModeFlags

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of rémote operation afid
MUST be set to 0x02.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifis the logon asseciated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer.<This index spégifies the location in the
Server Object Handle Table where the handleforthé,input Server Object is stored. More
information about Server Objects can be foufid in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bitinteger. This index specifies the location in
the Server Object Handle,Table where the handle for the output Server Object will be stored.
More information about Server Objects ¢an be found in section 3.

FolderId (8 bytes): 64-bit identifier. Thisidentifier specifies the folder to be opened.
OpenModeFlags (I:byte):\8-bit flags structure. This structure contains flags used to control
how the folder is opened. The possible values for this structure are specified in [MS-
OXCFOLD].

2.2.3.1.2 Success Respouse Buffer

1 2 3
01 617(8[9|0|1({2(3]|4|5(6|7|8[9|0|1({2|3(4|5|6[7|8|9(0]|1
Ropld OutputHandleIndex ReturnValue
HasRules IsGhosted
ServerCount (optional) CheapServerCount (optional)
43 0f233
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Servers (variable, optional)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x02.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set toythe
OutputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents'the status of the
remote operation and MUST be set to 0x00000000. 'S

HasRules (1 byte): 8-bit Boolean. This value indicates wheth@rtheréare rules associated
with the folder.

IsGhosted (1 byte): 8-bit Boolean. This value specifies whethenthe folder s a ghosted
folder.

ServerCount (2 bytes, optional): Unsigned/16-bitinteger, Fhis field MUST be present if
IsGhosted is non-zero and MUST NOT be present if IsSGhosted is zero. This value specifies
the number of strings in the Servers figld.

CheapServerCount (2 bytes, optional): Unsigned 16-bit integer. This field MUST be
present if IsGhosted is non-zero and MUST NOT be present if IsGhosted is zero. This value
specifies the numbenof valuesimServers thatrefers to lowest cost servers.

Servers (variable, optional): List'of hull-terminated ASCII strings. This field MUST be
present if IsGhostedis ion-zero and MUST NOT be present if IsGhosted is zero. There
MUST be SeryersCount number of strings in this list. These strings specify which servers
have replicas of this folder.

2.2.34.3 Failure Responise Buffer

1 2 3
0 3 61718191011 |2|3|4(5(6(7(8[9|0]1]|2]|3(4(5(6[7[8]9|0]1
Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x02.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.3.2 RopOpenPublicFolderByName

This remote operation opens an existing folder in a database based on its name. Meore detailed
information about this operation can be found in [MS-OXCFOLD].

2.2.3.2.1 Request Buffer

—_

0(112(3]|4(5|6(7|8[9|0[1]|2(3]|4(5|6[7|8|9

Ropld Logonld InputHandlelndex | OutputHandleIndex

NameSize

Namg/(variable)

Ropld (1 byte): Unsigned 8-bit integer.yThis ID specifies the type of remote operation and
MUST be set to 0x87.

Logonld (1 byte): Unsigned 8-bitinteger. This ID specifies the logon associated with this
operation.

InputHandleIndex (Ibyte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
Mote information about Server Objects can be found in section 3.

NameSize (4 bytes): Unsigned 32-bit integer. This value specifies the length of the Name
field.

Name (variable): Null-terminated ASCII string. This field MUST contain the same number
of characters (including the null character) as specified in the NameSize field. This string

specifies the name of the folder.
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2.2.3.2.2 Success Response Buffer

0123456789(1)123456789312345678931
Ropld OutputHandleIndex ReturnValue
HasRules IsGhosted
ServerCount (optional) CheapServerCount (optional)

Servers (variable, optional)

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies thé type of rémote eperéation and
MUST be set to 0x87.

OutputHandleIndex (1 byte): Unsigned 8-bit integés, This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit initeger. Thisvalue represents the status of the
remote operation and MUST be set to/0x00000000.

HasRules (1 byte): 8-bitBoolean. Thisyvalue indicates whether there are rules associated
with the folder.

IsGhosted (1 byte): 8-bit Boolean, This value specifies whether the folder is a ghosted
folder.

ServerCount (2 bytesgoptional): Unsigned 16-bit integer. This field MUST be present if
IsGhosted is non-zéro and MUST NOT be present if IsGhosted is zero. This value specifies
the number of strings in theServers field.

CheapServerCount (2 bytes, optional): Unsigned 16-bit integer. This field MUST be
present if ISGhested is non-zero and MUST NOT be present if IsGhosted is zero. This value
specifies the number of values in Servers that refers to lowest cost servers.

Servers (variable, optional): List of null-terminated ASCII strings. This field MUST be
present if IsGhosted is non-zero and MUST NOT be present if IsGhosted is zero. There
MUST be ServersCount number of strings in this list. These strings specify which servers
have replicas of this folder.

2.2.3.2.3 Failure Response Buffer
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—_—
\S]
(O8]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
—

2(314|5(6|7|8(9(0]|1

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote oper;
MUST be set to 0x87.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUS
OutputHandleIndex specified in the request. More information about
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value
remote operation and MUST NOT be set to 0x00000000.

2.2.3.3 RopCreateFolder ‘

This remote operation creates a new subfolder. Mor iled in
operation can be found in [MS-OXCFOLD].

2.2.3.3.1 Request Buffer

(8]

O =
[e—

0(1(2]|3|4(5]|6]|7 2(13(4|5(6|7|8(9]0]1

Ropld InputHandleIndex | OutputHandleIndex
FolderType ings OpenExisting Reserved
isplayName (variable)

Comment (variable)

(1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
ST be set to 0x1C.

Id (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

FolderType (1 byte): 8-bit enumeration. The possible values for this enumeration afe
specified in [MS-OXCFOLD]. This value specifies what type of folder to create.

UseUnicodeStrings (1 byte): 8-bit Boolean. This value specifies whetherthe:DisplayName
and Comment are specified in Unicode or not.

OpenExisting (1 byte): 8-bit Boolean. This value specifies whether this op€ration openst)r
fails when a folder already exists.

Reserved (1 byte): Reserved. The client MUSE specify 0x00, for this field:

DisplayName (variable): Null-terminated string. If UseUnicodeStrings is non-zero, this
field MUST be specified using Unicode charactess.. If UseUnicodeStrings is zero, this field
MUST be specified using ASCII characters. Ahis string specifies the name of the created
folder.

Comment (variable): Null-terminated string." IfUseUnicodeStrings is non-zero, this field
MUST be specified using Unicode characters. [f'UseUnicodeStrings is zero, this field
MUST be specified using ASCII charactéss. This string specifies the folder comment
associated with thefereated foldes.

2.2.3.3.2 Success Response Buffer.

2 3
0(1({2]3 4(5(6(7(8{9|0|1|2(3|4|5|6|7|8(9]0]1
Ropld OutputHandle ReturnValue
Folderld

IsExistingFolder HasRules (optional)

CheapServerCount
IsGhosted (optional) ServerCount (optional) (optional)
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Servers (variable, optional)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x1C.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set toythe
OutputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents'the status of the
remote operation and MUST be set to 0x00000000. 'S

Folderld (8 bytes): 64-bit Identifier. This ID specifies the ID@fthe folder ereated/or opened.

IsExistingFolder (1 byte): 8-bit Boolean. Thigfvalue indicates whether an existing folder
was opened or a new folder was created.

HasRules (1 byte, optional): 8-bit Boolean. Thisyfield MUST be present if the
IsExistingFolder field is non-zero and MUST NOT be present otherwise. This value
indicates whether there are rules associated.with the foldex,

IsGhosted (1 byte, optional): 8-bit,Boolean. “This field MUST be present if the
IsExistingFolder field i§ non-zero and MUST NOT be present otherwise. This value
indicates whether the server igjan activeéplica of this folder.

ServerCount (2 bytes,optional): binsigned 16-bit integer. This field MUST be present if
both IsExistingFolder and,IsGhostedare non-zero and MUST NOT be present otherwise.
This value specifi€s the iumber of strings in the Servers field.

CheapServerCount(2 bytessioptional): Unsigned 16-bit integer. This field MUST be
present if both IsEXistingFolder and IsGhosted are non-zero and MUST NOT be present
otheryise. This valuespecifics the number of values in Servers that refers to lowest cost
SCrvers.

Seryers (variable, optional): List of null-terminated ASCII strings. This field MUST be
présent if both ISExistingFolder and IsGhosted are non-zero and MUST NOT be present
otherwise. There MUST be ServersCount number of strings in this list. These strings specify
which servers have replicas of this folder.

2.2.3.3.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x1C.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUS I#be Set to the
OutputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.3.4 RopDeleteFolder

This remote operation deletes a subfolder. More detailed,information,about this operation can
be found in [MS-OXCFOLD)].

2.2.3.4.1 Request Buffer

1 3
011(2|3(4|5|6|7 0|1 1(2(3(4[5|6]7]|8|9|0|1
Ropld Logonld InputHandleIndex DeleteFolderFlags
Folderld

Ropld (1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0xID.

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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DeleteFolderFlags (1 byte): 8-bit flags structure. This structure contains flags controlling
how to delete the folder. The possible values for this structure are specified in [MS-
OXCFOLD]

Folderld (8 bytes): 64-bit identifier. This ID specifies the folder to be deleted.

2.2.3.4.2 Response Buffer

1
0(1(2]3|4(5]|6|7|8[9|0]|1(2({3]|4|5(6|7|8[9|0]1

[\

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies th
MUST be set to 0x1D.

found in section 3.

ReturnValue (4 bytes): Unsigned 32-bitsi i resents the status of the
remote operation.

PartialCompletion (1 l*): 8-bit . e specifies whether the operation was
partially completed

2.2.3.5 RopDele blic

This remote operati a sub More detailed information about this operation can
be found in [M
2.2.3.5. Ly RequestBuffer
1 2 3
0 51617181901 1(2(3[4(5[6[7|8{9|0|1|2(3|4(5(6[7|8]|9|0]1
Rop Logonld InputHandleIndex DeleteFolderFlags
NameSize Name (variable)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x8A.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

DeleteFolderFlags (1 byte): 8-bit flags structure. This structure contains flag
how to delete the folder. The possible values for this structure are specifiedd
OXCFOLD]

field.
Name (variable): Null-terminated ASCII strings, This fi

of characters (including the null character) as specified in the i . This string
specifies the name of the folder.

2.2.3.5.2 Response Buffer

1 3
011(2|3(4(5(6[7(8[9(0]1 4 7(8(9(0[1(2]3(4[5[6|7(|8]9]|0]|1
ReturnValue
Partial Completion

. This ID specifies the type of remote operation and

ialCompletion (1 byte): 8-bit Boolean. This value specifies whether operation was
y completed.
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2.2.3.6 RopSetSearchCriteria

This remote operation sets the search criteria for a search folder. More detailed information
about this operation can be found in [MS-OXCFOLD)].

2.2.3.6.1 Request Buffer

[

2 3
O0[1({2]3|4(5]|6|7|8[9(0]|1|2(3[4]|5{6|7|8(9[0]|1(2[3[4|5|6(7|8}9(0]1

Ropld Logonld InputHandleIndex RestrictionDataSize

RestrictionData (variable)

FolderldCount Foldérlds (vatiable)

SearchFlags

Ropld (1 byte): Unsigned 8-bit integer. This ID.specifies, the typeofremote operation and
MUST be set to 0x30.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte):  Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects ¢an be found'in section 3.

RestrictionDataSize (2ibytes): Unsigned 16-bit integer. This value specifies the length of
the RestrictionData field.

RestrictionData (variable):) Restriction. This field MUST be RestrictionDataSize bytes
long. A'he formatofithis field is specified in [MS-OXCDATA]. This value specifies the filter
for this search folder.

FolderIdCount,(2 bytes): Unsigned 16-bit integer. This value specifies the number of IDs
inghe Folderlds field.

Folderlds (variable): Array of 64-bit identifiers. This field MUST contain FolderldCount
identifiers. These identifiers specify which folders are searched.

SearchFlags (4 bytes): 32-bit flags structure. This structure contains flags controlling the
search for a search folder.
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2.2.3.6.2 Response Buffer

1
0({1]12(3]|4(5|6(7[8(9]0(1[2(3]{4(5]|6(7|8(9|0(1]|2[{3|4|5(6]{7(8]|9(0]1

\S]
(%)

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote gperation and
MUST be set to 0x30.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be setto the
InputHandleIndex specified in the request. More information about Server @bjects can:be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.3.7 RopGetSearchCriteria

This remote operation gets the search criteria forasearchfolder. More detailed information
about this operation can be found in [MS-OXCFOLD].

2.2.3.7.1 Request Buffer

1 2 3
0[1[2]3|4(5]|6]7]|8 12 6(7(8|9(0[1]2|3[4|5(6|7|8(9|0]1
Ropld Logonid InputHandlelndex UseUnicode
IncludeRestriétion IncludeFolders

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST\be set to 0x3 1

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
infotmation about Server Objects can be found in section 3.

UseUnicode (1 byte): 8-bit Boolean. This value specifies whether the client wants the
restriction to include Unicode strings.
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IncludeRestriction (1 byte): 8-bit Boolean. This value specifies whether the server includes
the restriction information in the response.

IncludeFolders (1 byte): 8-bit Boolean. This value specifies whether the server includes the
folders list in the response.

2.2.3.7.2 Success Response Buffer

\9]

1
0[1(2]3|4(5|6|7|8[9|0]|1(2({3|4|5[6|7|8(9|0

Ropld InputHandleIndex

RestrictionData (variable

FolderldCount Folderlds (variable)

SearchFlags

Ropld (1 byte): Unmg@ 8-bit 1 . Thi ecifies the type of remote operation and
MUST be set to 0x31

InputHandleIndex g
found in section 3

or this search folder.

IdCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of IDs
in the Folderlds field.

550f233
[MS-OXCROPS] - v0.1
Remote Operations (ROP) List and Encoding Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008



Folderlds (variable): Array of 64-bit identifiers. This field MUST contain FolderIdCount
identifiers. These identifiers specify which folders are searched.

SearchFlags (4 bytes): 32-bit flags structure. This structure contains flags controlling the
search for a search folder.

2.2.3.7.3 Failure Response Buffer

1
0[1({2]3|4(5]|6|7|8(9(0[1]|2(3[4|5|6[7|8|9(0]|1|2(3|4|5(6|7|8]9

[\

Ropld InputHandleIndex ReturnValue

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies thetype of temaote operation and
MUST be set to 0x31.

InputHandleIndex (1 byte): Unsigned 8-bit integegs, This indexaMUST be set to the
InputHandleIndex specified in the request. More information aboeutServer Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bitanteger. This value represents the status of the
remote operation and MUST NOT be get to 0x00000000.

2.2.3.8 RopMoveCopyMessages

This remote operation eitherdnoyes or copies messages from a source folder to a destination
folder. More detailediinformatiomabout this @peration can be found in [MS-OXCFOLD].

2.2.3.8.1 RequestBuffer

(a” : v > 3
0124 819 21314|5(6[7(8(9(0|1]|2|3(4(5(6|7|8|9|0]1
Ropld Logonld SourceHandleIndex DestHandleIndex
MessageldCount Messagelds (variable)
WantAsynchronous WantCopy

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x33.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the source Server Object is stored. More
information about Server Objects can be found in section 3.

DestHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the destination Server Object is stored. Mere
information about Server Objects can be found in section 3.

MessageldCount (2 bytes): Unsigned 16-bit integer. This value specifiesthesize of the
Messagelds field.

Messagelds (variable): Array of 64-bit identifiers. This field MUST c¢ontain the same y
number of identifiers as specified in the MessageldCount fieldf These identifiers specify
which messages to move or copy.

WantAsynchronous (1 byte): 8-bit Boolean. This value speeifies whetherthe operation is to
be executed asynchronously with status reported vialRopProgress.

WantCopy (1 byte): 8-bit Boolean. This value specifies whether the operation is a copy or a
move.

2.2.3.8.2 Response Buffer

2 3
0(1(2]3]4|5 73%789012345678901
Ropld SourceHandleIndex ReturnValue
PartialCompletion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x33:

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
SoutceHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

PartialCompletion (1 byte): 8-bit Boolean. This value indicates whether the operation was
only partially completed.
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2.2.3.9 RopMoveFolder

This remote operation moves a folder. More detailed information about this operation can be
found in [MS-OXCFOLD)].

2.2.3.9.1 Request Buffer

0123456789(1)123456789(2)12345678 (3)1
Ropld Logonld SourceHandleIndex DestHandleIndex
WantAsynchronous UseUnicode Folderld
4

NewFolderName (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID.specifies, the typeofremote operation and
MUST be set to 0x35.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

SourceHandleIndex (1 byte): Unsigned8-bit integer. This index specifies the location in
the Server Object Handle Tablewhere thethandle for the source Server Object is stored. More
information about Server Objects ¢an be found'in section 3.

DestHandleIndexs(1 byte): \Unsigned 8=bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the destination Server Object is stored. More
information about Senger Objects ¢an be found in section 3.

WantAsynchronous,(1 byfe): 8-bit Boolean. This value specifies whether the operation is to
be executed asynchronously with status reported via RopProgress.

UseUnicode (Iibyte): 8-bit Boolean. This value specifies whether the NewFolderName field
isspecified in Unicode or ASCIL.

Folderld (8 bytes): 64-bit identifier. This ID specifies the folder to move.

NewFolderName (variable): Null terminated string. If the UseUnicode field is non-zero,
then this field MUST be specified in Unicode. Otherwise, this field is specified in ASCIL
This string specifies the name for the new moved folder.
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2.2.3.9.2 Response Buffer

1
0[1(2]3|4(5|6|7|8[9]|0]|1(2(3]|4|5(6|7|8[9]|0]|1(2]{3(4|5(6[7|8(9(0]1

N
(O8]

Ropld SourceHandleIndex ReturnValue

Partial Completion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote ope
MUST be set to 0x35.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MU
SourceHandleIndex specified in the request. More information about
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This v
remote operation.

PartialCompletion (1 byte): 8-bit Boolean. This v indi ther the operation was
only partially completed.

2.2.3.10 RopCopyFolder

This remote operation copies a folder. iled i tion about this operation can be
found in [MS-OXCFOLU.

[\S)
W

6(7(8]9(0[1]|2(3(4|5|6[7|8|9(0]1

SourceHandleIndex DestHandlelndex

UseUnicode Folderld

NewFolderName
(variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x36.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the source Server Object is stored. More
information about Server Objects can be found in section 3.

DestHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the locatioriin the
Server Object Handle Table where the handle for the destination Server Object is stored. More

information about Server Objects can be found in section 3.

WantAsynchronous (1 byte): 8-bit Boolean. This value specifies whether the'operation is to
be executed asynchronously with status reported via RopProgress. .

WantRecursive (1 byte): 8-bit Boolean. This value specifiesghatthe,copy is recugsive.

UseUnicode (1 byte): 8-bit Boolean. This valuespecifieSwhether the NewEolderName field
is specified in Unicode or ASCIL

Folderld (8 bytes): 64-bit identifier. This ID specifics the folder to copy.
NewFolderName (variable): Null terminated string.* If the UseUnicode field is non-zero,

then this field MUST be specified in Usicode.\Otherwise, this field is specified in ASCIL
This string specifies the name for the new copiedifolder.

2.2.3.10.2 Response Buffer.

2 3
0(1[{2|3]|4|5]|6 910 41516(7(8(9|0({1(2|3|4(5|6|7[8[9|0]1
Ropld SourceHandleIndex ReturnValue
PartialCompletion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be setto 0x36.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
SourceHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.
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PartialCompletion (1 byte): 8-bit Boolean. This value indicates whether the operation was
only partially completed.

2.2.3.11 RopEmptyFolder

This remote operation deletes all messages and subfolders from a folder. More detailed
information about this operation can be found in [MS-OXCFOLD].

2.2.3.11.1 Request Buffer

1 2
O0[1(2(3]|4|5]|6[7(8(9|0[{1(2|3|4[5[6|7|8(9|0|1(2]|3|4|5 91011
Ropld Logonld InputHandleIndex |[fWantAsyhchtonous

' &
WantDelete Associated

Ropld (1 byte): Unsigned 8-bit integer. This ID specifiesfthe type of remete operation and
MUST be set to 0x58.

Logonld (1 byte): Unsigned 8-bit integer. This ID spegifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned8-bit integer. This,index specifies the location in the
Server Object Handle Table where the handlefor the input'Server Object is stored. More
information about ServerObjects cambe found 1n section 3.

WantAsynchronous (1 byté):\8-bit Boolean. This value specifies whether the operation is to
be executed asynchtonhously with status reported via RopProgress.

WantDeleteAssociated (1 byte): 8-bit Boolean. This value specifies whether the operation
also deletes Folder Associated Information messages.

2.2.3.11,2 Response Buffer

1 2 3
0 516171819101 1(2(3[4(5(6[7[8{9|0]|1|2|3[4|5|6(7(8({9]0]1
Ropld InputHandleIndex ReturnValue

PartialCompletion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x58.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

PartialCompletion (1 byte): 8-bit Boolean. This value indicates whether the operation was
only partially completed.

2.2.3.12 RopHardDeleteMessages AndSubfolders

This remote operation hard deletes messages and subfolders from a folde
information about this operation can be found in [MS-OXCFOLD].

2.2.3.12.1 Request Buffer

—

O[1(2(3]4|5]6(7[8(9|0(1]|2|3(4]|5|607

Ropld Logonld

WantDeleteAssociated

Ropld (1 byte): Unsigned 8-bit integer. i e type of remote operation and
MUST be set to 0x92. ‘

Logonld (1 byte): i it i his ID specifies the logon associated with this

Server Object {le Te ere the handle for the input Server Object is stored. More
information ab :

2.2.3.12.2 Response Buffer
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.
\S]
(98]

011]2[3[4(5|6]|7|8[9[0|1|2]|3]|4|5[6[7|8(9|0]|1]|2]|3[4|5|6]|7(|8|9|0]1
Ropld InputHandleIndex ReturnValue
Partial Completion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote oper;
MUST be set to 0x92.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST
InputHandleIndex specified in the request. More information about S
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value
remote operation.

PartialCompletion (1 byte): 8-bit Boolean. This value indi whether the operation was
only partially completed.

2.2.3.13 RopDeleteMessages

This remote operation deletes one or m: sages in ore detailed information
about this operation can be found in [MS- LD].

2.2.3.13.1 Request Buﬁ

[\
(98]

41516|7(8(9|0(1(2|3]|4(5]|6]|7(8[9]|0|1

InputHandleIndex | WantAsynchronous

MessageldCount Messagelds (variable)

pgonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
ation.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

WantAsynchronous (1 byte): 8-bit Boolean. This value specifies whether the operation is to
be executed asynchronously with status reported via RopProgress.

NotifyNonRead (1 byte): 8-bit Boolean. This value specifies whether the server sends non-
read notifications to senders.

MessageldCount (2 bytes): Unsigned 16-bit integer. This value specifies thedaumber of
identifiers in the Messagelds field.

Messagelds (variable): Array of 64-bit identifiers. This field MUST gontainghe same
number of identifiers as specified in the MessageldCount field. These'IDs gpecify the
messages to be deleted.

2.2.3.13.2 Response Buffer

[a—
(O8]

0({112(3]|4(5|6(7|8(9|0(1]2(3|4 415(6(7(8]9(0]1

Ropld InputHandleIndex ReturnValue

Partial Completion

Ropld (1 byte): Unsigned §bit integer. Fhis ID specifies the type of remote operation and
MUST be set to OX1E.

InputHandleIndex (1 byte): Unsigned, 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote eperation.

PartialCompletion (1 byte): 8-bit Boolean. This value specifies whether this operation
partially completed.

2.2.3.14 RopHardDeleteMessages

This remote operation hard deletes messages in a folder. More detailed information about this
operation can be found in [MS-OXCFOLD)].

2.2.3.14.1 Request Buffer
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[a—
[\

3

O11|2|3[4(5(6[7(8[9(0[1[2[3[4|5|6]|7|8|9(0(1[{2[3(4[5(6[7|8]|9|0]1
Ropld Logonld InputHandleIndex | WantAsynchronous
NotifyNonRead MessageldCount Messagelds (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x91.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associdted with,this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This,index specifies, the location in the
Server Object Handle Table where the handle fof the input Server Object 18 stored. More
information about Server Objects can be found in section 3.

WantAsynchronous (1 byte): 8-bit Boolean (This,value specifies whether the operation is to
be executed asynchronously with status repogted via RepProgress.

NotifyNonRead (1 byte): 8-bit Boolgan. This,value speeifies whether the server sends non-
read notifications to senders.

MessageldCount (2 bytes): dbinsigned16=bit integer. This value specifies the number of
identifiers in the Messagelds field.

Messagelds (variable): Acray of 64-bit identifiers. This field MUST contain the same
number of identifiers as specificd in the'MessageldCount field. These IDs specify the
messages to behard deleted.

2.2.3.14.2Response Buffer

1 2 3
6|17(8[9|0(1({2]3|4|5[6|7|8[9|0(1[2|3|4|5[6]|7|8[9|0|1
Ropld InputHandleIndex ReturnValue
PartialCompletion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x91.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

PartialCompletion (1 byte): 8-bit Boolean. This value indicates whether the operation was
only partially completed.

2.2.3.15 RopGetHierarchyTable

This remote operation gets the subfolder hierarchy table for a folder. Moredetailed
information about this operation can be found in [MS-OXCFOLD].

2.2.3.15.1 Request Buffer y
1 3
0]1(2[3[4(5|6|7|8[9(0|1]|2|3[4|5|647|8 2|3 617(8(9(0]1
Ropld Logonld InputHandleIndex,, | OutputHandleIndex
TableFlags

Ropld (1 byte): Unsigned 8-bit integer. This IB specifiesithe type of remote operation and
MUST be set to 0x04.

Logonld (1 byte): JUnsigned 8:-bit integer. »This ID specifies the logon associated with this
operation.

InputHandleIndex(hbyte): Unsignedi8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Seryer Objects ean be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the'Server Object Handlé Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

TableFlags (1'byte): 8-bit flags structure. The possible values for this structure are specified
ifi [MS-OXCFOLD]. This structure contains flags controlling the type of table.

2.2.3.15.28uccess Response Buffer
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[a—
[\
(98]

011(2[3[4(5|6]|7|8[9[0[1|2]|3]|4|5[6[7|8(9|0]|1]|2]|3[4[5(6(7|8|9]|0]|1
Ropld OutputHandleIndex ReturnValue
RowCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x04.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST beéset to the 4
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integef This value represents the status of the
remote operation and MUST be set to 0x00000000.

RowCount (4 bytes): Unsigned 32-bit integeraThis value,represents the number of rows in
the hierarchy table.

2.2.3.15.3 Failure Response Buffer

[\
(8]

1
01234567#9“1&56 910(1(2|3(4|5|6[7|8|9(0]1

Ropld OutputHandleIndex ReturnValue

Ropld (1dbyte): \Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x04.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandlelndex specified in the request. More information about Server Objects can be
foufid 1n section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.
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2.2.3.16 RopGetContentsTable

This remote operation gets the content table of a container. More detailed information about
this operation can be found in [MS-OXCFOLD)].

2.2.3.16.1 Request Buffer

1 2 3
O[1[{2]3|4(5]/6]|7|8[9]0[1|2(3[4|5(6[7|8|9(0]|1(2({3|4(5|6|7(8]9]/0(1
Ropld Logonld InputHandleIndex OutputHandleTable
TableFlags

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remoté operation and
MUST be set to 0x05.

Logonld (1 byte): Unsigned 8-bit integer. ThisJID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. “This index speeifies the location in the
Server Object Handle Table where the handledortheéinput Server Object is stored. More

information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handledl'able where the handle for the output Server Object will be stored.

TableFlags (1 byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCFOLDJ. "This strueture contains flags controlling the type of table.

2.2.3.16.2SuccessdResponse Buffer

[\
(8]

0(1(2]|3]4 819 2(314|5(6|7|8|9

S
[a—

2(3(4|5(6|7|8(9(0]1

Ropld OutputHandleIndex ReturnValue

RowCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x05.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

RowCount (4 bytes): Unsigned 32-bit integer. This value represents the number of rows in
the hierarchy table.

2.2.3.16.3 Failure Response Buffer

1 2 3
011]2[3[4(5|6]|7[8[9(0|1]|2|3[4(5(6|7|8]9|0]1[2(3 1
Ropld OutputHandleIndex RetutnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x05.

OutputHandleIndex (1 byte): Unsigneds8-bit integer.. This mndex MUST be set to the
OutputHandleIndex specified in the fequest. More information about Server Objects can be

found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation andhMUST NOT be set to.0x00000000.

2.2.4 Table ROPs

2.2.4.1 RopSetColumns

This remote operation sets the properties visible on a table. More detailed information about
this opetation can be found i [MS-OXCTABL].

2.24. LT Request Buffer

1 2 3
2(314(|5(6(7[8|9(0[1]2]|3(4[5|6|7(8]|9|0(1]2|3(4[5|6|7[8]|9|0(1
Ropld Logonld InputHandleIndex SetColumnsFlags

PropertyTagCount PropertyTags (variable)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x12.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stofedsMore
information about Server Objects can be found in section 3.

SetColumnsFlags (1 byte): 8-bit flags structure. The possible values for thisétructute atg
specified in [MS-OXCTABL]. This structure contains flags controlling thisfoperation:.

PropertyTagCount (2 bytes): Unsigned 16-bit integer. Thi§ value specifics hoWw many tags
are present in PropertyTags.

PropertyTags (variable): Array of PropertyTag structures. This field MUST contain
PropertyTagCount tags. The format of PropertyTag 18 specified in[MS-OXCDATA]. This
field specifies the property values that are visible in‘table rows.

2.2.4.1.2 Success Response Buffer

[\
(8]

1
01234567#9H1M56 9(01112(31(4|5(6[7|8|9(0]1

Ropld InputHandleIndex ReturnValue

TableStatus

Ropld (Lbyte): \UnSigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set toOx12.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
foundin section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

TableStatus (1 byte): 8-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCTABL]. This value specifies the status of the table.
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2.2.4.1.3 Failure Response Buffer

1
0(1(2]|3|4(5]|6]7|8(9(0]1]|2(3[4|5|6(7|8|9(0]1]|2(3]|4|5(6|7|8(9(0]|1

[\
W

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote ope
MUST be set to 0x12.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUS
InputHandleIndex specified in the request. More information about Serv
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This v
remote operation and MUST NOT be set to Ox 0000.

2.24.2 RopSortTable

This remote operation defines the order of ro criteria. More detailed

(8]

3(4(5|6(7(8]|9/|0]1

InputHandleIndex SortTableFlags

CategoryCount

SortOrders (variable)
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

SortTableFlags (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCTABL]. This structure contains flags controlling this operation.

SortOrderCount (2 bytes): Unsigned 16-bit integer. This value specifies how many
SortOrder structures are present in SortOrders.

CategoryCount (2 bytes): Unsigned 16-bit integer. This value specifies the nimber of
category SortOrder structures in SortOrders.

ExpandedCount (2 bytes): Unsigned 16-bit integer. This value specifies thefitmber, of *
expanded categories in SortOrders.

SortOrders (variable): Array of SortOrder structures. This field MUST, contain
SortOrderCount tags. The format of SortOrdenis specifiediin [MS-OXCDATA]. This field
specifies the sort order for the rows in the table.

2.2.4.2.2 Success Response Buffer

1 3
0]1]2[3[4(5(6]|7|8]9(0|1|2 21314(5|6|7[8(9(0]1
Ropld InputHandlelndex ReturnValue
TableStatus

Ropld (1 byte): Unsigned\8-bit integer, This ID specifies the type of remote operation and
MUST be set to0x13:

InputHandleIndex(1 byte)s* Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in Section 3:

ReturnValue(4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operatiomand MUST be set to 0x00000000.

TableStatus (1 byte): 8-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCTABL]. This value specifies the status of the table.

2.2.4.2.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x13.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.24.3 RopRestrict

This remote operation establishes a filter for a table. More detailed ihformation about this
operation can be found in [MS-OXCTABL].

2.2.4.3.1 Request Buffer

1 3
O[1[{2(|3|4|5]|6|7 01 1{2|3(4|5(6|7|8[9|0|1
Ropld Logonld InputHandleIndex RestrictFlags
RestrictionDataSize RestrictionData

Ropld (1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0x 4

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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RestrictFlags (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCTABL]. This structure contains flags controlling this operation.

RestrictionDataSize (2 bytes): Unsigned 16-bit integer. This value specifies the length of
the RestrictionData field.

RestrictionData (variable): Restriction. This field MUST be RestrictionDataSize bytes
long. The format of this field is specified in [MS-OXCDATA]. This value specifies the filter
for this table.

2.2.4.3.2 Success Response Buffer

1
0[1(2]|3|4(5|6|7|8(9|0]|1(2(3|4

Ropld InputHandleIndex

MUST be set to 0x14.

InputHandleIndex (1 byte): Unsigne
InputHandleIndex specified in the r
found in section 3.

remote operation

TableStatus (1 byte):
specified in [M:

2.2.4.3.3_ Failure Respon iffer

[u—
\S)
(O8]

415|6 9(0(1(2(3(4|5|6(7[8|9(0[1]|2(3[4|5(6[7|8(9(0]|1

Rop InputHandleIndex ReturnValue

R (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x14.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.4.4 RopQueryRows

This remote operation retrieves rows from a table. More detailed information aboutsthis
operation can be found in [MS-OXCTABL].

2.2.4.4.1 Request Buffer

—_
[\

0(1(2]3|4(5|6|7|8[9|0]|1(2({3]|4|5(6|7|8|9

(e)

1 7

Ropld Logonld InputHandleIndex QueryRowsFlags

ForwardRead RowCount

Ropld (1 byte): Unsigned 8-bit integer. ThisdD specifies the type of remote operation and
MUST be set to 0x15.

Logonld (1 byte): Unsigned 8-bit integer. This,ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Bnsigned8-bit integer. This index specifies the location in the
Server Object Handle Table where,the handle for the input Server Object is stored. More

information about ServenObjects cambe found in section 3.

QueryRowsFlags (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCTABL].“This structure contains flags controlling this operation.

ForwardRead (1 byte): 8-bit Boolean. This value specifies the direction to read rows.

RowCounty(2 bytes): Unsigned 16-bit integer. This value specifies the number of requested
TOWS.

2.2.4.4.2 Success Response Buffer

1
2(314(|5(6(7[8|9(0(1(2]|3(4(5|6|7(8|9

SN
[am—
(O8]

21314(5|6|7(8]9|0(1

Ropld InputHandleIndex ReturnValue
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Origin RowCount

RowData (variable)

found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value re
remote operation and MUST be set to 0x00000000.

Origin (1 byte): 8-bit enumeration. The possi?values i are specified in
[MS-OXCTABL]. This value specifies current location of th

RowCount (2 bytes): Unsigned 16-bit intege e number of structures
in the RowData field.

RowData (variable): List of Prope
number of structures as specified 1 e format of the PropertyRow structure is
specified in [MS-OXC A] and
on this table by a RopSetCo

[\
W

819(0(1]|2(3[4|5(6|7|8(9]0]|1

ReturnValue

tHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
\ andlelndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.24.5 RopAbort

This remote operation aborts an asynchronous table operation in progress. More detailed
information about this operation can be found in [MS-OXCTABL].

2.2.4.5.1 Request Buffer

1 2
O0[1({2]3|4(5[6]|7]|8[9]0]|1|2(3]|4|5(6]7|8|9(0]|1|2(3]|4|5]|6 9101
Ropld Logonld InputHandleIndex

4
Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the typéof remote operation and
MUST be set to 0x38.

Logonld (1 byte): Unsigned 8-bit integer. ThiS ID specifies the logon asseciated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bitdfitegeér. Thisindex specifies the location in the
Server Object Handle Table where the handle for thedanput Server Object is stored. More
information about Server Objects can bedotind in section 3.

2.2.4.5.2 Success Response Buffer

2 3
011(2(3(4(5 J9M2M6789012345678901
Ropld InputHandlelndex ReturnValue
TableStatus

Ropld,(1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x38:

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.
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TableStatus (1 byte): 8-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCTABL]. This value specifies the status of the table.

2.2.4.5.3 Failure Response Buffer

1
0({1]12(3]|4(5|6(7[8(9]0(1|2(3]{4(5|6(7|8(9|0(1]|2(3|4|5(6]{7(8]|9(0]1

\S}
(98}
|

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of i@mote operation and
MUST be set to 0x38. <

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thisiwalue represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.4.6 RopGetStatus

This remote operation gets the status of a table. More detailed information about this
operation can be found iny MS-OXCTFABL].

2.2.4.6.1 Request Buffer

1 2
01 41516|7(8(9|0(1(2|3|4|5(6|7|8(9|0]1

(8]

0(1(2|3]4|5

Ropld Logonld InputHandlelndex

Ropld,(1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0x16:

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

2.2.4.6.2 Success Response Buffer
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[a—
[\
(98]

0(1({2]3|4(5|6|7|8[9|0]|1(2(3|4|5(6|7|8|9

S
[a—

21314|5(6|7|8(9(0]1

Ropld InputHandleIndex ReturnValue

TableStatus

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x16.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be

found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation and MUST be set to 0x00000000.

TableStatus (1 byte): 8-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCTABL]. This value specifies théstatus of théitable.

2.2.4.6.3 Failure Response Buffer

1 3
0]1]2[3[{4(5|6]|7[8(9|0]|1 4 71819[0[1({2(3(4|5|6]|7|8]|9[0(1
Ropld InputHandleIndex ReturnValue

Ropld (1 byte):t Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x16.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex spé€ified in the request. More information about Server Objects can be
found in‘seetion 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
rémote operation and MUST NOT be set to 0x00000000.

2.2.4.7 RopQueryPosition

This remote operation gets the approximate cursor position. More detailed information about
this operation can be found in [MS-OXCTABL].

2.2.4.7.1 Request Buffer
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[

2
O0[1({2]|3|4(5](6|7|8[9]0[1|2(3[4|5(6[7|8(9(0]|1(2({3|4(5|6|7(8]|9]|0(1

(98)

Ropld Logonld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x17.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associatedwith this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Objeetiis stofed. WMorc o
information about Server Objects can be found in section 3.

2.2.4.7.2 Success Response Buffer

0123456789(1)123456 910 45678931
Ropld InputHandleIndex ReturnValue
Numerator
Denominator

Ropld (1 byte): Unsigned 8-bit integery, This ID specifies the type of remote operation and
MUST be set toOx17.

InputHandleIndex{(1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in'section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remofe operation and MUST be set to 0x00000000.

Numerator (4 bytes): Unsigned 32-bit integer. This value represents the numerator of the
fraction identifying the table position.

Denominator (4 bytes): Unsigned 32-bit integer. This value represents the denominator of
the fraction identifying the table position.
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2.2.4.7.3 Failure Response Buffer

1
0({1]12(3]|4(5|6(7[8(9]0(1[2(3]{4(5]|6(7|8(9|0(1]|2[{3|4|5(6]{7(8]|9(0]1

\S]
(%)

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote gperation and
MUST be set to 0x17.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be setto the
InputHandleIndex specified in the request. More information about Server @bjects can:be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.4.8 RopSeekRow

This remote operation moves the cursor to a speetfic positionin a table. More detailed
information about this operation can be found in [MS-=OXCTABL].

2.2.4.8.1 Request Buffer

0({112(3(4]|5 7‘$%N6789(2)123456789(3)1
Ropld Logonld InputHandleIndex Origin
RowCount
WantRowMovedCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be'setito 0x18.

Légonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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Origin (1 byte): 8-bit enumeration. The possible values for this enumeration are specified in
[MS-OXCTABL]. This value specifies the origin of this seek operation.

RowCount (4 bytes): Signed 32-bit integer. This value specifies the direction and the
number of rows to seek.

WantRowMovedCount (1 byte): 8-bit Boolean. This value specifies whether the server
returns the actual number of rows moved in the response.

2.2.4.8.2 Success Response Buffer

1
0({112(3]14(5|6(7|8[9|0[1]|2(3]|4(5|6[7|8]|9(0]|1(2]3

\S}

3
0

4

Ropld InputHandleIndex ReturnValug

HasSoughtl ess RowsSought

Ropld (1 byte): Unsigned 8-bit integer. ThisdD Specifies the type of remote operation and
MUST be set to 0x18.

InputHandleIndex (1 byte): Unsignéd 8-bitinteger. This index MUST be set to the
InputHandleIndex specified in th¢ tequest. Moreinformation about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit mtéger. This value represents the status of the
remote operation and'MUIST be set to, 0x00000000.

HasSoughtLess{1" byte): 8-bit Boolean. This value specifies whether the full number of
rows sought past was less than the number that was requested.

RowsSought (4 bytes): Signed 32-bit integer. This value specifies the direction and number
of rewssought.

2.2.4.8.3 “Failure Response Buffer

1
1(2(3|4|5(6[7[8|9(0({1|2|3(4[5|6|7|8|9

S N
p—
(98]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x18.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of'the
remote operation and MUST NOT be set to 0x00000000.

2.24.9 RopSeekRowBookmark

This remote operation moves the cursor to a location specified relative té a user-defined
bookmark. More detailed information about this operation can be found in [MS-OXCTABL .

2.2.4.9.1 Request Buffer

01234567893)12345*&9 314 6789(3)1
Ropld Logonld InputHandleIndex BookmarkSize
Bookmatk (variable)
RowCount
WantRewMovedCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0xdOs

Logonld (1 byte): UnSigned 8-bitinteger. This ID specifies the logon associated with this
operations

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Objeet Handle Table where the handle for the input Server Object is stored. More
information‘abeut Server Objects can be found in section 3.

BookmarkSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
Bookmark field.

Bookmark (variable): Array of bytes. This field MUST contain the same number of bytes
as specified in BookmarkSize. This array specifies the origin for the seek operation.
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RowCount (4 bytes): Signed 32-bit integer. This value specifies the direction and the
number of rows to seek.

WantRowMovedCount (1 byte): 8-bit Boolean. This value specifies whether the server
returns the actual number of rows sought in the response.

2.2.4.9.2 Success Response Buffer

1
O0[1({2]3|4(5]|6|7|8[9|0]|1(2(3|4]|5(6|7|8(9[0]|1(2[3]|4(5|6|7(8|9

[\

Ropld InputHandleIndex ReturnValue

RowNoLongerVisible HasSoughtLes‘

RowsSought

Ropld (1 byte): Unsigned 8-bit integer. This D specifies the type of rematéoperation and
MUST be set to 0x19.

InputHandleIndex (1 byte): Unsigned 8-bitafiteger. Thisiindex MUST be set to the
InputHandleIndex specified in the request. More information,about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned32-bit integer.yThis value represents the status of the
remote operation and MUST be set to.0x00000000.

RowNoLongerVisible (1 byte): :8-bit Boolean. This value specifies whether the bookmark
target is no longer visible,

HasSoughtLess{1" byte): 8-bit Boolean. This value specifies whether the full number of
rows sought past was less than the number that was requested.

RowsSought (4 bytes): Signed 32-bit integer. This value specifies the direction and number
of rewssought.

2.2.4.9.3 “Failure Response Buffer

1
1(2(3|4|5(6[7[8|9(0({1|2|3(4[5|6|7|8|9

S N
p—
(98]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x19.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status
remote operation and MUST NOT be set to 0x00000000.

2.2.4.10 RopSeekRowFractional

This remote operation moves the cursor to an approximate position in
information about this operation can be found in [MS-OXCTABL].

2.2.4.10.1 Request Buffer

0123456789(1)1234 9(3)1
Ropld Numerator
Denominator
4
Ropld (1 byte): i it i .“This ID specifies the type of remote operation and
MUST be set to O
Logonld (1 byte): it 1 . This ID specifies the logon associated with this

nsigned 8-bit integer. This index specifies the location in the
ere the handle for the input Server Object is stored. More
jects can be found in section 3.

es): Unsigned 32-bit integer. This value represents the numerator of the
g the table position to seek to.

Denominator (4 bytes): Unsigned 32-bit integer. This value represents the denominator of
fraction identifying the table position to seek to.

2.2.4.10.2 Response Buffer
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—_—
\S]
(O8]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9 2(314|5(6|7|8(9(0]|1

S
p—

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote oper;
MUST be set to Ox1A.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST
InputHandleIndex specified in the request. More information about S
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value
remote operation.

2.2.4.11 RopCreateBookmark ‘
This remote operation marks the current cursor posit
about this operation can be found in [MS-OX

in a table. re detailed information

2.2.4.11.1Request Buffer

(8]

O =
[um—y

0(1({2(3|4(5|6|7

Ropld

Ropld (1 byte):
MUST be set tg

8-bit inte This ID specifies the type of remote operation and

2.4.11.28uccess Response Buffer
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[a—
[\
(O8]

011]2[3[4(5|6]|7|8[9[0|1|2]|3]|4|5[6[7|8(9|0]|1]|2]|3(4|5[6(7(8(9]|0]|1
Ropld InputHandleIndex ReturnValue
BookmarkSize
Bookmark (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of témote operation and
MUST be set to 0x1B. TS

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thiswalue represents the status of the
remote operation and MUST be set to 0x00000000:

BookmarkSize (2 bytes): Unsigned 16-bitsinteger. Thiswalte specifies the size of the
Bookmark field.

Bookmark (variable): ‘Atray of bytes.\This field MUST contain the same number of bytes
as specified in BookmarkSizeé., This arrayspecifies the bookmark created.

2.2.4.11.3 Failure Response Buffer

[\
(8]

0(1[{2|3|4|5]6|7 2(314|5(6[7|8(9[0|1(2(3]|4|5[6|7|8(9|0]|1

Ropld InputHandlelndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x1B.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.4.12 RopQueryColumnsAll

This remote operation gets a list of columns in a table. More detailed information about this
operation can be found in [MS-OXCTABL].

2.2.4.12.1 Request Buffer

1 2
O[1[2]3|4(5]|6]|7|8[9]|0[|1(2(3|4]|5(6]7|8[9[0]|1(2[3(4|5|6 9101
Ropld Logonld InputHandleIndex

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the typéof remote operation and
MUST be set to 0x37.

Logonld (1 byte): Unsigned 8-bit integer. ThiS ID specifies the logon asseciated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bitdfitegeér. Thisindex specifies the location in the
Server Object Handle Table where the handle for thedanput Server Object is stored. More
information about Server Objects can bedotind in section 3.

2.2.4.12.2Success Response Buffer

011(2(3(4(5 J9M2M67893123456789(3)1
Ropld InputHandlelndex ReturnValue
PropertyTagCount
PropertyTags (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x37.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

PropertyTagCount (2 bytes): Unsigned 16-bit integer. This value specifies how many tags
are present in PropertyTags.

PropertyTags (variable): Array of PropertyTag structures. This field MUST contain
PropertyTagCount tags. The format of PropertyTag is specified in [MS-OXCDATA]. This
field specifies the columns of the table.

2.2.4.12.3 Failure Response Buffer

1 2 3
011]2[3[4(5|6]|7[8[9(0|1]|2|3[4(5(6|7|8]9|0]1[2(3 1
Ropld InputHandleIndex RetutnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x37.

InputHandleIndex (1 byte): Unsigned8=bit integer. This index MUST be set to the
InputHandleIndex specified in the request.Mere information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation andhMUST NOT be set to.0x00000000.

2.2.4.13 RopFindRow

This remote opgfation moves the cursor to a row in a table that matches specific search
criteria. More/detaileddnformation about this operation can be found in [MS-OXCTABL].

2.2.4.13.1 Request Buffer.

1 2 3
01 617(8[9|0(1({2(3|4(5(6]|7(8[9|0(1[{2|3(4[5|6|7[8]|9|0]1
Ropld Logonld InputHandleIndex FindRowFlags
RestrictionDataSize RestrictionData (variable)
Origin BookmarkSize
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Bookmark (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x4F.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated withthis
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifiesgthi€location in the
Server Object Handle Table where the handle for the input Server Objeet is stored. More
information about Server Objects can be found in section 3. 'S

FindRowFlags (1 byte): 8-bit flags structure. The possible valuesfonthis structure are
specified in [MS-OXCTABL]. This structure contains flags ¢ontrolling this opefation.

RestrictionDataSize (2 bytes): Unsigned 16-bit integer. This value specifies the length of
the RestrictionData field.

RestrictionData (variable): Restriction. This ficld MUST be RestrictionDataSize bytes
long. The format of this field is specified.in [MS-OXCDATA]. *This value specifies the filter
for this operation.

Origin (1 byte): 8-bit efiumeration.” The possiblevalues for this enumeration are specified in
[MS-OXCTABL]. This enumeration speeifies where this operation begins its search.

BookmarkSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
Bookmark field.

Bookmark (variable): /Array of bytes. This field MUST contain the same number of bytes
as specified in/BookmarkSize, This array specifies the bookmark to use as the origin.

2.2.443.2 Success Response Buffer

1 2 3
0 3 617181910 1(2|3(4(5(6[7[8]9|0]|1]|2|3(4[5|6|7|8|9|0]1
Ropld InputHandleIndex ReturnValue

RowNoLongerVisible HasRowData

RowData (variable, optional)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x4F.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the statusof the
remote operation and MUST be set to 0x00000000.

RowNoLongerVisible (1 byte): 8-bit Boolean. This value specifies whetherthe bookm@k
target is no longer visible.

HasRowData (1 byte): 8-bit Boolean. This value indicates whether the RowData tield is
present.

RowData (variable, optional): PropertyRow structure. This field MUST be present if
IncludesRowData is non-zero and MUST NOZbe present if it is zeror The format of the
PropertyRow structure is specified in [MS-OXCDATA | and the columns used for these rows
were those previously set on this table by a RopSetColumns.

2.2.4.13.3 Failure Response Buffer

\®]
(%)

0(1(2|3]4|5 7J9m6789012345678901

Ropld InputHandleélndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x4F.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InpatHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.
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2.2.4.14 RopFreeBookmark

This remote operation releases a bookmark. More detailed information about this operation
can be found in [MS-OXCTABL].

2.2.4.14.1 Request Buffer

—_—

2
0[1(2(3|4(5]|6|7|8[9(0]|1(2(3[|4|5(6|7|8[9|0|1(2{3(4|5|6(7

Ropld Logonld InputHandleIndex

Bookmark (variable)

MUST be set to 0x89. ‘

Logonld (1 byte): Unsigned 8-bit integer. This
operation.

InputHandleIndex (1 byte): Unsigned 8 g
Server Object Handle Table where the i erver Object is stored. More
information about Server Objects ¢ i

BookmarkSize (2 bytes): Unsigned
Bookmark field.

Bookmark (variable
as specified in B

ay of
. This

This field MUST contain the same number of bytes
specifies the bookmark to be freed.

2.2.4.14.2 Response Buffer

[\
(O8]

415 0(1(2]314(5|6]|7(8]9]0(1[2]|3(4|5|6(7(8]|9|0]1

Ro InputHandleIndex ReturnValue

(1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
be set to 0x&9.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.4.15 RopResetTable

This remote operation resets a table to its original state. More detailed information
operation can be found in [MS-OXCTABL].

2.2.4.15.1 Request Buffer

—_

0[1(2(3|4(5]|6|7|8[9|0]|1(2({3|4|5|6

Ropld Logonld

Ropld (1 byte): Unsigned 8-bit integer. This ID s
MUST be set to 0x81.

Logonld (1 byte): Unsigned 8-bit integer.

operation.
InputHandlelndex (1 byte): Un it 1 . This index specifies the location in the
Server Object Handle T put Server Object is stored. More

information about Se

[\
(8]

0(1]2]|3(4[5]|6(7[8[9|0]1

ReturnValue

nsigned 8-bit integer. This ID specifies the type of remote operation and
ST be set to 0x81.

Handlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
andleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.4.16 RopExpandRow

This remote operation expands a categorized row. More detailed information about this
operation can be found in [MS-OXCTABL].

2.2.4.16.1 Request Buffer

1 2
O[1[2]3|4(5]|6]|7|8[9]|0[|1(2(3|4]|5(6]7|8[9[0]|1(2[3(4|5|6 9101
Ropld Logonld InputHandleIndex MaxRowCount
&
Categoryld

Ropld (1 byte): Unsigned 8-bit integer. This/ID'specifies the type of remote operation and
MUST be set to 0x59.

Logonld (1 byte): Unsigned 8-bit integer. This\ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Bnsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table wheréithe handle for the input Server Object is stored. More

information about ServerObjects canibe found in section 3.

MaxRowCount (2 bytes): Unsigned 16-bit integer. This value specifies the maximum
number of expanded tews to returh data for.

Categoryld (8 bytes): 64-bitidentifier. This identifier specifies the category to be expanded.

2.2.4.16.28uccess Response Buffer

W

2(314(|5(6(7[8|9(0({1(2|3(4[5|6|7(8[9|0({1[|2|3[4|5(6|7|8(9|0]1

[\S)
(%)

Ropld InputHandleIndex ReturnValue

ExpandedRowCount
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RowCount

RowData (variable)

found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value re
remote operation and MUST be set to 0x00000000.

ExpandedRowCount (4 bytes): Unsigned 32-bit integer.
number of rows available in the expanded category.

RowCount (2 bytes): Unsigned 16-bit intege i i e number of structures
present in the RowData field.

RowData (variable): List of Prope
number of structures as specified 1 e format of the PropertyRow structure is
specified in [MS-OXC A] and
on this table by a RopSetColun

[\
W

819(0(1]|2(3[4|5(6|7|8(9]0]|1

ReturnValue

tHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
\ andleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.4.17 RopCollapseRow
This remote operation collapses a categorized row. More detailed information about this
operation can be found in [MS-OXCTABL].

2.2.4.17.1 Request Buffer

—_—
\S]

O0(1({2]3|4(5]|6|7|8[9]0]|1(2(3[|4]|5(6[7|8(9[0]|1(2]3(4

Ropld Logonld InputHandleIndex

&

Ropld (1 byte): Unsigned 8-bit integer. This ID s
MUST be set to 0x5A.

ifies the of remote operation and

Logonld (1 byte): Unsigned 8-bit integer. logon associated with this

operation.

InputHandleIndex (1 byte): Un it i . This index specifies the location in the

\S]
[O8)

0({1{2]13]4|5(6|7|8(9|0]1

InputHandleIndex ReturnValue

CollapsedRowCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x5A.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

CollapsedRowCount (4 bytes): Unsigned 32-bit integer. This value specifies the total
number of rows in the collapsed category.

2.2.4.17.3 Failure Response Buffer

1 2 3
011]2[3[4(5|6]|7[8[9(0|1]|2|3[4(5(6|7|8]9|0]1[2(3 1
Ropld InputHandleIndex RetutnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x5A.

InputHandleIndex (1 byte): Unsigned8=bit integer. This index MUST be set to the
InputHandleIndex specified in the request.Mere information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation andhMUST NOT be set to.0x00000000.

2.2.4.18 RopGetCollapseState

This remote opgfation gets the eurrent collapse state of rows in a categorized table. More
detailed information about this @peration can be found in [MS-OXCTABL].

2.2.4.18.1 Request Buffer.

1 2 3
01 617(8[9|0(1({2|3|4(5(6]|7(8[9|0(1[{2]|3[4|5|6[7|8|9(0]|1
Ropld Logonld InputHandleIndex Rowld
RowlInstanceNumber
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x6B.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the 1
Server Object Handle Table where the handle for the input Server Object is sto
information about Server Objects can be found in section 3.

Rowld (8 bytes): 64-bit identifier. This identifier specifies the row p
CollapseState.

RowlInstanceNumber (4 bytes): Unsigned 32-bit integer. s valu
number of the row position to save in the CollapseState.

2.2.4.18.28uccess Response Buffer

1 3
01112|3(4(5(6(7(8[9(0(1[2]3 6|7 2(3(4[(5|6|7|8|9|0(1
Ropld ReturnValue
CollapseStateSize

llapseState (variable)

ed 8-bit integer. This ID specifies the type of remote operation and

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
10te operation and MUST be set to 0x00000000.

CollapseStateSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
CollapseState field.
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CollapseState (variable): Array of bytes. This field MUST contain the same number of
bytes as specified in the CollapseStateSize ficld. This array specifies a collapse state for a
categorized table.

2.2.4.18.3 Failure Response Buffer

1
0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

SN
p—
(98]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of tfeémote©peration,afie
MUST be set to 0x6B.

InputHandleIndex (1 byte): Unsigned 8-bit integer. Thissindex MUST be settothe
InputHandleIndex specified in the request. Met@&information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integéf. ¥Ehis value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.4.19 RopSetCollapseState

This remote operation restores the €ollapse state' of zows in a categorized table. More detailed
information about this operation can be found in [MS-=OXCTABL].

2.2.4.19.1 Request Buffer

1 2 3
0(1(2]3|4 1121314(5(6[7(8]9|0|1|2(3(4|5[6]7|8[|9]|0]|1
Ropld Logonld InputHandleIndex CollapseStateSize

CollapseState (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x6C.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

CollapseStateSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
CollapseState field.

CollapseState (variable): Array of bytes. This field MUST contain the same number of
bytes as specified in the CollapseStateSize field. This array specifies a collapse st
categorized table.

2.2.4.19.2Success Response Buffer

1
0(1(2(|3|4(5|6|7|8[9|0]|1(2({3|4|5(6|7|8|9

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit i . Thi ecifies the type of remote operation and
MUST be set to 0x6C.

InputHandleIndex
found in section 3.

specified in BookmarkSize. This array specifies the current cursor position.

4.19.3 Failure Response Buffer
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—_—
\S]
(O8]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
—

2(314|5(6|7|8(9(0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote oper;
MUST be set to 0x6C.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST
InputHandleIndex specified in the request. More information about S
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value
remote operation and MUST NOT be set to 0x00000000.

2.2.5 Message ROPs ‘

2.2.5.1 RopOpenMessage

This remote operation opens an existing me
about this operation can be found in [M

More detailed information

2.2.5.1.1 Request B

(%)

213(4(5|6(7(8]|9|0(1

uffer
819 3
\ InputHandleIndex | OutputHandleIndex

2
Logo
@ P Folderld

OpenModeFlags Messageld

d (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x03.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be‘stored

More information about Server Objects can be found in section 3.
CodePageld (2 bytes): 16-bit identifier. This value specifies which code p
for string values associated with the message.
opened.

OpenModeFlags (1 byte): 8-bit flags structure
specified in [MS-OXCMSG]. These flags contr

Messageld (8 bytes): 64-bit identifier. This

(O8]

SubjectPrefix
HasNamedProperties (variable)

NormalizedSubject (variable)

RecipientCount ColumnCount

RecipientColumns (variable)

RowCount RecipientRows (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x03.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

HasNamedProperties (1 byte): 8-bit Boolean. This value specifies whether the message has
named properties.

SubjectPrefix (variable): TypedString structure. The format of the TypedStringstructure is
specified in [MS-OXCDATA]. This value specifies the subject prefix of themmessage.

NormalizedSubject (variable): TypedString structure. The format of the TypedString
structure is specified in [MS-OXCDATA]. This value specifies the normaliZzed subjectof the
message.

RecipientCount (2 bytes): Unsigned 16-bit intgger. ThiSwalue specifies the number of
recipients on the message.

ColumnCount (2 bytes): Unsigned 16-bit integes, This walue specifies the number of
structures in the RecipientColumns field.

RecipientColumns (variable): Array©fPropertyTag struetures. This field MUST contain
ColumnCount tags. The format of.PtopertyTagis specified in [MS-OXCDATA]. This field
specifies the property valties that can be included‘in each RecipientRow.

RowCount (1 bytés): Unsigned 8-bit integer, This value specifies the number of rows in the
RecipientRows field.

RecipientRows (variable): List of OpenRecipientRow structures. This array MUST contain
the same numbér of structures as,specified in the RowCount field. The format of
OpenRecipientRow isfdefinedan section 2.2.5.1.2.1:

2.2.5.1:2:1 OpenRecipientRow structure

1 2 3
3 617(8[9|0(1({2]3|4(5[6]|7(8[9|0(1[{2|3]|4|5[6]|7(8[9]|0]1
RecipientType CodePageld Reserved
RecipientRow
RecipientRowSize (variable)
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RecipientType (1 byte): 8-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCMSG]. This enumeration specifies the type of recipient.

CodePageld (2 bytes): 16-bit enumeration. This value specifies the code page for the
recipient.

Reserved (2 bytes): Reserved. The server MUST specify 0x0000 for this value.

RecipientRowSize (2 bytes): Unsigned 16-bit integer. This value specifies the si
RecipientRow field.

RecipientRow (variable): RecipientRow structure. The format of this

in [MS-OXCDATA]. The size of this field MUST be the same numb
in the RecipientRowSize field.

2.2.5.1.3 Failure Response Buffer

1
0(1({2(|3|4(5]/6|7|8(9(0]1]|2(3|4

(%)

Ropld OutputHandleInde eturnValue

ed 32-bit integer. This value represents the status of the
OT be set to 0x00000000.

$ operation can be found in [MS-OXCMSG].

.2.1 Request Buffer
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1 2 3
O11(2|3[4(5(6[7(8[9]0[1[2[3(4|5|6|7|8(9|0(1[{2]3|4|5|6|7|8[9(0]1
Ropld Logonld InputHandleIndex | OutputHandleIndex
CodePageld Folderld
AssociatedFlag

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of témote operation and
MUST be set to 0x06. TS

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the Togomassaciated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integers, This indexyspecifies the location in the
Server Object Handle Table where the handle for the'input ServerObject is stored. More
information about Server Objects can be founddfi'Section 3:

OutputHandleIndex (1 byte): Unsigneds8-bit integer. This mdex specifies the location in
the Server Object Handle Table wherefthe handle for the output Server Object will be stored.
More information about Server Objéets can be found in section 3.

CodePageld (2 bytes): Unsigned 16-bit integer. This ID specifies the code page for the
message.

Folderld (8 bytes): 64-bitidentificr, Fhis ID specifies the parent folder.

AssociatedFlag (1 byte): 8-bit Boolean. This value specifies whether the message is a
Folder Associated Informatiofi message.

2:2.5¢2:2. Success Response Buffer

1 2 3
0 3 617181910 1(2(3[4(5(6[7(8]9]|0|1|2|3(4[5]/6|7|8]|9]|0]1
Ropld OutputHandleIndex ReturnValue

HasMessageld Messageld (optional)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x06.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the statusof the
remote operation and MUST be set to 0x00000000.

HasMessageld (1 byte): 8-bit Boolean. This value specifies whether the Messageldis 7S
present.

Messageld (8 bytes, optional): 64-bit identifier. This field MUST bepresent if
HasMessageld is non-zero and MUST NOT begresent if 1t 18 zero. ThisdDispecifies the
message ID of the created message.

2.2.5.2.3 Failure Response Buffer

1
0({112(3]|4(5|6(7|8(9|0|1]|2

213(4|5(6|7(8(|9(0]1

Ropld OutputHandlelndex ReturnValue

Ropld (1 byte): Unsigned8-bit integer, This ID specifies the type of remote operation and
MUST be set todx06.

OutputHandlelndex (1 byté): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue(4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operatiomiand MUST NOT be set to 0x00000000.

2.2.5.3 RopSaveChangesMessage

This remote operation commits the changes made to a message. More detailed information
about’this operation can be found in [MS-OXCMSG].

2.2.5.3.1 Request Buffer
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[a—
[\
(O8]

011]2[3[4(5|6]|7|8[9[0[1|2]|3]|4|5/6[7[8(9(0|1]|2]|3[4(5|6(7|8|9|0]1
Ropld Logonld ResponseHandlelndex | InputHandleIndex
SaveFlags

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x0C.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon asso€iated with this
operation.

4
ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table that is referenced in the respon§e. More,information about
Server Objects can be found in section 3.

InputHandleIndex (1 byte): Unsigned 8-bit integer, This indexyspecifies the location in the
Server Object Handle Table where the handle for thednput Server Object is stored. More
information about Server Objects can be founddmsection 3x

SaveFlags (1 byte): 8-bit flags structure-Lhe possible values for this flags structure are
specified in [MS-OXCMSG]. These flags specify how the save operation behaves.

2.2.5.3.2 Success Response Buffer

2 3
0[1]|2(3(4]5]6 910 3(4(916(7|8|9(0[1(2|3(4(5|6|7[8(9|0]|1
Ropld ResponseHandlelhdex ReturnValue
InputHandleIndex Messageld

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x0C.

ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
ResponseHandleIndex specified in the request. More information about Server Objects can
be found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

Messageld (8 bytes): 64-bit identifier. This value specifies the ID of the message saved.

2.2.5.3.3 Failure Response Buffer

1
011(2(3]4|5(6|7(8[9]|0|1|2]|3(4(5[6|7|8]9

Ropld ResponseHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies th
MUST be set to 0x0C.

of remote operation and

index MUST be set to the
n about Server Objects can

ResponseHandleIndex (1 byte): Unsigned
ResponseHandlelndex specified in the
be found in section 3.

ReturnValue (4 bytes)‘nsigned it 1 .“This value represents the status of the
remote operation and MUS

2.2.5.4 RopRem

This remote operati s from a message. More detailed information about
this operation caf'be

2.2.5.4. 1, RequestBuffer

1 2 3
0 516(7[8]9(0(1(2]|3(4(5|6|7(8]9|0({1[2|3[4|5[6|7|8[9|0]|1
Rop Logonld InputHandleIndex Reserved

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x0D.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

Reserved (4 bytes): Reserved. The client MUST specify this value as 0x00000000.

2.2.5.4.2 Response Buffer

1
0(1(2]3|4(5|6|7|8(9(0]|1]|2(3]4|5|6|7|8|9

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies th

of remote operation and

MUST be set to 0x0D.
InputHandleIndex (1 byte): Unsigned 8-bi x MUST be set to the
InputHandleIndex specified in the re i i out Server Objects can be

found in section 3.

ReturnValue (4 bytes)‘nsigned
remote operation.

2.2.5.5 RopMo

This remote operati
about this oper: c

2.2.5.5. Ly RequestBuffer

0 56789(1)1234567893123456789(3)1
Rop Logonld InputHandleIndex ColumnCount
RecipientColumns (variable)
RecipientRows
RowCount (variable, optional)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0xOE.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stofedsMore
information about Server Objects can be found in section 3.

ColumnCount (2 bytes): Unsigned 16-bit integer. This value specifi€s the number of 7S
structures in the RecipientColumns field.

RecipientColumns (variable): Array of PropertyTag structures. This field MUST contain
ColumnCount tags. The format of PropertyTaglis specified in [MS-OXCDATA]. This field
specifies the property values that can be included for each RecipientRow.

RowCount (2 bytes): Unsigned 16-bit integer.gFhis value specifics the number of rows in
the RecipientRows field.

RecipientRows (variable): List of MédifyRecipientRow structures. This array MUST
contain the same number of structuges as specified,in the RowCount field. The format of
ModifyRecipientRow i§ defined in'section 2.2.5:5.1u1:

2.2.5.5.1.1 ModifyRecipientRow

1 2 3
01234M4m6789012345678901
Rowld

RecipientRow
RecipientType RecipientRowSize (variable, optional)

Rowld (4 bytes): Unsigned 32-bit integer. This value specifies the ID of the recipient row.

RecipientType (1 byte): 8-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCMSG]. This enumeration specifies the type of recipient.
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RecipientRowSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
RecipientRow field.

RecipientRow (variable, optional): RecipientRow structure. This field MUST be present
when the RecipientRowSize field is non-zero and MUST NOT be present otherwise. The
format of this structure is specified in [MS-OXCDATA]. The size of this field MUST be the
same number of bytes as specified in the RecipientRowSize field.

2.2.5.5.2 Response Buffer

1 2 3
0]1(2[3[4(5|6]|7|8[9[0|1|2]|3]|4|5|6[7|8(9|0]|1|2|3|4 9101
Ropld InputHandleIndex ReturnValue .

Ropld (1 byte): Unsigned 8-bit integer. This IDspecifies the type of remetéoperation and
MUST be set to 0xOE.

InputHandleIndex (1 byte): Unsigned 8-bit intéger. Thisyindex MUST be set to the
InputHandleIndex specified in the request. IMore mformation.about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned32-bit integer.yThis value represents the status of the
remote operation.

2.2.5.6 RopReadRecipients

This remote operation'gets recipient details from a message. More detailed information about
this operation can besfeund in [MS-OXEMSG].

2.2.5.6.1 Request Biiffer

2 3
2(314|5|6(7(8(9(0(1]|2|3]4(5|6(7|8]|9(0]]1
Ropld Logonld InputHandleIndex Rowld
Reserved

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0xOF.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

Rowld (4 bytes): Unsigned 32-bit integer. This value specifies the recipient to star

Reserved (2 bytes): Reserved. This value MUST be set to 0x0000. Server be
undefined if this is not set to otherwise.

2.2.5.6.2 Success Response Buffer

1
0(1({2(|3|4(5|6|7|8[9|0]|1(2({3|4|5(6|7|8|9

Ropld InputHandleIndex

2.2.5.6.2.1 ReadRecipientRow structure
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0123456789(1)123456789(2)123456789(3)1
Rowld
RecipientType CodePageld Reserved
RecipientRow:
RecipientRowSize (variable)

Rowld (4 bytes): Unsigned 32-bit integer. This value specifies the ID of thedecipientirowy.

RecipientType (1 byte): 8-bit enumeration. The possible val@ies for this enumeration are
specified in [MS-OXCMSG]. This enumeration specifies the type of recipient.

CodePageld (2 bytes): 16-bit enumeration. This value specifiesithe code page for the
recipient.

Reserved (2 bytes): Reserved. The server MUST specify 0X0000 for this value.

RecipientRowSize (2 bytes): Unsignéd 16-bitiinteger. Thi$ value specifies the size of the
RecipientRow field.

RecipientRow (variable): RéecipientRewsstructure.” The format of this structure is specified
in [MS-OXCDATA}, The size of this field MUST be the same number of bytes as specified
in the RecipientRowSize field.

2.2.5.6.3 Failufe Response Buffer

[\
(O8]

012 1(2(3]|4|5(6|7|8(9]0]|1(2({3|4|5({6|7|8({9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0xOF.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

113 0f 233
[MS-OXCROPS] - v0.1
Remote Operations (ROP) List and Encoding Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008




ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.5.7 RopReloadCachedInformation

This remote operation gets message and recipient information from a message. More detaile
information about this operation can be found in [MS-OXCMSG].

2.2.5.7.1 Request Buffer

—_

2
0(1(2]3|4(5]|6|7|8[9]|0]|1(2(3|4|5(/6|7|8(9]|0]|1(2]|3

Ropld Logonld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This Qpeciﬁes
MUST be set to 0x10.

Logonld (1 byte): Unsigned 8-bit integer.

operation.
InputHandleIndex (1 byte): Unsi ) dex specifies the location in the
Server Object Handle T input Server Object is stored. More

information about Serve

[\
(O8]

9(01112(3(4[5|6(7(8]|9|0(1

InputHandleIndex ReturnValue

SubjectPrefix
HasNamedProperties (variable)
NormalizedSubject (variable)
RecipientCount ColumnCount
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RecipientColumns (variable)

RecipientRows
RowCount (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x10.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation and MUST be set to 0x00000000.

HasNamedProperties (1 byte): 8-bit Boolean. This value specifies whether the message has
named properties.

SubjectPrefix (variable): TypedString stru¢ture. The, format of the TypedString structure is
specified in [MS-OXCDATA]. This valuespecifies the subjeet prefix of the message.

NormalizedSubject (variable): TypedString structure. The format of the TypedString
structure is specified in [MS-OXCDATA]. This value specifies the normalized subject of the
message.

RecipientCount (2 bytes): Unsigned 16-bitinteger. This value specifies the number of
recipients on the message.

ColumnCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
structures in the RecipientCelumns field.

RecipientColumns (variable): Array of PropertyTag structures. This field MUST contain
ColunmCeunt tags. The format of PropertyTag is specified in [MS-OXCDATA]. This field
specifies the property values that can be included for each RecipientRow.

RowCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of rows in
the RecipientRows field.

RecipientRows (variable): List of OpenRecipientRow structures. This array MUST contain
the same number of structures as specified in the RowCount field. The format of
OpenRecipientRow is defined in section 2.2.5.1.2.1.
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2.2.5.7.3 Failure Response Buffer

1
0(1(2]|3|4(5]|6]7|8(9(0]1]|2(3[4|5|6(7|8|9(0]1]|2(3]|4|5(6|7|8(9(0]|1

[\
W

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote ope
MUST be set to 0x10.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUS
InputHandleIndex specified in the request. More information about S
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This v
remote operation and MUST NOT be set to Ox(’OOOOO.

2.2.5.8 RopSetMessageStatus

This remote operation sets the status of a me fo More detailed information

(8]

2(3(4|5(6|7|8(9]0]1

InputHandleIndex Messageld

MessageStatusFlags

MessageStatusMask

opld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
ST be set to 0x20.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

Messageld (8 bytes): Unsigned 64-bit integer. This ID specifies the message for which the
status will be changed.

MessageStatusFlags (4 bytes): 32-bit flags structure. This structure contains status flags to
set on the message. The possible values for this structure are specified in [MS-OXCMSG}s

MessageStatusMask (4 bytes): 32-bit bitmask. This bitmask specifies which®its in the
MessageStatusFlags field are to be changed.

2.2.5.8.2 Success Response Buffer

1
O[1({2(3|4(5]/6|7|8|9(0]1]|2(3[4|5|6|7]|8
Ropld InputHandleIndex ReturnValue
MessageStatusFlags

Ropld (1 byte): Unsigned 8-bit integer.«This ID specifies, thefype of remote operation and
MUST be set to 0x20.

InputHandleIndex (1 byte): Unsigned,8-bit integer, This index MUST be set to the
InputHandleIndex specifiedfin the request. More information about Server Objects can be
found in section 3¢

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operationfand MUST be set to 0x00000000.

MessageStatusKElags (4 bytes): 32-bit flags structure. This structure contains the status flags
that werg sct on'the message/before this operation. The possible values for this structure are

specified in [MS-OXCMSG].

2.2.5.8.3 “Failure Response Buffer

1
1(2(34|5(6[7[8|9(0({1|2|3(4[5|6|7|8|9

S N
p—
(98]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x20.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.5.9 RopGetMessageStatus

This remote operation returns the status of a message in a folder. More detailedinformation
about this operation can be found in [MS-OXCMSG].

4
2.2.5.9.1 Request Buffer

[a—
(O8]

0({112(314(5|6(7|8[9|0(1]2(3]|4(5 7|8 213 6(718(9|0]1

Ropld Logonld InputHandleIndex Messageld

Ropld (1 byte): Unsigned 8-bit integer.y This ID speeifies the type of remote operation and
MUST be set to 0x4F.

Logonld (1 byte): Unsigned 8-bitinteger. This ID specifies the logon associated with this
operation.

InputHandleIndex (kbyte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

Messageld (8 bytes): Unsigned 64-bit integer. This ID specifies the message for which the
status will be returned.

2.2.5.9.2 Success Response Buffer

1
2(314|5(6(7(8]9]|0(1({2(3]|4(5]|6|7|8(9

SN
—
(8]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue
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MessageStatusFlags

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x20. Note: The Ropld of the response for this ROP response buffer does
not match the Ropld of the ROP request buffer.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index refers to the handle in the
Server Object Handle Table used as input for this operation. More information about ‘Serven
Objects can be found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents thesStatus of the
remote operation.

. . . 4
MessageStatusFlags (4 bytes): 32-bit flags structure. This structure contaifis status flags set
on the message. The possible values for this structure are specified in [MS-OXCMSG].

2.2.5.9.3 Failure Response Buffer

1
0(1({2]|3|4(5]/6|7|8(9(0|1]|2(3|4

W

41516(7(8|9(0]1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 84bit integer: This ID specifies the type of remote operation and
MUST be set to 0x20:, Note: ThesRopld of the response for this ROP response buffer does
not match the Ropld-ofthe ROP request buffer.

InputHandleIndex (1'byte): ‘Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex speCified 1 the request. More information about Server Objects can be
found in section 3.

ReéturnValue (4 bytes):Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.25.10 RopSetReadFlags

This remote operation sets the read flag for messages in a folder. More detailed information
about this operation can be found in [MS-OXCMSG].

2.2.5'10.1 Request Buffer
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[a—
[\

3

O11(2|3[4(5(6(7(8[9(0[1(2]3[|4|5|6]|7|8(9(0(1[2]3]|4|5(6(7[8]9|0]1
Ropld Logonld InputHandleIndex | WantAsynchronous
ReadFlags MessageldCount Messagelds (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x66.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associdted with,this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This,index specifies, thelocation in the
Server Object Handle Table where the handle fof the input Server Object 18 stored. More
information about Server Objects can be found in section 3.

WantAsynchronous (1 byte): 8-bit Boolean +This,value specifies whether the operation is to
be executed asynchronously with status repogted via RepProgress.

ReadFlags (1 byte): 8-bit flags structire. Theypossible values for this flags structure are
specified in [MS-OXCMSG]. These flags specifythe flags to set.

MessageldCount (2 bytes): dblnsigned 16=bit integer. This value specifies the number of
identifiers in the Messagelds field.

Messagelds (variable): Acray of 64-bit identifiers. This field MUST contain the same
number of identifiers as specificd in the'MessageldCount field. These IDs specify the
messages that are to haye theirread flags changed.

2.2.5.10.2Response Buffer

1 2 3
617(8[9|0|1(2[3]|4(5{6|7|8[9|0|1({2|3(4|5|6[7|8|9(0]1
Ropld InputHandleIndex ReturnValue
PartialCompletion

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x66.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

PartialCompletion (1 byte): 8-bit Boolean. This value indicates whether the operation was
only partially completed.

2.2.5.11 RopSetMessageReadFlag

This remote operation sets or clears the message read flag. More detailed informatiomabout
this operation can be found in [MS-OXCMSG].

2.2.5.11.1Request Buffer y
1 3
011(2|3(4(5(6[7(8[9(0({1]|2]|3]|4]|5 718 1{2(3 6|7(8|9(0]1
Ropld Logonld ResponseHandlelndex | InputHandleIndex
ReadFlags (optional) ClientDatay(24 bytes, optional)

Ropld (1 byte): Unsigned 8-bit integery, This ID specifies the type of remote operation and
MUST be set toOxT11.

Logonld(1 byte): nsigned 8-bit integer. This ID specifies the logon associated with this
operation.

ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table that is referenced in the response. More information about
Senver Objects'ean be found in section 3.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Setver Object Handle Table where the handle for the input Server Object is stored. More
infarmation about Server Objects can be found in section 3.

ReadFlags (1 byte, optional): 8-bit flags structure. This field MUST be present when the
logon associated with Logonld was created with the Private flag unset (see [MS-OXCSTOR]
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for more information) and MUST NOT be present otherwise. The possible values for this
flags structure are specified in [MS-OXCMSG].

ClientData (24 bytes, optional): Array of 24 bytes. This field MUST be present when the
logon associated with Logonld was created with the Private flag unset (see [MS-OXCSTOR]
for more information) and MUST NOT be present otherwise. This value specifies the
information that is returned to the client in a successful response.

2.2.5.11.28uccess Response Buffer

1 2 3
0[1({2(3[4|5(6|7|8]9]|0(1]|2[3(4|5|6|7[8(9(0|1|2]|3|4 91011
Ropld ResponseHandleIndex ReturnValue .

ReadStatusChangedn Logonld (eptional)

ClientData (24 bytes, optional)

Ropld (1 byte): Unsigned 8-bit integér. This ID specifies the type of remote operation and
MUST be set to Ox11.

ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
ResponseHandlelndex specifiediin the request. More information about Server Objects can
be found in section 3:

ReturnValue (4ytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

ReadStatusChanged (1 byte): 8-bit Boolean. This value specifies whether the read status of
apublic folder’s messagethas changed.

Logonld (1 byte, optional): Unsigned 8-bit integeter. This field MUST be present when the
valu€ in the ReadStatusChanged field is non-zero and MUST NOT be present otherwise.
This value MUST be set to the Logonld specified in the request.

ClientData (24 bytes, optional): Array of 24 bytes. This field MUST be present when the
valueyin the ReadStatusChanged field is non-zero and MUST NOT be present otherwise.
This value MUST be set to the ClientData field in the request.

2.2.5.11.3 Failure Response Buffer
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p—
[\
W

011(2(3]|4|5(6|7(8[9]|0|1|2|3(4(5[6|7|8]9

S
[a—

213(4(5|6|7(8]9]|0]|1

Ropld ResponseHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to Ox11.

ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST besct to,the
ResponseHandlelndex specified in the request. More information about Server Objeets ean
be found in section 3. 'S

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.5.12 RopOpenAttachment

This remote operation opens an attachment of a messages, More detailed information about
this operation can be found in [MS-OXCMSGHt

2.2.5.12.1 Request Buffer

1 2 3
O[1[{2(|3|4|5]|6|7 01 9(0(112(3(4[5|6(7[8]|9|0]1
Ropld Logonld InputHandleIndex | OutputHandleIndex
OpenAttachmentFlags Attachmentld

Ropld (1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0x22:

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

OpenAttachmentFlags (1 byte): 8-bit flags structure. This structure contains flags for
opening attachments. The possible values for this structure are specified in [MS-OXCMSG].

AttachmentID (4 bytes): Unsigned 32-bit integer. This ID specifies which attachment is to
be opened.

2.2.5.12.2 Response Buffer

1 2 3
011]2[3[4(5|6]|7[8[9(0|1]|2|3[4(5(6|7|8]9|0]1[2(3 1
Ropld OutputHandleIndex RetutnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x22.

OutputHandleIndex (1 byte): Unsigneds8-bit integer.. This mndex MUST be set to the
OutputHandleIndex specified in the fequest. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.5.13 RopCreateAttachment

This remote opgfation creates anew attachment on a message. More detailed information
about this operation can be found'in [MS-OXCMSG].

2.2.5.13.1 Request Buffer.

1 2 3
0|1 6|718|910|1(2(3[4(5(6[7(8[9]|0|1|2(3(4[5]/6|7|8|9]|0]1
Ropld Logonld InputHandleIndex | OutputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x23.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be‘stored.
More information about Server Objects can be found in section 3.

2.2.5.13.28uccess Response Buffer

1 2
0({112(3]|4(5|6(7[8|9|0[1|2(3[4(5|6|7|8(9]|0[1]|2]3 1
Ropld OutputHandleIndex ReturnValue

Attachmentld

Ropld (1 byte): Unsigned 8-bit integeraThis ID specifies,thetype of remote operation and
MUST be set to 0x23.

OutputHandleIndex (I'byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specifiéd in the request. More information about Server Objects can be

found in section 3¢

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation‘and MUST be set to 0x00000000.

AttachmentID (4 bytes): Unsigned 32-bit integer. This ID refers to the attachment created.

2:2.5013.3 Failure Response Buffer

1 2 3
0 3 61718191011 |2|3|4(5(6(7(8[9]|0]1]|2|3(4(5(6[7[8]9|0]1
Ropld OutputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x23.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.5.14 RopDeleteAttachment

This remote operation deletes an attachment on a message. More detailedfiforimation.about
this operation can be found in [MS-OXCMSG].

4
2.2.5.14.1 Request Buffer

[a—
(98]

0({112(3]14(5|6(7|8[9|0(1]|2(3]|4]5 718 213 6(718[9|0]1

Ropld Logonld InputHandleIndex Attachmentld

Ropld (1 byte): Unsigned 8-bit integer. This IB specifiesithe type of remote operation and
MUST be set to 0x24.

Logonld (1 byte): JUnsigned 8:-bit integer. »This ID specifies the logon associated with this
operation.

InputHandleIndex(hbyte): Unsignedi8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More

information about Seryer Objects ean be found in section 3.

Attachmentld (4 bytes): Unsigned 32-bit integer. This ID specifies the attachment to be
deleted.

2.2.5.14.2 Response Buffer

1
1(2(3]|4|5(6[7[8|9(0(1(2]|3(4[5|6|7(8|9|0({1[2]|3(4|5|6[7|8|9(0]1

[\
(O8]

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x24.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of'the
remote operation.

2.2.5.15 RopSaveChangesAttachment

This remote operation commits the changes made to an attachment. Meofe detailed
information about this operation can be found in [MS-OXCMSG]. 'S

2.2.5.15.1 Request Buffer

1 3
0123456789012345#7&9 2131(4|516|7(8|9|0|1
Ropld Logonld ResponseHandleIndex’' | InputHandleIndex

SaveFlags

Ropld (1 byte): Unsigned 8-bit integer. This I specifies the type of remote operation and
MUST be set to 0x25.

Logonld (1 byte):“Unsigned 8-bit,integer. “This ID specifies the logon associated with this
operation.

ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table that is referenced in the response. More information about
Server Objects can be found i section 3.

InputHandleIndex'(1 byte): Unsigned 8-bit integer. This index specifies the location in the
ServerObject Handle Table where the handle for the input Server Object is stored. More
informationabeut Server Objects can be found in section 3.

SaveFlags (1 byte): 8-bit flags structure. The possible values for this flags structure are
specified in [MS-OXCMSG]. These flags specify how the save operation behaves.

2.2.5:15.2 Response Buffer
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p—
[\
W

011(2(3]|4|5(6|7(8[9]|0|1|2|3(4(5[6|7|8]9

S
[a—

213(4(5|6|7(8]9]|0]|1

Ropld ResponseHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x25.

ResponseHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST besct to,the
ResponseHandlelndex specified in the request. More information about Server Objeets ean
be found in section 3. 'S

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation.

2.2.5.16 RopOpenEmbeddedMessage

This remote operation opens an attachment as a messages More detailed information about
this operation can be found in [MS-OXCMSGHt

2.2.5.16.1 Request Buffer

1 2 3
O[1[{2(|3|4|5]|6|7 01 910({1]2|3]4|5(6|7|8[9]0]1
Ropld Logonld InputHandleIndex | OutputHandleIndex
CodePageld OpenModeFlags

Ropld (1 byte): Unsigned 8-bitinteger. This ID specifies the type of remote operation and
MUST beiset to 0x46.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
mformation about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

128 of 233
[MS-OXCROPS] - v0.1
Remote Operations (ROP) List and Encoding Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008



CodePageld (2 bytes): 16-bit identifier. This value specifies which code page is used for
string values associated with the message.

OpenModeFlags (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCMSG]. These flags control the access to the message.

2.2.5.16.2Success Response Buffer

\9]

1
0[1(2(3|4(5[6|7|8[9]0]|1|2(3|4|5(6[7|8(9]|0|1(2]3

Ropld OutputHandleIndex Return

HasNamedProperties

‘ ColumnCount
RecipientColumns (variable)
RecipientRows
RowCount (variable)

it integer. This ID specifies the type of remote operation and

dex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
dex specified in the request. More information about Server Objects can be
und in section 3.

rnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
¢ operation and MUST be set to 0x00000000.

Reserved (1 byte): Reserved. This value MUST be set to 0x00
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Messageld (8 bytes): 64-bit identifier. This value specifies the ID of the embedded message.

HasNamedProperties (1 byte): 8-bit Boolean. This value specifies whether the message has
named properties.

SubjectPrefix (variable): TypedString structure. The format of the TypedString structure is
specified in [MS-OXCDATA]. This value specifies the subject prefix of the message.

NormalizedSubject (variable): TypedString structure. The format of the TypedString
structure is specified in [MS-OXCDATA]. This value specifies the normalized'subject of the
message.

RecipientCount (2 bytes): Unsigned 16-bit integer. This value specifies the atmbetof *
recipients on the message.

ColumnCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
structures in the RecipientColumns field.

RecipientColumns (variable): Array of PropertyTagstructures. Fhis field MUST contain
ColumnCount tags. The format of PropertyTagiis specified in [MS-OXCDATA]. This field
specifies the property values that can be included for each ‘ReeipientRow.

RowCount (2 bytes): Unsigned 16-bit'integer. This valuespecifies the number of rows in
the RecipientRows field.

RecipientRows (variable): List of OpenRecipientRow structures. This array MUST contain
the same number @fistructures as,specified imthe RowCount field. The format of
OpenRecipientRows defined in'seéetion 2.2.5.1.2.1.

2.2.5.16.3 Failure Résponse Buffer

[\
(8]

0(1]2]834 819 2(314|5(6[7|8(9]0|1(2(3|4|5[6|7|8({9|0]|1

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x46.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.5.17 RopGetAttachmentTable

This remote operation gets the attachment table of a message. More detailed information
about this operation can be found in [MS-OXCMSG].

2.2.5.17.1 Request Buffer

1 2
O11(2|3[4(5(6(7(8[9(0[1]2|3[|4|5|6]|7|8(9(0(1[2]3 1
Ropld Logonld InputHandlelndex: |, OutputHandleIndex

TableFlags

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x21.

Logonld (1 byte): Unsigned 8-bit integér. "This ID speeifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned8-bit integer.» This index specifies the location in the
Server Object Handle Table 4vhere the handle for the input Server Object is stored. More
information about Setver Objects ean be foundyin section 3.

OutputHandleIndexs(1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Objeét Handle Table,where the handle for the output Server Object will be stored.
More information about ServerObjects can be found in section 3.

TableFlags (1 byte): 8-bitflags structure. This structure contains flags controlling the type
of table. The possible values for this structure are specified in [MS-OXCMSG].

2.2.5.17.2Response Buffer

1
1(2(3]|4|5(6[7[8|9(0({1(2|3(4[5|6|7[8|9(0({1]|2|3[{4|5|6[7|8|9(0]1

[\
(O8]

Ropld OutputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x21.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of'the
remote operation.

2.2.6 Transport ROPs

2.2.6.1 RopSubmitMessage

This remote operation submits a message for sending. More detailed information aboutthis
operation can be found in [MS-OXOMSG].

2.2.6.1.1 Request Buffer

1 2 3
0(1(2]3|4(5]/6|7|8[9]0[|1|2(3|4]|5 012 41516(7(8]9(0]1
Ropld Logonld InputHandlelndex SubmitFlags

Ropld (1 byte): Unsigned 8-bit infeger. This 1D specifies the type of remote operation and
MUST be set to 0x32.

Logonld (1 byte):" Unsigned 8-bit integer.“This ID specifies the logon associated with this
operation.

InputHandleIndex (1'byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Fable where the handle for the input Server Object is stored. More
informatien about Sérver Objects can be found in section 3.

SubmitFlags (1 byte):n8:=bit flags structure. This structure contains flags specifying special
behavior for submitting the message. The possible values for this structure are specified in
[MS:0XOMSG].

2:2.6.1.2 Response Buffer

1 2 3
213(4(5(6(7|8[9(0(1({2[3[{4[5[|6|7|8|9|0|1[2(3[4[5|6]7|8]|9]0
Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x32.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects ¢
found in section 3.

be

remote operation.

2.2.6.2 RopAbortSubmit

This remote operation aborts a previous message submission.
about this operation can be found in [MS-OXOMSG].

2.2.6.2.1 Request Buffer

1 3
O[1[2(3[4|5|6|7|8(9|0|1 617!8(9|0(1
Ropld Folderld

Messageld

gned 8-bit integer. This ID specifies the type of remote operation and

e): Unsigned 8-bit integer. This ID specifies the logon associated with this

putHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
mation about Server Objects can be found in section 3.

Folderld (8 bytes): 64-bit identifier. This ID specifies the folder where the submitted
message is located.
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Messageld (8 bytes): 64-bit identifier. This ID specifies the submitted message.

2.2.6.2.2 Response Buffer

\S}
(98}
|

1
0({1]12(3]|4(5|6(7[8(9]0(1|2(3]{4(5|6(7|8(9|0(1]|2(3|4|5(6]{7(8]|9(0]1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of i@mote operation and
MUST be set to 0x34. <

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thisiwalue represents the status of the
remote operation.

2.2.6.3 RopGetAddressTypes

This remote operation returns the type of recipiénts handled by a transport provider. More
detailed information about this opefation can be found in [MS-OXOMSG].

2.2.6.3.1 Request Buffer

1 2
01 41516|7(8(9|0(1(2|3|4|5(6|7|8(9|0]1

(8]

0(1(2|3]4|5

Ropld Logonld InputHandlelndex

Ropld,(1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x49:

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

2.2.6.3.2 Success Response Buffer
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[a—
\®]
(98]

011]2[3[{4(5|6]|7|8[9(0|1|2]|3]|4|5[|6(7|8|9|0]|1[|2]|3]|4]|5|6|7|8[9(0|1
Ropld InputHandleIndex ReturnValue
AddressTypeCount
AddressTypeSize AddressTypes (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of témote operation and
MUST be set to 0x49. TS

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thiswalue represents the status of the
remote operation and MUST be set to 0x00000000:

AddressTypeCount (2 bytes): Unsignedgh6-bit integer. ¥This value specifies the number of
strings in the AddressTypes ficld.

AddressTypeSize (2 bytes): Unsigned,l6-bit integer, This value specifies the length of the
AddressTypes field.

AddressTypes (variable): List of null-terminated ASCII strings. This field MUST contain
the same number of string specified in the AddressTypeCount field and MUST have the
same number of total characters as specified in the AddressTypeSize field.

2.2.6.3.3 Failure Responsé Buffer

1 2 3
4156 91011(2(3(4(5[6[7[8{9|0]|1|2|3]4|5|6|7|8|9(0(1
Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x49.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7 Property ROPs

2.2.7.1 RopGetPropertyldsFromNames

This remote operation gets property IDs for specified property names. More detailed
information about this operation can be found in [MS-OXCPRPT].

2.2.7.1.1 Request Buffer

—_

2
0({112(3]|4(5|6(7|8[9|0[1[2|3]|4(5|6(7|8[9|0

4
3
0

2

Ropld Logonld InputHandlelndex Flags

PropertyNameCount PropertyNames (variable)

Ropld (1 byte): Unsigned 8-bit integer. This I specifies the type of remote operation and
MUST be set to 0x56.

Logonld (1 byte):“Unsigned 8-bit,integer. “This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Linsigned 8-bit integer. This index specifies the location in the
Server Object Handle Fable where,the handle for the input Server Object is stored. More
informatien about Sérver Objects can be found in section 3.

Flags (I byte): 8-bit flags structure. This structure contains flags for controlling the behavior
of this operation. The possible values for this structure are specified in [MS-OXCSTOR].

PropertyNameCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
structures in the PropertyNames field.

PropertyNames (variable): List of PropertyName structures. This field MUST contain the
same number of structures as specified in the PropertyNameCount field. The format of a
PropertyName structure is specified in [MS-OXCDATA]. This field specifies the Property
Names requested.
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2.2.7.1.2 Success Response Buffer

0123456789(1)1234567893123456789(3)1
Ropld InputHandleIndex ReturnValue
PropertyldCount
Propertylds (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of rémote operation afid
MUST be set to 0x56.

InputHandleIndex (1 byte): Unsigned 8-bit integer. Thigindex MUST be set'to the
InputHandleIndex specified in the request. Mote information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

PropertyldCount (2 bytes): Unsigned 16-bitinteger. Thisvalue specifies the number of
Propertyld structures in the Propertylds field.

Propertylds (variable): Arfay.of Propertylds structures. This field MUST contain the same
number of structures as specified in the PropertyldCount field. The format of the Propertyld
structure is specified in [MS-OXCDATA]. This field lists the Propertylds associated with the
requested PropertyNames.

2.2.7.1.3 Failure Response Buffer

\®]
(%)

415 0(1]2]|314(5]|6]|7(8[9]|0(1[2]|3(4[5|6(7(8]|9]|0(1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x56.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.2 RopGetNamesFromPropertylds

This remote operation gets property names for specified property IDs. More detailed
information about this operation can be found in [MS-OXCPRPT].

2.2.7.2.1 Request Buffer

—_

2
0(1({2]314(5]|6|7|8[9|0]|1(2(3|4|5(/6|7|8|9]|0

1 7

Ropld Logonld InputHandleIndex PropettyldCount

Propertylds (variable)

Ropld (1 byte): Unsigned 8-bit integen This, ID specifiesithe type of remote operation and
MUST be set to 0x55.

Logonld (1 byte): Unsigned 8-bit integer. This IDispecifies the logon associated with this
operation.

InputHandleIndex (F'byte): Unsighed 8-bit integer. This index specifies the location in the
Server Object Handleskablewvhere the handle for the input Server Object is stored. More
information abofit Server Objeets can be found in section 3.

PropertyldCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
Propertyld structutes in the Propertylds field.

Propertylds (variable): Array of Propertylds structures. This field MUST contain the same
number of struetures as specified in the PropertyldCount field. The format of the Propertyld
struCture is speeified in [MS-OXCDATA]. This field specifies which Propertylds to retrieve
fames for.

2.2.7.2.2 Success Response Buffer
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[a—
[\
(98]

O011(2|13[4(5(6(7(8[9]0[1[2(3[4|5|6]|7|8(9(0[1[2{3|4|5(6[7[8]|9|0]1
Ropld InputHandleIndex ReturnValue
PropertyNameCount

PropertyNames (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of témote operation and
MUST be set to 0x55. TS

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thiswalue represents the status of the
remote operation and MUST be set to 0x00000000:

PropertyNameCount (2 bytes): Unsigned,16-bit integen, This'value specifies the number of
structures in the PropertyNames field¢

PropertyNames (variable): List of' PropertyName structures. This field MUST contain the
same number of structures as@pecified m the PropertyNameCount field. The format of a
PropertyName stracture is speeified in [MS=OXCDATA]. This field lists the Property Names
for the Property Ids requested.

2.2.7.2.3 Failufe Response Buffer

[\
(O8]

012 1[2(3|4|5(6|7|8(9|0|1(2{3|4(5({6|7|8[9|0]|1

Ropld InputHandlelndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x55.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.3 RopGetPropertiesSpecific

This remote operation gets property values for specified property tags. More detailed
information about this operation can be found in [MS-OXCPRPT].

2.2.7.3.1 Request Buffer

0123456789(1)12345678931234 (3)1
Ropld Logonld InputHandleIndex PropértySizeL injt
WantUnicode Property TagCount

RtopertyTags (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x07.

Logonld (1 byte): Unsigned 8-bitinteger. This'ID,specifies the logon associated with this
operation.

InputHandleIndex (hbyte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can'befound in section 3.

PropertySizeLimit (2dytes):. Unsigned 16-bit integer. This value specifies the maximum
size allowed for a pfoperty value returned.

WantUnicode (2 bytes): 16-bit Boolean. This value specifies whether to return string
propetties inUnicode.

PropertyTagCount (2 bytes): Unsigned 16-bit integer. This value specifies how many tags
are present in PropertyTags.

PropertyTags (variable): Array of PropertyTag structures. This field MUST contain
PropértyTagCount tags. The format of PropertyTag is specified in [MS-OXCDATA]. This
field specifies the properties requested.

2.2.7.3.2 Success Response Buffer
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[a—
\®]
(O8]

0(1({2(3|4(5](6|7|8(9]{0]|1|2(3|4|5(|6[7|8|9

S
p—

2(314|5(6[7|8(9(0]1

Ropld InputHandleIndex ReturnValue

RowData (variable, optional)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x07.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUSTE be sét'to then 4
InputHandleIndex specified in the request. More information abeut ServerObjects canbe
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integef This value represents the status of the
remote operation and MUST be set to 0x00000000.

RowData (variable): PropertyRow structure +Theformatiof the PrapertyRow structure is

specified in [MS-OXCDATA] and the colunins used for thesérows were those specified in
the PropertyTags field in the request.

2.2.7.3.3 Failure Response Buffer

[\
(8]

0(1(2|3]|4|5 910 3(4(516(7(8]9(0[1({2|3[4|5|6[7|8|9(0]1

Ropld InputHandlelndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x07.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.
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2.2.7.4 RopGetPropertiesAll

This remote operation gets all the property values for an object. More detailed information
about this operation can be found in [MS-OXCPRPT].

2.2.7.4.1 Request Buffer

1 2 3
O[1[{2]3|4(5](6|7|8[9]0]|1(2(3]|4]|5(6|7|8(9[0]|1(2[3[4|5|6[7|8[9[0]]1
Ropld Logonld InputHandleIndex PropetrtySizeLimit
WantUnicode

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remoté operation and
MUST be set to 0x08.

Logonld (1 byte): Unsigned 8-bit integer. ThisJID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. “This index speeifies the location in the
Server Object Handle Table where the handledortheéinput Server Object is stored. More
information about Server Objects can be found in section 3.

PropertySizeLimit (2 bytes): Unsigned 16-bitinteger. This value specifies the maximum
size allowed for a property. value rétutned.

WantUnicode (2 bytes): 16-bit Boolean. This value specifies whether to return string
properties in Unicode:

2.2.7.4.2 SuccessdResponse Buffer

2 3
0(1(2]3/4 819 2(314|5(6(7|8(9]0]|1(2]3]|4|5[6]|7|8]9]|0(1
Ropld InputHandleIndex ReturnValue
PropertyValueCount

PropertyValues (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x08.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

PropertyValueCount (2 bytes): Unsigned 16-bit integer. This value specifies the ntimbes,of
PropertyValue structures present in PropertyValues.

PropertyValues (variable): List of PropertyValue structures. This field MBS contain the
same number of values as specified in PropertyValueCount. These valties arcthe,properties
defined on the object. .

2.2.7.4.3 Failure Response Buffer

1
012345678901234547& 213

Ropld InputHandleIndex ReturnValue

4 81910(1

Ropld (1 byte): Unsigned 8-bit intéger. This TD specifies the type of remote operation and
MUST be set to 0x08.

InputHandleIndéx (1 byte): “‘Unsigned 8-bitinteger. This index MUST be set to the
InputHandleIndex speeified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation. and MUSTINOT be set to 0x00000000.

2:2.75y RopGetPropértiesList

This réemete,operation gets the list of property tags for an object. More detailed information
about this opetation can be found in [MS-OXCPRPT].

2.2.7.5.1 Request Buffer

[a—
(\S]
(8]

2(314|5(6(7[8|9(0(12|3(4|5|6|7(8|9

(=)

1[2(3(4|5|6[7|8|9(0]]1

Ropld Logonld InputHandlelndex
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x09.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored.
information about Server Objects can be found in section 3.

2.2.7.5.2 Success Response Buffer

1
0(1(2(|3|4(5|6|7|8[9|0]|1(2({3|4|5(6|7|8|9

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit i . Thi ecifies the type of remote operation and
MUST be set to 0x09.

InputHandleIndex
found in section 3.

pecified in [MS-OXCDATA]. This field lists the property tags on the object.

.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x09.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.6 RopSetProperties

This remote operation sets property values for an objeet,More detailed information about this
operation can be found in [MS-OXCPRPT].

2.2.7.6.1 Request Buffer

1 3
011(2|3(4(5|6|7 0|1 112(3(4(5(6[7]8]9|0]1
Ropld Logonld InputHandleIndex PropertyValueSize
PropertyValues
PropertyValueCount (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be seét to 0x0A.

Legonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
Opecration.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

145 of 233
[MS-OXCROPS] - v0.1
Remote Operations (ROP) List and Encoding Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008




PropertyValueSize (2 bytes): Unsigned 16-bit integer. This value specifies the number of
bytes used for PropertyValueCount and PropertyValues.

PropertyValueCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
PropertyValue structures listed in the PropertyValues field.

PropertyValues (variable): List of PropertyValue structures. This field MUST contain the
same number of values as specified in PropertyValueCount. The format for PropertyValue
is specified in [MS-OXCDATA]. This field specifies the property values to be set orf'the
object.

2.2.7.6.2 Success Response Buffer

1 2
O0[1[2]3|4(5]|6|7|8[9|0]|1(2({3[|4|5(6|7|8[9|0|1(2]3 1
Ropld InputHandleIndex ReturnValue
PropertyProblemCount

PropertyPreblems

Ropld (1 byte): Unsigned 8-bit inféger. This D specifies the type of remote operation and
MUST be set to 0x0A.

InputHandleIndex (1 byte): ‘Unsigned 8-bitinteger. This index MUST be set to the
InputHandleIndex speeified in the tequest. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operationand MUST be set to 0x00000000.

PropertyProblemCount(2 bytes): Unsigned 16-bit integer. This value specifies the number
of PropertyRroblem structures in the PropertyProblems field.

PropertyProblems (variable): Array of PropertyProblem structures. This field MUST
¢ontain the same number of structures as specified in the PropertyProblemCount field. The
format for the PropertyProblem structure is specified in [MS-OXCDATA]

2.2.7,6.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x0A.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.7 RopSetPropertiesNoReplicate

This remote operation sets property values for an objeet without invoking replication. More
detailed information about this operation can bé found in [MS-OXCPRPT].

2.2.7.7.1 Request Buffer

1 2 3
011(2|3(4(5|6|7 0|1 910({1({2|3|4[5|6(7[8]|9]|0(1
Ropld Logonld InputHandleIndex PropertyValueSize
PropertyValues
PropertyValueCount (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be sét.to 0x79.

Legonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
Opecration.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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PropertyValueSize (2 bytes): Unsigned 16-bit integer. This value specifies the number of
bytes used for PropertyValueCount and PropertyValues.

PropertyValueCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
PropertyValue structures listed in the PropertyValues field.

PropertyValues (variable): List of PropertyValue structures. This field MUST contain the
same number of values as specified in PropertyValueCount. The format for PropertyValue
is specified in [MS-OXCDATA]. This field specifies the property values to be set orf'the
object.

2.2.7.7.2 Success Response Buffer

1 2
O0[1[2]3|4(5]|6|7|8[9|0]|1(2({3[|4|5(6|7|8[9|0|1(2]3 1
Ropld InputHandleIndex ReturnValue
PropertyProblemCount

PropertyProblems,(variable)

Ropld (1 byte): Unsigned 8-bit inféger. This D specifies the type of remote operation and
MUST be set to 0x79.

InputHandleIndex (1 byte): ‘Unsigned 8-bitinteger. This index MUST be set to the
InputHandleIndex speeified in the tequest. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operationand MUST be set to 0x00000000.

PropertyProblemCount(2 bytes): Unsigned 16-bit integer. This value specifies the number
of PropertyRroblem structures in the PropertyProblems field.

PropertyProblems (variable): Array of PropertyProblem structures. This field MUST
¢ontain the same number of structures as specified in the PropertyProblemCount field. The
format for the PropertyProblem structure is specified in [MS-OXCDATA].

2.2.77.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x79.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.8 RopDeleteProperties

This remote operation deletes property values for an object. Moredétailed information about
this operation can be found in [MS-OXCPRPE].

2.2.7.8.1 Request Buffer

1 2 3
011(2|3(4|5|6|7 0|1 9101123 [4(5(6[7(8]|9|0]1
Ropld Logonld InputHandleIndex PropertyTagCount

PropertyTags (variable)

Ropld (1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0x0B.

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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PropertyTagCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
PropertyTag structures in the PropertyTags field.

PropertyTags (variable): Array of PropertyTag structures. This field MUST contain the
same number of values as specified in the PropertyTagCount field. The format for the
PropertyTag structure is specified in [MS-OXCDATA]. This field specifies the property
values to be deleted from the object.

2.2.7.8.2 Success Response Buffer

1 2 3
01112|13(4(5(6(7(8[9(0[1[2[3({4|5|6]|7|8|9(0|1|2[3|4 9101
Ropld InputHandleIndex ReturnValue .
PropértyPreblemCount

PropertyProblems

Ropld (1 byte): Unsigned 8-bit integer. This ID spegifies théitype of remote operation and
MUST be set to 0x0B.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes)s Unsigned 32-bit integer. This value represents the status of the
remote operation andMUST be set ta 0x00000000.

PropertyProblemCount (2 bytes): Unsigned 16-bit integer. This value specifies the number
of PropertyProblemdtructures in the PropertyProblems field.

PropertyProblems (variable): Array of PropertyProblem structures. This field MUST
contaih thelsame number of structures as specified in the PropertyProblemCount field. The

format for the'PropertyProblem structure is specified in [MS-OXCDATA].

2:2.7.8.3 Failure Response Buffer

1
3(4(5|6|7|8(9]0]|112({3[4]|5(6[7|8(9[0]|1(2({3[|4|5[6|7|8(9|0]|1

[\S)
(%)

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x0B.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the statusof the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.9 RopDeletePropertiesNoReplicate 7S

This remote operation deletes property values from an object witheut invoking replication.
More detailed information about this operation can be found in [MS-=OXCPRET].

2.2.7.9.1 Request Buffer

—_

2

(%)

0({112(3]|4(5|6(7|8(9|0(1]2(3|4 1{2 415(6(7(8]|9(0]1

Ropld Logonld InputHandlelndex PropertyTagCount

PropertyTags (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to Ox7Au

Logonld (1 byte): UnSigned 8-bivinteger. This ID specifies the logon associated with this
operations

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Objeet Handle Table where the handle for the input Server Object is stored. More
information‘about Server Objects can be found in section 3.

PropertyTagCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
PropertyTag structures in the PropertyTags field.

PropertyTags (variable): Array of PropertyTag structures. This field MUST contain the
same number of values as specified in the PropertyTagCount field. The format for the
PropertyTag structure is specified in [MS-OXCDATA]. This field specifies the property

values to be deleted from the object.
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2.2.7.9.2 Success Response Buffer

1
0(112(3]|4(5|6(7|8[9|0[1[2(3[|4(5|6(7|8[{9|0[1|2|3[4]|5({6]|7|8|9|0|1

[\
(O8]

Ropld InputHandleIndex ReturnValue

PropertyProblemCount

PropertyProblems

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of reémote operation afid
MUST be set to 0x7A.

InputHandleIndex (1 byte): Unsigned 8-bit integer. Thigindex MUST be set'to the
InputHandleIndex specified in the request. Mote information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

PropertyProblemCount (2 bytes): Unsigned 10-bit integer. This value specifies the number
of PropertyProblem structures in the PropertyProblems field.

PropertyProblems (variable):, Array of PropertyProblem structures. This field MUST
contain the same number of structures as specified in the PropertyProblemCount field. The
format for the PropertyPtoblem structure is specified in [MS-OXCDATA].

2.2.7.9.3 Failire Response\Buffer

01J&H4 01112(3(4|5|6[7|8(9(0[|1(2({3[|4|5[6|7|8(9|0]1

[\
(8]

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x7A.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.7.10 RopQueryNamedProperties

This remote operation retrieves all the named properties for an object. More detail
information about this operation can be found in [MS-OXCPRPT].

2.2.7.10.1 Request Buffer

—_

0[1(2(3|4(5]|6|7|8[9|0]|1(2({3|4|5|6

Ropld Logonld

HasGuid

signed 8-bit integer. This index specifies the location in the
ere the handle for the input Server Object is stored. More
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PropertyGuid (16 bytes, optional): 128-bit GUID. This field MUST be present if HasGuid
is non-zero and MUST NOT be present if HasGuid is zero. This GUID specifies which
subset of named properties to return.

2.2.7.10.28uccess Response Buffer

1 2 3 {
011(2|3[4(5(6(7(8[9]0[1]2(3[4|5|6]|7|8(9(0[1[2{3]4|5(6[7(8]9|0]1
Ropld InputHandleIndex ReturnValue
IdCount
Propertylds (variable) *
PropettyNames (vatiable)

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x5SF.

InputHandleIndex (1 byte): Unsigned@=bitinteger. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Ungigned 32-bit integer. This value represents the status of the
remote operation andMUST be set to 0x00000000 or 0x00040380.

IdCount (2 bytes): Unsigned 16-bitinteger. This value specifies the number of Ids in the
Propertylds and PropertyNames fields.

Propertylds (variable): Artay of Propertyld structures. This field MUST contain the same
number Of structures as spegified in the IdCount field. The format of a Propertyld is specified
in [MS-OXCDATAJ. This field lists the Property Ids for which PropertyNames are given for.

PropertyNames (variable): List of PropertyName structures. This field MUST contain the
same number of structures as specified in the IdCount field. The format of a PropertyName
structure is specified in [MS-OXCDATA]. This field lists the Property Names for the
Property Ids in PropertyldArray.

2.2.7:10.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x5F.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000 o, 0x00040380.

2.2.7.11 RopCopyProperties

This remote operation copies a property values from onéobject to‘anether. More detailed
information about this operation can be found 4fi [MS-OXCPRPT].

2.2.7.11.1 Request Buffer

1 2 3
011(2|3(4|5|6|7 0|1 9(0(1(2[3[4(5[6]7|8]|9]|0]|1
Ropld Logonld SourceHandleIndex DestHandleIndex
WantAsynchronous CopyFlags PropertyTagCount

PropertyTags (variable)

Ropld (I'byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be sett0,0x67.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the source Server Object is stored. More
information about Server Objects can be found in section 3.
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DestHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the destination Server Object is stored. More
information about Server Objects can be found in section 3.

WantAsynchronous (1 byte): 8-bit Boolean. This value specifies whether the operation is t@
be executed asynchronously with status reported via RopProgress.

CopyFlags (4 bytes): 8-bit flags structure. The possible values for this structure are‘Specified
in [MS-OXCPRPT]. This structure contains flags controlling the operation behavior.

PropertyTagCount (2 bytes): Unsigned 16-bit integer. This value specifiesshew many tags
are present in PropertyTags.

PropertyTags (variable): Array of PropertyTag structures. This fieldMUST contain
PropertyTagCount tags. The format of PropertyTag is specifiédm [MS-OXCDATA]. This
field specifies the properties to copy.

2.2.7.11.2Success Response Buffer

0123456789(1)1234%@‘45678931
Ropld SourceHandlelndex ReturnValue
PropertyProblemCount
PropettyProblems

Ropld (1 byte): Unsighied 8-bit integer. This ID specifies the type of remote operation and
MUST be,set to 0x67.

SourceHandleIndex (Isbyte): Unsigned 8-bit integer. This index MUST be set to the
SourceHandleIndex specified in the request. More information about Server Objects can be
found in seetion 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

PropertyProblemCount (2 bytes): Unsigned 16-bit integer. This value specifies the number
of PropertyProblem structures in the PropertyProblems field.
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PropertyProblems (variable): Array of PropertyProblem structures. This field MUST
contain the same number of structures as specified in the PropertyProblemCount field. The
format for the PropertyProblem structure is specified in [MS-OXCDATA].

2.2.7.11.3 Null Destination Failure Response Buffer

1 2 3
O[1[2(3|4(5[6|7|8[9]0[1|2(3[4]|5(6[7|8|9]|0]|1(2[{3]|4(5|6|7(8]{9]|0(1
Ropld SourceHandleIndex ReturnValue
DestHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of tfeémote®peration,afi
MUST be set to 0x67.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST,be'set to the
SourceHandleIndex specified in the request. More information about ServenObjects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integéf. ¥Ehis value represents the status of the
remote operation and MUST be set to 0x00000503.

DestHandleIndex (1 byte): Unsigned 8-bitinteger. Thisindex MUST be set to the
DestHandleIndex specified in thegéquest. More information about Server Objects can be
found in section 3.

2.2.7.11.4 Failure Response Buffer

v
1 2 3
0(1(2]3|4 1121314(5(6[7(8]9|0]1|2(3(4[|5[6|7|8|9]|0|1
Ropld SoureeHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to.0x67.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
SourceHandleIndex specified in the request. More information about Server Objects can be
found'in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the

remote operation and MUST NOT be set to 0x00000000 or 0x00000503.
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2.2.7.12 RopCopyTo

This remote operation copies properties from one server object to another. More detailed
information about this operation can be found in [MS-OXCPRPT].

2.2.7.12.1 Request Buffer

0123456789(1)123 6789(2)12345678 (3)1
Ropld Logonld SourceHandleIndex DestHandleIndex
WantAsynchronous WantSubObjects CopyFlags ExcludedTagCount
ExcludedTags (variable) L 3

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and

MUST be set to 0x39.

Logonld (1 byte): Unsigned 8-bit integer. ThisTD specifies,the logon associated with this

operation.

SourceHandleIndex (1 byte): Unsigned 8-bit ihteger. This index specifies the location in
the Server Object HandlgfTable where the handlefox the source Server Object is stored. More

information about Server Objects can be found in seetion 3.

DestHandleIndex (1 byte): Unsigned 8-bitinteger. This index specifies the location in the
Server Object Handle Table where'thehandle for the destination Server Object is stored. More

information aboutSefver Objects can befound in section 3.

WantAsynchronous(1 byte): ‘8-bit Boolean. This value specifies whether the operation is to
be executéd asynehfonously with status reported via RopProgress.

WantSubObjects (1'byte): 8-bit Boolean. This value specifies whether to copy sub-objects.

CopyFlags (4 bytes): 8-bit flags structure. The possible values for this structure are specified
indMS-OXCPRPT]. This structure contains flags controlling the operation behavior.

ExcludedTagCount (2 bytes): Unsigned 16-bit integer. This value specifies how many tags
are present in ExcludedTags.
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ExcludedTags (variable): Array of PropertyTag structures. This field MUST contain
ExcludedTagCount tags. The format of PropertyTag is specified in [MS-OXCDATA]. This
field specifies the properties to exclude from the copy.

2.2.7.12.28uccess Response Buffer

1 2 3 {
011(2|3[4(5(6(7(8[9]0[1]2(3[4|5|6]|7|8(9(0[1[2{3|4|5(6[7[8]|9|0]1
Ropld SourceHandleIndex ReturnValue
PropertyProblem€ount
PropertyProblems (variable) *

Ropld (1 byte): Unsigned 8-bit integer. This D specifies the type of remeteoperation and
MUST be set to 0x39.

SourceHandleIndex (1 byte): Unsigned 8-bitfinteger. “This index MUST be set to the
SourceHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned32-bit integer. yThis value represents the status of the
remote operation and MUST be set to.0%00000000.

PropertyProblemCount (2 bytes): Unsigned, 16-bit integer. This value specifies the number
of PropertyProblem struetures in the PropertyProblems field.

PropertyProbleims (variable): Array of PropertyProblem structures. This field MUST
contain the same numbér of structures as specified in the PropertyProblemCount field. The

format for the PropettyProblém structure is specified in [MS-OXCDATA].

2:2,7.12.3 Null Destination Failure Response Buffer

1 2 3
0 3 6171819101 1(2|3(4(5(6[{7[8]9|0]|1]|2|3(4[5]|6|7|8|9|0]1
Ropld SourceHandleIndex ReturnValue
DestHandleIndex
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x39.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
SourceHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000503.

DestHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set 0 the
DestHandleIndex specified in the request. More information about Server.@bjects can be
found in section 3.

2.2.7.12.4 Failure Response Buffer y
1 2 3
011(2[3[4(5|6]|7|8[9(0|1]|2]3]4[5[6]7|8 213 81901
Ropld SourceHandleIndex ReéturnValue

Ropld (1 byte): Unsigned 8-bit integer.” This ID specifics the type of remote operation and
MUST be set to 0x39.

SourceHandleIndex (1 byte):, Unsigned 8:bit integer. This index MUST be set to the
SourceHandleIndexspecified iithe request.More information about Server Objects can be
found in section 3.

ReturnValue (4dbytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000 or 0x00000503.

2.2.7.13 RopProgress

This remote operation géts the status of an asynchronous operation. More detailed information
about this operation can be found in [MS-OXCPRPT].

2.2{7.13.1 Request Buffer

1 2 3
2(3(4|5(6(7(8|9(0[1(2|3(4|5|6|7[8|9(0[1|2(3]|4(5|6]|7(8]9|0|1

Ropld Logonld InputHandleIndex WantCancel
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x50.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

1
0(1(2]3|4(5|6|7|8[9|0]|1(2({3]|4|5(6|7|8|9

Ropld InputHandleIndex ‘

TotalTaskCount

Ropld (1 byte): Unsigiled 8-bit int
MUST be set to 0x50.

ifies the type of remote operation and

InputHandleIndex : d 8-bit'integer. This index MUST be set to the
in the st. More information about Server Objects can be

pletedTaskCount (4 bytes): Unsigned 32-bit integer. This value specifies the number
of tasks completed.

TaskCount (4 bytes): Unsigned 32-bit integer. This value specifies the total number of
tasks.

2.2.7.13.3 Failure Response Buffer
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[a—
[\
(O8]

0(1({2]3|4(5|6|7|8[9|0]|1(2(3|4|5(6|7|8|9

S
[a—

21314(5|6|7(8]9|0(1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x50.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.8 Stream ROPs

2.2.8.1 RopOpenStream

This remote operation opens a property for stteaming aecess. More detailed information about
this operation can be found in [MS-OXCPRPT].

2.2.8.1.1 Request Buffer

011(2(3(4(5 J9MM6789(2)12345678931
Ropld Logonld InputHandleIndex | OutputHandleIndex
PropertyTag
OperniModeFlags

Ropld (I"byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set t0,0x2B.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

PropertyTag (4 bytes): PropertyTag structure. The format of PropertyTag is specified in
[MS-OXCDATA]. This value specifies the property of the object to stream.

OpenModeFlags (1 byte): 8-bit flags structure. These flags control how the stream4s
opened. The possible values for this structure are specified in [MS-OXCPRPT].

2.2.8.1.2 Success Response Buffer

1
0(112(3]|4(5|6(7|8[9|0[1[2|3]|4(5|6(7|8(9

SN

1123

Ropld OutputHandleIndex ReturnValue

StreamSize

Ropld (1 byte): Unsigned 8-bit integeraThis ID specifies,thetype of remote operation and
MUST be set to 0x2B.

OutputHandleIndex (I'byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specifiéd in the request. More information about Server Objects can be
found in section 3°

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation‘and MUST be set to 0x00000000.

StreamSize (4 bytes): Unsigned 32-bit integer. This value indicates the size of the stream
opened.

2.2.8.1.3 Failure Response Buffer

1
2(314|5|6(7(8]9|0(1({2(3|4(5|6]|7(8[9|0(1[2]|3(4[5|6(7(8]|9]|0]1

[\
(O8]

Ropld OutputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x2B.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.8.2 RopReadStream

This remote operation reads bytes from a stream. This remote operation logs ofite a mailbox

or public folder. More detailed information about this operation can be found in {MS-
OXCPRPT]. TS

2.2.8.2.1 Request Buffer

—
W

0(1(2]3|4(5]|6|7|8[9|0]|1(2(3|4]|5(/6]7]|8|9]|0 41516178901

Ropld Logonld InputHandleIndex ByteCount

MaximumByteCount'(optional)

Ropld (1 byte): Unsigned 8-bit integer.“ This ID specifies the type of remote operation and
MUST be set to 0x2C»

Logonld (1 byte):nsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex/(1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server, Object Handle Tabletwhere the handle for the input Server Object is stored. More
iformation about Server Objects can be found in section 3.

ByteCount'(2 bytes): Unsigned 16-bit integer. This value specifies the number of bytes to
read.

MaximumByteCount (4 bytes, optional): Unsigned 32-bit integer. This field MUST be
present when ByteCount is 0OxBABE and MUST NOT be present otherwise. This value

speeifies a maximum byte count for the read operation. If this value is greater than
0x80000000, then the RPC call SHOULD fail with error code 0x000004B6.

2.2.8.2.2 Response Buffer
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—_—
[\
(98]

0(1({2]3|4(5|6|7|8[9|0]|1(2(3|4|5(6|7|8|9

S
[a—

2(3|4(5(6|7(8(9|0|1

Ropld InputHandleIndex ReturnValue

DataSize

Data (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of
MUST be set to 0x2C.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This i
InputHandleIndex specified in the request. More informati
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. ts the status of the
remote operation.

DataSize (2 bytes): Unsigned 16-bit in

Data (variable): Array of bytes. Thi contain the same number of bytes as
specified in DataSize. from the stream.

2.2.8.3 RopW trea

This remote operationwiites byte
operation can be f¢ -OX

stream. More detailed information about this
T].

2.2.8.3.1 Request B 7

2 3
415 O0[1[2]3|4(5|6]|7[8]9]|0(1]2]|3[4|5[6|7|8[9|0]|1
R Logonld InputHandleIndex DataSize
Data (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x2D.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

DataSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the Da

Data (variable): Array of bytes. This field MUST contain the same number o
specified in DataSize. These values specify the bytes to be written to the stream

2.2.8.3.2 Response Buffer

1
0(1({2(|3|4(5|6|7|8[9|0]|1(2({3|4|5(6|7|8|9

Ropld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer
MUST be set to 0x2D.

InputHandleIndex (1 l*): Unsi
InputHandleIndex specifiedin the re
found in section 3¢

More information about Server Objects can be

ReturnValue (4 b signed it integer. This value represents the status of the
remote operatio

6-bit integer. This value specifies the number of bytes

2.2.8.4.1 Request Buffer
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—

2
0(1({2]3|4(5](6|7|8[9|0]|1(2(3|4|5(6[7|8(9[0]|1(2[{3(4[5|6(7[8|9|0]1

(9%

Ropld Logonld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x5D.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index speci
Server Object Handle Table where the handle for the input Server Obj
information about Server Objects can be found in section 3.

2.2.8.4.2 Response Buffer

1
0(1({2(3|4(5]/6|7|8|9(0]1]|2(3(4]|5

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsig& 8-bit inte
MUST be set to 0x5D.

ifies the type of remote operation and

InputHandleIndex : d 8-bit'integer. This index MUST be set to the
in the st. More information about Server Objects can be

32-bit integer. This value represents the status of the

2.8.5.1 Request Buffer
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—_—

2
0(1({2]3|4(5](6|7|8[9|0]|1(2(3|4|5(6[7|8(9[0]|1(2[{3(4[5|6(7[8|9|0]1

(9%

Ropld Logonld InputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x5SE.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index speci
Server Object Handle Table where the handle for the input Server Obj
information about Server Objects can be found in section 3.

2.2.8.5.2 Success Response Buffer

1 3
01234567890123453 910 415(16|7|819|0]1
Ropld InputHandleIndex ReturnValue
StreamSize

.2.8.5.3 Failure Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x5SE.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zépresents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.8.6 RopSetStreamSize

This remote operation sets the size of a stream. More'détailed information about this
operation can be found in [MS-OXCPRPT].

2.2.8.6.1 Request Buffer

1 3
011(2|3(4|5|6|7 0|1 112(3]4]|5|6|7|8(9(0(1
Ropld Logonld InputHandleIndex StreamSize

Ropld (1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0x2F.

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

StreamSize (8 bytes): Unsigned 64-bit integer. This value specifies the size of the stream.
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2.2.8.6.2 Response Buffer

1
0({1]12(3]|4(5|6(7[8(9]0(1[2(3]{4(5]|6(7|8(9|0(1]|2[{3|4|5(6]{7(8]|9(0]1

\S]
(%)

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote gperation and
MUST be set to 0x2F.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be setto the
InputHandleIndex specified in the request. More information about Server @bjects can:be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.8.7 RopSeekStream

This remote operation seeks to a specific offset within,a stream. More detailed information
about this operation can be found in [MS-OXCPRPT].

2.2.8.7.1 Request Buffer

1 2 3
0[1[2]3|4(5]|6]7]|8 12 617(8(9(0[1]2{3[4[5|6]|7]|8|9|0(1
Ropld Logonid InputHandleIndex Origin
Offset

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be'setito 0x2E.

Légonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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Origin (1 byte): 8-bit enumeration. The possible values for this enumeration are specified in
[MS-OXCPRPT]. This value specifies the origin location for the seek operation.

Offset (8 bytes): 64-bit integer. This value specifies the seek offset.

2.2.8.7.2 Success Response Buffer

\S}

1
0(1(2]3|4(5|6|7|8[9|0]|1(2({3]|4|5(6|7|8|9

S
[a—

2(314(5|6|7

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID s
MUST be set to 0x2E.

of remote operation and

InputHandleIndex (1 byte): Unsigned 8-bit integ x MUST be set to the
InputHandleIndex specified in the re ore informati out Server Objects can be
found in section 3.

ReturnValue (4 bytes)&nsigned i is value represents the status of the
remote operation and MUS set to

NewPosition (8 byte
the operation.

nsigne it integer. This value represents the new position after

[\
(O8]

41516|7(8(9|0(1(2|3(4|5|6(7[8]|9(0]1

InputHandleIndex ReturnValue

d (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
be set to 0x2E.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.

2.2.8.8 RopCopyToStream

This remote operation copies a number of bytes from a source stream to another de
stream. More detailed information about this operation can be found in [MS-O

2.2.8.8.1 Request Buffer

—_

0[1({2(3|4(5]|6|7|8(9|0]|1(2({3|4|5]|6

Ropld Logonld

Ropld (1 byte): Unsigned 8-bit integ
MUST be set to 0x3A.

e of remote operation and

Logonld (1 byte): Unsged 8-bit in
operation.

ecifies the logon associated with this

SourceHandleIndex e):
the Server Object He

ed 8-bit integer. This index specifies the location in
ble whe handle for the source Server Object is stored. More
can be found in section 3.

nsigned 8-bit integer. This index specifies the location in the
ere the handle for the destination Server Object is stored. More
Jbjects can be found in section 3.

es): Unsigned 64-bit integer. This value specifies the number of bytes to

2.2.8.8.2 Null Destination Failure Response Buffer
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[a—
[\
(O8]

O11(2|3[4(5(6|7(8[9][0[1[2[3(4|5|6]|7|8|9(0|1[2][3(4(5[6]7|8]|9]|0]|1
Ropld SourceHandleIndex ReturnValue
DestHandleIndex ReadByteCount
WritténByteCount

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifiesghe type of remetc operation and
MUST be set to 0x3A.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
SourceHandleIndex specified in the request. Moréinformation about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32=bit integer. This value represents the status of the
remote operation and MUST be setfto 0x00000503,

DestHandleIndex (1 byte): dUnsigned 8-bit integer. This index MUST be set to the
DestHandleIndex specified inthe request.More information about Server Objects can be

found in section 3.

ReadByteCount (8 bytes): Unsigned 64-bit integer. This value specifies the number of
bytes read from the soufce objeetand for this result SHOULD be 0x0000000000000000.

WrittenByteCount (8 bytes): Unsigned 64-bit integer. This value specifies the number of
bytesWritten to the'destimation object and for this result SHOULD be 0x0000000000000000.

2.2.8.8.3 “Success or Other Failure Response Buffer

1 2 3
11213(4(5(6(7(8[9(0[1[2[3]4|5|6|7|8|9(0|1({2[3[4[5|6|7|8|9]|0]|1
Ropld SourceHandleIndex ReturnValue
ReadByteCount
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WrittenByteCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote ope
MUST be set to 0x3A.

SourceHandleIndex (1 byte): Unsigned 8-bit integer. This index M
SourceHandleIndex specified in the request. More information about
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This va
remote operation and MUST NOT be set to Ox(‘00503.

ReadByteCount (8 bytes): Unsigned 64-bit integer. Thi ifies the number of
bytes read from the source object.

WrittenByteCount (8 bytes): Unsigne it 1 isvalue specifies the number of
bytes written to the destination object.

2.2.9 Permission RQs

issions associated with a folder. More detailed
und in [MS-OXCPERM].

This remote operatio
information about thi

2
41516|7(8(9|0(1({2|3]4(5]|6]|7(8[9]|0|1

W

Logonld InputHandleIndex ModifyFlags

PermissionsData (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x40.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

ModifyFlags (1 byte): 8-bit flags structure. The possible values for this structure aré
specified in [MS-OXCPERM]. This structure specifies behavior of this operation/

ModifyCount (2 bytes): Unsigned 16-bit integer. This count specifies themumber of
structures serialized in the RuleData array.

PermissionsData (variable): A list of PermissionData structures. This listdMUST contaﬁl
the same number of structures as specified in the ModifyCountfield-»The format of the
PermissionData structure is specified in section 2.2.9.1.1.1.

2.2.9.1.1.1 PermissionData Structure

1 3
O[1[2]3|4(5]|6|7|8[9]|0|1|2(3|4|5|6 2(314|5(6[7|8(9(0]1
PermissionDataFlags | PropertyValueCount PropertyValues (variable)

PermissionDataFlags:a(1 byte): 8=bit flag structure. This field is used to specify the type of
operation.

PropertyValueCount (4 byte):nUnsigned 8-bit integer. This value specifies the number of
value structures in PropertyValues.

PropértyValues (variable): Array of PropertyValue structures. This field MUST contain
the same number of structures as specified in the PropertyValueCount field. The
Property Value structure is specified in [MS-OXCDATA]. These values are used to specify
and describe theimodify operations.

2.2.9.1.2 Response Buffer

1
0(¥[23|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

SN
—
(8]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x40.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the statusof the
remote operation.

2.2.9.2 RopGetPermissionsTable 7S

This remote operation gets the permissions table for a folder. Moredetailed‘information about
this operation can be found in [MS-OXCPERM].

2.2.9.2.1 Request Buffer

—_

2

(%)

0({112(3]|4(5|6(7|8(9|0(1]2(3|4 12 415(6(7(8(9(0]1

Ropld Logonld InputHandlelndex OutputHandleIndex

TableFlags

Ropld (1 byte): Unsigned 8-bit integer.“This ID specifies the type of remote operation and
MUST be set to 0x3E:

Logonld (1 byte):sWnsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex'(1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server,Object Handle Table‘Where the handle for the input Server Object is stored. More
iformation about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
thesServer Objeet’"Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

TableFlags (1 byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCPERM]. This structure contains flags controlling the type of table.

2.2.9.2.2 Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x3E.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUS I#be Set to the
OutputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation.

2.2.10 Rule ROPs

2.2.10.1 RopModifyRules

This remote operation modifies the rules assdeiated with a folder. More detailed information
about this operation can be found in [MS<OXORULE]:

2.2.10.1.1 Request Buffer

2 3
0(1(2]3]4|5 J9MM6789012345678901
Ropld Logonld InputHandleIndex ModifyRulesFlags
RulesCount RulesData (variable)

Ropld (I"byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set t0,0x41.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon on which the
operation is performed.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index refers to the handle in the
Server Object Handle Table used as input for this operation. More information about Server
Objects can be found in section 3.
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ModifyRulesFlags (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXORULE]. This structure specifies behavior of this operation.

RulesCount (2 byte): Unsigned 16-bit integer. This count specifies the number of structures
serialized in the RuleData array.

RulesData (variable): A list of RuleData structures. This list MUST contain the same
number of structures as specified in the RulesCount field. The format of the Rule
structure is specified in section 2.2.10.1.1.1.

2.2.10.1.1.1 RuleData Structure

1
0(1(2]3|4(5|6|7|8[9(0]|1|2(3|4|5(6|7|8|9

RuleDataFlags PropertyValueCount

RuleDataFlags: (1 byte): 8-bit flag structure
operation.

PropertyValueCount (1 byte): Unsi i is value specifies the number of
value structures in PropertyValue

[\
(8]

9(0(112(3(4|5(6|7|8(9]0]|1

InputHandleIndex ReturnValue

Id (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
be set to 0x41.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index refers to the handle in the
Server Object Handle Table used as input for this operation. More information about Server
Objects can be found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.10.2 RopGetRulesTable

This remote operation gets the rules table of a folder. More detailed information abeut this
operation can be found in [MS-OXORULE].

2.2.10.2.1 Request Buffer

1
0[1]2|13(4|5|6[7[8]|9(0(1]2]|3(4(5|6|7(8|9

[\

()

1

7 1

Ropld Logonld InputHandlelndex “{ OufputHandleIndex

TableFlags

Ropld (1 byte): Unsigned 8-bit integer. ThisdD specities the type of remote operation and
MUST be set to 0x3F.

Logonld (1 byte): Unsigned 8-bit integer. This,ID specifies the logon on which the
operation is performed.

InputHandleIndex (1 byte): Bnsigned8-bit integer. This index refers to the location in the
Server Object HandleTable used te find thethandle for this operation. More information about
Server Objects can befound in section 3.

OutputHandlelndex (1 byte):, Unsigned 8-bit integer. This index refers to the location in
the Server Object Handle Tableused to store the output handle. More information about
Server Objects can be found i section 3.

TableFlags (1 byte): 8%bit flags structure. This structure contains flags controlling the type
of table. “The possible values for this structure are specified in [MS-OXORULE].

2.2410.2.2 Response Buffer

1
2(314|5(6(7(8]9]|0(1({2(|3]|4(5]|6|7|8(9

S N
p—
(98]

2(314|5(6|7|8(9|0]|1

Ropld OutputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x3F.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index refers to the handle in the
Server Object Handle Table specified. More information about Server Objects can be found in
section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the st
remote operation.

2.2.10.3 RopUpdateDeferredActionMessages

This remote operation updates the Entry IDs in the deferred acti Ssages
information about this operation can be found in [MS-OXOR

2.2.10.3.1Request Buffer ’
1 2 3
0]12]3[4(5(6(7|8(9|0]|1]|2|3[4|5 011(21374[5[6(7(8|9|0]1
Ropld Logonld Inp ex ServerEntryldSize
‘ rEntryld (variable)
ClientEntryld
ClientEntryldSize (variable)

eger. This ID specifies the type of remote operation and

ed 8-bit integer. This ID specifies the logon on which the

ex (1 byte): Unsigned 8-bit integer. This index refers to the location in the
er Object Handle Table used to find the handle for this operation. More information about
erver Objects can be found in section 3.

EntryldSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
ServerEntryld.
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ServerEntryld (variable): Byte Array. This field MUST contain the same number of bytes
as specified in the ServerEntryldSize field. This value specifies the ID of the message on the
server.

ClientEntryldSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
ClientEntryld.

ClientEntryld (variable): Byte Array. This field MUST contain the same number of bytes
as specified in the ClientEntryldSize field. This value specifies the ID of the downléaded
message on the client.

2.2.10.3.2 Response Buffer

1 2
0({112(3]|4(5|6(7[8|9|0[1|2(3[4(5|6|7|8(9]|0[1]|2]3 1
Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. ThisdD Specifiesithe type of remote operation and
MUST be set to 0x57.

InputHandleIndex (1 byte): Unsignéd 8-bit integer. This index refers to the handle in the
Server Object Handle Table specifiéd as the input handle. More information about Server
Objects can be found in‘section 3.

ReturnValue (4 bytes): Unsigned 32-bit mteéger. This value represents the status of the
remote operation.

2.2.11 Fast Transfer ROPs

2.2.11.1 RopFastTransferDestinationConfigure

This remote operation creates a destination fast transfer object. More detailed information
about this operationcafibe found in [MS-OXCFXICS].

2.2.1L.1.I' Request Buffer

123456789(1)1234567893123456789(3)1
Ropld Logonld InputHandleIndex OutputHandleIndex

SourceOperation CopyFlags
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x53.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifiesithe [ocation in
the Server Object Handle Table where the handle for the output Server Qbject will'be'stored.
More information about Server Objects can be found in section 3. *

SourceOperation (1 byte): 8-bit enumeration. The possible yéalues for thi§ éenumeration are
specified in [MS-OXCFXICS]. This enumeration is used to indicate howsthe data'stream was
created on the source.

CopyFlags (1 byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCFXICS]. This structure is used to ceatrol thébehaviorofithe transfer operation.

2.2.11.1.2 Response Buffer

1 3
011]2(3[4(5|6|7 0|1 415 910(1(2(3({4(5(6|7]|8]|9|0]|1
Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigfied 8-bitinteger. This ID specifies the type of remote operation and
MUST be set to 0x53.

OutputHandleIndex(lsbyte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.11.2 RopFastTransferDestinationPutBuffer

This remote operation sends a stream of data to a fast transfer destination object. More
detailed information about this operation can be found in [MS-OXCFXICS].
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2.2.11.2.1 Request Buffer

—_

2
0[1(2]3|4(5](6|7(8]9|0(1[{2|3|4(5|6]|7(8]|9]|0(1|2|3(4|5(/6[7|8(9(0]1

W

Ropld Logonld InputHandleIndex TransferDataSize

TransferData (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of ren
MUST be set to 0x54.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies t
operation.

InputHandleIndex (1 byte): Unsigned 8-bit i@er. This 1 location in the
Server Object Handle Table where the handle for th
information about Server Objects can be found in sec

TransferDataSize (2 bytes): Unsigned 16-
TransferData field.

MUST contain the same number of
array contains the data to be uploaded

TransferData (variable); Array
bytes as specified in the TransferDa
to the destination fast transf ject.

[\
(8]

6(7(8|9(0(1|2(3[4|5(6[7|8|9(0]1

ReturnValue

TransferStatus

TotalStepCount

Reserved BufferUsedSize

d (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x54.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

TransferStatus (2 bytes): 16-bit enumeration. The possible values for this enumeration are
specified in [MS-OXCFXICS]. This value specifies the current status of the transfer:

InProgressCount (2 bytes): Unsigned 16-bit integer. This value specifies thefaumber of
steps that have been completed in the current operation.

TotalStepCount (2 bytes): Unsigned 16-bit integer. This value specifies the approxirna@
total number of steps to be completed in the current operation.

Reserved (1 byte): Reserved. The server MUST specify 0xQ0 for this value,

BufferUsedSize (2 bytes): Unsigned 16-bit integer. This valueis the buftersize that was
used.

2.2.11.3 RopFastTransferSourceGetBuffer

This remote operation retrieves a stream ofidata from afast transfer source object. More
detailed information about this operatién can be,found in fMS-OXCFXICS].

2.2.11.3.1 Request Buffer

2 3
011(2(3(4(5 910 3141516(7(8(9]0(1(2]|3(4(5[(6]7(8[9|0]1
Ropld Logonld InputHandleIndex BufferSize

MaximumBufferSize (optional)

Ropld (1 byte): Unsigfied 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x4E.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
gperation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

BufferSize (2 bytes): Unsigned 16-bit integer. This value specifies the buffer size requested.
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MaximumBufferSize (2 bytes, optional): Unsigned 16-bit integer. This field MUST be
present when BufferSize is specified as 0xBABE. This value specifies the maximum size
limit when the server determines the buffer size.

2.2.11.3.2 Response Buffer

1 2 3
0[1({2(3|4(5]|6|7[8]9|0(1[{2|3|4(5[|6]|7(8[9|0(1[2]|3|4|5(6|7 1
Ropld InputHandleIndex ReturnValue
TransferStatus
4
InProgressCount TotalStepCount
TransferBufter
Reserved TransferBufterSize (variable, optional)
BackoffTime (optional)

Ropld (1 byte): Unsigned 8-bit integér. This ID specifiesthe type of remote operation and
MUST be set to 0x4E.

InputHandleIndex (1 byte): binsigned8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

TransferStatus (2 bytes): 416-bit enumeration. The possible values for this enumeration are
speeified in [MS-OXCEXICS]. This value specifies the current status of the transfer.

InProgressCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
stepS that have'been completed in the current operation.

TotalStepCount (2 bytes): Unsigned 16-bit integer. This value specifies the approximate
number of steps to be completed in the current operation.

Reserved (1 byte): Reserved. The server MUST specify 0x00 for this value.
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TransferBufferSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
TransferBuffer field.

TransferBuffer (variable, optional): Array of bytes. This field MUST be present if the
ReturnValue is not 0x00000480 and must not be present otherwise. If present, this field
MUST contain the same number of bytes as specified in the TransferBufferSize field.

BackoffTime (4 bytes, optional): Unsigned 32-bit integer. This field MUST be present if
the ReturnValue is 0x00000480 and must not be present otherwise. This value specifiesithe
number of milliseconds for the client to wait before trying this operation again.

2.2.11.4 RopFastTransferSourceCopyFolder

This remote operation moves or copies a source folder to a fast transfer gbject. Mote detailed
information about this operation can be found in [MS-OXCFXICS]. TS

2.2.11.4.1 Request Buffer

1 3
011(2|3(4(5(6(7|8[9]|0]|1]|2|3(4(5(6]7[8|9]|0 314(516(7(8(9|0]1
Ropld Logonld InputHandleIndex OutputHandleIndex

CopyFlags SendOptions

Ropld (1 byte): Unsigned 8-bit integer. This I specifies the type of remote operation and
MUST be set to 0x4C.

Logonld (1 byte):“Unsigned 8-bit,integer. “This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Linsigned 8-bit integer. This index specifies the location in the
Server Object Handle Fable where,the handle for the input Server Object is stored. More
informatien about Sérver Objects can be found in section 3.

OutputHandleIndex (I'byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
Moreg information about Server Objects can be found in section 3.

CopyFlags (1 byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCFXICS]. This value controls the type of operation.

SendOptions (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCFXICS]. These values control the behavior of the operation.

2.2.11.4.2 Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x4C.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUS I#be Set to the
OutputHandleIndex specified in the request. More information about Server Objeets can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation.

2.2.11.5 RopFastTransferSourceCopyMessages

This remote operation copies messages from a sourcefolder to a fasttransfer object. More
detailed information about this operation can bé found in [MS-OXCEXICS].

2.2.11.5.1 Request Buffer

0[1[2]3|4(5]|6]|7 (1)1 9312345678931
Ropld Logonld InputHandleIndex OutputHandleIndex
MessageldCount Messagelds (variable)
WantMove SendOptions

Ropld (1 byte): “Unsigned@-bit integer. This ID specifies the type of remote operation and
MUST beset to 0x4B.

Logonld (1'byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
opération.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

MessageldCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
identifiers in the Messagelds field.

Messagelds (variable): Array of 64-bit identifiers. This array MUST contain the same
number of identifiers as specified in the MessageldCount field. This list specifies the
messages to copy.

CopyFlags (1 byte): 8-bit flags structure. The possible values for this strueture,are specified
in [MS-OXCFXICS]. These values control the type of operation.

SendOptions (1 byte): 8-bit flags structure. The possible values for this strlicture are
specified in [MS-OXCFXICS]. These values control the behayiorof the operation.

2.2.11.5.2 Response Buffer

1
0(112(3]|4(5|6(7[8(9(|0|1|2|3]4|5

(%)

415(6|7[8|9]0|1

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned §bit integer. Fhis ID specifies the type of remote operation and
MUST be set to 0%4B.

OutputHandleIndex (I'byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleladex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote eperation.

2.2.11.6 RopFastTransferSourceCopyTo

Thi$ remote operation copies properties from a source folder to a fast transfer object. More
detailed information about this operation can be found in [MS-OXCFXICS].

2.2.11.6.1 Request Buffer
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[

2
0(1({2(3|4(5](6|7(8]9|0(1[{2(|3|4(5]|6]|7(8]|9]|0(1|2|3]|4(5|6|7(8]|9]|0(1

W

Ropld Logonld InputHandleIndex | OutputHandleIndex
Level CopyFlags
PropertyTags
SendOptions PropertyTagCount (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of temoteperation,ane
MUST be set to 0x4D.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifiesithe logon‘associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer.. TFhis index'specifies the location in the
Server Object Handle Table where the handle foffthe input'Server Object is stored. More
information about Server Objects can be foudd 1n section 3:

OutputHandleIndex (1 byte): Unsighed 8-bitinteger. This index specifies the location in
the Server Object Handle Table whére the handle for the output Server Object will be stored.
More information about‘Server Objeets can be foundiin section 3.

Level (1 byte): Unsigned 8-bit integer. Thiswalue specifies the level at which the copy is
occurring.

CopyFlags (4 bytes): 32-bit flags structure. The possible values for this structure are
specified in [MS-OXCEXICS]. This structure is used to control the behavior of the transfer
operation,

SendOptions (1 byte):,8<bit flags structure. The possible values for this structure are
speeificd in [MS-OXCFXICS]. These values control the behavior of the operation.

PropertyTagCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
stfuctures in the PropertyTags field.

PropertyTags (variable): Array of PropertyTag structures. The format of PropertyTag is
specified in [MS-OXCDATA]. This field MUST contain the same number of structures as
specified in the PropertyTagCount field. This array specifies the properties to exclude
during the copy.
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2.2.11.6.2 Response Buffer

1
0({1]12(3]|4(5|6(7[8(9]0(1[2(3]{4(5]|6(7|8(9|0(1]|2[{3|4|5(6]{7(8]|9(0]1

\S]
(%)

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote gperation and
MUST be set to 0x4D.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set torthe
OutputHandleIndex specified in the request. More information about'Server{Objects cari¥be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.11.7 RopFastTransferSourceCopyProperties

This remote operation copies properties from gmessage, folder, or attachment objects to a fast
transfer object. More detailed information about this‘@peration'ean be found in [MS-
OXCFXICS].

2.2.11.7.1 Request Buffer

011(2(3(4(5 J9Mm789312345678931

Ropld Logonld InputHandleIndex OutputHandleIndex

Level CopyFlags SendOptions PropertyTagCount
PropertyTags (variable)

Ropld (1 byte):” Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x69.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

Level (1 byte): Unsigned 8-bit integer. This value specifies the level at which the copy 18
occurring.

CopyFlags (1 byte): 8-bit flags structure. The possible values for this strueture,are specified
in [MS-OXCFXICS]. This structure is used to control the behavior of th€ transfer eperation.

SendOptions (1 byte): 8-bit flags structure. The possible values for this strlicture are
specified in [MS-OXCFXICS]. These values control the behayiorof the operation.

PropertyTagCount (2 bytes): Unsigned 16-bitanteger. This value specifieés the number of
structures in the PropertyTags field.

PropertyTags (variable): Array of PropertyTagstructures. The format of PropertyTag is
specified in [MS-OXCDATA]. This field MUST eontain the,same number of structures as
specified in the PropertyTagCount field, This arrayspecifies the properties to copy.

2.2.11.7.2 Response Buffer

[\
(8]

718(9(011(2]|3(4(5|6|7(8]9]|0(1

0(1(2|3]4|5 75%

Ropld QutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x69:

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.
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2.2.11.8 RopTellVersion

This remote operation provides the version of the other server in a server-to-server upload.
More detailed information about this operation can be found in [MS-OXCFXICS].

2.2.11.8.1 Request Buffer

[

2 3
0(1(2(3|4(5]/6|7(8(9|0(1({2(|3|4(5|6|7(8]|9]|0(1]|2|3(4|5(6|7|8[9]0]|1

Ropld Logonld InputHandlelndex Vetsion

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of rémote operation and
MUST be set to 0x86.

Logonld (1 byte): Unsigned 8-bit integer. This ID@pecifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer.. This mdex specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found ih,section 3.

Version (6 bytes): Array of 3 unsigned 16-bit integers. This array contains the version
information for themther serveryThe formateef this structure is the same as that specified in
section 3.1.9 in [MS-=OXCRPCY.

2.2.11.8.2 ResponsesBuffer

[\
(8]

0(1(2]3]4 819 21314|5(6[7|8|9

(=)
—

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x86.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.
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ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.12 Incremental Change Synchronization ROPs

2.2.12.1 RopSynchronizationConfigure

This remote operation configures a synchronization object. More detailed information.about
this operation can be found in [MS-OXCFXICS].

2.2.12.1.1 Request Buffer

0123456789(1)123456789(2)12
Ropld Logonld InputHandleladex: % OutputHandleIndex
SynchronizationType SendOptions SynchronizationElags
RestrictionDataSize RestrictionData (variable)

SynchronizationExtraFlags

PropertyTags
Property Tag€ount (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x70:

Logonld (1 byte): UnSigned 8-bivinteger. This ID specifies the logon associated with this
operationd

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Objeet Handle Table where the handle for the input Server Object is stored. More
information‘about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

SynchronizationType (1 byte): 8-bit enumeration. The possible values for this enumeration
are specified in [MS-OXCFXICS]. This value controls the type of synchronization.
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SendOptions (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCFXICS]. These values control the behavior of the operation.

SynchronizationExtraFlags (4 bytes): 32-bit flags structure. The possible values for this
structure are specified in [MS-OXCFXICS]. This structure controls the behavior of the
synchronization.

RestrictionDataSize (2 bytes): Unsigned 16-bit integer. This value specifies the length of
the RestrictionData field.

RestrictionData (variable): Restriction. This field MUST be RestrictionDataSize bytes
long. The format of this field is specified in [MS-OXCDATA]. This valuespeeifies the filter
for this synchronization object.

AdditionalFlags (4 bytes): 32-bit flags structure. The possible values for this structure a?e
specified in [MS-OXCFXICS]. This structure controls the addifional behavior of the
synchronization.

PropertyTagCount (2 bytes): Unsigned 16-bitinteger. This value specifies how many tags
are present in PropertyTags.

PropertyTags (variable): Array of Propertylag struetures. yThis field MUST contain
PropertyTagCount tags. The format of PropertyTagisspecified in [MS-OXCDATA]. This
field specifies the property tags to be usédfor the synchronization process.

2.2.12.1.2 Response Biuffer

\®]
(%)

0(1(2|3]|4|5 819 3|4 718[9(011(2]|3(4(5|6|7(8]|9]|0]1

Ropld OutputHandlelndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x70.

OutputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
QutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

RetuxnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.
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2.2.12.2 RopSynchronizationlmportMessageChange

This remote operation synchronizes changes to a message. More detailed information about
this operation can be found in [MS-OXCFXICS].

2.2.12.2.1 Request Buffer

1 2 3
0[1(2]3|4(5]/6|7[8]9]|0(1({2|3|4(5|6]|7(8[9]|0(1[2|3[4|5|6[7|8/9(0]1
Ropld Logonld InputHandleIndex OutputHandleIndex
PropestyValues
ImportFlag PropertyValueCount (variable)
- A

Ropld (1 byte): Unsigned 8-bit integer. This ID, specifies the type of rémote operation and
MUST be set to 0x72.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the [ogon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. Thisyindex specifies the location in the
Server Object Handle Table where the handlefonthe input Server Object is stored. More
information about Server@©bjects can'be found 1 seéction 3.

OutputHandleIndex (1 byte):hUnsigned 8=bit integer. This index specifies the location in
the Server Object Handle Table'where the handle for the output Server Object will be stored.
More information about Server Objeets can be found in section 3.

ImportFlag (1/byte): 8-bit flags structure. The possible values for this structure are specified
in [MS-OXCEXICS].4This structure controls the behavior of the synchronization.

PropertyValueCount (2 bytes): Unsigned 16-bit integer. This value specifies the number of
structures in the PropertyValues field.

PropertyValues (variable): Array of PropertyValue structures. This field MUST contain
thefsame number of structures as specified in the PropertyValueCount field. The
PropertyValue structure is specified in [MS-OXCDATA] and possible properties to be set are
specified in [MS-OXCFXICS]. These values are used to specify some extra properties on the
the:imessage.

2.2.12.2.2Success Response Buffer
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[a—
[\
(98]

O11(2|3[4(5(6(7|8[9]|0]|1]|2|3|4|5(6(7[8[9]|0]|1]|2|3|4|5(6[7[8]|9|0]1
Ropld OutputHandleIndex ReturnValue
Messageld

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of témote operation and
MUST be set to 0x72. TS

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This ifidex MUST be,set to the
OutputHandleIndex specified in the request. More information about SewverObjects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. Thiswalue represents the status of the
remote operation and MUST be set to 0x00000000:

Messageld (8 bytes): 64-bit identifier. Fhis value is the ID of the message that was
imported.

2.2.12.2.3 Failure Response Buffer

\®]
(%)

0(1({2|3]|4|5]|6 910 3(4(516(7(8]9(0(1({2|3[4|5|6[7|8|9(0]1

Ropld OutputHandlelndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x72.

OutputHandlelndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST NOT be set to 0x00000000.
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2.2.12.3 RopSynchronizationlmportReadStateChanges

This remote operation synchronizes a change in the read status for messages. More detailed
information about this operation can be found in [MS-OXCFXICS].

2.2.12.3.1 Request Buffer

[

2 3
0[1(2(3(4(5[6(7|8]9]|0]|1|2|3(4(5[{6[7|8[{9|0]|1|2|3|4|5|6|7]|8 01

Ropld Logonld InputHandlelndex |MessageReadStatesSize

MessageReadStates (variable)

4

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of rémote operation and
MUST be set to 0x80.

Logonld (1 byte): Unsigned 8-bit integer. This ID@pecifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer.. This mdex specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found ih,section 3.

MessageReadStateSize (2 bytes): Unsigned 16-bitinteger. This value specifies the size in
bytes of the MessageReadStates field.

MessageReadStates (vatiable): Listef MessageReadState structures. The format of the
MessageReadStatestiuetureis defined i section 2.2.12.3.1.1. The number of bytes in this
field MUST mateh the number specified in the MessageReadStatesSize field. These values
specify the messages afid assoctated read states to be changed.

2.2.12.3.1.1 MessageReadState structure

1 2
01 617/819(0(1(2|3(4|5|6(7[8|9(0(1]|2(3(4|5|6[7|8|9(0]1

(%)

MessageldSize Messageld (variable)

MarkAsRead

MessageldSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
Messageld field.
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Messageld (variable): Array of bytes. This field MUST contain the same number of bytes
as specified in MessageldSize. This ID specifies the message to mark as read or unread.

MarkAsRead (1 byte): 8-bit Boolean. This value specifies whether to mark the message as
read or not.

2.2.12.3.2 Response Buffer

1
0[1(2]3|4(5]/6|7|8(9(0]1]|2(3[4|5]|6

Ropld InputHandleIndex

InputHandleIndex specified in the request.
found in section 3.

ReturnValue (4 bytes): Unsigned 3 represents the status of the
remote operation. ‘

ierarchyChange
the folder hierarchy. More detailed

2
7(81910(1(2]3|4(5|6(7[8]|9|0]1

(8]

Logonld

InputHandleIndex | HierarchyValueCount

HierarchyValues (variable)

PropertyValues
PropertyValueCount (variable)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x73.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

HierarchyValueCount (2 bytes): Unsigned 16-bit integer. This value specifies the number
of structures in the HierarchyValues field.

HierarchyValues (variable): Array of PropertyValue structures. This field MUST cont@'n
the same number of structures as specified in the PropertyValueCountficld. The
PropertyValue structure is specified in [MS-OXCDATA] and possible,propetties to/be set are
specified in [MS-OXCFXICS]. These values are used to spe¢ify some hierarchysrelated
properties of the folder.

PropertyValueCount (2 bytes): Unsigned 16-bit ifitéger. This value specifies the number of
structures in the PropertyValues field.

PropertyValues (variable): Array of PropertyValuestructuresy This field MUST contain
the same number of structures as specified i the PropertyValueCount field. The
PropertyValue structure is specifieddn [MS-OXCDATA]. These values are used to specify
folder properties.

2.2.12.4.2Succes$»Response Buffer

1 2 3
011(2|3|4 0|12 5(6(7(8[9(0(1|2]3]4|5|6[7(8(9|0]|1
Ropld InputHandleIndex ReturnValue
Folderld

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x73.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

Folderld (8 bytes): 64-bit identifier. This value is the ID of the folder that was imported.

2.2.12.4.3 Failure Response Buffer

1
0(1(2]3|4(5|6|7|8(9(0]|1]|2(3]4|5|6|7|8|9

Ropld InputHandleIndex

of remote operation and

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies th
MUST be set to 0x73.

InputHandleIndex (1 byte): Unsigned 8-bi
InputHandleIndex specified in the re
found in section 3.

ReturnValue (4 bytes)‘nsigned
remote operation and MUS
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2 3
3 910123 6(7(8]9|0]1
Logonld InputHandleIndex IsHierarchy
PropertyValueCount PropertyValues (variable)
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x74.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

IsHierarchy (1 byte): 8-bit Boolean. This value specifies whether this operatiéneonsists of
hierarchy or content deletions.

PropertyValueCount (2 bytes): Unsigned 16-bit integer. This value specifiesithe numbe‘ of
structures in the PropertyValues field.

PropertyValues (variable): Array of PropertyValue structures. Thisfield MUST contain
the same number of structures as specified in thedPropertyValueCount field. The
PropertyValue structure is specified in [MS-OXCDATA] andpessible properties to be set are
specified in [MS-OXCFXICS]. These values are used'to specify:the folders or messages to
delete.

2.2.12.5.2 Response Buffer

1 3
011]2(3[4(5|6|7 0|1 415 910(1(2(3({4(5(6|7]|8]|9|0]|1
Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigfied 8-bitinteger. This ID specifies the type of remote operation and
MUST be set to 0x74.

InputHandleIndex (bbyte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.12.6 RopSynchronizationlmportMessageMove

This remote operation synchronizes a move of a message from one folder to another. More
detailed information about this operation can be found in [MS-OXCFXICS].
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2.2.12.6.1 Request Buffer

[a—
[\

3
0(1({2(3]4(5[6|7[8]9]|0(1({2|3|4(5|6]|7(8[9|0|1[{2]3]|4(5|6|7(8[9]|0|1

Ropld Logonld InputHandleIndex SourceFolderldSize

SourceFolderld
(vari

SourceMessageldSize

SourceMessageld (variabl

PredecessorChangeListSiz

PredecessorCha st (vari

Size

byte): Unsigned 8-bit integer. This index specifies the location in the
Handle Table where the handle for the input Server Object is stored. More
t Server Objects can be found in section 3.

purceFolderIdSize (4 bytes): Unsigned 32-bit integer. This value specifies the size of the
purceFolderld field.

eFolderld (variable): Array of bytes. This field MUST contain the same number of
bytes as specified in SourceFolderldSize. This ID specifies the parent folder of the source
message.
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SourceMessageldSize (4 bytes): Unsigned 32-bit integer. This value specifies the size of
the SourceMessageld field.

SourceMessageld (variable): Array of bytes. This field MUST contain the same number of
bytes as specified in SourceMessageldSize. This ID specifies the source message.

PredecessorChangeListSize (4 bytes): Unsigned 32-bit integer. This value specifies the
size of the PredecessorChangeList field.

PredecessorChangelList (variable): Array of bytes. This field MUST contain the same
number of bytes as specified in the PredecessorChangeListSize ficld.

DestinationMessageldSize (4 bytes): Unsigned 32-bit integer. This value spécifies the %'ze
of the DestinationMessageld field.

DestinationMessageld (variable): Array of bytes. This field MUST contain the'same
number of bytes as specified in DestinationMessageldSiZe. yThis ID specifies the destination
message.

ChangeNumberSize (4 bytes): Unsigned 32-bitinteger.yThis value specifies the size of the
ChangeNumber field.

ChangeNumber (variable): Array ofidbytes. This field MUST contain the same number of
bytes as specified in the ChangeNumberSize field. This ficld specifies the change number of
the message.

2.2.12.6.2Succes$»Response Buffer

1 2 3
011(2|3|4 0|12 506{7(8|9(0]|1|2[3[4|5(6]|7|8[9|0]1
Ropld InputHandleIndex ReturnValue
Messageld

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x78.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation and MUST be set to 0x00000000.

Messageld (8 bytes): 64-bit identifier. This value is the ID of the moved message.

2.2.12.6.3 Failure Response Buffer

1
0({112(3]|4(5|6(7[|8|9|0[1|2(3[{4(5|6(7|8(9]|0[1]|2]|3

\9)

Ropld InputHandleIndex ReturnValug

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the'type of remote operation and
MUST be set to 0x78.

InputHandleIndex (1 byte): Unsigned 8-bit integer. ‘Thisandex MUST be set to the
InputHandleIndex specified in the requestsMore information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer.“This value represents the status of the
remote operation and MUSTANOT be set t0,0x00000000.

2.2.12.7 RopSynchrenizationOpenCollector

This remote operatiomereates a new metemental change synchronization collector object.
More detailed information about this operation can be found in [MS-OXCFXICS].

2.2.12.7.d RequestBuffer

1 2 3
0 516|7(8(9(0({1[2[3[4|5|6|7|8|9(0(1{2[3|4(5(6[7|8]|9|0]1
Ropld Logonld InputHandlelndex OutputHandleIndex

IsContentsCollector

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x7E.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will
More information about Server Objects can be found in section 3.

IsContentsCollector (1 byte): 8-bit Boolean. This value specifies wheth
for contents or for hierarchy.

2.2.12.7.2 Response Buffer

1
O0(1(2(314(5[6|7|8|9(0]1]|2(3[4|5|6]7]|8

Ropld OutputHandleIndex

Ropld (1 byte): Unsigned 8-bit inte
MUST be set to 0x7E.

ReturnValue ed 32-bit integer. This value represents the status of the
remote operati

[\
(8]

2(314|5(6|7|8[9]0]|1(2[3]|4(5|6]|7|8[{9|0|1

InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x7E.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.12.8 RopSynchronizationGetTransferState

This remote operation opens a synchronization transfer object to retrieve the storagesstate
properties. More detailed information about this operation can be found in [MS-OXCFXICST.

2.2.12.8.1 Request Buffer

—_

2
0(1(2]3|4(5]|6|7(8(9|0(1({2(|3|4(5|6|7(8]9]0

1 7

Ropld Logonld InputHandlelndex OutputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID speeifies the type of remote operation and
MUST be set to 0x82.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objeets can be'found in section 3.

OutputHandleIndex' (Iibyte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More informatiefi about ServenObjects can be found in section 3.

2.2.12.8.2 Response Buffer

1 2 3
0 41516|7(8(910]1(2(3[4(5|6]|7|8[9]|0[1[{2(3(4|5|6]|7|8[9[0(1
Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x82.
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OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
OutputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.12.9 RopSynchronizationUploadStateStreamBegin

This remote operation begins an operation to upload stream data. More detailed information
about this operation can be found in [MS-OXCFXICS].

2.2.12.9.1 Request Buffer

—_
[\

0(1({2(3|4(5[6|7(8(9]|0|1({2|3|4(5|6|7|8(9

()

1 7

Ropld Logonld InputHandleIndex StatéProperty

TransferBufferSize

Ropld (1 byte): Unsigned 8-bit integen This, ID specifiesithe type of remote operation and
MUST be set to 0x75.

Logonld (1 byte): Unsigned 8-bit integer. This IDispecifies the logon associated with this
operation.

InputHandleIndex (I'byte): Unsighed 8-bit integer. This index specifies the location in the
Server Object Handleskablewvhere the handle for the input Server Object is stored. More
information abofit Server Objeets can be found in section 3.

StateProperty (4 bytes): 32-bit PropertyTag. The possible values for this field are specified
in [MS-OXCFXICS].

TransferBufferSize (4 bytes): Unsigned 32-bit integer. This value specifies the size of the
stream to beuploaded.

2.2.12.9.2 Response Buffer

1
2(314|5(6(7(8]9]|0(1({2(3]|4(5]|6|7|8(9

SN
—
(8]

2(314|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x75.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandlelndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the statusof the
remote operation.

2.2.12.10 RopSynchronizationUploadStateStreamContinue 7S

This remote operation uploads storage state property values. Moresdetailed Anformation about
this operation can be found in [MS-OXCFXICS].

2.2.12.10.1 Request Buffer

1
0({112(3]|4(5]|6(7/8(9(0|1(2|3(4

(%)

5(6|7(8]9(0]|1

Ropld Logonld InputHandlelndex StreamDataSize

StreamData (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x76:

Logonld (1 byte): UnSigned 8-bivinteger. This ID specifies the logon associated with this
operations

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Objeet Handle Table where the handle for the input Server Object is stored. More
information‘about Server Objects can be found in section 3.

StreamDataSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of the
StreamData field.

StreamData (variable): Array of bytes. This field MUST contain the same number of bytes
as specified in the StreamDataSize field. This array contains the state stream data to be
uploaded.
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2.2.12.10.2 Response Buffer

1
0({1]12(3]|4(5|6(7[8(9]0(1[2(3]{4(5]|6(7|8(9|0(1]|2[{3|4|5(6]{7(8]|9(0]1

\S]
(%)

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote gperation and
MUST be set to 0x76.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be setto the
InputHandleIndex specified in the request. More information about Server @bjects can:be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.12.11 RopSynchronizationUploadStateStreamEnd

This remote operation marks the end of a stordge state propérty upload operation. More
detailed information about this operation can be found in,[MS-OXCFXICS].

2.2.12.11.1 Request Buffer

(O8]

1 2
0(1(2|3]4|5 739&2 6(7(819(0[1]12(3|4(5|6|7(8]|9]|0(1

Ropld Logenld InputHandlelndex

Ropld (1 byte): Unsigned 8-bitiinteger. This ID specifies the type of remote operation and
MUST be set to 0x 7%

Logoild (1 byte): Unsignéd 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Setver Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

2.212.11.2  Response Buffer
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[a—
\®]
(98]

0(1(2(3|4(5|6|7|8(9({0]|1]|2(3]4]|5|6|7|8|9

S
p—

2(3|4|5(6|7|8(9|0]|1

Ropld InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation-and
MUST be set to 0x77.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST bé'setito the
InputHandleIndex specified in the request. More information about Sefver Objects,can be
found in section 3. TS

ReturnValue (4 bytes): Unsigned 32-bit integer. This value zepresents the status of the
remote operation.

2.2.12.12 RopSetLocalReplicaMidsetDeleted

This remote operation marks a set of messages in a given,folder asideleted. More detailed
information about this operation can be found afi [MS-OXCEXICS].

2.2.12.12.1 Request Buffer

1 2 3
0[1[2]3|4(5]|6]|7 01 9(0(1]12(3(4|5|6(7|8|9(0]1
Ropld Logonld InputHandlelndex DataSize

LongTermIdRangeCount

LongTermIdRanges (variable)

Ropld (I'byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set t0,0x93.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandlelndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.
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DataSize (2 bytes): Unsigned 16-bit integer. This value specifies the size of both the
LongTermldRangeCount and LongTermIdRanges fields

LongTermIdRangeCount (4 bytes): Unsigned 32-bit integer. This value specifies the
number of structures in the LongTermIdRanges field.

LongTermldRanges (variable): Array of LongTermldRange structures. This field MUST
contain the same number of structures as specified in the LongTermIdRangeCou
These structures specify the ranges of message identifiers that have been deleted.

2.2.12.12.1.1 LongTermIdRange structure

1
0(1(2]3|4(5]|6|7(8(9|0(1[{2|3|4(5|6|7(8|9

SN

MinLongTermld (24 bytes)

MinLongTermld (2
in [MS-OXCDATA].

cture. The format of LongTermld is specified
cifies the beginning of a range.

[\
W

41516|7(8(9|0(1(2|3(4|5|6(7[8]|9(0]1

InputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x93.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.12.13 RopGetLocalReplicalds

This remote operation reserves a range of IDs to be used by a local replica. Morg
information about this operation can be found in [MS-OXCFXICS].

2.2.12.13.1 Request Buffer

1 2
0(1(2(3|4(5[6|7(8(9]|0|1{2|3|4(5|6|7|8(9

Ropld Logonld

MUST be set to 0x7F.

Logonld (1 byte): Unsiced 8-bi
operation.

InputHandleInde
Server Object Handle
information about Sem

sponse Buffer

1
71 8(9]10(112(3[4]|5(6[7|8(9(0]|1(2[3[4]|5(6|7|8[9]0]1

[\
(O8]

InputHandleIndex ReturnValue

ReplGuid (16 bytes)
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GlobalCount

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x7F.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be s¢
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value re
remote operation and MUST be set to 0x00000000.

ReplGuid (16 bytes): REPLGUID structure. forma

GlobalCount (6 bytes): Array of bytes. This
range.

2.2.12.13.3 Failure Response B

[\
(O8]

6 9(0(112(3(4|5(6|7|8(9]0]|1

ReturnValue

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
aote operation and MUST NOT be set to 0x00000000.
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2.2.13 Notification ROPs

2.2.13.1 RopRegisterNotification

This remote operation registers for notification events. More detailed information about this
operation can be found in [MS-OXCNOTIF].

2.2.13.1.1 Request Buffer

—_

2
0(1]12(3]|4(5]|6(7|/8[9(0]1(2(|3(4|5(6|7(8|9(0|1|2|3 (4|56

9

Ropld Logonld InputHandlelndex OQutputHandleIndex
NotificationFlags ExtendedFlags WantWholeStore Foldérld (optional)
Messageld (optional)

Ropld (1 byte): Unsigned 8-bit integer. ThisdID,specifies the type of remote operation and
MUST be set to 0x29.

Logonld (1 byte):¢Unsigned 8=bit integer, This ID specifies the logon associated with this
operation.

InputHandleIndex(I'byte):, Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Ser¥er Objects ¢an be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be stored.
More information about Server Objects can be found in section 3.

NotificationFlags (1 byte): 8-bit flags structure. The possible values for this structure are
specified in [MS-OXCNOTIF]. This structure specifies the types of events to register for.

ExtendedFlags (1 byte): 8-bit flags structure. The possible values for this structure are
speetfied in [MS-OXCNOTIF].
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WantWholeStore (1 byte): 8-bit Boolean. This value specifies whether the notification is
scoped to the entire mailbox/store instead of a specific folder or message.

Folderld (8 bytes, optional): 64-bit identifier. This field MUST be present when the
WantWholeStore field is zero and MUST NOT be present when it is non-zero. This value
specifies the folder to register notifications for.

Messageld (8 bytes, optional): 64-bit identifier. This field MUST be present when the
WantWholeStore field is zero and MUST NOT be present when it is zero. This valué
specifies the message to register notifications for.

2.2.13.1.2 Response Buffer

1
0(112(3]|4(5]|6(7|/8(9(0]1(2(|3(4|5|6|7|8|9

SN

11213

Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. ThisdD Specifiesithe type of remote operation and
MUST be set to 0x29.

OutputHandleIndex (1 byte): Unsighed 8-bitiinteger. This index MUST be set to the
OutputHandleIndex specified in the fequest. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit mteéger. This value represents the status of the
remote operation.

2.2.13.2 RopSynchronizationOpenAdvisor

This remote operationdpens the incremental change synchronization advisor object. More
detailed information‘about this operation can be found in [MS-OXCNOTTIF].

2.2:13.2.1 Request Biiffer

1 2 3
0 3 71819(0({1(2(3]|4|5|6(7(8[{9[0]1[{2|3(4]|5|6|7|8|9|0|1
Ropld Logonld InputHandlelndex OutputHandleIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x83.
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Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in the
Server Object Handle Table where the handle for the input Server Object is stored. More
information about Server Objects can be found in section 3.

OutputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the location in
the Server Object Handle Table where the handle for the output Server Object will be‘stored.
More information about Server Objects can be found in section 3.

2.2.13.2.2 Response Buffer

1 2
0({112(3]|4(5|6(7[8|9|0[1|2(3[4(5|6|7|8(9]|0[1]|2]3 1
Ropld OutputHandleIndex ReturnValue

Ropld (1 byte): Unsigned 8-bit integer. ThisdD Specifiesithe type of remote operation and
MUST be set to 0x83.

OutputHandleIndex (1 byte): Unsighed 8-bitiinteger. This index MUST be set to the
OutputHandleIndex specified in the fequest. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit mteéger. This value represents the status of the
remote operation.

2.2.13.3 RopRégisterSynchronizationNotifications

This remote operationa@gistersineremental change synchronization notifications for given
folders. More'detailéd information about this operation can be found in [MS-OXCNOTIF].

2.2:13.3. 1 Request Biiffer

0 3 789(1)123456789(2)123456789?)1
Ropld Logonld InputHandlelndex FolderCount
Folderlds (variable)
FolderChangeNumbers (variable)
2160f233
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Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x84.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies the logon associated with this
operation.

InputHandleIndex (1 byte): Unsigned 8-bit integer. This index specifies the 1
Server Object Handle Table where the handle for the input Server Object is sto
information about Server Objects can be found in section 3.

FolderCount (2 bytes): Unsigned 16-bit integer. This value specifie
to register for notifications for.

Folderlds (variable): Array of 64-bit identifiers. This fie
of identifiers as specified in the FolderCount figld. Thes 1 ers to register
for notification for.

FolderChangeNumbers (variable): Array o i it 1 . This field MUST
contain he same number of identifiers as spe Count field. These values are
unique change numbers for each folder.

2.2.13.3.2 Response Buffer

(%)

1[2(3]4|5](6]|7(8({9|0|1

ReturnValue

d in section 3.

turnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
e operation.
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2.2.13.4 RopSetSynchronizationNotificationGuid

This remote operation sets the incremental synchronization notification GUID. More detailed
information about this operation can be found in [MS-OXCNOTIF].

2.2.13.4.1 Request Buffer

—_—
\S]

Ropld Logonld InputHandleIndex

&

Ropld (1 byte): Unsigned 8-bit integer. This ID s
MUST be set to 0x88.

ifies the of remote operation and

Logonld (1 byte): Unsigned 8-bit integer. logon associated with this

operation.
InputHandleIndex (1 byte): Un it i . This index specifies the location in the
Server Object Handle Table where th: put Server Object is stored. More

information about Se

[\
W

21314(5(6|7|8(9|0|1({2|3]|4(5]|6]|7(8[9|0|1

InputHandleIndex ReturnValue

opld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
T be set to 0x88.
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InputHandleIndex (1 byte): Unsigned 8-bit integer. This index MUST be set to the
InputHandleIndex specified in the request. More information about Server Objects can be
found in section 3.

ReturnValue (4 bytes): Unsigned 32-bit integer. This value represents the status of the
remote operation.

2.2.13.5 RopNotify

This remote operation response provides notification event data to the client. Thered
request buffer for this Rop. More detailed information about this operation can befound in
[MS-OXCNOTIF].

2.2.13.5.1 Response Buffer

1

Logonld

bject Handle. This handle specifies the
tification event.

peration can be found in [MS-OXCNOTIF].

3.6.1 Response Buffer
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—_
SN
—
\S}
w
S
9}
(o)}
3
o]
O
S W
—

0(1(2]3|4(5]|6|7(8(9|0(1[2|3|4(5|6]|7(8|9

Ropld SessionIndex

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote operation and
MUST be set to 0x6E.

SessionIndex (2 bytes): Unsigned 16-bit integer. This index specifies which sess
pending notifications.

2.2.14 Other ROPs

2.2.14.1 RopBufferTooSmall

This remote operation response notifies the client that there is s
ROP responses.

2.2.14.1.1 Response Buffer

(%)

1
415|6(7(8|9|0(1

RequestBuffers
(variable)

: Array of bytes. The size of this array is the remaining space in
OP response buffer. This array specifies the section of the input buffer that was
ause of this condition.

.14.2 RopBackoff

his remote operation response notifies the client that the server is busy and is requesting that
ient retry later.

2.2.14.2.1 Response Buffer

220 of 233
[MS-OXCROPS] - v0.1
Remote Operations (ROP) List and Encoding Protocol Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 4, 2008




[a—
[\
(O8]

O0(1({2(3|4(5[6|7|8[9]0[1|2(3[4]|5(6[7|8(9][0]|1(2(3]|4(5|6|7(8[|9]|0(1

Ropld Logonld Duration

BackoffRopCount BackoffRopData

AdditionalData
AdditionalDataSize (variable)

Ropld (1 byte): Unsigned 8-bit integer. This ID specifies the type of temoteperation, ang
MUST be set to 0xF9.

Logonld (1 byte): Unsigned 8-bit integer. This ID specifies|the logontorapply alogon
backoff to.

Duration (4 bytes): Unsigned 32-bit integer. This value specifies the number of
milliseconds to apply a logon backoft.

BackoffRopCount (1 byte): Unsigned 8=bit integer. “This valu€ specifies the number of
structures in the BackoffRopData ficld,

BackoffRopData (variable): Arrayof BackoffRop structures. The format for the
BackoffRop structure is definéd at the endef this section. This array specifies the operations
to be backed off afidialso the backoft duratiomyfor each.

AdditionalDataSize (2'bytes): Unsigned 16-bit integer. This value specifies the size of the
AdditionalDatadfield.

AdditionalData (variable): ¢Array of bytes. This field MUST contain the same number of
bytes as/Specified in AdditionalDataSize. This array specifies additional information about
the,backoft response.

2.2.14.2.1.1_ BackoffRop structure

1
1(2(3]4|5(6[7|8|9(0(1]|2|3({4[|5(6(7|8|9({0]1|2(3]|4|5[6]|7|8[9]|0|1

[\
(O8]

RopldBackoff Duration
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RopldBackoff (1 byte): Unsigned 8-bit integer. This ID specifies the type of remote
operation to apply a ROP backoft for.

Duration (4 bytes): Unsigned 32-bit integer. This value specifies the number of
milliseconds to apply a ROP backoff.

2.2.14.3 RopRelease

This remote operation releases all resources associated with a server object.

2.2.14.3.1 Request Buffer

—_—

0[1(2(3|4(5]|6|7|8[9|0]|1(2(3|4|5]|6

Ropld Logonld

Ropld (1 byte): Unsigned 8-bit integer. This ID specifie
MUST be set to 0x01. ‘

Logonld (1 byte): Unsigned 8-bit integer. This ID
operation.

ifies the associated with this

InputHandleIndex (1 byte): Unsigne specifies the location in the
Server Object Handle Table where the han. i rver Object is stored. More
information about Server,Objects 1

3 Protocol Details

erver Object Handle Collection: A collection of valid Server Object Handles received
the server but not yet released.

3.1.2 Timers
None.
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3.1.3 Initialization
None.

3.1.4 Higher-Layer Triggered Events

The client creates ROP buffers consisting of ROP requests for operations to be performed on
the server. This input buffer is sent to the server and an output ROP buffer is received back
from the server.

3.1.4.1 Creating an Input ROP Buffer

An input ROP buftfer is constructed by the client and sent to the server. The clieitpackages its
ROP requests together in the intended execution order and creates an associated Server Object
Handle Table.

When assembling an input ROP buffer, the client MUST use a Server ObjectdHandle Table
large enough to include an entry for the largest index used by ROPfequests'in the buffer. Each
entry in the table that is only referenced as input indexes for ROPs MUST be filleddn with the
handle of the Server Object that is intended to be the input@f.the operationaEach entry that is
only referenced as an output index SHOULD béfilled in with the OxFFFFFEBF value. Each
entry that is referenced first as an output index and thén as inputindexes SHOULD also be
initialized to the OXFFFFFFFF value.

Multiple ROPs in a buffer can use the same Server Object Handle Table index. For example, a
RopOpenFolder can specify index 1 as thié location to place the'handle for the folder Server
Object. Later in the same buffer, a RopGetContentsTable can specify index 1 as the location
for the input Server Objeet handle:

3.1.4.2 Logon

The client specifiesthe,Logonld associated with the logon Server Object created by a
RopLogon call. The client,manages the identifiers in use by use of a Logon Collection.

3.1.5 Message Processing Events and Sequencing Rules

The client finds the responsesdor the operations in this output buffer in the same order as sent
in the inpit buffer The output buffer can also include ROP responses that do not have
corresponding ROPrequests 1n the input buffer. These extra ROP responses include
RopBackoft, RopBufferFooSmall, RopNotify, and RopPending.

3.1.5.1 Extra ROP Responses

3.1.5.1.1 RopBackoff

Any client reporting its version as 12.0.4228.0 or later (as specified in [MS-OXCRPC])
MUST support processing the RopBackoff response buffer. The layout of this ROP is
specified in section 2.2.14.2.
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RopBackoft can appear at any location in the ROP output buffer. This ROP response
indicates that the server requests the client delay the resending of ROP requests for the
specified logon or type of ROPs for an amount of time. When this response contains a non-
zero RopldBackof, it specifies the ROP request that needs to be delayed. The ROP response
that was delayed and all subsequent ROP responses will not be in the buffer. When the
RopldBackoff is set to 0x00, this indicates that all ROP requests for that logon should be
delayed.

3.1.5.1.2 RopBufferTooSmall
The layout of this ROP is specified in section 2.2.14.1.

RopBufferTooSmall can appear at any location in the Rops field in the ROPbifter. Fhis
ROP response indicates that the size of the output buffer is insufficient té return responses, for
all the ROP requests sent. The RopBufferTooSmall includes all the ROP'Requésts thabwege
not executed by the server. The client SHOULD resend the unexecuted ROP requests imn'a new
call to the server. The client MUST also specify an output buftér size that is at least as large as
the size specified in the RopBufferTooSmall response.

3.1.5.1.3 RopNotify and RopPending

These ROP responses appear at the end of the ROP output buffer.“ More detailed information
about these ROPs can be found in [MS-OXCNOTIE].

3.1.6 Timer Events
None.

3.1.7 Other Local Events
None.

3.1.7.1 Shutdown

When the client shutS§dewn,it SHOULD send RopRelease requests to the server to clean up
all Server Objeéts 1t had ereatedybut had not yet released before it disconnects.

3.2 Server Details

3.2.1 Abstract Data Model

This'section describes a conceptual model of possible data organization that an
impleémentationimaintains to participate in this protocol. The described organization is
provided to facilitate the explanation of how the protocol behaves. This document does not
mandate that implementations adhere to this model as long as their external behavior is
consistent with that specified in this document.

Logon Map: A mapping of Logonlds and logon Server Objects.
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Server Object Map: A mapping of Server Object Handles and Server Objects. There is one
map for each logon Server Object.

3.2.2 Timers
None.

3.2.3 Initialization

When a connection is first set up between a client and server via the EMSMDB interfaee
specified in [MS-OXCRPC], the Server Object Map and Logon Map are empty.

3.2.4 Higher-Layer Triggered Events

3.2.4.1 Notifications
More detailed information about notifications can be found in [MS-OXCNOZTIF]. . 4

3.2.4.2 Backoff

When the server determines that a ROP request needs to be'delayed, the'setver MUST
respond with either a RopBackoff response or fail'the RPC call.

If the server version is greater than 08.00.0525.0, and theclient version is greater than
12.0.4228.0, the server SHOULD add a RopBéackoffiresponse buffer s returned in place of the
response for the ROP request. If either the client or the server are earlier versions, the server
MUST instead fail the RPC call by raising the. RPC S SERVER TOO BUSY exception as
specified in [MS-OXCRPC].

If ROPs are specified in @ RopBackoff résponse, thenall subsequent ROP requests SHOULD
NOT be processed.

3.2.4.3 Insufficient Output Buffer Space

When the server detefmines'that ther¢is mot enough space remaining in the output ROP buffer
for responses fof remaining ROPs, it MUST NOT execute the remaining ROPs. If the client is
able to resubmit the remaining,ROPs in another call, then the server MUST use a
RopBufferl'ooSmall response. If another call would fail, such as if one ROP response is larger
than the maximum output RopBufferSize, the server MUST fail the RPC call returning
0x0000047D.

3.2.5 Message Processing Events and Sequencing Rules

3.2.5.1 Processing an Input ROP Buffer

When processing an input ROP buffer received from a client, the server MUST execute the
RORP requests in the order they are specified in the ROP buffer and MUST NOT process more
than'one input ROP buffer concurrently for a connection. The ROP responses in the output
ROP buffer MUST also be in the same order in which they were executed.
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If the server is unable to parse the ROP requests in the input ROP buffer, the RPC call MUST
fail by returning 0x000004B6.

During execution of a ROP request, the server needs to resolve the Server Object Handle
Table index to a Server Object. Any index used for input is converted into the corresponding
Server Object by looking up the handle in the Server Object Handle Table and then looking up
the Server Object Handle in the Server Object Map associated with the logon for the ROP
request. If any lookup in the Logon Map or the Server Object Map fails, the server MUST fill
in a failure ROP response with a non-zero return value.

After successful execution of a ROP request that created a Server Object, the setver MUST
assign an unused Server Object Handle to the object and record the mappinggimthe Server
Object Map for the logon associated with the Rop. The handle assigned 4§ then set in the
Server Object Handle Table at the location specified by the output indeX in the ROP requ@t
and can be potentially used by subsequent ROP requests in the buffer.

Because the Server Object Handle value OxFFFFFFFF is used to initialize,unused®entries of a
Server Object Handle Table, a server MUST NOT assign that value to a created Server
Object.

3.2.5.2 Creating an Output ROP Buffer

After processing the input ROP buffer, a list 9 ROP responsés and a modified Server Object
Handle Table are specified in the output ROP buffer created by the server. This table MUST
be large enough to contain an entry fonthe highest ServerObject Handle Table index specified
in the ROP responses. The table cambe a smaller size compared to the table in the input ROP
buffer if entries at the end of the table were not referénced. The server MUST preserve the
order of entries in the Server @bject Handle Table between the input and output tables.

3.2.5.3 RopRelease
The format for the RopRelease requestibuffer is specified in section 2.2.14.3.

This request isused whenthe elient is done with a Server Object. The server MUST remove
the mapping for the Server Object Handle from the Server Object Map and release the
resource$ associated with it. The same Server Object Handle can now be reused for another
Servet Object. If the Servér Object specified is a logon Server Object, then the server MUST
also remove it from the Logon Map.

Unlike all other ROP requests, RopRelease does not have any associated ROP response. The
setver MUST not return any response for a RopRelease request. Any errors resulting from the
execution of this ROP MUST be ignored and not sent back to the client.

3.2.6, Timer Events
None.
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3.2.7 Other Local Events

3.2.7.1 Disconnection

When the client disconnects, the server MUST release all Server Objects, Logon Maps, and
Server Object Maps associated with the connection.

4 Protocol Examples
4.1 Empty ROP Buffer

4.1.1 Full Buffer
02 00

4.1.2 Explanation of Parts

RopSize
02 00

Rops
<empty>

ServerObjectHandleTable
<empty>

4.1.3 Description
This empty buffer contaifis,no RO ject Handles. This type of buffer can

4.2.1 Full

090015010 )00 00 56 00 00 00

Ropld (RopQueryRows)
Logonld
Input Handle Index

02 QueryRows Flags

01 Forward Read

FF OF RowCount
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ServerObjectHandleTable
6D 00 00 00 (Handle 0, unused)
56 00 00 00 (Handle 1, input of RopQueryRows)

4.2.3 Description

This buffer contains a single ROP that has an input index. The RopSize indicates the location
of the Server Object Handle Table. The table in this buffer also contains an unused en

4.3 Multiple ROP Request

4.3.1 Full Buffer

1400 02 00 00 01 01 00 59 65 73 73 69 72 00 04 00 01 02 04 6E 00 O FF
FF FF FF

4.3.2 Explanation of Parts

RopSize

14 00 Y
Rops

02 Ropld (RopOpenFolder)

00 Logonld

00 Input Handle Index
01 Output Handle Index
01 0059 65 73 73 69 72 ID
00 Open Mode Fla?

04 Ropld (RopG
00 Logonld
01
02
04

ROP. All output handles are initialized to OXFFFFFFFF.
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4.4 RopRelease Request

4.4.1 Full Buffer
08 0001 000001 00 01 6F 00 00 00 6E 00 00 00

4.4.2 Explanation of Parts

RopSize
08 00

Rops
01 Ropld (RopRelease)

00 Logonld
00 Input Handle Index

01 Ropld (RopRelease)
00 Logonld
01 Input Handle Index

ServerObjectHandleTable
6F 00 00 00 (Handle 0, input of first RopRelease)
6E 00 00 00 (Handle 1, input of second Rop

4.4.3 Description

This buffer contains a pair of RopRel
different Server Obj ects‘sed on

0 ROPs are releasing two
r Object Handles they reference.

4.5 RopBufferIooSm

4.5.1 Full Buffer
1C 00 FF 2C 00

! opBufferTooSmall)
00 Size Needed (0x002C bytes)

Ropld (RopOpenMessage)

Logonld

00 Input Handle Index

01 Output Handle Index

FF OF Code Page ID
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0100158900 7827 1E Folder Id
03 Open Mode Flags
0100158900 78 2F BB Message Id

ServerObjectHandleTable
12000000  (Handle 0, input of RopOpenMessage)
FF FF FF FF  (Handle 1, output of RopOpenMessage)

4.5.3 Description

This buffer shows a RopOpenMessage call that would produce a response that wo
the buffer (the output buffer was much smaller than usual for this example). Tt
RopBufferTooSmall indicates that it would need at least 0x002C bytes to re

what would have been specified in the input ROP buffer. In this buffe
RopBufterTooSmall is the first ROP, which indicates that no Ro ;
running out of room.

4.6 Logon RopBackoff Response ‘

4.6.1 Full Buffer
120012000000000000F90034 12000 0

4.6.2 Explanation of Parts
RopSize

1200
4

Rops
12 RopSetCo

00 Input Handle
00000000 Re
00

erObjectHandleTable
8000000 (Handle 0, input of RopSetColumns)

Description

This buffer contains a RopBackoffResponse in the same buffer as a RopSetColumns response.
The RopBackoft here contains no information specific to a Rop, but instead a general duration

for the logon.
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4.7 ROP RopBackoff Request

4.7.1 Full Buffer

180002 01 00 00 00 00 00 00 F9 00 00 00 00 00 01 1C 17 4F 04 00 00 00 OA 00 00 00 24 00
0000

4.7.2 Explanation of Parts

RopSize
18 00

Rops
02 RopOpenFolder

01 Output Handle Index
00000000 ReturnValue
00 HasRules
00 IsGhosted

F9 RopBackoff ‘
00 Logon Id

00000000  Duration

01 BackoffRopCount

1C RopldBackoff (RopCreateFolder)
174F 0400  Duration
00 00 AdditionalDataSize

ServerObj ectHandleTab’
0A 000000 (Handle 0,
24 00 00 00 jle

4.7.3 Description

This buffer shows skoff response in the same buffer as a RopOpenFolder response.
The RopBackg ion about only one ROP, RopCreateFolder.

Considerations for Implementers

ial security considerations specific to this protocol. General security
rtain to the underlying Wire Format Protocol Specification [MS-OXCRPC].

Index of Security Parameters
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6 Appendix A: Office/Exchange Behavior

The information in this specification is applicable to the following versions of

Office/Exchange:
e Office 2003 with Service Pack 3 applied
e Exchange 2003 with Service Pack 2 applied
e Office 2007 with Service Pack 1 applied
e Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any state
behavior in this specification prescribed using the terms SHOULD or S
implies Office/Exchange behavior in accordance with the SHOULD
prescription. Unless otherwise specified, the term MAY implies Office/Ex
not follow the prescription.

<1> Section 2.2.1. Exchange Server behavior "undeﬁ hen it e a reserved

Ropld.
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