


[bookmark: _GoBack][MS-OXCPRPT]: 
Property and Stream Object Protocol

Intellectual Property Rights Notice for Open Specifications Documentation
· Technical Documentation. Microsoft publishes Open Specifications documentation (“this documentation”) for protocols, file formats, data portability, computer languages, and standards support. Additionally, overview documents cover inter-protocol relationships and interactions. 
· Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other terms that are contained in the terms of use for the Microsoft website that hosts this documentation, you can make copies of it in order to develop implementations of the technologies that are described in this documentation and can distribute portions of it in your implementations that use these technologies or in your documentation as necessary to properly document the implementation. You can also distribute in your implementation, with or without modification, any schemas, IDLs, or code samples that are included in the documentation. This permission also applies to any documents that are referenced in the Open Specifications documentation. 
· No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation. 
· Patents. Microsoft has patents that might cover your implementations of the technologies described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of this documentation grants any licenses under those patents or any other Microsoft patents. However, a given Open Specifications document might be covered by the Microsoft Open Specifications Promise or the Microsoft Community Promise. If you would prefer a written license, or if the technologies described in this documentation are not covered by the Open Specifications Promise or Community Promise, as applicable, patent licenses are available by contacting iplg@microsoft.com. 
· License Programs. To see all of the protocols in scope under a specific license program and the associated patents, visit the Patent Map. 
· Trademarks. The names of companies and products contained in this documentation might be covered by trademarks or similar intellectual property rights. This notice does not grant any licenses under those rights. For a list of Microsoft trademarks, visit www.microsoft.com/trademarks. 
· Fictitious Names. The example companies, organizations, products, domain names, email addresses, logos, people, places, and events that are depicted in this documentation are fictitious. No association with any real company, organization, product, domain name, email address, logo, person, place, or event is intended or should be inferred.
Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other than as specifically described above, whether by implication, estoppel, or otherwise. 
Tools. The Open Specifications documentation does not require the use of Microsoft programming tools or programming environments in order for you to develop an implementation. If you have access to Microsoft programming tools and environments, you are free to take advantage of them. Certain Open Specifications documents are intended for use in conjunction with publicly available standards specifications and network programming art and, as such, assume that the reader either is familiar with the aforementioned material or has immediate access to it.
Support. For questions and support, please contact dochelp@microsoft.com. 
Preliminary Documentation. This particular Open Specifications document provides documentation for past and current releases and/or for the pre-release version of this technology. This document provides final documentation for past and current releases and preliminary documentation, as applicable and specifically noted in this document, for the pre-release version. Microsoft will release final documentation in connection with the commercial release of the updated or new version of this technology. Because this documentation might change between the pre-release version and the final version of this technology, there are risks in relying on this preliminary documentation. To the extent that you incur additional development obligations or any other costs as a result of relying on this preliminary documentation, you do so at your own risk.
Revision Summary
	Date
	Revision History
	Revision Class
	Comments

	4/4/2008
	0.1
	New
	Initial Availability.

	4/25/2008
	0.2
	Minor
	Revised and updated property names and other technical content.

	6/27/2008
	1.0
	Major
	Initial Release.

	8/6/2008
	1.01
	Minor
	Revised and edited technical content.

	9/3/2008
	1.02
	Minor
	Updated references.

	12/3/2008
	1.03
	Minor
	Updated IP notice

	3/4/2009
	1.04
	Minor
	Revised and edited technical content.

	4/10/2009
	2.0
	Major
	Updated technical content and applicable product releases.

	7/15/2009
	3.0
	Major
	Revised and edited for technical content.

	11/4/2009
	4.0.0
	Major
	Updated and revised the technical content.

	2/10/2010
	4.1.0
	Minor
	Updated the technical content.

	5/5/2010
	4.1.1
	Editorial
	Revised and edited the technical content.

	8/4/2010
	4.2
	Minor
	Clarified the meaning of the technical content.

	11/3/2010
	5.0
	Major
	Significantly changed the technical content.

	3/18/2011
	5.0
	None
	No changes to the meaning, language, and formatting of the technical content.

	8/5/2011
	5.1
	Minor
	Clarified the meaning of the technical content.

	10/7/2011
	6.0
	Major
	Significantly changed the technical content.

	1/20/2012
	7.0
	Major
	Significantly changed the technical content.

	4/27/2012
	7.1
	Minor
	Clarified the meaning of the technical content.

	7/16/2012
	7.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	10/8/2012
	8.0
	Major
	Significantly changed the technical content.

	2/11/2013
	9.0
	Major
	Significantly changed the technical content.

	7/26/2013
	9.1
	Minor
	Clarified the meaning of the technical content.

	11/18/2013
	9.2
	Minor
	Clarified the meaning of the technical content.

	2/10/2014
	9.2
	None
	No changes to the meaning, language, or formatting of the technical content.

	4/30/2014
	9.2
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/31/2014
	9.2
	None
	No changes to the meaning, language, or formatting of the technical content.

	10/30/2014
	10.0
	Major
	Significantly changed the technical content.

	3/16/2015
	11.0
	Major
	Significantly changed the technical content.

	5/26/2015
	11.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/14/2015
	11.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	6/13/2016
	11.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/14/2016
	11.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	2/24/2017
	12.0
	Major
	Significantly changed the technical content.

	9/19/2017
	13.0
	Major
	Significantly changed the technical content.

	7/24/2018
	14.0
	Major
	Significantly changed the technical content.

	10/1/2018
	15.0
	Major
	Significantly changed the technical content.

	4/22/2021
	16.0
	Major
	Significantly changed the technical content.


Table of Contents
1	Introduction	9
1.1	Glossary	9
1.2	References	11
1.2.1	Normative References	11
1.2.2	Informative References	12
1.3	Overview	12
1.4	Relationship to Other Protocols	12
1.5	Prerequisites/Preconditions	12
1.6	Applicability Statement	13
1.7	Versioning and Capability Negotiation	13
1.8	Vendor-Extensible Fields	13
1.9	Standards Assignments	13
2	Messages	14
2.1	Transport	14
2.2	Message Syntax	14
2.2.1	Common Object Properties	14
2.2.1.1	PidTagAccess Property	14
2.2.1.2	PidTagAccessLevel Property	14
2.2.1.3	PidTagChangeKey Property	15
2.2.1.4	PidTagCreationTime Property	15
2.2.1.5	PidTagLastModifierName Property	15
2.2.1.6	PidTagLastModificationTime Property	15
2.2.1.7	PidTagObjectType Property	15
2.2.1.8	PidTagRecordKey Property	15
2.2.1.9	PidTagSearchKey Property	16
2.2.2	RopGetPropertiesSpecific ROP	16
2.2.2.1	RopGetPropertiesSpecific ROP Request Buffer	16
2.2.2.2	RopGetPropertiesSpecific ROP Response Buffer	16
2.2.3	RopGetPropertiesAll ROP	17
2.2.3.1	RopGetPropertiesAll ROP Request Buffer	17
2.2.3.2	RopGetPropertiesAll ROP Response Buffer	17
2.2.4	RopGetPropertiesList ROP	17
2.2.4.1	RopGetPropertiesList ROP Request Buffer	17
2.2.4.2	RopGetPropertiesList ROP Response Buffer	18
2.2.5	RopSetProperties ROP	18
2.2.5.1	RopSetProperties ROP Request Buffer	18
2.2.5.2	RopSetProperties ROP Response Buffer	18
2.2.6	RopSetPropertiesNoReplicate ROP	18
2.2.6.1	RopSetPropertiesNoReplicate ROP Request Buffer	19
2.2.6.2	RopSetPropertiesNoReplicate ROP Response Buffer	19
2.2.7	RopDeleteProperties ROP	19
2.2.7.1	RopDeleteProperties ROP Request Buffer	19
2.2.7.2	RopDeleteProperties ROP Response Buffer	19
2.2.8	RopDeletePropertiesNoReplicate ROP	19
2.2.8.1	RopDeletePropertiesNoReplicate ROP Request Buffer	20
2.2.8.2	RopDeletePropertiesNoReplicate ROP Response Buffer	20
2.2.9	RopQueryNamedProperties ROP	20
2.2.9.1	RopQueryNamedProperties ROP Request Buffer	20
2.2.9.2	RopQueryNamedProperties ROP Response Buffer	21
2.2.10	RopCopyProperties ROP	21
2.2.10.1	RopCopyProperties ROP Request Buffer	21
2.2.10.2	RopCopyProperties ROP Response Buffer	21
2.2.11	RopCopyTo ROP	22
2.2.11.1	RopCopyTo ROP Request Buffer	22
2.2.11.2	RopCopyTo ROP Response Buffer	22
2.2.12	RopGetPropertyIdsFromNames ROP	23
2.2.12.1	RopGetPropertyIdsFromNames ROP Request Buffer	23
2.2.12.2	RopGetPropertyIdsFromNames ROP Response Buffer	23
2.2.13	RopGetNamesFromPropertyIds ROP	24
2.2.13.1	RopGetNamesFromPropertyIds ROP Request Buffer	24
2.2.13.2	RopGetNamesFromPropertyIds ROP Response Buffer	24
2.2.14	RopOpenStream ROP	24
2.2.14.1	RopOpenStream ROP Request Buffer	25
2.2.14.2	RopOpenStream ROP Response Buffer	25
2.2.15	RopReadStream ROP	25
2.2.15.1	RopReadStream ROP Request Buffer	25
2.2.15.2	RopReadStream ROP Response Buffer	26
2.2.16	RopWriteStream ROP	26
2.2.16.1	RopWriteStream ROP Request Buffer	26
2.2.16.2	RopWriteStream ROP Response Buffer	26
2.2.17	RopWriteStreamExtended ROP	26
2.2.17.1	RopWriteStreamExtended ROP Request Buffer	26
2.2.17.2	RopWriteStreamExtended ROP Response Buffer	27
2.2.18	RopCommitStream ROP	27
2.2.18.1	RopCommitStream ROP Request Buffer	27
2.2.18.2	RopCommitStream ROP Response Buffer	27
2.2.19	RopGetStreamSize ROP	27
2.2.19.1	RopGetStreamSize ROP Request Buffer	27
2.2.19.2	RopGetStreamSize ROP Response Buffer	27
2.2.20	RopSetStreamSize ROP	27
2.2.20.1	RopSetStreamSize ROP Request Buffer	28
2.2.20.2	RopSetStreamSize ROP Response Buffer	28
2.2.21	RopSeekStream ROP	28
2.2.21.1	RopSeekStream ROP Request Buffer	28
2.2.21.2	RopSeekStream ROP Response Buffer	28
2.2.22	RopCopyToStream ROP	29
2.2.22.1	RopCopyToStream ROP Request Buffer	29
2.2.22.2	RopCopyToStream ROP Response Buffer	29
2.2.23	RopProgress ROP	29
2.2.23.1	RopProgress ROP Request Buffer	29
2.2.23.2	RopProgress ROP Response Buffer	30
2.2.24	RopLockRegionStream ROP	30
2.2.24.1	RopLockRegionStream ROP Request Buffer	30
2.2.24.2	RopLockRegionStream ROP Response Buffer	30
2.2.25	RopUnlockRegionStream ROP	30
2.2.25.1	RopUnlockRegionStream ROP Request Buffer	31
2.2.25.2	RopUnlockRegionStream ROP Response Buffer	31
2.2.26	RopWriteAndCommitStream ROP	31
2.2.26.1	RopWriteAndCommitStream ROP Request Buffer	31
2.2.26.2	RopWriteAndCommitStream ROP Response Buffer	31
2.2.27	RopCloneStream ROP	31
2.2.27.1	RopCloneStream ROP Request Buffer	32
2.2.27.2	RopCloneStream ROP Response Buffer	32
3	Protocol Details	33
3.1	Client Details	33
3.1.1	Abstract Data Model	33
3.1.2	Timers	33
3.1.3	Initialization	33
3.1.4	Higher-Layer Triggered Events	33
3.1.4.1	Getting Property IDs for Named Properties	33
3.1.4.2	Reading a Property	34
3.1.4.3	Setting a Property	34
3.1.4.4	Getting a List of an Object's Existing Properties	34
3.1.4.5	Reading a Property as a Stream	34
3.1.4.6	Setting a Property with a Stream	35
3.1.5	Message Processing Events and Sequencing Rules	35
3.1.6	Timer Events	36
3.1.7	Other Local Events	36
3.2	Server Details	36
3.2.1	Abstract Data Model	36
3.2.2	Timers	36
3.2.3	Initialization	36
3.2.4	Higher-Layer Triggered Events	36
3.2.5	Message Processing Events and Sequencing Rules	36
3.2.5.1	Processing RopGetPropertiesSpecific	36
3.2.5.2	Processing RopGetPropertiesAll	37
3.2.5.3	Processing RopGetPropertiesList	37
3.2.5.4	Processing RopSetProperties	37
3.2.5.5	Processing RopDeleteProperties	38
3.2.5.6	Processing RopQueryNamedProperties	38
3.2.5.7	Processing RopCopyProperties	39
3.2.5.8	Processing RopCopyTo	39
3.2.5.9	Processing RopGetNamesFromPropertyIds	40
3.2.5.10	Processing RopGetPropertyIdsFromNames	41
3.2.5.11	Processing RopOpenStream	42
3.2.5.12	Processing RopReadStream	42
3.2.5.13	Processing RopWriteStream	43
3.2.5.14	Processing RopWriteStreamExtended	43
3.2.5.15	Processing RopCommitStream	43
3.2.5.16	Processing RopGetStreamSize	44
3.2.5.17	Processing RopSetStreamSize	44
3.2.5.18	Processing RopSeekStream	44
3.2.5.19	Processing RopCopyToStream	44
3.2.5.20	Processing RopProgress	45
3.2.5.21	Processing RopLockRegionStream	45
3.2.5.22	Processing RopUnlockRegionStream	46
3.2.5.23	Processing RopWriteAndCommitStream	46
3.2.5.24	Processing RopCloneStream	46
3.2.6	Timer Events	46
3.2.7	Other Local Events	46
4	Protocol Examples	47
4.1	Getting Property IDs	47
4.1.1	Client Request Buffer	47
4.1.2	Server Response Buffer	49
4.2	Setting Properties	49
4.2.1	Client Request Buffer	49
4.2.2	Server Response Buffer	50
4.3	Getting Properties	51
4.3.1	Client Request Buffer	51
4.3.2	Server Response Buffer	52
4.4	Working with Streams	53
4.4.1	Opening a Stream	53
4.4.1.1	Client Request Buffer	53
4.4.1.2	Server Response Buffer	54
4.4.2	Writing to the Stream	54
4.4.2.1	Client Request Buffer	54
4.4.2.2	Server Response Buffer	55
4.4.3	Committing a Stream	55
4.4.3.1	Client Request Buffer	55
4.4.3.2	Server Response Buffer	56
4.5	Asynchronous Progress	56
5	Security	60
5.1	Security Considerations for Implementers	60
5.2	Index of Security Parameters	60
6	Appendix A: Product Behavior	61
7	Change Tracking	63
8	Index	64

[bookmark: section_a3e6ada2e83e48c38f77c6afef718b40][bookmark: _Toc69361240]Introduction
The Property and Stream Object Protocol enables a client to read, set, and delete the properties of an object.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_8c351ab8b70e47f0a779ac659dda61fc][bookmark: _Toc69361241]Glossary
This document uses the following terms:
[bookmark: gt_a34b031c-18b2-40e1-acfa-3b73cc71e80b]address book container: An Address Book object that describes an address list.
[bookmark: gt_4792b6d3-b01a-43f6-aca4-42fc4e79a633]Address Book object: An entity in an address book that contains a set of attributes, each attribute with a set of associated values.
[bookmark: gt_6ab4cacc-0e1a-4843-b9e5-4f1fee5a695a]Attachment object: A set of properties that represents a file, Message object, or structured storage that is attached to a Message object and is visible through the attachments table for a Message object.
[bookmark: gt_84534866-2990-4b91-80bc-c90655ee3f9c]attachments table: A Table object whose rows represent the Attachment objects that are attached to a Message object.
[bookmark: gt_210637d9-9634-4652-a935-ded3cd434f38]code page: An ordered set of characters of a specific script in which a numerical index (code-point value) is associated with each character. Code pages are a means of providing support for character sets and keyboard layouts used in different countries. Devices such as the display and keyboard can be configured to use a specific code page and to switch from one code page (such as the United States) to another (such as Portugal) at the user's request.
[bookmark: gt_7fcf1c2a-e5de-4334-b349-2e8025798ac4]contents table: A Table object whose rows represent the Message objects that are contained in a Folder object.
[bookmark: gt_f2369991-a884-4843-a8fa-1505b6d5ece7]Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones around the world are expressed as positive and negative offsets from UTC. In this role, it is also referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all references to UTC refer to the time at UTC-0 (or GMT).
[bookmark: gt_ccbb0292-fefe-493f-80c3-11533e473591]distribution list: A collection of users, computers, contacts, or other groups that is used only for email distribution, and addressed as a single recipient.
[bookmark: gt_0682daa7-c1b8-419b-8a32-6048833d0b72]Folder object: A messaging construct that is typically used to organize data into a hierarchy of objects containing Message objects and folder associated information (FAI) Message objects.
[bookmark: gt_8679c10b-d3ce-4a00-9541-c5c442ff1eb8]global identifier: A form of encoding for an internal identifier that makes it unique across all stores. Global identifiers are a subset of external identifiers, and they consist of a REPLGUID followed by a 6-byte global counter.
[bookmark: gt_f49694cc-c350-462d-ab8e-816f0103c6c1]globally unique identifier (GUID): A term used interchangeably with universally unique identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not imply or require a specific algorithm or mechanism to generate the value. Specifically, the use of this term does not imply or require that the algorithms described in [RFC4122] or [C706] must be used for generating the GUID. See also universally unique identifier (UUID).
[bookmark: gt_5044babb-08e3-4bb9-bc12-fe8f542b05ee]handle: Any token that can be used to identify and access an object such as a device, file, or a window.
[bookmark: gt_4469dfee-85b0-4004-a067-65f5439091a6]hierarchy table: A Table object whose rows represent the Folder objects that are contained in another Folder object.
[bookmark: gt_079478cb-f4c5-4ce5-b72b-2144da5d2ce7]little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in the memory location with the lowest address.
[bookmark: gt_778a74ab-80da-4c76-aac9-f756de1bf92d]Logon object: A Server object that provides access to a private mailbox or a public folder. A client obtains a Logon object by issuing a RopLogon remote operation (ROP) to a server.
[bookmark: gt_7f6fbfc0-6da8-4eb4-8099-8f5efbfe5fbe]long ID (LID): A 32-bit quantity that, in combination with a GUID, defines a named property.
[bookmark: gt_70581e4e-e0b5-4f4e-ab02-6a0d29f6fccf]mail user: An Address Book object that represents a person or entity that can receive deliverable messages.
[bookmark: gt_b6c15d0c-d992-421d-ba96-99d3b63894cf]Message object: A set of properties that represents an email message, appointment, contact, or other type of personal-information-management object. In addition to its own properties, a Message object contains recipient properties that represent the addressees to which it is addressed, and an attachments table that represents any files and other Message objects that are attached to it.
[bookmark: gt_fda94a53-448d-48d5-9991-176c530ff597]message store: A unit of containment for a single hierarchy of Folder objects, such as a mailbox or public folders.
[bookmark: gt_8249acae-6bac-450e-9f08-1cb90ce200bd]multibyte character set (MBCS): An alternative to Unicode for supporting character sets, like Japanese and Chinese, that cannot be represented in a single byte. Under MBCS, characters are encoded in either one or two bytes. In two-byte characters, the first byte, or "lead" byte, signals that both it and the following byte are to be interpreted as one character. The first byte comes from a range of codes reserved for use as lead bytes. Which ranges of bytes can be lead bytes depends on the code page in use. For example, Japanese code page 932 uses the range 0x81 through 0x9F as lead bytes, but Korean code page 949 uses a different range.
[bookmark: gt_e6245def-e67d-4ab2-8c7d-04863b1c1063]named property: A property that is identified by both a GUID and either a string name or a 32-bit identifier.
[bookmark: gt_0b28d5bf-a1bb-436d-a721-34e2cfae489b]property ID: A 16-bit numeric identifier of a specific attribute. A property ID does not include any property type information.
[bookmark: gt_dcd670df-c295-466f-b681-d7d91014040a]property name: A string that, in combination with a property set, identifies a named property.
[bookmark: gt_dc3c2e4a-3b46-4284-973e-cc0e362a3264]property set: A set of attributes, identified by a GUID. Granting access to a property set grants access to all the attributes in the set.
[bookmark: gt_550ffe03-4145-49d1-8370-a9906b00452c]property tag: A 32-bit value that contains a property type and a property ID. The low-order 16 bits represent the property type. The high-order 16 bits represent the property ID.
[bookmark: gt_c17efaf4-bfdf-479d-8227-e165b647c933]property type: A 16-bit quantity that specifies the data type of a property value.
[bookmark: gt_94523846-05ff-4a8b-bb73-7b3e5fec19aa]public folder: A Folder object that is stored in a location that is publicly available.
[bookmark: gt_fd259652-8346-4a2a-94f7-33143038f712]recipient table: The part of a Message object that represents users to whom a message is addressed. Each row of the table is a set of properties that represents one recipient.
[bookmark: gt_3369fdd6-36f8-4a62-9cd7-2738ffb5048f]remote operation (ROP): An operation that is invoked against a server. Each ROP represents an action, such as delete, send, or query. A ROP is contained in a ROP buffer for transmission over the wire.
[bookmark: gt_9b88ec86-b4be-456b-b483-6727114391f5]ROP buffer: A structure containing an array of bytes that encode a remote operation (ROP). The first byte in the buffer identifies the ROP. This byte is followed by ROP-specific fields. Multiple ROP buffers can be packed into a single remote procedure call (RPC) request or response.
[bookmark: gt_edeadb0f-6571-49b7-8cce-5dc77b0793d6]ROP request: See ROP request buffer.
[bookmark: gt_b17e14f5-0f03-4447-8a9f-0f1bd0a2f886]ROP request buffer: A ROP buffer that a client sends to a server to be processed.
[bookmark: gt_b1119977-cf72-4ae9-bd68-d169cec0b985]ROP response: See ROP response buffer.
[bookmark: gt_02eede81-2ef5-4994-8791-5f0cd780c225]ROP response buffer: A ROP buffer that a server sends to a client to be processed.
[bookmark: gt_62a8c543-5998-480b-8fa7-41a8f04a18e5]server object: A class of object in the configuration naming context (config NC). A server object can have an nTDSDSA object as a child.
[bookmark: gt_80e2f111-8c20-411c-8d22-be8deb5f86d0]Server object handle: A 32-bit value that identifies a Server object.
[bookmark: gt_1ef3043e-e5e9-474e-b4ca-b2bdcd70374b]Server object handle table: An array of 32-bit handles that are used to identify input and output Server objects for ROP requests and ROP responses.
[bookmark: gt_b0201ee5-59e3-4ec8-9e15-ded7ece0c5e1]Store object: An object that is used to store mailboxes and public folder content.
[bookmark: gt_3de414eb-819f-44ff-8cb9-366d6ae67aa3]Stream object: A Server object that is used to read and write large string and binary properties.
[bookmark: gt_65de51d7-72a1-43c8-a6d6-6f7c7af243f2]string property: A property whose property type is PtypString8 or PtypString.
[bookmark: gt_bbe9da49-1096-49ac-bffb-f82c0838c5c0]tagged property: A property that is defined by a 16-bit property ID and a 16-bit property type. The property ID for a tagged property is in the range 0x001 – 0x7FFF. Property IDs in the range 0x8000 – 0x8FFF are reserved for assignment to named properties.
[bookmark: gt_c305d0ab-8b94-461a-bd76-13b40cb8c4d8]Unicode: A character encoding standard developed by the Unicode Consortium that represents almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007] provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16 BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_8f0421962c8f41e9a8df6f36f6296fb9][bookmark: _Toc69361242]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_8129e68aa04c4d4090594fca4e706401][bookmark: _Toc69361243]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-OXCDATA] Microsoft Corporation, "Data Structures".
[MS-OXCFOLD] Microsoft Corporation, "Folder Object Protocol".
[MS-OXCFXICS] Microsoft Corporation, "Bulk Data Transfer Protocol".
[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol".
[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) List and Encoding Protocol".
[MS-OXCSTOR] Microsoft Corporation, "Store Object Protocol".
[MS-OXPROPS] Microsoft Corporation, "Exchange Server Protocols Master Property List".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[bookmark: section_c7855a97b3984043997db6613d8e8753][bookmark: _Toc69361244]Informative References
[MS-OXCRPC] Microsoft Corporation, "Wire Format Protocol".
[MS-OXORULE] Microsoft Corporation, "Email Rules Protocol".
[MS-OXPROTO] Microsoft Corporation, "Exchange Server Protocols System Overview".
[bookmark: section_8544c90281e84fdd86068764e1e74089][bookmark: _Toc69361245]Overview
This protocol enables a client to access and manage the properties of a Server object by using remote operations (ROPs). The properties store data about the object. 
Properties can be set, retrieved, and deleted. Properties can also be copied from one object to another. A client can copy just a select few properties or copy all properties. Some properties on Message objects and Attachment objects can be opened as a stream. With an open stream, the client can seek, read, write, and commit data to the stream.
All operations on a property require that the property is specified by a property tag, which comprises the property ID and the property type. A property is either a tagged property, which has a hard-coded property ID, or a named property, which has a dynamic property ID assigned by the server. A client can create custom properties by defining its own named properties. A client can obtain a property ID for a named property by querying the server for the named property-to-property ID mapping. A query for the reverse mapping (property ID-to-named property) allows the client to obtain the named property from the property ID. 
There are two different models for saving changes to properties. Changes to properties on Folder objects and Logon objects are saved immediately, whereas changes to properties on Message objects and Attachment objects are not saved until the client explicitly saves the object.
[bookmark: section_2df8a477f8b84b3e97169f3bed5b4115][bookmark: _Toc69361246]Relationship to Other Protocols
The Property and Stream Object Protocol uses other protocols as follows:
· The Remote Operations (ROP) List and Encoding Protocol, described in [MS-OXCROPS], to format the ROP buffers for transmission between client and server.
· The Store Object Protocol, described in [MS-OXCSTOR], to log on to the message store.
Any protocol that reads, sets, or deletes the properties of an object relies on the Property and Stream Object Protocol.
For conceptual background information and overviews of the relationships and interactions between this and other protocols, see [MS-OXPROTO].
[bookmark: section_25dd10df28ff49f0935b9a12fc84e38b][bookmark: _Toc69361247]Prerequisites/Preconditions
This protocol assumes the client has previously logged on to the message store, as specified in [MS-OXCSTOR] section 3.1.4.1, and has acquired a handle to the Server object on which it is going to operate. Methods to open the object and acquire a handle are dependent on the type of object. For details about Message objects and Attachment objects, see [MS-OXCMSG]. For details about Folder objects, see [MS-OXCFOLD]. For details about Logon objects, see [MS-OXCSTOR]. Details about Stream objects are specified in this document. 
[bookmark: section_bca6a5e9ba2740009884f4c9a51975cb][bookmark: _Toc69361248]Applicability Statement
A client can use this protocol to perform all operations on the properties of a Message object, an Attachment object, a Folder object, or a Logon object.
[bookmark: section_ee99cdc45a374a42a83555112d602dd8][bookmark: _Toc69361249]Versioning and Capability Negotiation
None.
[bookmark: section_6d1157d04317448386b81133818de181][bookmark: _Toc69361250]Vendor-Extensible Fields
A client can create its own custom property for an object by defining a named property. A named property has a dynamic property ID that is assigned by the server. A mapping of named properties to property IDs is provided by the server.
[bookmark: section_9eec63f138f9454f805dda9a5740260f][bookmark: _Toc69361251]Standards Assignments
None.
[bookmark: section_32ba1dad491747f1aaac86a9d9905261][bookmark: _Toc69361252]Messages
[bookmark: section_8b0c54a363e0416ba536c8757c385757][bookmark: _Toc69361253]Transport
The ROP request buffers and ROP response buffers specified by this protocol are sent to and received by the server by using the underlying Remote Operations (ROP) List and Encoding Protocol, as specified in [MS-OXCROPS].
[bookmark: section_52a5a34ca4a24990891cc1756101d340][bookmark: _Toc69361254]Message Syntax
[bookmark: section_1e11ae920d334a8083da2fe9f9972a7c][bookmark: _Toc69361255]Common Object Properties
The properties specified in section 2.2.1.1 through section 2.2.1.9 are present on all objects. A property that is specified as "read-only for the client" can be set only by the server.
[bookmark: section_7a62feb5a76c4d81acaa707e4ac96234][bookmark: _Toc69361256]PidTagAccess Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagAccess property ([MS-OXPROPS] section 2.505) indicates the operations available to the client for the object. The value is a bitwise OR of zero or more values from the following table. This property is read-only for the client.
	Value
	Meaning

	0x00000001
	Modify

	0x00000002
	Read

	0x00000004
	Delete

	0x00000008
	Create hierarchy table

	0x00000010
	Create contents table

	0x00000020
	Create associated contents table



[bookmark: section_9e48cdf05de3491abb96dea64cfbcc79][bookmark: _Toc69361257]PidTagAccessLevel Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagAccessLevel property ([MS-OXPROPS] section 2.507) indicates the client's access level to the object. This property does not apply to Folder objects and Logon objects. This value of this property MUST be one of the values in the following table. This property is read-only for the client.
	Value
	Meaning

	0x00000000
	Read-only

	0x00000001
	Modify



[bookmark: section_79d6f9e1855840aa8fb7a4929c0171d2][bookmark: _Toc69361258]PidTagChangeKey Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
The PidTagChangeKey property ([MS-OXCFXICS] section 2.2.1.2.7) contains a global identifier indicating the last change to the object. This property is read-only for clients. 
[bookmark: section_90e462eb2e484b289e521d4db34a2e09][bookmark: _Toc69361259]PidTagCreationTime Property
Type: PtypTime ([MS-OXCDATA] section 2.11.1)
The PidTagCreationTime property ([MS-OXCMSG] section 2.2.2.3) contains the time that the object was created in Coordinated Universal Time (UTC). This property is read-only for clients. 
[bookmark: section_81da8ee694d64c9782e51b9c9fcbc422][bookmark: _Toc69361260]PidTagLastModifierName Property
Type: PtypString ([MS-OXCDATA] section 2.11.1)
The PidTagLastModifierName property ([MS-OXPROPS] section 2.766) contains the name of the last mail user to modify the object. This property does not apply to Folder objects and Logon objects. This property is read-only for clients.
[bookmark: section_7daea82c19d54792bb3f96a5054510e0][bookmark: _Toc69361261]PidTagLastModificationTime Property
Type: PtypTime ([MS-OXCDATA] section 2.11.1)
The PidTagLastModificationTime property ([MS-OXCMSG] section 2.2.2.2) contains the time of the last modification to the object in UTC. This property is read-only for clients. 
[bookmark: section_e645a365c0d940b2866b8bb8d226f0f5][bookmark: _Toc69361262]PidTagObjectType Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagObjectType property ([MS-OXPROPS] section 2.813) indicates the type of Server object. This property does not apply to Folder objects and Logon objects. The value of this property MUST be one of the values in the following table. This property is read-only for the client.
	Value
	Meaning

	0x00000001
	Store object 

	0x00000002
	Address Book object 

	0x00000004
	address book container 

	0x00000005
	Message object 

	0x00000006
	mail user 

	0x00000007
	Attachment object 

	0x00000008
	distribution list 



[bookmark: section_e2e35f43dfaf4b69968ab2d9c76a5057][bookmark: _Toc69361263]PidTagRecordKey Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
The PidTagRecordKey property ([MS-OXPROPS] section 2.910) contains a unique binary-comparable identifier for a specific object. Whenever a copy of an object is created, the server generates a new identifier for the copied object. This property does not apply to Folder objects and Logon objects. This property is read-only for the client.
[bookmark: section_1a4c45403f0d480fab1e8613f9314824][bookmark: _Toc69361264]PidTagSearchKey Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
The PidTagSearchKey property ([MS-OXPROPS] section 2.997) contains a unique binary-comparable key that identifies an object for a search. Whenever a copy of an object is created, the key is also copied from the original object. This property does not apply to Folder objects and Logon objects. This property is read-only for clients.
[bookmark: section_fdd9be62e30a4a56b23a86eaec694e6f][bookmark: _Toc69361265]RopGetPropertiesSpecific ROP
The RopGetPropertiesSpecific ROP ([MS-OXCROPS] section 2.2.8.3) queries for and returns the values of properties specified in the PropertyTags field. This operation is valid on Message objects, Folder objects, Attachment objects and Logon objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_9d53ac173d6045ffb44f7c8abf118b8f][bookmark: _Toc69361266]RopGetPropertiesSpecific ROP Request Buffer
The following descriptions define valid fields for the RopGetPropertiesSpecific ROP request buffer ([MS-OXCROPS] section 2.2.8.3.1).
PropertySizeLimit (2 bytes):  An integer that specifies the maximum size allowed for a property value. If this value is zero, the property values are limited only by the size of the ROP response buffer. If this value is nonzero, the property values are limited both by the size of the ROP response buffer and by the value of the PropertySizeLimit field.
WantUnicode (2 bytes):  A Boolean value that is nonzero if string properties that are requested with PtypUnspecified ([MS-OXCDATA] section 2.11.1) as the property type are to be encoded in the Unicode format in the ROP response buffer. If WantUnicode is set to zero, the string properties that are requested with PtypUnspecified as the property type are to be encoded in multibyte character set (MBCS) format.
PropertyTagCount (2 bytes):  An integer that specifies the number of property tags contained in the PropertyTags field.
PropertyTags (variable):  An array of PropertyTag structures ([MS-OXCDATA] section 2.9). Each structure contains the property tag of a property for which the client is requesting the value. 
[bookmark: section_ad4f18c8f0784fe19c3977b98db1a4e1][bookmark: _Toc69361267]RopGetPropertiesSpecific ROP Response Buffer
The following descriptions define valid fields for the RopGetPropertiesSpecific ROP response buffer ([MS-OXCROPS] section 2.2.8.3.2).
RowData (variable):  A PropertyRow structure ([MS-OXCDATA] section 2.8.1) that contains the values of the properties specified in the ROP request buffer.
[bookmark: section_eaddf83ea4e641ea8e588948bdfc8a4c][bookmark: _Toc69361268]RopGetPropertiesAll ROP
The RopGetPropertiesAll ROP ([MS-OXCROPS] section 2.2.8.4) queries for and returns all of the property tags and values of properties that have been set. The client can create an equivalent duplicate of a Message object by copying only these properties, without considering its attachments table and recipient table that might be on the object. This operation is valid on Message objects, Folder objects, Attachment objects, and Logon objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_4ad2dfd7cb7c4ba9bcfed32ba57df49a][bookmark: _Toc69361269]RopGetPropertiesAll ROP Request Buffer
The following descriptions define valid fields for the RopGetPropertiesAll ROP request buffer ([MS-OXCROPS] section 2.2.8.4.1).
PropertySizeLimit (2 bytes):  An integer that specifies the maximum size allowed for a property value. If this value is zero, the property values are limited only by the size of the ROP response buffer. If this value is nonzero, the property values are limited both by the size of the ROP response buffer and by the value of the PropertySizeLimit field.
WantUnicode (2 bytes):  A Boolean value that is nonzero if string properties that are requested with PtypUnspecified ([MS-OXCDATA] section 2.11.1) as the property type are to be encoded in the Unicode format in the ROP response buffer. If WantUnicode is set to zero, the string properties that are requested with PtypUnspecified as the property type are to be encoded in MBCS format.
[bookmark: section_e1871b93b23f45e08c88541ff2501d92][bookmark: _Toc69361270]RopGetPropertiesAll ROP Response Buffer
The following descriptions define valid fields for the RopGetPropertiesAll ROP response buffer ([MS-OXCROPS] section 2.2.8.4.2).
PropertyValueCount (2 bytes):  An integer that specifies the number of elements in the PropertyValues field.
PropertyValues (variable):  An array of TaggedPropertyValue structures ([MS-OXCDATA] section 2.11.4) containing all property tags and property values on the queried object. If a property value is larger than the available space in the ROP response buffer or if the property value is larger than the size specified in the PropertySizeLimit field of the ROP request buffer, the type MUST be PtypErrorCode ([MS-OXCDATA] section 2.11.1) with a value of NotEnoughMemory ([MS-OXCDATA] section 2.4.2).
[bookmark: section_377a4bfdcd8d4cb3856f56199eb9f007][bookmark: _Toc69361271]RopGetPropertiesList ROP
The RopGetPropertiesList ROP ([MS-OXCROPS] section 2.2.8.5) queries for and returns all of the property tags for properties that have been set on an object. This operation is valid on Message objects, Folder objects, Attachment objects, and Logon objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_d646cdd56e804b379fb06edfd6ee77cc][bookmark: _Toc69361272]RopGetPropertiesList ROP Request Buffer
This protocol adds no additional field details to the RopGetPropertiesList ROP request buffer ([MS-OXCROPS] section 2.2.8.5.1).
[bookmark: section_57eee49b62164e9e9072b51745ea2ed0][bookmark: _Toc69361273]RopGetPropertiesList ROP Response Buffer
The following descriptions define valid fields for the RopGetPropertiesList ROP response buffer ([MS-OXCROPS] section 2.2.8.5.2).
PropertyTagCount (2 bytes):  An integer that specifies the number of property tags contained in the PropertyTags field.
PropertyTags (variable):  An array of PropertyTag structures ([MS-OXCDATA] section 2.9). The array contains a property tag for each property currently set on the object.
[bookmark: section_8553d90cd81348a69dec8d7d661e13bc][bookmark: _Toc69361274]RopSetProperties ROP
The RopSetProperties ROP ([MS-OXCROPS] section 2.2.8.6) updates the specified properties on an object. This operation is valid on Message objects, Folder objects, Attachment objects, and Logon objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_5c37cc4531d24d0d8a1d789d1349eaee][bookmark: _Toc69361275]RopSetProperties ROP Request Buffer
The following descriptions define valid fields for the RopSetProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.6.1).
PropertyValueSize (2 bytes):  An integer that specifies the number of bytes in the PropertyValueCount field plus the number of bytes in the PropertyValues field.
PropertyValueCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyValues field.
PropertyValues (variable):  An array of TaggedPropertyValue structures ([MS-OXCDATA] section 2.11.4). Each structure specifies a property that is to be updated.
[bookmark: section_9045a8dc008641f789100565464d2e2b][bookmark: _Toc69361276]RopSetProperties ROP Response Buffer
The following descriptions define valid fields for the RopSetProperties ROP response buffer ([MS-OXCROPS] section 2.2.8.6.2).
PropertyProblemCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyProblems field.
PropertyProblems (variable):  An array of PropertyProblem structures ([MS-OXCDATA] section 2.7). Each structure specifies a property that was not set and the reason that the property was not set.
[bookmark: section_96eef2ab27fd42ff98b548b3d8ddb9c4][bookmark: _Toc69361277]RopSetPropertiesNoReplicate ROP
The RopSetPropertiesNoReplicate ROP ([MS-OXCROPS] section 2.2.8.7) has the same fields and works the same way as the RopSetProperties ROP ([MS-OXCROPS] section 2.2.8.6), with the exception that when this ROP is used to set properties on a Folder object, the updated properties will not undergo folder replication. For information about folder replication, see [MS-OXCSTOR] section 3.1.4.3. On all other objects, the RopSetPropertiesNoReplicate ROP works the same way as the RopSetProperties ROP. 
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_58bb038f60444f2490d18fa7f34a437c][bookmark: _Toc69361278]RopSetPropertiesNoReplicate ROP Request Buffer
The following descriptions define valid fields for the RopSetPropertiesNoReplicate ROP request buffer ([MS-OXCROPS] section 2.2.8.7.1).
The fields of the RopSetPropertiesNoReplicate ROP request buffer ([MS-OXCROPS] section 2.2.8.7.1) are the same as those of the RopSetProperties ROP request buffer (section 2.2.5.1). 
[bookmark: section_efedf9e5e9ba4a41b618dfeeb55894ba][bookmark: _Toc69361279]RopSetPropertiesNoReplicate ROP Response Buffer
The following descriptions define valid fields for the RopSetPropertiesNoReplicate ROP response buffer ([MS-OXCROPS] section 2.2.8.7.2).
The fields of the RopSetPropertiesNoReplicate ROP response buffer ([MS-OXCROPS] section 2.2.8.7.2) are the same as those of the RopSetProperties ROP response buffer (section 2.2.5.2). 
[bookmark: section_6a17866ff440492387c70a182ff4eebe][bookmark: _Toc69361280]RopDeleteProperties ROP
The RopDeleteProperties ROP ([MS-OXCROPS] section 2.2.8.8) removes the specified properties from an object. This operation is valid on Message objects, Folder objects, Attachment objects, and Logon objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_027cdaf0122c47c086864e01508753cd][bookmark: _Toc69361281]RopDeleteProperties ROP Request Buffer
The following descriptions define valid fields for the RopDeleteProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.8.1).
PropertyTagCount (2 bytes):  An integer that specifies the number of property tags contained in the PropertyTags field.
PropertyTags (variable):  An array of PropertyTag structures ([MS-OXCDATA] section 2.9). Each structure specifies the property tag of a property that the client is deleting.
[bookmark: section_3422cb6d3cb243e387dccade73abc8f6][bookmark: _Toc69361282]RopDeleteProperties ROP Response Buffer
The following descriptions define valid fields for the RopDeleteProperties ROP response buffer ([MS-OXCROPS] section 2.2.8.8.2).
PropertyProblemCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyProblems field.
PropertyProblems (variable):  An array of PropertyProblem structures ([MS-OXCDATA] section 2.7). Each structure specifies a property that was not deleted and the reason that the property was not deleted.
[bookmark: section_ca8099117d0f48928baae56ddd11d420][bookmark: _Toc69361283]RopDeletePropertiesNoReplicate ROP
The RopDeletePropertiesNoReplicate ROP ([MS-OXCROPS] section 2.2.8.9) has the same fields and works the same way as the RopDeleteProperties ROP ([MS-OXCROPS] section 2.2.8.8), with the exception that when this ROP is used to delete properties from a Folder object, the deleted properties will not undergo folder replication. For information about folder replication, see [MS-OXCSTOR] section 3.1.4.3. On all other objects, the RopDeletePropertiesNoReplicate ROP works the same way as RopDeleteProperties. 
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_aa92c7df39964ddc9d2570ec863aba85][bookmark: _Toc69361284]RopDeletePropertiesNoReplicate ROP Request Buffer
The following descriptions define valid fields for the RopDeletePropertiesNoReplicate ROP request buffer ([MS-OXCROPS] section 2.2.8.9.1).
The fields of the RopDeletePropertiesNoReplicate ROP request buffer are the same as those of the RopDeleteProperties ROP request buffer (section 2.2.7.1). 
[bookmark: section_f536ceff349545f19b8e1d328d3387e6][bookmark: _Toc69361285]RopDeletePropertiesNoReplicate ROP Response Buffer
The following descriptions define valid fields for the RopDeletePropertiesNoReplicate ROP response buffer ([MS-OXCROPS] section 2.2.8.9.2).
The fields of the RopDeletePropertiesNoReplicate ROP response buffer are the same as those of the RopDeleteProperties ROP response buffer (section 2.2.7.2). 
[bookmark: section_05978d330b2c4aeb93db2c8d79e5dcfd][bookmark: _Toc69361286]RopQueryNamedProperties ROP
[bookmark: Appendix_A_Target_1]The RopQueryNamedProperties ROP ([MS-OXCROPS] section 2.2.8.10) queries an object for all the named properties. This operation is valid on Logon objects, Message objects, Folder objects, and Attachment objects.<1>
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_16e8c54c1d004a5ea59b3b1ea1426f66][bookmark: _Toc69361287]RopQueryNamedProperties ROP Request Buffer
The following descriptions define valid fields for the RopQueryNamedProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.10.1).
QueryFlags (1 byte):  A set of bits that control which type of named property is returned. The valid bits for this field are listed in the following table.
	Bit name
	Value
	Meaning

	NoStrings
	0x01
	Named properties that have a property name identifier MUST NOT be included in the response.

	NoIds
	0x02
	Named properties that have a long ID (LID) MUST NOT be included in the response.


HasGuid (1 byte):  A Boolean value that is nonzero if the PropertyGuid field is included in the request. If the value is zero, the PropertyGUID field MUST NOT be present.
PropertyGuid (16 bytes):  A GUID that specifies the property set of properties to be returned. If this field is present, only named properties with a property set matching the GUID are returned in a successful response. This field MUST be present if the HasGuid field is set to nonzero.
[bookmark: section_8cd1b827188742e9b0f78c65a4cc00eb][bookmark: _Toc69361288]RopQueryNamedProperties ROP Response Buffer
The following descriptions define valid fields for the RopQueryNamedProperties ROP response buffer ([MS-OXCROPS] section 2.2.8.10.2).
IdCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyIds field.
PropertyIds (variable):  An array of 16-bit integers, each of which is a property ID. The number of integers contained in the array MUST equal the value specified in the IdCount field. The array MUST contain one property ID for each of the named properties specified in the PropertyNames field.
PropertyNames (variable):  An array of PropertyName structures ([MS-OXCDATA] section 2.6.1). Each structure contains the details about a named property. The entries in this list MUST match the order of the entries in the PropertyIds field, and the number of entries MUST be equal.
[bookmark: section_58fc156f89a44ab797ae6845137ecd50][bookmark: _Toc69361289]RopCopyProperties ROP
The RopCopyProperties ROP ([MS-OXCROPS] section 2.2.8.11) copies or moves one or more properties from one object to another. It can be used for replying to and forwarding Message objects in which only some of the properties from the original Message object travel with the reply or forwarded copy. Also, the source and destination object MUST be of the same type.This operation is valid on Folder objects, Attachment objects, and Message objects. 
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_72de6bfda45a49beb6da98f0ee4e1e1d][bookmark: _Toc69361290]RopCopyProperties ROP Request Buffer
The following descriptions define valid fields for the RopCopyProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.11.1).
WantAsynchronous (1 byte):  A Boolean value that indicates whether the ROP is to be processed synchronously or asynchronously. If this field is set to zero, the ROP is processed synchronously. If this field is set to nonzero, the ROP is processed either synchronously or asynchronously. 
[bookmark: Appendix_A_Target_2]CopyFlags (1 byte):  A set of bits that control options for moving or copying properties. The valid bits are listed in the following table. These bits SHOULD NOT<2> be combined.
	Bit name
	Value
	Meaning

	Move
	0x01
	If this bit is set, properties are moved; otherwise, properties are copied.

	NoOverwrite
	0x02
	If this bit is set, properties that already have a value on the destination object will not be overwritten; otherwise, they are overwritten.


PropertyTagCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyTags field.
PropertyTags (variable):  An array of PropertyTag structures ([MS-OXCDATA] section 2.9). Each structure contains the property tag of a property to be copied or moved.
[bookmark: section_8b74b30c56604077b67cc6df4c97ee87][bookmark: _Toc69361291]RopCopyProperties ROP Response Buffer
The following descriptions define valid fields for the RopCopyProperties ROP response buffer ([MS-OXCROPS] section 2.2.8.11.2).
PropertyProblemCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyProblems field. This field MUST NOT be present if the ReturnValue field is set to NullDestinationObject (0x00000503).
PropertyProblems (variable):  An array of PropertyProblem structures ([MS-OXCDATA] section 2.7). Each structure specifies a property that was not copied or moved and the reason that the property was not copied or moved. This field MUST NOT be present if the ReturnValue field is set to NullDestinationObject (0x00000503).
DestHandleIndex (4 bytes):  An integer that specifies the location in the Server object handle table where the handle for the destination Server object is stored. The DestHandleIndex field MUST be set to the value of the DestHandleIndex field of the ROP request buffer. The DestHandleIndex field MUST NOT be present if the ReturnValue field is set to any value other than NullDestinationObject (0x00000503).
[bookmark: section_68e84a5b7ae64b328b3afe4dd8b3a632][bookmark: _Toc69361292]RopCopyTo ROP
The RopCopyTo ROP ([MS-OXCROPS] section 2.2.8.12) is used to copy or move all but a specified few properties from a source object to a destination object. This operation is valid on Message objects, Attachment objects, and Folder objects. 
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_0b2819a413164b9eb16ddd357ff025dc][bookmark: _Toc69361293]RopCopyTo ROP Request Buffer
The following descriptions define valid fields for the RopCopyTo ROP request buffer ([MS-OXCROPS] section 2.2.8.12.1).
WantAsynchronous (1 byte):  A Boolean value that indicates whether the ROP is to be processed synchronously or asynchronously. If this field is set to zero, this ROP is processed synchronously. If this field is set to nonzero, this ROP is processed either synchronously or asynchronously. 
WantSubObjects (1 byte):  A Boolean value that is nonzero if subobjects are also to be copied. Otherwise, they are not.
[bookmark: Appendix_A_Target_3]CopyFlags (1 byte):  A set of bits that control options for moving or copying properties. The valid bits are listed in the following table. These bits SHOULD NOT<3> be combined.
	Bit name
	Value
	Meaning

	Move
	0x01
	If this bit is set, properties are moved; otherwise, properties are copied.

	NoOverwrite
	0x02
	If this bit is set, properties that already have a value on the destination object will not be overwritten; otherwise, they are overwritten.


ExcludedTagCount (2 bytes):  An integer that specifies the number of elements contained in the ExcludedTags field.
ExcludedTags (variable):  An array of PropertyTag structures ([MS-OXCDATA] section 2.9). Each structure contains the property tag of a property that MUST NOT be copied or moved as part of this operation.
[bookmark: section_872a241be53049c895288a1d02af211e][bookmark: _Toc69361294]RopCopyTo ROP Response Buffer
The following descriptions define valid fields for the RopCopyTo ROP response buffer ([MS-OXCROPS] section 2.2.8.12.2).
PropertyProblemCount (2 bytes):  An integer that specifies the number of elements contained in the PropertyProblems field. This field MUST NOT be present if the ReturnValue field is set to NullDestinationObject (0x00000503).
PropertyProblems (variable):  An array of PropertyProblem structures ([MS-OXCDATA] section 2.7). Each structure specifies a property that was not copied or moved and the reason that the property was not copied or moved. This field MUST NOT be present if the ReturnValue field is set to NullDestinationObject (0x00000503).
DestHandleIndex (4 bytes):  An integer that specifies the location in the Server object handle table where the handle for the destination Server object is stored. The DestHandleIndex field MUST be set to the value of the DestHandleIndex field of the ROP request buffer. The DestHandleIndex field MUST NOT be present if the ReturnValue field is set to any value other than NullDestinationObject (0x00000503).
[bookmark: section_277d31d28b81455aafafc383b0b8b2bd][bookmark: _Toc69361295]RopGetPropertyIdsFromNames ROP
The RopGetPropertyIdsFromNames ROP ([MS-OXCROPS] section 2.2.8.1) maps abstract, client-defined named properties to concrete 16-bit property IDs (of which 15 bits are significant). This operation is valid on Message objects, Attachment objects, Folder objects, and Logon objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_2719f078ab31449bb51420cc562d0899][bookmark: _Toc69361296]RopGetPropertyIdsFromNames ROP Request Buffer
The following descriptions define valid fields for the RopGetPropertyIdsFromNames ROP request buffer ([MS-OXCROPS] section 2.2.8.1.1).
Flags (1 byte):  An integer that specifies whether to create a new entry. This field is set to 0x02 to request that a new entry be created for each named property that is not found in the existing mapping table; this field is set to 0x00 otherwise.
PropertyNameCount (2 bytes):  An integer that specifies the number of PropertyName structures contained in the PropertyNames field. A value of zero indicates that the client is querying the complete list of registered named properties.
PropertyNames (variable):  An array of PropertyName structures ([MS-OXCDATA] section 2.6). Each structure specifies a named property to be mapped to a property ID.
[bookmark: section_f862f400f8a14222a2d5d00d370cf16b][bookmark: _Toc69361297]RopGetPropertyIdsFromNames ROP Response Buffer
The following descriptions define valid fields for the RopGetPropertyIdsFromNames ROP response buffer ([MS-OXCROPS] section 2.2.8.1.2).
PropertyIdCount (2 bytes):  An integer that specifies the number of property IDs contained in the PropertyIds field. The value of this field MUST be equal to the value of the PropertyNameCount field of the ROP request buffer unless the value of the PropertyNameCount field is zero. In that case, the value MUST be equal to the total number of registered named properties.
PropertyIds (variable):  An array of 16-bit integers. Each integer is a property ID that is mapped from a named property that is specified in the PropertyNames field of the ROP request buffer. If a named property cannot be mapped, the associated entry in the PropertyIds field MUST be 0x0000. The order of property IDs in this array MUST match the order of the named properties specified in the PropertyNames field of the ROP request buffer.
Reasons a name couldn't be mapped include:
· Use of the PS_MAPI namespace and not specifying 0x00 for the Kind field of the PropertyName structure ([MS-OXCDATA] section 2.6.1).
· The name wasn't found in the mapping table and the Flags field of the ROP request buffer was not set to 0x02.
· The user does not have permission to register new named properties.
· The user has reached an artificial quota of named properties imposed by the server.
· The user has reached the hard limit of 32,767 registered named properties.
[bookmark: section_c4d381901bce4138b0b70752f01774fe][bookmark: _Toc69361298]RopGetNamesFromPropertyIds ROP
The RopGetNamesFromPropertyIds ROP ([MS-OXCROPS] section 2.2.8.2) maps concrete property IDs to abstract, client-defined named properties. This operation is valid on Message objects, Attachment objects, Folder objects, and Logon objects. Property IDs for named properties are identified by having their most significant bit set (0x8000). The client can request to map non-named property IDs (IDs with the most significant bit unset) into names. 
The PS_MAPI namespace is used for mapping non-named property IDs into names.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_7eaa7ea4264a4f1e89f7c15dfe02be37][bookmark: _Toc69361299]RopGetNamesFromPropertyIds ROP Request Buffer
The following descriptions define valid fields for the RopGetNamesFromPropertyIds ROP request buffer ([MS-OXCROPS] section 2.2.8.2.1).
PropertyIdCount (2 bytes):  An integer that specifies the number of 16-bit property IDs contained in the PropertyIds field. 
PropertyIds (variable):  An array of 16-bit integers. Each integer is a property ID to be mapped to a named property. The client can pass property ID values less than 0x8000. These values will be mapped into names in the PS_MAPI namespace ([MS-OXPROPS] section 1.3.2). 
[bookmark: section_740af06cb03e4aa29497df00faab7a3c][bookmark: _Toc69361300]RopGetNamesFromPropertyIds ROP Response Buffer
The following descriptions define valid fields for the RopGetNamesFromPropertyIds ROP response buffer ([MS-OXCROPS] section 2.2.8.2.2). 
PropertyNameCount (2 bytes):  An integer that specifies the number of structures contained in the PropertyNames field. This value MUST be equal to the value of the PropertyIdCount field of the ROP request buffer. 
PropertyNames (variable):  An array of PropertyName structures ([MS-OXCDATA] section 2.6). Each structure specifies a named property that is mapped from a property ID that is specified in the PropertyIds field of the ROP request buffer.
[bookmark: section_b392bc3114fc4636aaf17e096233a419][bookmark: _Toc69361301]RopOpenStream ROP
The RopOpenStream ROP ([MS-OXCROPS] section 2.2.9.1) opens a property as a Stream object, enabling the client to perform various streaming operations on the property. This operation is valid on Folder objects, Attachment objects, and Message objects. Only single-valued properties that are of the following types are supported for Attachment objects and Message objects: PtypBinary, PtypObject, PtypString8, and PtypString ([MS-OXCDATA] section 2.11.1). Only single-valued properties that are of the following types MUST be supported for Folder objects: PtypBinary.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_fdb687f9f4474fd5904c9a30b79a9617][bookmark: _Toc69361302]RopOpenStream ROP Request Buffer
The following descriptions define valid fields for the RopOpenStream ROP request buffer ([MS-OXCROPS] section 2.2.9.1.1).
PropertyTag (4 bytes):  An integer that is the property tag of the property for which the client is opening the stream. The format of a property tag is specified in [MS-OXCDATA] section 2.9.
OpenModeFlags (1 byte):  An integer that specifies the mode for opening the stream. The OpenModeFlags field MUST be set to one of the values in the following table.
	Bit name
	Value
	Meaning

	ReadOnly
	0x00
	Open the stream for read-only access.

	ReadWrite
	0x01
	Open the stream for read/write access.

	Create
	0x02
	Open a new stream. This mode will delete the current property value and open the stream for read/write access. This mode is required for a property that has not been set.



[bookmark: section_f3d7d5bb6f3a469fafc1637fccea6eb8][bookmark: _Toc69361303]RopOpenStream ROP Response Buffer
The following descriptions define valid fields for the RopOpenStream ROP response buffer ([MS-OXCROPS] section 2.2.9.1.2).
StreamSize (4 bytes):  An integer that specifies the number of bytes in the opened stream. 
[bookmark: section_86238aab48044f1396bb2cb09fdb65ac][bookmark: _Toc69361304]RopReadStream ROP
The RopReadStream ROP ([MS-OXCROPS] section 2.2.9.2) reads the stream of bytes from a Stream object. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_6125495af24d477f9d8225759fe45309][bookmark: _Toc69361305]RopReadStream ROP Request Buffer
The following descriptions define valid fields for the RopReadStream ROP request buffer ([MS-OXCROPS] section 2.2.9.2.1).
ByteCount (2 bytes):  An integer that specifies the maximum number of bytes to be read unless the value is 0xBABE. In that case, the maximum number of bytes to be read is specified by the MaximumByteCount field.
MaximumByteCount (4 bytes):  An integer that specifies the maximum number of bytes to be read if the ByteCount field is set to 0xBABE. Note that because the value of the MaximumByteCount field can exceed the amount of data that can be returned in a single ROP response buffer, the server's response can span multiple ROP response buffers. This field MUST be present if and only if the value of the ByteCount field is 0xBABE. 
[bookmark: section_d0c7f252d96e42d99c00d4f0b0e3fb21][bookmark: _Toc69361306]RopReadStream ROP Response Buffer
The following descriptions define valid fields for the RopReadStream ROP response buffer ([MS-OXCROPS] section 2.2.9.2.2).
DataSize (2 bytes):  An integer that specifies the number of bytes in the Data field.
Data (variable):  An array of bytes that constitute the data read from the stream. This field MUST contain exactly the number of bytes specified in the DataSize field.
[bookmark: section_0a1ce8c0cd9b4ef7b22f7df8a6dc8965][bookmark: _Toc69361307]RopWriteStream ROP
The RopWriteStream ROP ([MS-OXCROPS] section 2.2.9.3) writes the stream of bytes into a Stream object. This operation is valid only on Stream objects. 
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_e002c1ac8c4b489f858610f34d381106][bookmark: _Toc69361308]RopWriteStream ROP Request Buffer
The following descriptions define valid fields for the RopWriteStream ROP request buffer ([MS-OXCROPS] section 2.2.9.3.1).
DataSize (2 bytes):  An integer that specifies the number of bytes in the Data field.
Data (variable):  An array of bytes that constitute the data to be written to the stream.
[bookmark: section_f30a4c6ff45647e78a24ae7f90baa459][bookmark: _Toc69361309]RopWriteStream ROP Response Buffer
The following descriptions define valid fields for the RopWriteStream ROP response buffer ([MS-OXCROPS] section 2.2.9.3.2).
WrittenSize (2 bytes):  An integer that specifies the number of bytes actually written to the stream.
[bookmark: section_83c689b9e51e45a68abd87c5e6022d88][bookmark: _Toc69361310]RopWriteStreamExtended ROP
The RopWriteStreamExtended ROP ([MS-OXCROPS] section 2.2.9.4) writes the stream of bytes into a Stream object. This operation is valid only on Stream objects. 
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_53626e245c11444e953fbfa5cf751f57][bookmark: _Toc69361311]RopWriteStreamExtended ROP Request Buffer
The following descriptions define valid fields for the RopWriteStreamExtended ROP request buffer ([MS-OXCROPS] section 2.2.9.4.1).
DataSize (2 bytes):  An integer that specifies the number of bytes in the Data field.
Data (variable):  An array of bytes that constitute the data to be written to the stream.
[bookmark: section_6e63c60246ed40cd90532cfe4e8531c4][bookmark: _Toc69361312]RopWriteStreamExtended ROP Response Buffer
The following descriptions define valid fields for the RopWriteStreamExtended ROP response buffer ([MS-OXCROPS] section 2.2.9.4.2).
WrittenSize (4 bytes):  An integer that specifies the number of bytes actually written to the stream.
[bookmark: section_5d3657d5095b4c609818f36a992e953f][bookmark: _Toc69361313]RopCommitStream ROP
The RopCommitStream ROP ([MS-OXCROPS] section 2.2.9.5) ensures that any changes made to a Stream object are persisted in storage for a Folder object. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_2cbf4917a0464fafbd36cfc2db0d9964][bookmark: _Toc69361314]RopCommitStream ROP Request Buffer
This protocol adds no additional field details to the RopCommitStream ROP request buffer ([MS-OXCROPS] section 2.2.9.5.1).
[bookmark: section_bf690472a1714fdbbe40fc246858996e][bookmark: _Toc69361315]RopCommitStream ROP Response Buffer
This protocol adds no additional field details to the RopCommitStream ROP response buffer ([MS-OXCROPS] section 2.2.9.5.2).
[bookmark: section_ddefe6f3074f419f86044fc37d26d257][bookmark: _Toc69361316]RopGetStreamSize ROP
The RopGetStreamSize ROP ([MS-OXCROPS] section 2.2.9.6) retrieves the size of the stream. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_106ed180ec3d4d5791b99b5c06c7838d][bookmark: _Toc69361317]RopGetStreamSize ROP Request Buffer
This protocol adds no additional field details to the RopGetStreamSize ROP request buffer ([MS-OXCROPS] section 2.2.9.6.1).
[bookmark: section_f7df5cbbc26b45cb80295b29c05e22b2][bookmark: _Toc69361318]RopGetStreamSize ROP Response Buffer
The following descriptions define valid fields for the RopGetStreamSize ROP response buffer ([MS-OXCROPS] section 2.2.9.6.2).
StreamSize (4 bytes):  An integer that specifies the number of bytes in the stream. The maximum allowed stream size is 2^31 bytes.
[bookmark: section_ccd81914df4446e68da1b4def3aa3bf2][bookmark: _Toc69361319]RopSetStreamSize ROP
The RopSetStreamSize ROP ([MS-OXCROPS] section 2.2.9.7) sets the size of a stream. This operation is valid only on Stream objects. This ROP is not required prior to writing to the stream.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_f279856ff6a445fdb6fda20417cdc2d4][bookmark: _Toc69361320]RopSetStreamSize ROP Request Buffer
The following descriptions define valid fields for the RopSetStreamSize ROP request buffer ([MS-OXCROPS] section 2.2.9.7.1).
StreamSize (8 bytes):  An integer that specifies the size, in bytes, of the stream. The maximum allowed stream size is 2^31 bytes.
[bookmark: section_02bf0c3e67514b8fba2487da60ec47bf][bookmark: _Toc69361321]RopSetStreamSize ROP Response Buffer
This protocol adds no additional field details to the RopSetStreamSize ROP response buffer ([MS-OXCROPS] section 2.2.9.7.2).
[bookmark: section_403b0e8ca4af45fbb0c95c1593660bbf][bookmark: _Toc69361322]RopSeekStream ROP
The RopSeekStream ROP ([MS-OXCROPS] section 2.2.9.8) sets the seek pointer to a new location, which is relative to the beginning of the stream, the end of the stream, or the location of the current seek pointer. This ROP can also be used to get the location of the current seek pointer by setting the Origin field to 0x01 and the Offset field to zero. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_b0a5669a3b9c402682f7fb08213a317a][bookmark: _Toc69361323]RopSeekStream ROP Request Buffer
The following descriptions define valid fields for the RopSeekStream ROP request buffer ([MS-OXCROPS] section 2.2.9.8.1).
Origin (1 byte):  An integer that specifies the point of origin for the seek pointer. The Origin field MUST be set to one of the values in the following table.
	Value
	Meaning

	0x00
	The point of origin is the beginning of the stream.

	0x01
	The point of origin is the location of the current seek pointer.

	0x02
	The point of origin is the end of the stream.


Offset (8 bytes):  An integer that specifies the number of bytes that the seek pointer is to be offset from the origin. The value can be positive or negative.
[bookmark: section_9546928a2d4a40feb2e1bb7ae0cd0b3c][bookmark: _Toc69361324]RopSeekStream ROP Response Buffer
The following descriptions define valid fields for the RopSeekStream ROP response buffer ([MS-OXCROPS] section 2.2.9.8.2).
NewPosition (8 bytes):  An integer that specifies the new offset, in bytes, of the seek pointer from the beginning of the stream.
[bookmark: section_74ba94bb13014dfe81f2dd4986a51f09][bookmark: _Toc69361325]RopCopyToStream ROP
The RopCopyToStream ROP ([MS-OXCROPS] section 2.2.9.9) copies a specified number of bytes from the current seek pointer in the source stream to the current seek pointer in the destination stream. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_64c4959a7cf546fdb7b4f1953396f3b0][bookmark: _Toc69361326]RopCopyToStream ROP Request Buffer
The following descriptions define valid fields for the RopCopyToStream ROP request buffer ([MS-OXCROPS] section 2.2.9.9.1).
ByteCount (8 bytes):  An integer that specifies the number of bytes to be copied from the source stream to the destination stream.
[bookmark: section_5bb235857d524fa7af140b9adb6e13d1][bookmark: _Toc69361327]RopCopyToStream ROP Response Buffer
The following descriptions define valid fields for the RopCopyToStream ROP response buffer ([MS-OXCROPS] section 2.2.9.9.2).
DestHandleIndex (4 bytes):  An integer that specifies the location in the Server object handle table where the handle for the destination Server object is stored. The DestHandleIndex field MUST be set to the value of the DestHandleIndex field of the ROP request buffer. The DestHandleIndex field MUST NOT be present if the ReturnValue field is set to any value other than NullDestinationObject (0x00000503).
ReadByteCount (8 bytes):  An integer that specifies the number of bytes read from the source stream. If the ReturnValue field is set to NullDestinationObject (0x00000503), the value of the ReadByteCount field is undefined.
WrittenByteCount (8 bytes):  An integer that specifies the number of bytes written to the destination stream. If the ReturnValue field is set to NullDestinationObject (0x00000503), the value of the WrittenByteCount field is undefined.
[bookmark: section_9976e9b7686c4d479ba4198f5985eddf][bookmark: _Toc69361328]RopProgress ROP
The RopProgress ROP ([MS-OXCROPS] section 2.2.8.13) reports the progress status of an asynchronous operation. This ROP also can abort an in-progress operation if the WantCancel field is set to nonzero. This operation is valid on any object on which an asynchronous operation is used.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_803080d48f93414eba86d5886bd5cd8b][bookmark: _Toc69361329]RopProgress ROP Request Buffer
The following descriptions define valid fields for the RopProgress ROP request buffer ([MS-OXCROPS] section 2.2.8.13.1).
WantCancel (1 byte):  A Boolean value that is zero if the client wants the current operation to continue. The value is nonzero to request that the server cancel the operation.
[bookmark: section_574241ab559248fd91e6ab80491bcb72][bookmark: _Toc69361330]RopProgress ROP Response Buffer
The following descriptions define valid fields for the RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13.2).
CompletedTaskCount (4 bytes):  An integer that specifies the approximate number of tasks that the server has completed.
TotalTaskCount (4 bytes):  An integer that specifies the approximate number of tasks the server will complete for the entire operation. The value of this field MUST be greater than or equal to the value of the CompletedTaskCount field.
[bookmark: section_ec7be021486541cfb8d7cc88c6e85b1b][bookmark: _Toc69361331]RopLockRegionStream ROP
The RopLockRegionStream ROP ([MS-OXCROPS] section 2.2.9.10) is used to lock a specified range of bytes in a Stream object. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_9762565bd7b545eb803f44ec4c0309eb][bookmark: _Toc69361332]RopLockRegionStream ROP Request Buffer
The following descriptions define valid fields for the RopLockRegionStream ROP request buffer ([MS-OXCROPS] section 2.2.9.10.1).
RegionOffset (8 bytes):  An unsigned 64-bit integer that specifies the number of bytes from the beginning of the stream where the beginning of the region to be locked is located.
RegionSize (8 bytes):  An unsigned 64-bit integer that specifies the size, in bytes, of the region to be locked.
LockFlags (4 bytes):  A set of bits that control the read/write access to the locked region. The LockFlags field MUST be set to one of the values in the following table.
	Value
	Meaning

	0x00000001
	If this lock is granted, the specified range of bytes can be opened and read any number of times, but writing to the locked range is prohibited except for the owner that was granted this lock.

	Any other value
	If this lock is granted, reading and writing to the specified range of bytes is prohibited except by the owner that was granted this lock.



[bookmark: section_f3a5c9bf5493471cb941869b87b1a3eb][bookmark: _Toc69361333]RopLockRegionStream ROP Response Buffer
This protocol adds no additional field details to the RopLockRegionStream ROP response buffer ([MS-OXCROPS] section 2.2.9.10.2).
[bookmark: section_8b4f7aa3f0c9457388f3cf85ebf32a7b][bookmark: _Toc69361334]RopUnlockRegionStream ROP
The RopUnlockRegionStream ROP ([MS-OXCROPS] section 2.2.9.11) unlocks a specified range of bytes in a Stream object. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_8206e5f8fdd841f7a9f6f082103c99e1][bookmark: _Toc69361335]RopUnlockRegionStream ROP Request Buffer
The following descriptions define valid fields for the RopUnlockRegionStream ROP request buffer ([MS-OXCROPS] section 2.2.9.11.1).
RegionOffset (8 bytes):  An unsigned 64-bit integer that specifies the number of bytes from the beginning of the stream where the beginning of the region to be unlocked is located.
RegionSize (8 bytes):  An unsigned 64-bit integer that specifies the size, in bytes, of the region to be unlocked.
LockFlags (4 bytes):  A set of bits that control the read/write access to the locked region. The value of the LockFlags field MUST be one of the values specified in section 2.2.24.1. In addition, it MUST be set to the same value that was used in the RopLockRegionStream ROP request buffer ([MS-OXCROPS] section 2.2.9.10) that was used to lock the region of bytes.
[bookmark: section_423116f6f44d491381f4ccb14e497171][bookmark: _Toc69361336]RopUnlockRegionStream ROP Response Buffer
This protocol adds no additional field details to the RopUnlockRegionStream ROP response buffer ([MS-OXCROPS] section 2.2.9.11.2).
[bookmark: section_97189b448f81416a9a74b002f2b558ca][bookmark: _Toc69361337]RopWriteAndCommitStream ROP
The RopWriteAndCommitStream ROP ([MS-OXCROPS] section 2.2.9.12) is functionally equivalent to RopWriteStream ([MS-OXCROPS] section 2.2.9.3) followed by RopCommitStream ([MS-OXCROPS] section 2.2.9.5). This operation is valid only on Stream objects. This ROP MUST NOT be used on a Stream object that is opened on a property of a Folder object.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_efddee9d9df64028b859fcbc80cf5987][bookmark: _Toc69361338]RopWriteAndCommitStream ROP Request Buffer
The following descriptions define valid fields for the RopWriteAndCommitStream ROP request buffer ([MS-OXCROPS] section 2.2.9.12.1).
DataSize (2 bytes):  An integer that specifies the number of bytes in the Data field.
Data (variable):  An array of bytes that constitute the data to be written and committed to the stream.
[bookmark: section_9ad51816a7ff49fda5bd20029de6a032][bookmark: _Toc69361339]RopWriteAndCommitStream ROP Response Buffer
The following descriptions define valid fields for the RopWriteAndCommitStream ROP response buffer ([MS-OXCROPS] section 2.2.9.12.2).
WrittenSize (2 bytes):  An integer that specifies the number of bytes actually written and committed to the stream.
[bookmark: section_d79b516096354f9e9e171f4c618ba8b7][bookmark: _Toc69361340]RopCloneStream ROP
The RopCloneStream ROP ([MS-OXCROPS] section 2.2.9.13) creates a new Stream object that is a clone of another Stream object. The cloned Stream object allows access to the same bytes but has a separate seek pointer. This operation is valid only on Stream objects.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_6f2d0f4cb87849b98e07c594f415ba38][bookmark: _Toc69361341]RopCloneStream ROP Request Buffer
This protocol adds no additional field details to the RopCloneStream ROP request buffer ([MS-OXCROPS] section 2.2.9.13.1).
[bookmark: section_1fa32ac7bfaa410b985de4619576f0b8][bookmark: _Toc69361342]RopCloneStream ROP Response Buffer
This protocol adds no additional field details to the RopCloneStream ROP response buffer ([MS-OXCROPS] section 2.2.9.13.2).
[bookmark: section_4badf35f0b134ed5815bcc0028654380][bookmark: _Toc69361343]Protocol Details
[bookmark: section_0ede4f061d754a8da0c9e30bb645d67a][bookmark: _Toc69361344]Client Details
[bookmark: section_7dbbe7a32d564de69ab9f0743d1c016d][bookmark: _Toc69361345]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
Changes to a property: There are two different models for persisting the new value of a property to the database. Changes to properties of a Folder object or a Logon object are saved implicitly in the database, whereas changes to properties of a Message object are not saved until the client sends a RopSaveChangesMessage ROP request ([MS-OXCROPS] section 2.2.6.3). Changes to properties of an Attachment object are not saved until the client sends a RopSaveChangesAttachment ROP request ([MS-OXCROPS] section 2.2.6.15) followed by a RopSaveChangesMessage ROP request.
Changes to a Stream object: There are two different models for persisting the new value of property that is opened as a Stream object to the database. For a Folder object, the new value of a property that is opened as a Stream object is persisted when the client sends a RopCommitStream ROP request ([MS-OXCROPS] section 2.2.9.5) or the client uses the RopRelease ROP ([MS-OXCROPS] section 2.2.15.3) to close the Stream object. For a Message object and an Attachment object, the persistence of the new value is the same as when the property is changed directly.
Caching property IDs: When the client uses the RopGetPropertyIdsFromNames ROP ([MS-OXCROPS] section 2.2.8.1) to map named properties to property IDs, the client can cache the property IDs for the length of its session. A property ID is not guaranteed to be the same for a new session. A property ID that is mapped from a named property is valid on any item within the Logon object. 
[bookmark: section_64ad2d430cd74330945ce1f739959021][bookmark: _Toc69361346]Timers
None.
[bookmark: section_cba194fe01d84c24bcb960aaeee758b6][bookmark: _Toc69361347]Initialization
There is no initialization specific to this protocol. Higher layers calling this protocol MUST obtain handles to the objects required by the message syntax specified in [MS-OXCROPS] section 2.
[bookmark: section_ae1f3df4a9f7424e95a39e16a8d16ad9][bookmark: _Toc69361348]Higher-Layer Triggered Events
[bookmark: section_33c1b19f06644b53a9682ee0d674f72b][bookmark: _Toc69361349]Getting Property IDs for Named Properties
All operations (setting, getting, deleting) on the properties of an object are done with a 32-bit property tag, which is built from a 16-bit property ID and a 16-bit type code. If the predefined set of property tags does not cover a semantic need for a new client feature, the client can create a custom property by defining a named property.
The client registers a property ID for a new named property or obtains a registered property ID for an existing named property by using the RopGetPropertyIdsFromNames ROP ([MS-OXCROPS] section 2.2.8.1). The client provides a property set and an identifier in either integer or string form, and the server returns the property ID, which the client uses for any operations performed on that property. The property ID of a named property has the most significant bit set (0x8000).
If the client needs to obtain the named property to which a property ID is registered, the client obtains that named property by using the RopGetNamesFromPropertyIds ROP ([MS-OXCROPS] section 2.2.8.2).
[bookmark: section_02ae88435d244d749f621fe1118e406b][bookmark: _Toc69361350]Reading a Property
If any of the properties to be read are named properties, the client obtains the property IDs for those properties, as specified in section 3.1.4.1.
The client then reads the properties by using either the RopGetPropertiesSpecific ROP ([MS-OXCROPS] section 2.2.8.3) or the RopGetPropertiesAll ROP ([MS-OXCROPS] section 2.2.8.4). The client checks the ROP response buffer for error codes that are returned in place of the values of the properties.
[bookmark: section_f7777347d35c45c6884615767949f7b2][bookmark: _Toc69361351]Setting a Property
If any of the properties to be set are named properties, the client obtains the property IDs for those properties, as specified in section 3.1.4.1.
The client then sets the properties by using the RopSetProperties ROP ([MS-OXCROPS] section 2.2.8.6). If the value of the PropertyProblemCount field in the ROP response buffer is nonzero, then the client checks the array contained in the PropertyProblems field of the ROP response buffer to verify which properties failed to be set. Clients SHOULD NOT include read-only properties in the PropertyValues field of the ROP request buffer.
[bookmark: section_365ce7364f554a00a56e12ee08b5cb73][bookmark: _Toc69361352]Getting a List of an Object's Existing Properties
To get a list of properties that are set on an object, the client uses the RopGetPropertiesList ROP ([MS-OXCROPS] section 2.2.8.5). The client can use this list to create an equivalent duplicate of an object by copying only the properties specified in the list. For example, if the RopGetPropertiesList ROP is used on a Message object, the client can create a duplicate of the Message object without considering its attachments table and recipient table by copying only the listed properties.
[bookmark: section_1cfa11404ec34830a01c074d6840d67d][bookmark: _Toc69361353]Reading a Property as a Stream
If the server returned NotEnoughMemory (0x8007000E) in place of the property value in the ROP response buffer of the RopGetPropertiesSpecific ROP ([MS-OXCROPS] section 2.2.8.3) or RopGetPropertiesAll ROP ([MS-OXCROPS] section 2.2.8.4), the property is too big to fit in a single ROP. In this case, the client can read the property as a stream. 
If the property to be read is a named property, the client obtains the property ID for that property, as specified in section 3.1.4.1.
The client then obtains a handle to a Stream object for the property by using the RopOpenStream ROP ([MS-OXCROPS] section 2.2.9.1). The client sets the OpenModeFlags field of the ROP request buffer to ReadOnly. To verify that the handle was retrieved, the client checks the ReturnValue field of the ROP response buffer.
If it is not necessary for the client to read from the start of the stream, the client uses the RopSeekStream ROP ([MS-OXCROPS] section 2.2.9.8) to set the seek pointer. The client then reads data from the stream by sending one or more RopReadStream ROP requests ([MS-OXCROPS] section 2.2.9.2). If the DataSize field of the ROP response buffer is set to the maximum value that was specified in the ROP request buffer, the client can determine whether there is more data in the stream by issuing another RopReadStream request. The client stops reading the stream when it has read all the data it requires or when the server returns zero in the DataSize field.
When the client is done with the Stream object, it releases the Stream object by using the RopRelease ROP ([MS-OXCROPS] section 2.2.15.3).
[bookmark: section_225797a1d7c546cd82b8e03bd29e1b66][bookmark: _Toc69361354]Setting a Property with a Stream
If the property to be set is a named property, the client obtains the property ID for that property, as specified in section 3.1.4.1.
The client then obtains a handle to the Stream object on the property by using the RopOpenStream ROP ([MS-OXCROPS] section 2.2.9.1). The client sets the OpenModeFlags field of the ROP request buffer to ReadWrite or Create. To verify that the handle was retrieved, the client checks the ReturnValue field of the ROP response buffer.
If it is not necessary for the client to write from the start of the stream, the client sets the seek pointer by using the RopSeekStream ROP ([MS-OXCROPS] section 2.2.9.8). The client then writes data to the stream by using one or more RopWriteStream ROP requests ([MS-OXCROPS] section 2.2.9.3).
The client saves the changes to the property of a Folder object by using the RopCommitStream ROP ([MS-OXCROPS] section 2.2.9.5) or by closing the Stream object with the RopRelease ROP ([MS-OXCROPS] section 2.2.15.3). The client saves the changes to the property of a Message object by using the RopSaveChangesMessage ROP ([MS-OXCROPS] section 2.2.6.3). The client saves the changes to the property of an Attachment object by using the RopSaveChangesAttachment ROP ([MS-OXCROPS] section 2.2.6.15) followed by the RopSaveChangesMessage ROP.
When the client is done with the Stream object, the client releases the Stream object by using the RopRelease ROP.
[bookmark: section_1be86ad5a28e4b049dd5fad92e2beeb8][bookmark: _Toc69361355]Message Processing Events and Sequencing Rules
With the exception of the RopProgress ROP ([MS-OXCROPS] section 2.2.8.13), all of the ROPs specified in section 2 of this specification are sent by the client and processed by the server. The client SHOULD process the ROP response buffer associated with each message it sends.
If the client set the WantAsynchronous field to nonzero in the ROP request buffer of any of the following ROPs, the server can respond with a RopProgress ROP response.
· RopCopyTo ([MS-OXCROPS] section 2.2.8.12)
· RopCopyProperties ([MS-OXCROPS] section 2.2.8.11)
· RopSetReadFlags ([MS-OXCROPS] section 2.2.6.10)
· RopMoveCopyMessages ([MS-OXCROPS] section 2.2.4.6)
· RopMoveFolder ([MS-OXCROPS] section 2.2.4.7)
· RopCopyFolder ([MS-OXCROPS] section 2.2.4.8)
· RopHardDeleteMessagesAndSubfolders ([MS-OXCROPS] section 2.2.4.10)
· RopEmptyFolder ([MS-OXCROPS] section 2.2.4.9)
· RopDeleteMessages ([MS-OXCROPS] section 2.2.4.11)
· RopHardDeleteMessages ([MS-OXCROPS] section 2.2.4.12)
The server can notify the client of its current progress by responding with a RopProgress ROP response buffer. When the client receives a RopProgress response, it can use the values of the CompletedTaskCount and TotalTaskCount fields to provide progress information to the user. The client can request additional status or abort the operation by sending additional RopProgress ROP requests. In response to the client's RopProgress ROP request, the server MUST respond with either the response to the original ROP or another RopProgress ROP response. If the client sends a ROP other than RopProgress to the server with the same logon before the asynchronous operation is complete, the server MUST abort the asynchronous operation and respond to the new ROP.
[bookmark: section_97cf1a9d55a647399dc3a800a5016539][bookmark: _Toc69361356]Timer Events
None.
[bookmark: section_ca33ec81bc9e4e039010910cf970da7b][bookmark: _Toc69361357]Other Local Events
None.
[bookmark: section_017d29acec274ff0b67ca1ef76266c67][bookmark: _Toc69361358]Server Details
[bookmark: section_b18ba4db0d8e4d85a4dd0688acfb9f9f][bookmark: _Toc69361359]Abstract Data Model
The server abstract data model is the same as the client abstract data model specified in section 3.1.1.
[bookmark: section_14a6096e111c440ab6503f0febb44d30][bookmark: _Toc69361360]Timers
None.
[bookmark: section_09326f311c4c4f178a2339829d6d5bff][bookmark: _Toc69361361]Initialization
None.
[bookmark: section_eca698b3a5fe40f4866629b01ad6281e][bookmark: _Toc69361362]Higher-Layer Triggered Events
None.
[bookmark: section_71fbe4bde5b34e248daa813ac8900516][bookmark: _Toc69361363]Message Processing Events and Sequencing Rules
[bookmark: section_808fc5c89b974bb3a26f86d25cf3ce4b][bookmark: _Toc69361364]Processing RopGetPropertiesSpecific
When the server receives a RopGetPropertiesSpecific ROP request buffer ([MS-OXCROPS] section 2.2.8.3) from the client, the server parses the buffer. The server responds with a RopGetPropertiesSpecific ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST return the values for the explicitly requested properties on the object, including those set by any client, those set by any server, and computed properties. The properties to be returned are specified in the PropertyTags field of the ROP request buffer. The server MUST order properties in the PropertyValues field of the ROP response buffer in the same order in which properties are specified in the PropertyTags field.
If the WantUnicode field is set to a nonzero value, the server MUST return string properties that are requested without a specified type (PtypUnspecified) in Unicode format. If the WantUnicode field is set to zero, the server MUST return string properties that are requested without a specified type (PtypUnspecified) in MBCS format. Properties requested with a specific string type MUST be returned using that type.
For properties on Message objects, the code page used for strings in MBCS format MUST be the code page that was set on the Message object when it was opened. If no code page was set on the Message object, the code page of the Logon object MUST be used. For properties on Attachment objects, the code page used for strings in MBCS format MUST be the code page that was set on the parent Message object when it was opened. If no code page was set on the parent Message object, the code page of the Logon object MUST be used. For all other objects, the code page used for strings in MBCS format MUST be the code page of the Logon object.
[bookmark: Appendix_A_Target_4]The server SHOULD<4> ignore the PropertySizeLimit field of the ROP request buffer.
[bookmark: section_0990a56ef145456eaed219d71741f955][bookmark: _Toc69361365]Processing RopGetPropertiesAll
[bookmark: Appendix_A_Target_5]When the server receives a RopGetPropertiesAll ROP request buffer ([MS-OXCROPS] section 2.2.8.4) from the client, the server parses the buffer. The server responds with a RopGetPropertiesAll ROP response buffer. If this is the first ROP in the request buffer, and the maximum size of a ROP response buffer is used, and the serialized response would not fit, the server SHOULD<5> fail the EcDoRpcExt2 method with a return value of 0x000003F0 or fail the Execute request type with a value of 0x000003F0 in the StatusCode field. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server behavior for this ROP is the same as that for the RopGetPropertiesSpecific ROP ([MS-OXCROPS] section 2.2.8.3), as specified in section 3.2.5.1, except that the server MUST return the values for all properties on the object.
[bookmark: section_073519ebe82e4a85a29f6367a28fa0a4][bookmark: _Toc69361366]Processing RopGetPropertiesList
When the server receives a RopGetPropertiesList ROP request buffer ([MS-OXCROPS] section 2.2.8.5) from the client, the server parses the buffer. The server responds with a RopGetPropertiesList ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST return the list of all properties that are currently set on the object.
[bookmark: section_5a8e6accd2c141008c3dbbc4a982240f][bookmark: _Toc69361367]Processing RopSetProperties
When the server receives a RopSetProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.6) from the client, the server parses the buffer. The server responds with a RopSetProperties ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST modify the value of each client-writeable property specified in the PropertyValues field of the ROP request buffer. If the server fails to modify any client-writeable property, that property, along with details of the failure, is specified in a PropertyProblem structure ([MS-OXCDATA] section 2.7) that is contained in the PropertyProblems field of the ROP response buffer. If the PropertyValues field of the ROP request buffer includes any property that is read-only for the client, the server can respond to the client as follows, but the server MUST NOT set the property to the client-specified value:
· Include a PropertyProblem structure for the read-only property in the PropertyProblems field of the response.
· Fail the RopSaveChangesMessage ROP request ([MS-OXCROPS] section 2.2.6.3) when the client attempts to commit the property setting on a Message object.
· Fail either the RopSaveChangesMessage ROP request or the RopSaveChangesAttachment ROP request ([MS-OXCROPS] section 2.2.6.15) when the client attempts to commit the property setting on an Attachment object.
· Disregard the read-only property. In this case, the server gives no indication that the client's request to modify the read-only property failed.
For Message objects, the new value of the properties MUST be made available immediately for retrieval by a ROP that uses  the same Message object handle. For example, if the client uses the same object handle in a RopGetPropertiesAll ROP request ([MS-OXCROPS] section 2.2.8.4) to read those same properties, the modified value MUST be returned. However, the modified value MUST NOT be persisted to the database until a successful RopSaveChangesMessage ROP is issued.
For Attachment objects, the new value of the properties MUST be made available immediately for retrieval by a ROP that uses the same Attachment object handle. However, the modified value MUST NOT be persisted to the database until a successful RopSaveChangesAttachment ROP followed by a successful RopSaveChangesMessage ROP is issued.
For Folder objects and Logon objects, the new value of the properties MUST be persisted immediately without requiring another ROP to commit it.
[bookmark: section_ce67734495284248a862556b6dd40f46][bookmark: _Toc69361368]Processing RopDeleteProperties
When the server receives a RopDeleteProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.8) from the client, the server parses the buffer. The server responds with a RopDeleteProperties ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST delete the property from the object. If the server fails to delete a property, that property, along with details of the failure, is specified in a PropertyProblem structure ([MS-OXCDATA] section 2.7) that is contained in the PropertyProblems field of the ROP response buffer.
If the server returns success, it MUST NOT have a valid value to return to a client that asks for the value of this property. If a client requests the value of this property, the server SHOULD return the NotFound error (0x8004010F) ([MS-OXCDATA] section 2.4.2) in place of a value.
For Message objects, the properties MUST be removed immediately when using the same handle. In other words, if the client uses the same handle to read those same properties using the RopGetPropertiesSpecific ROP ([MS-OXCROPS] section 2.2.8.3) or the RopGetPropertiesAll ROP ([MS-OXCROPS] section 2.2.8.4), the properties MUST be deleted. However, the deleted properties MUST NOT be persisted to the database until a successful RopSaveChangesMessage ROP ([MS-OXCROPS] section 2.2.6.3) is issued.
For Attachment objects, the properties MUST be removed immediately when using the same handle. However, the deleted properties MUST NOT be persisted to the database until a successful RopSaveChangesAttachment ROP ([MS-OXCROPS] section 2.2.6.15) and a successful RopSaveChangesMessage ROP are issued, in that order.
For Folder objects and Logon objects, the properties MUST be removed immediately without requiring another ROP to commit the change.
[bookmark: section_532b0069bbd2420aae0a634ced7b832d][bookmark: _Toc69361369]Processing RopQueryNamedProperties
When the server receives a RopQueryNamedProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.10) from the client, the server parses the buffer. The server responds with a RopQueryNamedProperties ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST return the list of all named properties and their property IDs, filtered based on the fields in the ROP request buffer. Starting with the full list of all named properties:
1. If the NoStrings bit is set in the QueryFlags field of the ROP request buffer, named properties with the Kind field ([MS-OXCDATA] section 2.6.1) set to 0x1 MUST NOT be returned.
2. If the NoIds bit is set in the QueryFlags field, named properties with the Kind field set to 0x0 MUST NOT be returned.
3. If the PropertyGuid field of the ROP request buffer is present, named properties with a GUID field ([MS-OXCDATA] section 2.6.1) value that does not match the value of the PropertyGuid field MUST NOT be returned.
The server MUST ignore any invalid bits that are set in the QueryFlags field of the ROP request buffer.
[bookmark: section_6d5e76ee7cff45cdb7664f8e9e0dbb62][bookmark: _Toc69361370]Processing RopCopyProperties
When the server receives a RopCopyProperties ROP request buffer ([MS-OXCROPS] section 2.2.8.11) from the client, the server parses the buffer. The server responds with a RopCopyProperties ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST copy or move the properties specified from the source object to the destination object. If the server fails to copy or move a property, that property, along with details of the failure, is specified in a PropertyProblem structure ([MS-OXCDATA] section 2.7) that is contained in the PropertyProblems field of the ROP response buffer.
[bookmark: Appendix_A_Target_6][bookmark: Appendix_A_Target_7]If the Move flag is set in the CopyFlags field of the ROP request buffer, the server MAY<6> delete the copied properties from the source object. If the NoOverwrite flag is set in the CopyFlags field, the server MUST NOT overwrite any properties that already have a value on the destination object. If any other bits are set in the CopyFlags field, the server SHOULD<7> return an InvalidParameter error (0x80070057) ([MS-OXCDATA] section 2.4).
In the case of Message objects, the changes on either source or destination MUST NOT be persisted until the RopSaveChangesMessage ROP ([MS-OXCROPS] section 2.2.6.3) is successfully issued. In the case of Attachment objects, the changes on either source or destination MUST NOT be persisted until the RopSaveChangesAttachment ROP ([MS-OXCROPS] section 2.2.6.15) and the RopSaveChangesMessage ROP are successfully issued, in that order.
In the case of Folder objects, the changes on the source and destination MUST be immediately persisted. If the original object is a Folder object and the CopyFlags field has the Move flag set, the server SHOULD return a NotSupported error (0x80040102 ) ([MS-OXCDATA] section 2.4).
If the client requests asynchronous processing, the server can process this ROP asynchronously. During asynchronous processing, the server can indicate that the operation is still being processed by returning a RopProgress ROP response ([MS-OXCROPS] section 2.2.8.13), or it can indicate that the operation has already completed by returning a RopCopyProperties ROP response. If the operation fails at any point during the asynchronous processing, the server returns a RopCopyProperties ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see section 2.2.23 and section 3.2.5.20.
[bookmark: section_54dced2c033949dab219d46f8dd8fb68][bookmark: _Toc69361371]Processing RopCopyTo
When the server receives a RopCopyTo ROP request buffer ([MS-OXCROPS] section 2.2.8.12) from the client, the server parses the buffer. The server responds with a RopCopyTo ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST copy or move only the writable properties that are not specified in the ExcludedTags field.
[bookmark: Appendix_A_Target_8][bookmark: Appendix_A_Target_9]If the Move flag is set in the CopyFlags field of the ROP request buffer, the server MAY<8> delete the copied properties from the source object. If the NoOverwrite flag is set in the CopyFlags field, the server MUST NOT overwrite any properties that already have a value on the destination object. If any other bits are set in the CopyFlags field, the server SHOULD<9> return an InvalidParameter error (0x80070057).
In the case of Message objects, the changes on either source or destination MUST NOT be persisted until the RopSaveChangesMessage ROP ([MS-OXCROPS] section 2.2.6.3) is successfully issued. In the case of Attachment objects, the changes on either source or destination MUST NOT be persisted until the RopSaveChangesAttachment ROP ([MS-OXCROPS] section 2.2.6.15) and the RopSaveChangesMessage ROP are successfully issued, in that order.
[bookmark: Appendix_A_Target_10]In the case of Folder objects, the changes on the source and destination MUST be immediately persisted. If the original object is a Folder object and the CopyFlags field has the Move flag set, the server MAY return a NotSupported error (0x80040102). The server SHOULD<10> return a NotSupported error if the RopCopyTo ROP request specifies a public folder as either the source object or the destination object.
If the client requests asynchronous processing, the server can process this ROP asynchronously. During asynchronous processing, the server can indicate that the operation is still being processed by returning a RopProgress ROP response ([MS-OXCROPS] section 2.2.8.13), or it can indicate that the operation has already completed by returning a RopCopyTo ROP response. If the operation fails at any point during the asynchronous processing, the server returns a RopCopyTo ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see section 2.2.23 and section 3.2.5.20.
The following error codes SHOULD be returned when the scenarios described in the corresponding Description column of the following table are met.
	Error code name
	Value
	Description

	NotSupported
	0x80040102
	The source object and destination object are not compatible with each other for the copy operation.
The source object and destination object need to be of the same type, and MUST be a Message object, Folder object, or Attachment object.

	MessageCycle
	0x00000504
	The source message directly or indirectly contains the destination message.

	FolderCycle
	0x8004060B
	The source folder contains the destination folder.

	CollidingNames
	0x80040604
	A subobject cannot be copied because there is already a subobject existing in the destination object with the same display name, which is specified in the PidTagDisplayName property ([MS-OXCFOLD] section 2.2.2.2.2.5), as the subobject to be copied.



[bookmark: section_5bb2e7eb73214b8496ae3d71b4efa442][bookmark: _Toc69361372]Processing RopGetNamesFromPropertyIds
When the server receives a RopGetNamesFromPropertyIds ROP request buffer ([MS-OXCROPS] section 2.2.8.2) from the client, the server parses the buffer. The server responds with a RopGetNamesFromPropertyIds ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2. 
For each property ID in the PropertyIds field of the ROP request buffer, the server MUST perform the following:
1. If the property ID is less than 0x8000, the associated PropertyName structure ([MS-OXCDATA] section 2.6.1) contained in the PropertyNames field of the ROP response buffer MUST be composed as follows:
· The structure's GUID field is set to the PS_MAPI property set ([MS-OXPROPS] section 1.3.2).
· The structure's Kind field is set to 0x00.
· The structure's LID field is set to the property ID.
2. For property IDs that have an associated PropertyName structure, the server MUST return the PropertyName structure associated with theproperty ID.
3. For property IDs that do not have an associated PropertyName structure, the associated name MUST be composed as follows:
· A value in the Kind field of 0xFF. There is no other return data for this entry.
[bookmark: section_6dc2435e67ef440380ca002b1f081116][bookmark: _Toc69361373]Processing RopGetPropertyIdsFromNames
When the server receives a RopGetPropertyIdsFromNames ROP request buffer ([MS-OXCROPS] section 2.2.8.1) from the client, the server parses the buffer. The server responds with a RopGetPropertyIdsFromNames ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
If the PropertyNameCount field of the ROP request buffer is zero, and the RopGetPropertyIdsFromNames ROP ([MS-OXCROPS] section 2.2.8.1) is acting on a Logon object, the server MUST enumerate all property IDs that are registered for named properties. Otherwise, the server MUST, for each entry in the PropertyNames field of the ROP request buffer, follow this procedure: 
1. If the GUID field of the PropertyName structure ([MS-OXCDATA] section 2.6.1) in the ROP request buffer specifies the PS_MAPI property set, the returned property ID is obtained from the LID field. Otherwise, if the GUID field specifies the PS_INTERNET_HEADERS property set and the Kind field of the PropertyName structure is set to 0x01, coerce the value of the Name field to all lowercase. Property sets are specified in [MS-OXPROPS] section 1.3.2.
2. Find the property ID registered for the named property that matches the PropertyName structure as follows:
· If the Kind field is set to 0x01, the named property has a property name that matches the value of the Name field of the PropertyName structure.
· If the Kind field is set to 0x00, the named property has a LID that matches the value of the LID field of the PropertyName structure.
3. For unfound rows, the returned property ID MUST be 0x0000 unless all of the following conditions are true:
· The Flags field of the ROP request buffer is set to 0x02.
· The user has permission to create new entries.
· The server-imposed limit on property ID mappings specified later in this section hasn't yet been reached.
4. If the above conditions in step three are all met, a new property ID is registered for the named property. The newly assigned property ID MUST be unique in that it MUST NOT be assigned to another named property and MUST NOT be equal to 0xFFFF. The newly assigned property ID MUST be greater than 0x8000.
Because only 32,767 property IDs are available (15 significant bits), the server MUST impose a limit of at most 32,767 on the total number of registered property IDs. If the client attempts to register additional property IDs and the server has reached this limit, then the server MUST return OutOfMemory (0x8007000E) in the ReturnValue field of the ROP response buffer.
[bookmark: section_2f3d33d4c5624bc4b7504744bc61ec50][bookmark: _Toc69361374]Processing RopOpenStream
When the server receives a RopOpenStream ROP request buffer ([MS-OXCROPS] section 2.2.9.1) from the client, the server parses the buffer. The server responds with a RopOpenStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: Appendix_A_Target_11]The server MUST open the stream in the mode indicated by the OpenModeFlags field as specified by the table insection 2.2.14.1. The server SHOULD<11> return a NotSupported error (0x80040102) if the client attempts to open a stream on a public folder in any mode other than ReadOnly.
The implementation of the RopOpenStream ROP can allocate some temporary resource on the server to represent the link between the Folder object returned to the client and the Folder object in the database. To free this resource, the client MUST call the RopRelease ROP ([MS-OXCROPS] section 2.2.15.3) on the Folder object.
The server MUST store the location of the seek pointer until the client calls the RopRelease ROP. The seek pointer MUST be initialized as specified in the request. The stream MUST be prepopulated with the current value of the property that is specified in the request.
The following error code SHOULD be returned when the scenario described in the Description column of the following table is met. 
	Error code name
	Value
	Description

	NotSupported
	0x80040102
	A stream cannot be opened on the specified object.

	NotFound
	0x8004010F
	The property tag does not exist for the object, and it cannot be created because the Create bit was not specified in OpenModeFlags field.



[bookmark: section_b9482b36bd4d484591227d7ddc3b8251][bookmark: _Toc69361375]Processing RopReadStream
When the server receives a RopReadStream ROP request buffer ([MS-OXCROPS] section 2.2.9.2) from the client, the server parses the buffer. The server responds with a RopReadStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST read less than or equal to the amount of data requested. If the ByteCount field of the ROP request buffer is set to 0xBABE, the number of bytes read MUST be less than or equal to the value of the MaximumByteCount field of the ROP request buffer; otherwise, the number of bytes read MUST be less than or equal to the value of the ByteCount field.
The server MUST read from the Stream object beginning at the current seek pointer. The seek pointer MUST be moved forward the same number of bytes as was read from the Stream object. In the case of a failure, the DataSize field SHOULD be set to zero. 
[bookmark: section_0e978ece3d3c41f3a30d6564162cce04][bookmark: _Toc69361376]Processing RopWriteStream
When the server receives a RopWriteStream ROP request buffer ([MS-OXCROPS] section 2.2.9.3) from the client, the server parses the buffer. The server responds with a RopWriteStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: Appendix_A_Target_12]The server SHOULD<12> return the TooBig error code if it writes less than the amount requested. The server MUST store the data that is specified in the ROP request buffer into a stream buffer, writing forward starting at the current seek pointer. The seek pointer MUST be moved forward the same number of bytes as were written to the Stream object.
After a RopWriteStream ROP request buffer is processed, the new value of the property MUST be immediately available for retrieval by a ROP that uses the same object handle. However, the new value of the property is not persisted to the database. For a Message object, the new value is persisted to the database when a successful RopSaveChangesMessage ROP ([MS-OXCROPS] section 2.2.6.3) is issued. For an Attachment object, the new value is persisted to the database when a successful RopSaveChangesAttachment ROP ([MS-OXCROPS] section 2.2.6.15) followed by a successful RopSaveChangesMessage ROP is issued. For a Folder object, the value is persisted when the RopCommitStream ROP ([MS-OXCROPS] section 2.2.9.5) is issued on the Stream object or the Stream object is closed with a RopRelease ROP ([MS-OXCROPS] section 2.2.15.3).
The following error codes SHOULD be returned when the scenarios described in the corresponding Description column of the following table are met.
	Error code name
	Value
	Description

	TooBig
	0x80040305
	The write will exceed the maximum stream size.

	StreamAccessDenied
	0x80030005
	Write access is denied. 



[bookmark: section_9514c7fb9a8e42a0a90cfe25131db2e6][bookmark: _Toc69361377]Processing RopWriteStreamExtended
When the server receives a RopWriteStreamExtended ROP request buffer ([MS-OXCROPS] section 2.2.9.4) from the client, the server SHOULD process it the same as it processes RopWriteStream, see section 3.2.5.13.
[bookmark: section_4b16adae06f14a8ea4f9c8cb20f449e4][bookmark: _Toc69361378]Processing RopCommitStream
When the server receives a RopCommitStream ROP request buffer ([MS-OXCROPS] section 2.2.9.5) from the client, the server parses the buffer. The server responds with a RopCommitStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST set the property specified in the RopOpenStream ROP request ([MS-OXCROPS] section 2.2.9.1) with the data from the Stream object. 
[bookmark: section_05c8f37948694b3caaf06c672af35327][bookmark: _Toc69361379]Processing RopGetStreamSize
When the server receives a RopGetStreamSize ROP request buffer ([MS-OXCROPS] section 2.2.9.6) from the client, the server parses the buffer. The server responds with a RopGetStreamSize ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST return the current size of the Stream object. 
[bookmark: section_62e4c329017b4878bf0655ec0fdf0239][bookmark: _Toc69361380]Processing RopSetStreamSize
When the server receives a RopSetStreamSize ROP request buffer ([MS-OXCROPS] section 2.2.9.7) from the client, the server parses the buffer. The server responds with a RopSetStreamSize ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server sets the current size of the Stream object according to the value specified in the StreamSize field of the ROP request buffer. If the size of the stream is increased, the server MUST set the values in the extended stream to 0x00. If the size of the stream is decreased, the server discards the values that are beyond the end of the new size.
[bookmark: section_80e33f19e5ef492890bd51c1a7f7a12c][bookmark: _Toc69361381]Processing RopSeekStream
When the server receives a RopSeekStream ROP request buffer ([MS-OXCROPS] section 2.2.9.8) from the client, the server parses the buffer. The server responds with a RopSeekStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server modifies the location of the seek point associated with the Stream object according to the ROP request buffer. If the client requests the seek pointer be moved beyond 2^31 bytes, the server MUST return the StreamSeekError error code in the ReturnValue field of the ROP response buffer. If the client requests the seek pointer be moved beyond the end of the stream, the stream is extended, and zeros filled to the new seek location.
The following error codes SHOULD be returned when the scenarios described in the corresponding Description column of the following table are met.
	Error code name
	Value
	Description

	StreamSeekError
	0x80030019
	Tried to seek to offset before the start or beyond the max stream size of 2^31.

	StreamInvalidParam
	0x80030057
	The value of the Origin field is invalid.



[bookmark: section_28893817767340debf630847c6f51cc0][bookmark: _Toc69361382]Processing RopCopyToStream
When the server receives a RopCopyToStream ROP request buffer ([MS-OXCROPS] section 2.2.9.9) from the client, the server parses the buffer. The server responds with a RopCopyToStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: Appendix_A_Target_13]Servers SHOULD<13> implement this ROP as follows: The server MUST read the number of bytes requested from the source Stream object and write those bytes into the destination Stream object. The server MUST move the seek pointer of both the source and destination streams forward the same number of bytes as were copied.
The following error code SHOULD be returned when the scenario described in the Description column of the table is met.
	Error code name
	Value
	Description

	NullDestinationObject
	0x00000503
	Destination object does not exist. 



[bookmark: section_0fd8be17fa8040a0b2c6173298fcebc1][bookmark: _Toc69361383]Processing RopProgress
When the server receives a RopProgress ROP request buffer ([MS-OXCROPS] section 2.2.8.13) from the client, the server parses the buffer. The server responds with a RopProgress ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: Appendix_A_Target_14]Servers SHOULD<14> implement this ROP as follows:
[bookmark: z7]If the server implements this ROP, the server MUST respond with a RopProgress ROP response when the server is not done with the asynchronous operation. If the server receives a RopProgress ROP request with the WantCancel field set to nonzero, then the server can abort the operation instead of completing it. If the server has completed or aborted the operation, it MUST respond with a ROP response buffer that corresponds to the original ROP request.
[bookmark: section_de72167d639b480097de0c125ebc5e38][bookmark: _Toc69361384]Processing RopLockRegionStream
When the server receives a RopLockRegionStream ROP request buffer ([MS-OXCROPS] section 2.2.9.10) from the client, the server parses the buffer. The server responds with a RopLockRegionStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: z9][bookmark: Appendix_A_Target_15]Servers MAY<15> implement this ROP as follows:
If the server implements this ROP, the server MUST check for any existing locks on the requested region of the Stream object. If any are found, the server MUST check the last activity time on the session that locked the region previously. If the last activity time was greater than 30 seconds prior to the new request, the server MUST mark the previous lock as expired and discard any pending changes of the Stream object from the session that owned that lock. If all previous locks are expired, or if there are no previous locks, the server MUST grant the requesting client a new lock. If there are previous locks that are not expired, the server MUST return the AccessDenied error code (0x80070005) in the ReturnValue field of the ROP response buffer.
If a session with an expired lock calls any ROP for the Stream object that would encounter the locked region, the server MUST return the NetworkError error code (0x80040115) in the ReturnValue field of the ROP response buffer. The server MUST limit access to the locked region by other sessions as indicated by the LockFlags field of the ROP request buffer.
[bookmark: section_77aa711e57aa42888a7cfa508e7b3e4e][bookmark: _Toc69361385]Processing RopUnlockRegionStream
When the server receives a RopUnlockRegionStream ROP request buffer ([MS-OXCROPS] section 2.2.9.11) from the client, the server parses the buffer. The server responds with a RopUnlockRegionStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: z11][bookmark: Appendix_A_Target_16]Servers MAY<16> implement this ROP as follows:
If the server implements this ROP, the server MUST remove any existing locks on the requested region that are owned by the session calling the ROP. If there are previous locks that are not owned by the session calling the ROP, the server MUST leave them unmodified.
[bookmark: section_e3f8a63800634df8b751c38ccc65ac94][bookmark: _Toc69361386]Processing RopWriteAndCommitStream
When the server receives a RopWriteAndCommitStream ROP request buffer ([MS-OXCROPS] section 2.2.9.12) from the client, the server parses the buffer. The server responds with a RopWriteAndCommitStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: z13][bookmark: Appendix_A_Target_17]Servers MAY<17> implement this ROP. If the server implements this ROP, it MUST first process the ROP request as specified in section 3.2.5.13 and then process the ROP request as specified in section 3.2.5.15.
[bookmark: section_19d0ae4b4dbc44cf8f47775c9b27c6a3][bookmark: _Toc69361387]Processing RopCloneStream
When the server receives a RopCloneStream ROP request buffer ([MS-OXCROPS] section 2.2.9.13) from the client, the server parses the buffer. The server responds with a RopCloneStream ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: z15][bookmark: Appendix_A_Target_18]Servers MAY<18> implement this ROP as follows:
If the server implements this ROP, it MUST create a new Stream object that contains the same data as the source Stream object. Changes made to the stream in one Stream object MUST be immediately visible in the other. The initial setting of the seek pointer in the cloned Stream object MUST be the same as the current setting of the seek pointer in the source Stream object at the time that this ROP is processed. Afterwards, the seek pointers MUST be independent of each other.
[bookmark: section_7c6c1eb0dd7544b59c7976df1c4c5412][bookmark: _Toc69361388]Timer Events
None.
[bookmark: section_e3f71ecb533c4c97a5ba2b8b3b709a0e][bookmark: _Toc69361389]Other Local Events
None.
[bookmark: section_c0c3e7ee224f4c7eaac1184c080f3b6c][bookmark: _Toc69361390]Protocol Examples
The following examples illustrate the byte order of ROPs in a buffer being prepared for transmission. Please note that the examples listed here only show the relevant portions of the specified ROPs; this is not the final byte sequence that gets transmitted over the wire. Also note that the data for a multibyte field appear in little-endian format, with the bytes in the field presented from least significant to most significant. Generally speaking, these ROP requests are packed with other ROP requests, compressed and obfuscated, as described in [MS-OXCRPC] section 3. These examples assume the client has already successfully logged on to the server and and has obtained any Server object handles that are to be used as inputs for the ROPs.
Examples in this section use the following format for byte sequences.
0080: 45 4D 53 4D 44 42 2E 44-4C 4C 00 00 00 00 00 00
The value at the far left (0080) is the byte sequence's offset from the beginning of the buffer. Following the offset is a series of up to 16 bytes, with each two-character sequence describing the value of one byte. Here, the first byte (45) in the series is located 0x80 bytes (128 bytes) from the beginning of the buffer. The seventh byte (2E) in the series is located 0x86 bytes (134 bytes) from the beginning of the buffer. The dash between the eighth byte (44) and the ninth byte (4C) has no semantic value and serves only to distinguish the eight-byte boundary for readability.
Such a byte sequence is then followed by one or more lines interpreting it. In larger examples the byte sequence is shown once in its entirety and then repeated in smaller chunks, with each smaller chunk interpreted separately.
The following example shows how a property tag and its value are represented in a buffer and interpreted directly from it (according to the property buffer format described in [MS-OXCDATA] section 2.2.3). The property tag appears in the buffer in little-endian format.

0021: 03 00 76 66 0A 00 00-00
PropertyTag: 0x66760003 (PidTagRuleSequence ([MS-OXORULE] section 2.2.1.3.1.2))
PropertyValue: 10
Generally speaking interpreted values will be shown in their native format, interpreted appropriately from the raw byte sequence as described in the appropriate section. Here, the byte sequence 0A 00 00 00 has been interpreted as a PtypInteger32 ([MS-OXCDATA] section 2.11.1) with a value of 10 because the type of the PidTagRuleSequence property is PtypInteger32.
[bookmark: section_44469f86c0254c6c9f6f7f8baeda450a][bookmark: _Toc69361391]Getting Property IDs
The getting PropertyIds example describes the contents of the ROP request buffer and ROP response buffer for a successful RopGetPropertyIdsFromNames ROP as described in section 2.2.12.
[bookmark: section_84eb568cb4c340188aa2047994953145][bookmark: _Toc69361392]Client Request Buffer
The client requests the server to register property IDs for two named properties it will create on a Message object.
A complete ROP request buffer is formatted as follows.
0000: 56 00 00 02 02 00 01 02-20 06 00 00 00 00 00 c0
0010: 00 00 00 00 00 00 46 14-54 00 65 00 73 00 74 00
0020: 50 00 72 00 6f 00 70 00-31 00 00 00 01 02 20 06
0030: 00 00 00 00 00 c0 00 00-00 00 00 00 46 14 54 00
0040: 65 00 73 00 74 00 50 00-72 00 6f 00 70 00 32 00
0050: 00 00
The first three bytes of the buffer refer to the RopId, LogonId, and InputHandleIndex fields of the RopGetPropertyIdsFromNames ROP ([MS-OXCROPS] section 2.2.8.1).

0000: 56 00 00
RopId: 0x56 (RopGetPropertyIdsFromNames)
LogonId: 0x00
InputHandleIndex: 0x00
The next three bytes refer to the Flags and PropertyNameCount fields defined in section 2.2.12.1.

0003: 02 02 00
Flags: 0x02. Create flag, indicating that server will create new property IDs for any named properties that do not already have an existing mapping.
PropertyNameCount: 0x0002. Two properties in the PropertyNames field follow.
The remaining bytes form the PropertyNames field. Each row in the PropertyNames field contains a PropertyName structure ([MS-OXCDATA] section 2.6).

0006: 01 02-20 06 00 00 00 00 00 C0
0010: 00 00 00 00 00 00 46 14-54 00 65 00 73 00 74 00
0020: 50 00 72 00 6F 00 70 00-31 00 00 00 01 02 20 06
0030: 00 00 00 00 00 C0 00 00-00 00 00 00 46 14 54 00
0040: 65 00 73 00 74 00 50 00-72 00 6F 00 70 00 32 00
0050: 00 00
Property 1:
Kind: 0x01 MNID_STRING
GUID: 00062002-0000-0000-C000-000000000046
NameSize: 0x14
Name: TestProp1
Property 2:
Kind: 0x01 MNID_STRING
GUID: 00062002-0000-0000-C000-000000000046
NameSize: 0x14
Name: TestProp2
[bookmark: section_5c6fe9b1d58d4ab791bd1cdbd7b4ea25][bookmark: _Toc69361393]Server Response Buffer
The server registers two named properties on the Message object and sends a response to the client.
A complete ROP response buffer is formatted as follows.
0000: 56 00 00 00 00 00 02 00-3E 86 3F 86
The first six bytes of the response buffer contain the RopId, InputHandleIndex, and ReturnValue fields, as described in [MS-OXCROPS] section 2.2.

0000: 56 00 00 00 00 00
RopId: 0x56 (RopGetPropertyIdsFromNames ([MS-OXCROPS] section 2.2.8.1))
InputHandleIndex: 0x00
ReturnValue: 0x00000000 (Success)
The next two bytes specify the number of property IDs that are packed in the buffer as described in section 2.2.12.2.
PropertyIdCount: 0x0002 (2 properties in the PropertyIds field)
The remaining bytes are for the PropertyIds field, where each entry in the array is four-byte property ID as described in section 2.2.12.2.

0009: 3E 86 3F 86
property ID: 0x863E
property ID: 0x863F
[bookmark: section_a8537af2656c471dbe2c11271764743c][bookmark: _Toc69361394]Setting Properties
The setting properties example describes the contents of the ROP request buffer and ROP response buffer for a successful RopSetProperties ROP ([MS-OXCROPS] section 2.2.8.6) as described in section 2.2.5.
[bookmark: section_0dfb6edfc70f495e9c352470179a5828][bookmark: _Toc69361395]Client Request Buffer
The client requests the server to set values for two properties on a Message object.
A complete ROP request buffer is a variable length sequence, with seven required bytes followed by a property value array. An example of the request buffer follows.
0000: 0A 00 00 24 00 02 00 1F-00 3D 00 00 00 1F 00 1D
0010: 0E 48 00 65 00 6C 00 6C-00 6F 00 20 00 57 00 6F
0020: 00 72 00 6C 00 64 00 00-00
The first three bytes of the buffer refer to the RopId, LogonId, and InputHandleIndex fields of the RopSetProperties ROP ([MS-OXCROPS] section 2.2.8.6).

0000: 0A 00 00
RopId: 0x0A (RopSetProperties)
LogonId: 0x00
InputHandleIndex: 0x00
The next four bytes refer to the PropertyValueSize and PropertyValueCount fields of the RopSetProperties ROP defined in section 2.2.5.1. For more details on property buffer format, see [MS-OXCDATA] section 2.2.3.

0003:          24 00 02 00
PropertyValueSize: 0x0024. There are 36 (decimal) bytes contained in both the PropertyValueCount field and the PropertyValues field.
PropertyValueCount: 0x0002. Two properties in the property array.
The remaining bytes constitute the PropertyValues field, where each row in the array consists of property tag and value. A property tag is a 32-bit number that contains a property type in bits 0 through 15 and a unique property ID in bits 16 through 31 as shown in the following illustration.
0007:                      1F-00 3D 00 00 00 1F 00 1D
0010: 0E 48 00 65 00 6C 00 6C-00 6F 00 20 00 57 00 6F
0020: 00 72 00 6C 00 64 00 00-00
Property 1 (0008: 1F 00 3D 00 00 00)
PropertyTag: 0x003D001F (PropertyId: 0x003D->PidTagSubjectPrefix, PropertyType: 0x001F-> PtypString)
PropertyValue: 0x0000 (empty string)
Property 2 (000D: 1F 00 1D 0E 48 00 65 00 6C 00 6C 00 6F 00 20 00 57 00 6F 00 72 00 6C 00 64 00 00 00)
PropertyTag: 0x0E1D001F (PropertyId: 0x0E1D->PidTagNormalizedSubject, PropertyType: 0x001F-> PtypString)
PropertyValue: 48 00 65 00 6C 00 6C 00 6F-00 20 00 57 00 6F 00 72 00 6C 00 64 00 00 00 (Hello World)
[bookmark: section_83e12b88f11f49ec9ece5b7d7eb9ce3f][bookmark: _Toc69361396]Server Response Buffer
The server sets the values for the two properties on the Message object and sends a response to the client.
A complete ROP response buffer is formatted as follows.
0000: 0A 00 00 00 00 00 00 00
The first six bytes of the RopSetProperties ROP response buffer ([MS-OXCROPS] section 2.2.8.6) contain the RopId, InputHandleIndex, and ReturnValue fields.
RopId: 0x0A (RopSetProperties)
InputHandleIndex: 0x00
ReturnValue: 0x00000000. (ecNone: Success)
The final two bytes in the ROP response buffer are the PropertyProblemCount field described in section 2.2.5.2.

0006: 00 00
PropertyProblemCount: 0x0000. Count of problem properties that follows. A value of 0 indicates that all properties were set successfully.
[bookmark: section_f556b7e7e0be4430ae8761f87f64cb2f][bookmark: _Toc69361397]Getting Properties
The getting properties example describes the contents of the ROP request buffer and ROP response buffer for a successful RopGetPropertiesSpecific ROP ([MS-OXCROPS] section 2.2.8.3) as described in section 2.2.2.
[bookmark: section_b8da763d90c8406f8ac112cadf020103][bookmark: _Toc69361398]Client Request Buffer
The client is requesting property values for specific properties from the server. The first two are named properties and the third one is a standard property. The property IDs for the named properties were gotten from the server by calling the RopGetPropertyIdsFromNames ROP ([MS-OXCROPS] section 2.2.8.1). For more details, see section 4.1 .
A complete RopGetPropertiesSpecific ROP request buffer ([MS-OXCROPS] section 2.2.8.3) is a variable length sequence, with nine required bytes followed by a property tag array. The following example shows the request buffer. 
0000: 07 00 00 00 00 01 00 03-00 0B 00 3E 86 03 00 3F
0010: 86 02 01 E2 65
The first three bytes refer to the RopId, LogonId, and InputHandleIndex fields as described in [MS-OXCROPS] section 2.2.

0000: 07 00 00
RopId: 0x07 (RopGetPropertiesSpecific ([MS-OXCROPS] section 2.2.8.3))
LogonId: 0x00
InputHandleIndex: 0x00
The next six bytes of the request buffer are the PropertySizeLimit, WantUnicode, and PropertyTagCount fields as described in section 2.2.2.1.

0003: 00 00 01 00 03-00
PropertySizeLimit: 0x0000. No property size set; maximum limit is default.
WantUnicode: 0x0001. Nonzero means Unicode.
PropertyTagCount: 0x0003. Three property tags in the array.
The remaining bytes constitute the PropertyTags field as described in section 2.2.2.1.

0009: 0B 00 3E 86 03 00 3F 86 02 01 E2 65
PropertyTag1: 0x863E000B (PropertyId: 0x863E->TestProp1, PropertyType: 0x000B-> PtypBoolean)
PropertyTag2: 0x863F0003 (PropertyId: 0x863F->TestProp2, PropertyType: 0x0003-> PtypInteger32)
PropertyTag3: 0x65E20102 (PropertyId: 0x65E2->PidTagChangeKey, PropertyType: 0x0102-> PtypBinary)
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The server returns the property values to the client.
A complete ROP response buffer is formatted as follows.
0000: 07 00 00 00 00 00 01 00-00 00 62 00 00 00 0a 0f
0010: 01 04 80
The first six bytes of the RopGetPropertiesSpecific ROP response buffer ([MS-OXCROPS] section 2.2.8.3) contain the RopId, InputHandleIndex, and ReturnValue fields.

0000: 07 00 00 00 00 00
RopId: 0x07 (RopGetPropertiesSpecific ([MS-OXCROPS] section 2.2.8.3))
InputHandleIndex: 0x00
ReturnValue: 0x00000000 (Success)
The remaining bytes in the ROP response buffer are for the RowData field, which contains a PropertyRow structure. The first byte of the RowData field is the Flag field of the PropertyRow structure. This is followed by three FlaggedPropertyValue structures ([MS-OXCDATA] section 2.11.5). The order of properties is the same as in the request buffer.

0006: 01 00 00 00 62 00 00 00-0A 0F 01 04 80
Flag: 0x01 (Nonzero indicates there was an error in at least one of the property values)
Property 1:
Flag: 0x00
PropertyValue: 0x00 (False)
Property 2:
Flag: 0x00
PropertyValue: 0x00000062 (98 in decimal)
Property 3:
Flag: 0x0A (Indicates that the PropertyValue field will be an error code)
PropertyValue: 0x8004010F (NotFound)
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Examples of how to set a value for a property using streams are given in section 4.4.1 through section 4.4.3.2. These examples cover the following ROPs:
· RopOpenStream ([MS-OXCROPS] section 2.2.9.1)
· RopSetStreamSize ([MS-OXCROPS] section 2.2.9.7)
· RopWriteStream ([MS-OXCROPS] section 2.2.9.3)
· RopCommitStream ([MS-OXCROPS] section 2.2.9.5)
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The opening a stream example describes the contents of the ROP request buffer and ROP response buffer for a successful RopOpenStream ROP ([MS-OXCROPS] section 2.2.9.1) as described in section 2.2.14.
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A complete RopOpenStream ROP request buffer ([MS-OXCROPS] section 2.2.9.1) is nine bytes in length, formatted as follows. 
0000: 2B 01 00 01 02 01 9A 0E-01
The first four bytes of the buffer refer to the RopId, LogonId, InputHandleIndex, and OutputHandleIndex fields of the RopOpenStream ROP.
0000: 2B 01 00 01
RopId: 0x2B (RopOpenStream)
LogonId: 0x01
InputHandleIndex: 0x00
OutputHandleIndex: 0x01. Index in the Server object handle table for the object created by this ROP.
The next five bytes refer to the PropertyTag and OpenModeFlags fields defined in section 2.2.14.1.
0004: 02 01 9A 0E-01
PropertyTag: 0x0E9A0102 (PidTagExtendedRuleMessageCondition ([MS-OXORULE] section 2.2.4.1.10))
OpenModeFlags: 0x01. ReadWrite mode
[bookmark: section_611646ba004f4edf8683c4190bac93bd][bookmark: _Toc69361403]Server Response Buffer
The complete ROP response buffer is formatted as follows.
0000: 2B 01 00 00 00 00 15 2E-00 00
The first six bytes of the RopOpenStream ROP response buffer ([MS-OXCROPS] section 2.2.9.1) contain the RopId, OutputHandleIndex, and ReturnValue fields.
0000: 2B 01 00 00 00 00
RopId: 0x2B (RopOpenStream)
OutputHandleIndex: 0x01
ReturnValue: 0x00000000 (Success)
The last four bytes in the ROP response buffer are the StreamSize field as described in section 2.2.14.2.
0006: 15 2E-00 00
StreamSize: 0x00002E15 (11797)
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The writing to the stream example describes the contents of the ROP request buffer and ROP response buffer for a successful RopWriteStream ROP ([MS-OXCROPS] section 2.2.9.3) as described in section 2.2.16.
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A complete RopWriteStream ROP request buffer ([MS-OXCROPS] section 2.2.9.3) is a variable length buffer, formatted as follows.
0000: 2D 01 01 15 2E 00 00 61-6E 20 61 6C 77 61 79 73
0010: 20 72 65 73 74 6f 72 65-20 74 68 65 20 6C 6F 6F
0020: 6B 20 6F 66 20 79 6F 75-72 20 64 6F 63 75 6D 65
The first three bytes of the buffer refer to the RopId, LogonId, and InputHandleIndex fields of the RopWriteStream ROP.
0000: 2D 01 01
RopId: 0x2D (RopWriteStream)
LogonId: 0x01
InputHandleIndex: 0x01
The next two bytes in the ROP request buffer are the DataSize field, described in section 2.2.16.1.
0006: 15 2E
DataSize: 0x2E15 (11797)
The remaining bytes constitute the Data field. The ROP request buffer specified earlier in this section is truncated, and all of the stream data is not shown.
Data: 00 00 61-6E 20 61 6C 77 61 79 73 20 72 65 73 74 6F 72 65-20 74 68 65 20 6C 6F 6F 6B 20 6F 66 20 79 6F 75-72 20 64 6F 63 75 6D 65...........
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The complete ROP response buffer is formatted as follows.
0000: 2D 01 00 00 00 00 15 2E
The first six bytes of the RopWriteStream ROP response buffer ([MS-OXCROPS] section 2.2.9.3) contain the RopId, InputHandleIndex, and ReturnValue fields.
0000: 2D 01 00 00 00 00
RopId: 0x2D (RopWriteStream)
InputHandleIndex: 0x01
ReturnValue: 0x00000000 (Success)
The last two bytes are the WrittenSize field described in section 2.2.16.2.
0006: 15 2E
WrittenSize: 0x2E15 (11797)
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The committing a stream example describes the contents of the ROP request buffer and ROP response buffer for a successful RopCommitStream ROP ([MS-OXCROPS] section 2.2.9.5) as described in section 2.2.18.
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For the purposes of this example, it is assumed that a stream is open before this ROP is called. A complete ROP request buffer for the RopCommitStream ROP ([MS-OXCROPS] section 2.2.9.5) is a three-byte sequence formatted as follows.
0000: 5D 01 01
The three bytes refer to the RopId, LogonId, and InputHandleIndex fields described in [MS-OXCROPS] section 2.2.
RopId: 0x5D (RopCommitStream)
LogonId: 0x01
InputHandleIndex: 0x01
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The complete ROP response buffer is formatted as follows.
0000: 5d 01 00 00 00 00
The six bytes of the RopCommitStream ROP response buffer ([MS-OXCROPS] section 2.2.9.5) contain the RopId, InputHandleIndex, and ReturnValue fields.
RopId: 0x5D (RopCommitStream)
InputHandleIndex: 0x00
ReturnValue: 0x00000000 (Success)
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The asynchronous progress example describes the contents of the ROP request buffer and ROP response buffer for a successful RopProgress ROP ([MS-OXCROPS] section 2.2.8.13) as described in section 2.2.23. In this example, the user is trying to empty a Folder object, which has 729 items in it, and the RopEmptyFolder ROP ([MS-OXCROPS] section 2.2.4.9) will represent the asynchronous operation that the RopProgress ROP reports progress for.
The sequence in which ROPs get passed between client and server is shown in the following figure.
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Figure 1: Sequence in which ROPs are passed between client and server
1.  Client sends a RopEmptyFolder ROP request to the server. The ROP request buffer is formatted as follows.
0000: 58 00 00 01 00
RopId: 0x58 (RopEmptyFolder)
LogonId: 0x00
InputHandleIndex: 0x00
WantAsynchronous: 0x01 (TRUE)
WantDeleteAssociated: 0x00 (FALSE)
2.  Server responds to request by sending the RopProgress ROP response buffer, which is formatted as follows.
0000: 50 00 00 00 00 00 00 1D-00 00 00 D9 02 00 00
RopId: 0x50 (RopProgress)
InputHandleIndex: 0x00
ReturnValue: 0x00000000 (Success)
LogonId: 0x00
CompletedTaskCount: 0x0000001D (29 in decimal)
TotalTaskCount: 0x000002D9 (729 in decimal)
3.  Now client sends a RopProgress ROP request buffer asking server how much progress has been made. The ROP request buffer is formatted as follows.
0000: 50 00 00 00
RopId: 0x50 (RopProgress)
LogonId: 0x00
InputHandleIndex: 0x00
WantCancel: 0x00 (FALSE)
4.  Server responds to request by sending the RopProgress ROP response buffer, which is formatted as follows.
0000: 50 00 00 00 00 00 00 3B-00 00 00 D9 02 00 00
RopId: 0x50 (RopProgress)
InputHandleIndex: 0x00
ReturnValue: 0x00000000 (ecNone: Success)
LogonId: 0x00
CompletedTaskCount: 0x0000003B (59 in decimal)
TotalTaskCount: 0x000002D9 (729 in decimal)
5.  Client keeps sending RopProgress ROP requests, and server keeps sending RopProgress ROP response buffers telling client the current progress status.
Finally, when server has completed the the RopEmptyFolder ROP, instead of sending a RopProgress ROP response buffer, it sends the RopEmptyFolder ROP response buffer back. The following is the last RopProgress ROP request that the client makes.
0000: 50 00 00 00
RopId: 0x50 (RopProgress)
LogonId: 0x00
InputHandleIndex: 0x00
WantCancel: 0x00 (FALSE)
6.  Server responds by sending the RopEmptyFolder ROP response buffer back, formatted as follows.
0000: 58 00 00 00 00 00 00
RopId: 0x58 (RopEmptyFolder)
InputHandleIndex: 0x00
ReturnValue: 0x00000000 (Success)
ParitalCompletion: 0x00 (FALSE)
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There are no special security considerations specific to the Property and Stream Object Protocol. General security considerations that pertain to the underlying ROP-based transport apply.
[bookmark: section_70092f814049489b8296089df7032ca5][bookmark: _Toc69361413]Index of Security Parameters
None.
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Exchange Server 2003
· Microsoft Exchange Server 2007
· Microsoft Exchange Server 2010
· Microsoft Exchange Server 2013
· Microsoft Exchange Server 2016 
· Microsoft Office Outlook 2003
· Microsoft Office Outlook 2007
· Microsoft Outlook 2010
· Microsoft Outlook 2013
· Microsoft Outlook 2016
Microsoft Exchange Server 2019
Microsoft Outlook 2019
· Microsoft Outlook 2021
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.9: Exchange 2003 and Exchange 2007 do not support Logon objects for the RopQueryNamedProperties ROP ([MS-OXCROPS] section 2.2.8.10). 
<2> Section 2.2.10.1: Exchange 2003 and Exchange 2007 support the combination of the Move bit and the NoOverwrite bit in the CopyFlags field.
<3> Section 2.2.11.1: Exchange 2003 and Exchange 2007 support the combination of the Move bit and the NoOverwrite bit in the CopyFlags field.
<4> Section 3.2.5.1: Exchange 2003 and Exchange 2007 do not ignore the PropertySizeLimit field. When the property is a PtypBinary type, a PtypObject type, or a string property, Exchange 2003 and Exchange 2007 return the PtypErrorCode type with a value of NotEnoughMemory (0x8007000E) in place of the property value if the value is larger than either the available space in the ROP response buffer or the size specified in the PropertySizeLimit field of the ROP request buffer. For information about the property types, see [MS-OXCDATA] section 2.11.1. For information about property error codes, see [MS-OXCDATA] section 2.4.2.
<5> Section 3.2.5.2:  Exchange 2010 fails the EcDoRpcExt2 method with a return value of 0x0000047D.
<6> Section 3.2.5.7: Exchange 2003 and Exchange 2007 remove the properties from the source object.
<7> Section 3.2.5.7: Exchange 2003 and Exchange 2007 ignore invalid bits and do not return the InvalidParameter error code (0x80070057).
<8> Section 3.2.5.8: Exchange 2003, Exchange 2007, and Exchange 2010 delete the properties from the source object.
<9> Section 3.2.5.8: Exchange 2003 and Exchange 2007 ignore invalid bits and do not return the InvalidParameter error code (0x80070057).
<10> Section 3.2.5.8:  Exchange 2003, Exchange 2007, and Exchange 2010 do not return a NotSupported error (0x80040102) if the RopCopyTo ROP request specifies a public folder as either the source object or the destination object.
<11> Section 3.2.5.11: Exchange 2003, Exchange 2007, and Exchange 2010 do not return a NotSupported error (0x80040102) if the client attempts to open a stream on a public folder in any mode other than ReadOnly.
<12> Section 3.2.5.13: Exchange 2003 and Exchange 2007 return the StreamSizeError error code (0x80030070) if they write less than the amount requested.
<13> Section 3.2.5.19: The initial release version of Exchange 2010 does not implement the RopCopyToStream ROP ([MS-OXCROPS] section 2.2.9.9).
<14> Section 3.2.5.20: The initial release version of Exchange 2010 does not implement the RopProgress ROP ([MS-OXCROPS] section 2.2.8.13).
<15> Section 3.2.5.21: Exchange 2003 and Exchange 2007 implement the RopLockRegionStream ROP ([MS-OXCROPS] section 2.2.9.10).
<16> Section 3.2.5.22: Exchange 2003 and Exchange 2007 implement the RopUnlockRegionStream ROP ([MS-OXCROPS] section 2.2.9.11).
<17> Section 3.2.5.23: Exchange 2003 and Exchange 2007 implement the RopWriteAndCommitStream ROP ([MS-OXCROPS] section 2.2.9.12.
<18> Section 3.2.5.24: Exchange 2003 and Exchange 2007 implement the RopCloneStream ROP ([MS-OXCROPS] section 2.2.9.13).
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