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[bookmark: section_0a37ab49d1094f819f187fd5ccceb89d][bookmark: _Toc174601062]Introduction
The Exchange Access and Operation Permissions Protocol is used by clients to retrieve and manage the permissions on a folder. This protocol extends the Folder Object Protocol, described in [MS-OXCFOLD]. This protocol also extends the Availability Web Service Protocol, described in [MS-OXWAVLS], if both the client and the server support the Availability Web Service Protocol.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_aab7e9046fd049348cf4c33998a925a4][bookmark: _Toc174601063]Glossary
This document uses the following terms:
[bookmark: gt_9f92aa05-dd0a-45f2-88d6-89f1fb654395]access control list (ACL): A list of access control entries (ACEs) that collectively describe the security rules for authorizing access to some resource; for example, an object or set of objects.
[bookmark: gt_4792b6d3-b01a-43f6-aca4-42fc4e79a633]Address Book object: An entity in an address book that contains a set of attributes, each attribute with a set of associated values.
[bookmark: gt_b5c2f51b-87cd-4ad9-bf2b-7ed488edd698]anonymous user: A user who presents no credentials when identifying himself or herself. The process for determining an anonymous user can differ based on the authentication protocol, and the documentation for the relevant authentication protocol needs to be consulted.
[bookmark: gt_ad861812-8cb0-497a-80bb-13c95aa4e425]binary large object (BLOB): A discrete packet of data that is stored in a database and is treated as a sequence of uninterpreted bytes.
[bookmark: gt_60b55610-ca65-41f2-91d8-a4d6f4cc6d20]Calendar folder: A Folder object that contains Calendar objects.
[bookmark: gt_425bcab9-7911-4eae-b414-624b7a51eb5f]flags: A set of values used to configure or report options or settings.
[bookmark: gt_0682daa7-c1b8-419b-8a32-6048833d0b72]Folder object: A messaging construct that is typically used to organize data into a hierarchy of objects containing Message objects and folder associated information (FAI) Message objects.
[bookmark: gt_5044babb-08e3-4bb9-bc12-fe8f542b05ee]handle: Any token that can be used to identify and access an object such as a device, file, or a window.
[bookmark: gt_4469dfee-85b0-4004-a067-65f5439091a6]hierarchy table: A Table object whose rows represent the Folder objects that are contained in another Folder object.
[bookmark: gt_079478cb-f4c5-4ce5-b72b-2144da5d2ce7]little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in the memory location with the lowest address.
[bookmark: gt_b6c15d0c-d992-421d-ba96-99d3b63894cf]Message object: A set of properties that represents an email message, appointment, contact, or other type of personal-information-management object. In addition to its own properties, a Message object contains recipient properties that represent the addressees to which it is addressed, and an attachments table that represents any files and other Message objects that are attached to it.
[bookmark: gt_12f72ec4-f971-4a49-b1da-7b81b8e3e20b]permission: A rule that is associated with an object and that regulates which users can gain access to the object and in what manner. See also rights.
[bookmark: gt_3387caf0-d963-4850-873c-33eb583aff7c]permissions list: A list of users and the permissions for each of those users.
[bookmark: gt_550ffe03-4145-49d1-8370-a9906b00452c]property tag: A 32-bit value that contains a property type and a property ID. The low-order 16 bits represent the property type. The high-order 16 bits represent the property ID.
[bookmark: gt_3369fdd6-36f8-4a62-9cd7-2738ffb5048f]remote operation (ROP): An operation that is invoked against a server. Each ROP represents an action, such as delete, send, or query. A ROP is contained in a ROP buffer for transmission over the wire.
[bookmark: gt_8a7f6700-8311-45bc-af10-82e10accd331]remote procedure call (RPC): A communication protocol used primarily between client and server. The term has three definitions that are often used interchangeably: a runtime environment providing for communication facilities between computers (the RPC runtime); a set of request-and-response message exchanges between computers (the RPC exchange); and the single message from an RPC exchange (the RPC message).  For more information, see [C706].
[bookmark: gt_9b88ec86-b4be-456b-b483-6727114391f5]ROP buffer: A structure containing an array of bytes that encode a remote operation (ROP). The first byte in the buffer identifies the ROP. This byte is followed by ROP-specific fields. Multiple ROP buffers can be packed into a single remote procedure call (RPC) request or response.
[bookmark: gt_edeadb0f-6571-49b7-8cce-5dc77b0793d6]ROP request: See ROP request buffer.
[bookmark: gt_b17e14f5-0f03-4447-8a9f-0f1bd0a2f886]ROP request buffer: A ROP buffer that a client sends to a server to be processed.
[bookmark: gt_02eede81-2ef5-4994-8791-5f0cd780c225]ROP response buffer: A ROP buffer that a server sends to a client to be processed.
[bookmark: gt_80e2f111-8c20-411c-8d22-be8deb5f86d0]Server object handle: A 32-bit value that identifies a Server object.
[bookmark: gt_3de414eb-819f-44ff-8cb9-366d6ae67aa3]Stream object: A Server object that is used to read and write large string and binary properties.
[bookmark: gt_06346f29-9db8-4503-b9d4-a4b4480fdc63]table object: A group of shapes that are arranged in rows and columns to form a table.
[bookmark: gt_c305d0ab-8b94-461a-bd76-13b40cb8c4d8]Unicode: A character encoding standard developed by the Unicode Consortium that represents almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007] provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16 BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_e8f4f4b1954e4349b764f1b890adf345][bookmark: _Toc174601064]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_6f453635392e484a817781a28cb0e636][bookmark: _Toc174601065]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-OXCDATA] Microsoft Corporation, "Data Structures".
[MS-OXCFOLD] Microsoft Corporation, "Folder Object Protocol".
[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) List and Encoding Protocol".
[MS-OXCRPC] Microsoft Corporation, "Wire Format Protocol".
[MS-OXCTABL] Microsoft Corporation, "Table Object Protocol".
[MS-OXNSPI] Microsoft Corporation, "Exchange Server Name Service Provider Interface (NSPI) Protocol".
[MS-OXPROPS] Microsoft Corporation, "Exchange Server Protocols Master Property List".
[MS-OXWAVLS] Microsoft Corporation, "Availability Web Service Protocol".
[MS-XWDVSEC] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol Security Descriptor Extensions".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, https://www.rfc-editor.org/info/rfc2119
[bookmark: section_b5c619b8daa94cd3b84e6f04fcac06d8][bookmark: _Toc174601066]Informative References
[MS-OXCMAPIHTTP] Microsoft Corporation, "Messaging Application Programming Interface (MAPI) Extensions for HTTP".
[MS-OXPROTO] Microsoft Corporation, "Exchange Server Protocols System Overview".
[bookmark: section_4d4d9b11f4cf4075ac71c25b03b984e3][bookmark: _Toc174601067]Overview
The Exchange Access and Operation Permissions Protocol is used by a client to retrieve and to manage the permissions list on a folder by using remote operations (ROPs). Each entry in this list specifies the permissions granted to a single user. The user's permissions determine what actions the user is allowed on the folder. For example, a user can be allowed to view a folder but not allowed to modify the folder's properties.
The permissions list initially contains two reserved entries: an entry that specifies folder permissions for an anonymous user and an entry that specifies the default permissions for a user who is not currently included in the permissions list. For information about how these reserved entries are used, see section 3.2.4.1. Additional entries are added by an owner of the folder. Existing entries can be modified or deleted.
This protocol extends the Folder Object Protocol, described in [MS-OXCFOLD]. This protocol also extends the Availability Web Service Protocol, described in [MS-OXWAVLS], if both the client and server support the Availability Web Service Protocol.
[bookmark: section_3673804fdf7f4963b7c0259ef9245241][bookmark: _Toc174601068]Relationship to Other Protocols
This protocol extends the Folder Object Protocol, described in [MS-OXCFOLD], by adding the ability to retrieve and manage the permissions list on a folder and, therefore, has the same dependencies as those described in [MS-OXCFOLD] section 1.4. 
If the client and the server both implement the Availability Web Service Protocol, described in [MS-OXWAVLS], this protocol also extends that protocol by adding the ablility to retrieve and manage the permissions list on the Calendar folder.
For conceptual background information and overviews of the relationships and interactions between this and other protocols, see [MS-OXPROTO].
[bookmark: section_999de46faaaa455f9e8917b28c8b04e2][bookmark: _Toc174601069]Prerequisites/Preconditions
In addition to the prerequisites of the Folder Object Protocol that are specified in [MS-OXCFOLD] section 1.5, the Exchange Access and Operation Permissions Protocol requires that the client be connected to the server by using credentials that belong to a user who has permissions to read and modify the folder's permissions list.
The client is required to obtain a handle to the Folder object on the server by using the RopOpenFolder ROP ([MS-OXCROPS] section 2.2.4.1). This handle will be included in the ROP buffers that are used in this protocol.
[bookmark: section_d0110da298e4434ea830d5d7d4ea2ad9][bookmark: _Toc174601070]Applicability Statement
A client can use the Exchange Access and Operation Permissions Protocol to read or update the permissions list on a folder. For example, if the owner of a folder grants read permission on that folder to another user, the folder owner's client updates the permissions list on the folder accordingly.
[bookmark: section_350ad7ab69f545f39034cfcc4b87a7f8][bookmark: _Toc174601071]Versioning and Capability Negotiation
[bookmark: z5]The client checks the server's version number that is returned by the server in either the EcDoConnectEx method, as described in [MS-OXCRPC], or the X-ServerApplication header of the Connect request type response, as described in [MS-OXCMAPIHTTP]. If the server version is greater than or equal to 8.0.360.0, the server supports the Availability Web Service Protocol, described in [MS-OXWAVLS]. 
The client indicates to the server whether it supports the Availability Web Service Protocol by setting the IncludeFreeBusy flag in the ROP request buffer for both the RopGetPermissionsTable ROP ([MS-OXCROPS] section 2.2.10.2) and the RopModifyPermissions ROP ([MS-OXCROPS] section 2.2.10.1), as described in sections 2.2.1.1 and 2.2.2.1. 
[bookmark: section_85b7e64c63554dcb9fd39848f9b9b2b6][bookmark: _Toc174601072]Vendor-Extensible Fields
None.
[bookmark: section_0c0d9759a3854c36a827720808089e27][bookmark: _Toc174601073]Standards Assignments
None.
[bookmark: section_560445e5e17c42878f2b14451e372bd8][bookmark: _Toc174601074]Messages
[bookmark: section_f637162f60fd49599fe1e5ed248ac195][bookmark: _Toc174601075]Transport
The ROP request buffers and ROP response buffers specified in this protocol are sent to and received from the server respectively by using the underlying protocol specified by [MS-OXCROPS] section 2.1.
[bookmark: section_a676eb7c99514eca911d8db24dfd1048][bookmark: _Toc174601076]Message Syntax
Unless otherwise noted, sizes in this section are expressed in bytes.
Unless otherwise noted, the fields specified in this section are packed in buffers in the order that they appear in this document, without any padding.
Unless otherwise noted, the fields specified in this section, which are larger than a single byte, MUST be converted to little-endian order when packed in buffers and converted from little-endian order when unpacked.
[bookmark: section_3ed47f6328b74f0783a3eadc1a2394b3][bookmark: _Toc174601077]RopGetPermissionsTable ROP
The RopGetPermissionsTable ROP ([MS-OXCROPS] section 2.2.10.2) retrieves a Server object handle to a Table object, which is then used in other ROP requests to retrieve the current permissions list on a folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_0c64cf4cc33b4b0383ec265fd77bb325][bookmark: _Toc174601078]RopGetPermissionsTable ROP Request Buffer
The following descriptions define valid fields for the RopGetPermissionsTable ROP request buffer ([MS-OXCROPS] section 2.2.10.2.1). 
TableFlags (1 byte):  A set of flags that control how the server uses the values of the PidTagMemberRights property (section 2.2.7). The valid flags for this field are specified in the following table. The client MUST NOT set any other flags.
	Flag name
	Value
	Meaning

	IncludeFreeBusy
	0x02
	If this flag is set, the server MUST include the values of the FreeBusySimple and FreeBusyDetailed flags of the PidTagMemberRights property in the returned permissions list. If this flag is not set, the values of those flags in the returned permissions list are not valid and the client MUST ignore them. 
The client MUST NOT set this flag if the server version is less than 8.0.360.0, as specified in [MS-OXCRPC], or the folder is not the Calendar folder. 



[bookmark: section_3e941e7df9d24d63b173ae239cd6182a][bookmark: _Toc174601079]RopGetPermissionsTable ROP Response Buffer
The following descriptions define valid fields for the RopGetPermissionsTable ROP response buffer ([MS-OXCROPS] section 2.2.10.2.2). 
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The value 0x00000000 indicates success. For details about common error codes, see [MS-OXCDATA] section 2.4. 
[bookmark: section_c657cbf71d0246c3b304928c5d67fee9][bookmark: _Toc174601080]RopModifyPermissions ROP
The RopModifyPermissions ROP ([MS-OXCROPS] section 2.2.10.1) creates, updates, or deletes entries in the permissions list on a folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_0af9bdbd273643669452ccc43065f43d][bookmark: _Toc174601081]RopModifyPermissions ROP Request Buffer
The following descriptions define valid fields for the RopModifyPermissions ROP request buffer ([MS-OXCROPS] section 2.2.10.1.1). 
ModifyFlags (1 byte):  A set of flags that control how the server uses the values of the PidTagMemberRights property (section 2.2.7) and the flags of the PermissionData structures. The valid flags for this field are specified in the following table. The client MUST NOT set any other flags.
	Flag name
	Value
	Meaning

	ReplaceRows
	0x01
	If this flag is set, the server MUST replace all existing entries except the default user entry in the current permissions list with the ones contained in the PermissionsData field. (In this case, each PermissionData structure in the PermissionsData field MUST have the AddRow flag set.) If this flag is not set, the server MUST add, update, or delete entries in the current permissions list according to the changes specified in the PermissionsData field. 
[bookmark: Appendix_A_Target_1]The client SHOULD<1> set this flag when copying the access control list (ACL) from the Calendar folder to the Freebusy Data folder.

	IncludeFreeBusy
	0x02
	If this flag is set, the server MUST apply the settings of the FreeBusySimple and FreeBusyDetailed flags of the PidTagMemberRights property when modifying the permissions of the Calendar folder. This flag MUST be set if the client sets either the FreeBusySimple flag or the FreeBusyDetailed flag.
The client MUST NOT set this flag if the server version is less than 8.0.360.0, as specified in [MS-OXCRPC], or the folder is not the Calendar folder. 


ModifyCount (2 bytes):  An integer that specifies the number of structures contained in the PermissionsData field.
PermissionsData (variable):  An array of PermissionData structures (section 2.2.2.1.1). Each PermissionData structure specifies details for adding a new entry to the permissions list, updating an existing entry in the permissions list, or deleting an entry from the permissions list. There is one PermissionData structure for each entry to be added, updated, or deleted.
If the ReplaceRows flag is set in the ModifyFlags field, entries can only be added. Therefore, each PermissionData structure contained in this field MUST have the AddRow flag set if the ReplaceRows flag is set.
[bookmark: section_13bec5ca537143c8bf63d53f885e3ae7][bookmark: _Toc174601082]PermissionData Structure
The PermissionData structure specifies the properties, including folder permissions, for a single user and the requested operation (add entry, update entry, delete entry) to be performed on the permissions list for that user. 
PermissionDataFlags (1 byte):  A set of flags that specify the type of change to be made to the folder permissions. The valid flags for this field are specified in the following table. The client MUST NOT set any other flags. If the ReplaceRows flag is set in the ModifyFlags field of the RopModifyPermissions ROP request buffer, only the AddRow flag is valid.
	Flag name
	Value
	Meaning

	AddRow
	0x01
	The user that is specified by the PidTagEntryId property (section 2.2.4) is added to the permissions list.

	ModifyRow
	0x02
	The existing permissions for the user that is identified by the PidTagMemberId property (section 2.2.5) are modified.

	RemoveRow
	0x04
	The user that is identified by the PidTagMemberId property is deleted from the permissions list.


PropertyValueCount (2 bytes):  An integer that specifies the number of structures contained in the PropertyValues field.
PropertyValues (variable):  An array of TaggedPropertyValue structures ([MS-OXCDATA] section 2.11.4). Each structure specifies one property. The properties included depend on the type of change that is being made. For details, see sections 3.1.4.2, 3.1.4.3, and 3.1.4.4.
[bookmark: section_1c69ffc99a274e2e8b8d8c1e678bf27c][bookmark: _Toc174601083]RopModifyPermissions ROP Response Buffer
The following descriptions define valid fields for the RopModifyPermissions ROP response buffer ([MS-OXCROPS] section 2.2.10.1.2). 
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The value 0x00000000 indicates success. For details about common error codes, see [MS-OXCDATA] section 2.4. 
[bookmark: section_ad834011709f477db9269641eea6d748][bookmark: _Toc174601084]PidTagAccessControlListData Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
[bookmark: Appendix_A_Target_2]The PidTagAccessControlListData property ([MS-OXPROPS] section 2.506) contains a variable-length binary large object (BLOB) that constitutes a permissions list for a folder. This property is used when an ACL is copied from one folder to another.<2>
The client does not understand the data contained in the BLOB and does not try to use the data. The BLOB is only used to copy the ACL from one folder to another.
[bookmark: section_e35c22bf98a149bf946d957c1e072514][bookmark: _Toc174601085]PidTagEntryId Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
The PidTagEntryId property ([MS-OXPROPS] section 2.684) identifies the Address Book object that specifies a user. The first two bytes of this property specify the number of bytes that follow. The remaining bytes constitute the PermanentEntryID structure ([MS-OXNSPI] section 2.2.9.3).
If the PidTagMemberId property (section 2.2.5) is set to one of the two reserved values, the first two bytes of this property MUST be 0x0000, indicating that zero bytes follow (that is, no PermanentEntryID structure follows the first two bytes). 
[bookmark: section_2c1311c46976414993a19e6ff199b65f][bookmark: _Toc174601086]PidTagMemberId Property
Type: PtypInteger64 ([MS-OXCDATA] section 2.11.1)
The PidTagMemberId property ([MS-OXPROPS] section 2.783) specifies the unique identifier that the server generates for each user. 
The two reserved values for the PidTagMemberId property are listed in the following table.
	Value
	Meaning

	0xFFFFFFFFFFFFFFFF
	Identifier for the anonymous user entry in the permissions list.

	0x0000000000000000
	Identifier for the default user entry in the permissions list.



[bookmark: section_43ed9fba2e0f4ab5a65c1b6bb5a01ecf][bookmark: _Toc174601087]PidTagMemberName Property
Type: PtypString ([MS-OXCDATA] section 2.11.1)
The PidTagMemberName property ([MS-OXPROPS] section 2.784) specifies the user-readable name of the user. The server provides the user-readable name for all entries in the permissions list.
The user-readable names that the server provides for the reserved entries of the permissions list are listed in the following table.
	Reserved entry
	Value of the PidTagMemberId property
	User-readable name

	Anonymous user
	0xFFFFFFFFFFFFFFFF
	"Anonymous"

	Default user
	0x0000000000000000
	"" (empty string)



[bookmark: section_760efca3fc2249228eaab042c86d8dae][bookmark: _Toc174601088]PidTagMemberRights Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagMemberRights property ([MS-OXPROPS] section 2.785) specifies the folder permissions that are granted to the specified user.  
The flags that are used to specify permissions are listed in the following table. The client and server MUST NOT set any other flags.
	Flag name
	Value
	Meaning

	ReadAny
	0x00000001
	If this flag is set, the server MUST allow the specified user's client to read any Message object in the folder. If this flag is not set, the server MUST NOT allow the user's client to read Message objects that are owned by other users.

	Create
	0x00000002
	If this flag is set, the server MUST allow the specified user's client to create new Message objects in the folder. If this flag is not set, the server MUST NOT allow the user's client to create new Message objects in the folder.

	EditOwned
	0x00000008
	If this flag is set, the server MUST allow the specified user's client to modify a Message object that was created by that user in the folder. If this flag is not set, the server MUST NOT allow the user's client to modify Message objects that were created by that user. 
If the client sets the EditAny flag, the client MUST set this flag as well.

	DeleteOwned
	0x00000010
	If this flag is set, the server MUST allow the specified user's client to delete any Message object that was created by that user in the folder. If this flag is not set, the server MUST NOT allow the user's client to delete Message objects that were created by that user. 
If the client sets the DeleteAny flag, the client MUST set this flag as well.

	EditAny
	0x00000020
	If this flag is set, the server MUST allow the specified user's client to modify any Message object in the folder. If this flag is not set, the server MUST NOT allow the user's client to modify Message objects that are owned by other users.

	DeleteAny
	0x00000040
	If this flag is set, the server MUST allow the specified user's client to delete any Message object in the folder. If this flag is not set, the server MUST NOT allow the user's client to delete Message objects that are owned by other users.

	CreateSubFolder
	0x00000080
	If this flag is set, the server MUST allow the specified user's client to create new folders within the folder. If this flag is not set, the server MUST NOT allow the user's client to create new folders within the folder.

	FolderOwner
	0x00000100
	[bookmark: Appendix_A_Target_3][bookmark: Appendix_A_Target_4]If this flag is set, the server SHOULD<3> allow the specified user's client to modify properties, including the folder permissions, that are set on the folder itself. If this flag is not set, the server SHOULD NOT<4> allow the specified user's client to make those modifications.

	FolderContact
	0x00000200
	This flag has no meaning to the server regarding folder permissions. The client uses this flag when displaying permissions. If neither this flag nor the FolderOwner flag is set, the specified user's client does not display the permissions list for the folder. Instead, the specified user's client displays the folder permissions specified in the PidTagRights property ([MS-OXCFOLD] section 2.2.2.2.2.8), which contains the folder permissions only for that user.

	FolderVisible
	0x00000400
	If this flag is set, the server MUST allow the specified user's client to retrieve the folder's permissions list, as specified in section 3.1.4.1, to see the folder in the folder hierarchy table, or to open the folder.
If the client sets the ReadAny flag or the FolderOwner flag, the client MUST set this flag as well.

	FreeBusySimple
	0x00000800
	[bookmark: Appendix_A_Target_5]If this flag is set, the server MUST allow the specified user's client to retrieve brief information about the appointments on the calendar through the Availability Web Service Protocol, as specified in [MS-OXWAVLS]. If this flag is not set, the server MUST NOT allow the specified user's client to retrieve information through the Availability Web Service Protocol.<5>
If the client sets the FreeBusyDetailed flag, it MUST set this flag as well. 

	FreeBusyDetailed
	0x00001000
	If this flag is set, the server MUST allow the specified user's client to retrieve detailed information about the appointments on the calendar through the Availability Web Service Protocol, as specified in [MS-OXWAVLS]. If this flag is not set, the server MUST NOT allow the specified user's client to see these details.  



[bookmark: section_52826dd7f92d44e4a55974daf62676b8][bookmark: _Toc174601089]Protocol Details
[bookmark: section_3e689420c5dc4926acaf08d218257a5e][bookmark: _Toc174601090]Client Details
[bookmark: section_21893452fee34518b134a4be62306b22][bookmark: _Toc174601091]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
The abstract data model for the client is the same as that specified in [MS-OXCFOLD].
[bookmark: section_4b54a4ed62b54621bf29ac3b76d8fd1b][bookmark: _Toc174601092]Timers
None.
[bookmark: section_caf2a96f94244f1c991b68878db9c9e1][bookmark: _Toc174601093]Initialization
None.
[bookmark: section_da409d911a2d4768949808941800c138][bookmark: _Toc174601094]Higher-Layer Triggered Events
[bookmark: section_8c3b64af92ea4941843bcd4459e4e2e3][bookmark: _Toc174601095]Retrieving Folder Permissions
[bookmark: z15]Before retrieving the permissions list of a folder, the client attempts to retrieve the folder permissions by reading the folder's PidTagSecurityDescriptorAsXml property ([MS-XWDVSEC] section 2.2.2). To read this property, the client opens the property as a Stream object by sending a RopOpenStream ROP request ([MS-OXCROPS] section 2.2.9.1). The server MUST return an error code of ecNotImplemented instead of satisfying the RopOpenStream ROP request.
To retrieve the current permissions list of a folder, the client SHOULD send the following three ROP requests to the server:
1. RopGetPermissionsTable ([MS-OXCROPS] section 2.2.10.2)
2. RopSetColumns ([MS-OXCROPS] section 2.2.5.1), with a column set that includes some or all of the following properties:
· PidTagEntryId (section 2.2.4) — If the client is not required to match entries in the permissions list to users, as it would with a search for a particular user, the client SHOULD NOT include this property.
· PidTagMemberId (section 2.2.5) — The client MUST include this property.
· PidTagMemberName (section 2.2.6) — If the client is not displaying the contents of the permissions list, the client SHOULD NOT include this property.
· PidTagMemberRights (section 2.2.7) — The client MUST include this property.
3. RopQueryRows ([MS-OXCROPS] section 2.2.5.4)
For more details about how the client uses the RopSetColumns and RopQueryRows ROP requests, see [MS-OXCTABL] section 3.1.4. If all three of the ROP requests succeed, the permissions list is returned in the RowData field of the RopQueryRows ROP response buffer. The RowData field contains one PropertyRow structure ([MS-OXCDATA] section 2.8.1) for each entry in the permissions list. When the client is finished with table operations, the client MUST release the Table object by sending a RopRelease ROP request ([MS-OXCROPS] section 2.2.15.3).
The ROP sequence that is used to retrieve the current permissions list of a folder is shown in the following diagram.
[image: Sequence for retrieving folder permissions]
Figure 1: Sequence for retrieving folder permissions
[bookmark: section_0ac5f4bc9981493ab951b35a1f463469][bookmark: _Toc174601096]Adding Folder Permissions
To add a new entry to the folder's permissions list, the client MUST send a RopModifyPermissions ROP request ([MS-OXCROPS] section 2.2.10.1) with the AddRow flag set in each PermissionData structure that specifies a user to be added. The PropertyValues field of the PermissionData structure MUST include the following properties:
· PidTagEntryId (section 2.2.4)
· PidTagMemberRights (section 2.2.7)
The PropertyValues field MUST NOT include the PidTagMemberId property (section 2.2.5).
[bookmark: Appendix_A_Target_6][bookmark: z17]When copying the ACL from the Calendar folder to the Freebusy Data folder, the client SHOULD<6> set the ReplaceRows flag in the RopModifyPermissions ROP request buffer. In this case, all of the PermissionData structures in the ROP request buffer MUST have the AddRow flag set.
[bookmark: section_03ab28e07f5f4bdf9dc05941555e3722][bookmark: _Toc174601097]Updating Folder Permissions
To update an existing entry in the folder's permissions list, the client MUST retrieve the existing permissions list as specified in section 3.1.4.1 to get the values of the PidTagMemberId properties that are assigned to the users in the permissions list.
The client MUST send a RopModifyPermissions ROP request ([MS-OXCROPS] section 2.2.10.1) with the ModifyRow flag set in each PermissionData structure that specifies a user to be modified. The PropertyValues field of the PermissionData structure MUST include the following properties:
· PidTagMemberId (section 2.2.5)
· PidTagMemberRights (section 2.2.7)
The PropertyValues field MUST NOT include the PidTagEntryId property (section 2.2.4). 
[bookmark: section_6155f69f48dd4a99bbddb7135afd898f][bookmark: _Toc174601098]Removing Folder Permissions
To remove an entry from the folder's permissions list, the client MUST retrieve the existing permissions list as specified in section 3.1.4.1 to get the values of the PidTagMemberId properties that are assigned to the users in the permissions list.
The client MUST send a RopModifyPermissions ROP request ([MS-OXCROPS] section 2.2.10.1) with the RemoveRow flag set in each PermissionData structure that specifies a user to be deleted. The PropertyValues field of the PermissionData structure MUST include only the PidTagMemberId property (section 2.2.5).
[bookmark: section_26be596624f14c65bffe7da51b8ee090][bookmark: _Toc174601099]Message Processing Events and Sequencing Rules
None.
[bookmark: section_6cf00a12a34242c4947ffd84d3c2df83][bookmark: _Toc174601100]Timer Events
None.
[bookmark: section_5ff3d09f90ed4c7b9cb3e023b6749cd5][bookmark: _Toc174601101]Other Local Events
None.
[bookmark: section_402c8956e9f5419d90a23107d701564c][bookmark: _Toc174601102]Server Details
[bookmark: section_861ca3f33ca04849829841f9a947f509][bookmark: _Toc174601103]Abstract Data Model
The abstract data model for the client and server roles is the same.
[bookmark: section_9ab5362c553b4fb9bb029a927686f345][bookmark: _Toc174601104]Timers
None.
[bookmark: section_d088fabd382b467480d2dcaa89c3bd49][bookmark: _Toc174601105]Initialization
None.
[bookmark: section_9f84a17783854b55aa0757459317a319][bookmark: _Toc174601106]Higher-Layer Triggered Events
[bookmark: section_8b6c56035b73461d80d2237ff358b2aa][bookmark: _Toc174601107]Accessing a Folder
When a client sends a request to the server to access a folder, as specified in [MS-OXCFOLD], the server MUST either allow or deny the request based on the permissions list for the folder and the user credentials that the client provided when making the request. 
The server determines whether the user identified by the user credentials is included in the permissions list and then applies the folder permissions for that user as follows:
· Specific user permissions: If the user is included in the permissions list, either explicitly or through membership in a group that is included in the permissions list, the server MUST apply the permissions that have been set for that user. 
· Default user permissions: If the user is not included in the permissions list, the server MUST apply the permissions that have been set in the default user entry of the permissions list.
· Anonymous user permissions: Permissions for an anonymous user are not supported and the anonymous user entry is not used. Consequently, the server requires that the client provide user credentials.
[bookmark: section_697e40f5b69b4064bb6dd9fbe2be892b][bookmark: _Toc174601108]Message Processing Events and Sequencing Rules
[bookmark: section_034c2d3e1d8f4b098a2b786acea9ce40][bookmark: _Toc174601109]Processing a RopGetPermissionsTable ROP Request
When the server receives a RopGetPermissionsTable ROP request buffer ([MS-OXCROPS] section 2.2.10.2) from the client, the server parses the buffer. The server responds with a RopGetPermissionsTable ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST return a Server object handle to a Table object, which the client uses to retrieve the permissions list of the folder, as specified in section 3.1.4.1. The server MUST determine whether the user has permission to view the permissions list of the folder by examining the FolderVisible flag of the PidTagMemberRights property (section 2.2.7). If the user has permission to view the permissions list of the folder, the server returns the permissions list in a RopQueryRows ROP response buffer ([MS-OXCROPS] section 2.2.5.4). If the user does not have permission to view the permissions list of the folder, the server returns 0x80070005 (AccessDenied) in the ReturnValue field of the RopQueryRows ROP response buffer. 
[bookmark: section_dfab28f4245d4b30bc1a66214480b6a7][bookmark: _Toc174601110]Processing a RopModifyPermissions ROP Request
When the server receives a RopModifyPermissions ROP request buffer ([MS-OXCROPS] section 2.2.10.1) from the client, the server parses the buffer. The server responds with a RopModifyPermissions ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server MUST determine whether the user has permission to modify the properties of the folder by examining the FolderOwner flag of the PidTagMemberRights property (section 2.2.7). If the user does not have permission to modify the folder's properties, the server MUST return the AccessDenied (0x80070005) error code in the ReturnValue field of the ROP response buffer. If the user does have permission to modify the folder's properties, the server MUST update the permissions list for the folder according to the PermissionData structures listed in the PermissionsData field of the ROP request buffer, as specified in section 2.2.2.1. 
If any PermissionData structure specifies deletion or modification of a user that is not currently in the permissions list, the server MUST ignore that PermissionData structure. 
[bookmark: section_3368ee6022fc47a6a9bfadc0807fb113][bookmark: _Toc174601111]Processing a Request for PidTagSecurityDescriptorAsXml Property
When the server receives a RopOpenStream ROP request ([MS-OXCROPS] section 2.2.9.1) on the PidTagSecurityDescriptorAsXml property ([MS-XWDVSEC] section 2.2.2) of the folder, the server MUST return an error code of ecNotImplemented rather than satisfying the RopOpenStream ROP request.
[bookmark: section_101ef77b55c749f888e509b50238586b][bookmark: _Toc174601112]Timer Events
None.
[bookmark: section_4d35d0d11367481baa9d9d3d8627861a][bookmark: _Toc174601113]Other Local Events
None.
[bookmark: section_e34ce1543ac34415aa68372e521681c3][bookmark: _Toc174601114]Protocol Examples
[bookmark: section_3099162aebdb47fcaa4a7d5c0030a822][bookmark: _Toc174601115]Adding an Entry to the Permissions List
In this example, the client is adding an entry for "user8" to the permissions list on the Calendar folder. To retrieve the current permissions on the folder, the client starts by trying to read the deprecated PidTagSecurityDescriptorAsXml property ([MS-XWDVSEC] section 2.2.2) of the folder, as described in section 3.1.4.1. To read this property, the client sends the following RopOpenStream ROP request ([MS-OXCROPS] section 2.2.9.1).
The RopOpenStream ROP request buffer contains the following data (9 bytes).
0000: 2B 00 01 02 1F 00 6A 0E-00
RopId: 0x2B
LogonId: 0
InputHandleIndex: 1 (HSOT=0x000001DA)
OutputHandleIndex: 2 (HSOT=0xFFFFFFFF)
PropertyTag: 0x0E6A001F (PidTagSecurityDescriptorAsXml property)
OpenModeFlags: 0x00 (ReadOnly flag is set)
The server returns the following ROP response buffer, which indicates that it does not support the PidTagSecurityDescriptorAsXml property on this folder.
The RopOpenStream ROP response buffer contains the following data (6 bytes):
0000: 2B 02 02 01 04 80
RopId: 0x2B
OutputHandleIndex: 2 (HSOT=0xFFFFFFFF)
ReturnValue: 0x80040102 (ecNotImplemented)
Because the server does not support the PidTagSecurityDescriptorAsXml property, the client falls back to using the RopGetPermissionsTable ROP ([MS-OXCROPS] section 2.2.10.2) as described in section 3.1.4.1. To retrieve a table that contains the current permissions list of the folder, the client sends the following three ROP requests, batched together into a single remote procedure call (RPC).
The RopGetPermissionsTable ROP request buffer contains the following data (5 bytes):
0000: 3E 00 00 01 02
RopId: 0x3E
LogonId: 0
InputHandleIndex: 0 (HSOT=0x000001DA)
OutputHandleIndex: 1 (HSOT=0xFFFFFFFF)
TableFlags: 0x02 (IncludeFreeBusy flag is set)
The RopSetColumns ROP request buffer ([MS-OXCROPS] section 2.2.5.1) contains the following data (22 bytes):
0000: 12 00 01 00 04 00 14 00-71 66 1F 00 72 66 03 00 ........qf..rf..
0010: 73 66 02 01 FF 0F                               sf....
RopId: 0x12
LogonId: 0
InputHandleIndex: 1 (HSOT=0xFFFFFFFF)
SetColumnsFlags: 0x00 (Wait flag is set)
PropertyTagCount: 0x0004 (four property tags in the PropertyTags field)
PropertyTags:
0x66710014 (PidTagMemberId property (section 2.2.5))
0x6672001F (PidTagMemberName property (section 2.2.6))
0x66730003 (PidTagMemberRights property (section 2.2.7))
0x0FFF0102 (PidTagEntryId property (section 2.2.4))
The RopQueryRows ROP request buffer ([MS-OXCROPS] section 2.2.5.4) contains the following data (7 bytes):
0000: 15 00 01 00 01 00 10
RopId: 0x15
LogonId: 0
InputHandleIndex: 1 (HSOT=0xFFFFFFFF)
QueryRowsFlags: 0x00 (Advance)
ForwardRead: 0x01 (True)
RowCount: 0x1000 (4096)
The server returns the following three ROP response buffers. The folder's current permissions list is in the RowData field of the RopQueryRows ROP response buffer.
The RopGetPermissionsTable ROP response buffer contains the following data (6 bytes):
0000: 3E 01 00 00 00 00
RopId: 0x3E
OutputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
The RopSetColumns ROP response buffer contains the following data (7 bytes):
0000: 12 01 00 00 00 00 00
RopId: 0x12
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
TableStatus: 0x00 (TBLSTAT_COMPLETE flag is set)
The RopQueryRows ROP response buffer contains the following data (61 bytes):
0000: 15 01 00 00 00 00 02 02-00 00 00 00 00 00 00 00 ................
0010: 00 00 00 00 00 08 00 00-00 00 00 FF FF FF FF FF ................
0020: FF FF FF 41 00 6E 00 6F-00 6E 00 79 00 6D 00 6F ...A.n.o.n.y.m.o
0030: 00 75 00 73 00 00 00 00-00 00 00 00 00          .u.s.........
RopId: 0x15
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
Origin: 0x02 (BOOKMARK_END flag is set)
RowCount: 0x0002 (two PropertyRow structures in the RowData field)
RowData:
PropertyRow structure #1 (beginning at address 0x0009 in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray: This field contains the values of the properties that were specified in the PropertyTags field of the previous RopSetColumns request and are in the same order as those properties.
0x0000000000000000 (default user)
0x0000 (Unicode null)
0x00000800 (FreeBusySimple flag is set)
0x0000 (byte count is zero bytes, indicating that no PermanentEntryID structure ([MS-OXNSPI] section 2.2.9.3) is present)
PropertyRow structure #2 (beginning at address 0x001A in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0xFFFFFFFFFFFFFFFF (anonymous user)
"Anonymous"
0x00000000 (no permissions flags are set)
0x0000 (byte count is zero bytes, indicating that no PermanentEntryID structure is present)
Note that the current permissions list on this folder has two entries. The default user entry, contained in PropertyRow structure #1, has the FreeBusySimple permissions (0x00000800) on this folder. The anonymous user entry, contained in PropertyRow structure #2, has no permissions (0x00000000) on this folder.
Finally, the client sends the following RopModifyPermissions ROP request ([MS-OXCROPS] section 2.2.10.1) to add "user8" to the permissions list with the FreeBusyDetailed, FreeBusySimple, FolderVisible, FolderContact, FolderOwner, CreateSubFolder, DeleteAny, EditAny, DeleteOwned, EditOwned, Create, and ReadAny permissions flags set (0x00001FFB) for "user8" on this folder:
The RopModifyPermissions ROP request buffer contains the following data (147 bytes):
0000: 40 00 02 02 01 00 01 02-00 02 01 FF 0F 7C 00 00 @............|..
0010: 00 00 00 DC A7 40 C8 C0-42 10 1A B4 B9 08 00 2B .....@..B......+
0020: 2F E1 82 01 00 00 00 00-00 00 00 2F 6F 3D 46 69 /........../o=Fi
0030: 72 73 74 20 4F 72 67 61-6E 69 7A 61 74 69 6F 6E rst Organization
0040: 2F 6F 75 3D 45 78 63 68-61 6E 67 65 20 41 64 6D /ou=Exchange Adm
0050: 69 6E 69 73 74 72 61 74-69 76 65 20 47 72 6F 75 inistrative Grou
0060: 70 20 28 46 59 44 49 42-4F 48 46 32 33 53 50 44 p (FYDIBOHF23SPD
0070: 4C 54 29 2F 63 6E 3D 52-65 63 69 70 69 65 6E 74 LT)/cn=Recipient
0080: 73 2F 63 6E 3D 75 73 65-72 38 00 03 00 73 66 FB s/cn=user8...sf.
0090: 1F 00 00                                        ...
RopId: 0x40
LogonId: 0
InputHandleIndex: 2 (HSOT=0x000001DA)
ModifyFlags: 0x02 (IncludeFreeBusy flag is set)
ModifyCount: 0x0001 (one PermissionData structure in the PermissionsData field)
PermissionsData:
PermissionData structure (beginning at address 0x0006 in the RopModifyPermissions ROP request buffer):
PermissionDataFlags: 0x01 (AddRow flag is set)
PropertyValueCount: 0x0002 (two TaggedPropertyValue structures in the PropertyValues field)
PropertyValues:
TaggedPropertyValue structure #1 (beginning at address 0x0009 in the RopModifyPermissions ROP request buffer):
PropertyTag: 0x0FFF0102 (PidTagEntryId property)
PropertyValue: Beginning at address 0x000D in the RopModifyPermissions ROP request buffer, this field contains the byte-count, 0x007C (124), followed by the 124-byte PermanentEntryID structure.
TaggedPropertyValue structure #2 (beginning at address 0x008B in the RopModifyPermissions ROP request buffer):
PropertyTag: 0x66730003 (PidTagMemberRights property)
PropertyValue: 0x00001FFB (FreeBusyDetailed, FreeBusySimple, FolderVisible, FolderContact, FolderOwner, CreateSubFolder, DeleteAny, EditAny, DeleteOwned, EditOwned, Create, and ReadAny flags are set)
The server returns the following response buffer, which indicates that it has successfully updated the permissions list for the folder.
The RopModifyPermissions ROP response buffer contains the following data (6 bytes):
0000: 40 02 00 00 00 00
RopId: 0x40
InputHandleIndex: 2 (HSOT=0x000001DA)
ReturnValue: 0x00000000 (success)
[bookmark: section_88f14afabc064b10b09f6be9a87de4b7][bookmark: _Toc174601116]Modifying an Entry in the Permissions List
In this example, the client is modifying the entry for "user8" in the permissions list on the Calendar folder. First, the client retrieves the permissions list by sending the same RopGetPermissionsTable ([MS-OXCROPS] section 2.2.10.2), RopSetColumns ([MS-OXCROPS] section 2.2.5.1), and RopQueryRows ([MS-OXCROPS] section 2.2.5.4) ROP requests as in the example in section 4.1. The server returns the following three ROP response buffers with the current permissions list contained in the RowData field of the RopQueryRows ROP response buffer.
The RopGetPermissionsTable ROP response buffer contains the following data (6 bytes).
0000: 3E 01 00 00 00 00
RopId: 0x3E
OutputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
The RopSetColumns ROP response buffer contains the following data (7 bytes).
0000: 12 01 00 00 00 00 00
RopId: 0x12
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
TableStatus: 0x00 (TBLSTAT_COMPLETE flag is set)
The RopQueryRows ROP response buffer contains the following data (212 bytes).
0000: 15 01 00 00 00 00 02 03-00 00 00 00 00 00 00 00 ................
0010: 00 00 00 00 00 08 00 00-00 00 00 02 00 00 00 15 ................
0020: 00 00 00 75 00 73 00 65-00 72 00 38 00 00 00 FB ...u.s.e.r.8....
0030: 1F 00 00 7C 00 00 00 00-00 DC A7 40 C8 C0 42 10 ...|.......@..B.
0040: 1A B4 B9 08 00 2B 2F E1-82 01 00 00 00 00 00 00 .....+/.........
0050: 00 2F 4F 3D 46 49 52 53-54 20 4F 52 47 41 4E 49 ./O=FIRST ORGANI
0060: 5A 41 54 49 4F 4E 2F 4F-55 3D 45 58 43 48 41 4E ZATION/OU=EXCHAN
0070: 47 45 20 41 44 4D 49 4E-49 53 54 52 41 54 49 56 GE ADMINISTRATIV
0080: 45 20 47 52 4F 55 50 20-28 46 59 44 49 42 4F 48 E GROUP (FYDIBOH
0090: 46 32 33 53 50 44 4C 54-29 2F 43 4E 3D 52 45 43 F23SPDLT)/CN=REC
00A0: 49 50 49 45 4E 54 53 2F-43 4E 3D 55 53 45 52 38 IPIENTS/CN=USER8
00B0: 00 00 FF FF FF FF FF FF-FF FF 41 00 6E 00 6F 00 ..........A.n.o.
00C0: 6E 00 79 00 6D 00 6F 00-75 00 73 00 00 00 00 00 n.y.m.o.u.s.....
00D0: 00 00 00 00                                     ....
RopId: 0x15
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
Origin: 0x02 (BOOKMARK_END flag is set)
RowCount: 0x0003 (three PropertyRow structures in the RowData field)
RowData:
PropertyRow structure #1 (beginning at address 0x0009 in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0x0000000000000000 (default user)
0x0000 (Unicode null)
0x00000800 (FreeBusySimple flag is set)
0x0000 (byte count is zero bytes, indicating that no PermanentEntryID structure ([MS-OXNSPI] section 2.2.9.3) is present)
PropertyRow structure #2 (beginning at address 0x001A in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0x0000001500000002
"user8"
0x00001FFB (FreeBusyDetailed, FreeBusySimple, FolderVisible, FolderContact, FolderOwner, CreateSubFolder, DeleteAny, EditAny, DeleteOwned, EditOwned, Create, and ReadAny flags are set)
The last value in the ValueArray field is the value of the PidTagEntryId property (section 2.2.4). The value begins with the byte count, 0x007C (124), at address 0x0033 in the RopQueryRows ROP response buffer, followed by the 124-byte PermanentEntryID structure.
PropertyRow structure #3 (beginning at address 0x00B1 in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0xFFFFFFFFFFFFFFFF (anonymous user)
"Anonymous"
0x00000000 (no permissions flags are set)
0x0000 (byte count is zero bytes, indicating that no PermanentEntryID structure is present)
The permissions list on this folder now has an entry for "user8", which the client added as shown in the example in section 4.1. The client changes the permissions for "user8" from 0x00001FFB to 0x00001800 (FreeBusyDetailed and FreeBusySimple flags) by sending the following RopModifyPermissions request ([MS-OXCROPS] section 2.2.10.1) with the PermissionsData field containing the entry to be modified.
The RopModifyPermissions ROP request buffer contains the following data (29 bytes).
0000: 40 00 00 02 01 00 02 02-00 14 00 71 66 02 00 00 @..........qf...
0010: 00 15 00 00 00 03 00 73-66 00 18 00 00          .......sf....
RopId: 0x40
LogonId: 0
InputHandleIndex: 0 (HSOT=0x000001DA)
ModifyFlags: 0x02 (IncludeFreeBusy flag is set)
ModifyCount: 0x0001 (one PermissionData structure in the PermissionsData field)
PermissionsData:
PermissionData structure (beginning at address 0x0006 in the RopModifyPermissions ROP request buffer):
PermissionDataFlags: 0x02 (ModifyRow flag is set)
PropertyValueCount: 0x0002 (two TaggedPropertyValue structures in the PropertyValues field)
PropertyValues:
TaggedPropertyValue structure #1 (beginning at address 0x0009 in the RopModifyPermissions ROP request buffer):
PropertyTag: 0x66710014 (PidTagMemberId property (section 2.2.5))
PropertyValue: 0x0000001500000002
TaggedPropertyValue structure #2 (beginning at address 0x0015 in the RopModifyPermissions ROP request buffer):
PropertyTag: 0x66730003 (PidTagMemberRights property (section 2.2.7))
PropertyValue: 0x00001800 (FreeBusyDetailed and FreeBusySimple flags are set)
The server returns the following ROP response buffer, which indicates that it successfully updated the permissions list for the folder.
The RopModifyPermissions ROP response buffer contains the following data (6 bytes).
0000: 40 00 00 00 00 00
RopId: 0x40
InputHandleIndex: 0 (HSOT=0x000001DA)
ReturnValue: 0x00000000 (success)
[bookmark: section_e16d42b369974964bbffe539d1afa6fd][bookmark: _Toc174601117]Removing an Entry from the Permissions List
In this example, the client is removing the entry for "user8" from the permissions list on the Calendar folder. First, the client retrieves the permissions list by sending the same RopGetPermissionsTable ([MS-OXCROPS] section 2.2.10.2), RopSetColumns [MS-OXCROPS] section 2.2.5.1, and RopQueryRows ([MS-OXCROPS] section 2.2.5.4) ROP requests as in the example in section 4.1. The server returns the following three ROP response buffers with the current permissions list contained in the RowData field of the RopQueryRows ROP response buffer.
The RopGetPermissionsTable ROP response buffer contains the following data (6 bytes).
0000: 3E 01 00 00 00 00
RopId: 0x3E
OutputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
The RopSetColumns ROP response buffer contains the following data (7 bytes).
0000: 12 01 00 00 00 00 00
RopId: 0x12
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
TableStatus: 0x00 (TBLSTAT_COMPLETE flag is set)
The RopQueryRows ROP response buffer contains the following data (212 bytes).
0000: 15 01 00 00 00 00 02 03-00 00 00 00 00 00 00 00 ................
0010: 00 00 00 00 00 08 00 00-00 00 00 02 00 00 00 15 ................
0020: 00 00 00 75 00 73 00 65-00 72 00 38 00 00 00 00 ...u.s.e.r.8....
0030: 18 00 00 7C 00 00 00 00-00 DC A7 40 C8 C0 42 10 ...|.......@..B.
0040: 1A B4 B9 08 00 2B 2F E1-82 01 00 00 00 00 00 00 .....+/.........
0050: 00 2F 4F 3D 46 49 52 53-54 20 4F 52 47 41 4E 49 ./O=FIRST ORGANI
0060: 5A 41 54 49 4F 4E 2F 4F-55 3D 45 58 43 48 41 4E ZATION/OU=EXCHAN
0070: 47 45 20 41 44 4D 49 4E-49 53 54 52 41 54 49 56 GE ADMINISTRATIV
0080: 45 20 47 52 4F 55 50 20-28 46 59 44 49 42 4F 48 E GROUP (FYDIBOH
0090: 46 32 33 53 50 44 4C 54-29 2F 43 4E 3D 52 45 43 F23SPDLT)/CN=REC
00A0: 49 50 49 45 4E 54 53 2F-43 4E 3D 55 53 45 52 38 IPIENTS/CN=USER8
00B0: 00 00 FF FF FF FF FF FF-FF FF 41 00 6E 00 6F 00 ..........A.n.o.
00C0: 6E 00 79 00 6D 00 6F 00-75 00 73 00 00 00 00 00 n.y.m.o.u.s.....
00D0: 00 00 00 00                                     ....
RopId: 0x15
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: 0x00000000 (success)
Origin: 0x02 (BOOKMARK_END flag is set)
RowCount: 0x0003 (three PropertyRow structures in the RowData field)
RowData:
PropertyRow structure #1 (beginning at address 0x0009 in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0x0000000000000000 (default user)
0x0000 (Unicode null)
0x00000800 (FreeBusySimple flag is set)
0x0000 (byte count is zero bytes, indicating that no PermanentEntryID structure ([MS-OXNSPI] section 2.2.9.3) is present)
PropertyRow structure #2 (beginning at address 0x001A in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0x0000001500000002
"user8"
0x00001800 (FreeBusyDetailed and FreeBusySimple flags are set)
The last value in the ValueArray field is the value of the PidTagEntryId property (section 2.2.4). The value begins with the byte count, 0x007C (124), at address 0x0033 in the RopQueryRows ROP response buffer, followed by the 124-byte PermanentEntryID structure.
PropertyRow structure #3 (beginning at address 0x00B1 in the RopQueryRows ROP response buffer):
Flag: 0x00 (no errors)
ValueArray:
0xFFFFFFFFFFFFFFFF (anonymous user)
"Anonymous"
0x00000000 (no permissions flags are set)
0x0000 (byte count is zero bytes, indicating that no PermanentEntryID structure is present)
The permissions list on this folder now has an entry for "user8", which the client added as shown in the example in section 4.1 and modified as shown in the example in section 4.2. The client removes the permissions for "user8" from the permissions list by sending the following RopModifyPermissions ROP request ([MS-OXCROPS] section 2.2.10.1) with the PermissionsData field containing the entry to be removed.
The RopModifyPermissions ROP request buffer contains the following data (21 bytes).
0000: 40 00 00 02 01 00 04 01-00 14 00 71 66 02 00 00 @..........qf...
0010: 00 15 00 00 00                                  .....
RopId: 0x40
LogonId: 0
InputHandleIndex: 0 (HSOT=0x000001DA)
ModifyFlags: 0x02 (IncludeFreeBusy flag is set)
ModifyCount: 0x0001 (one PermissionData structure in the PermissionsData field)
PermissionsData:
PermissionData structure (beginning at address 0x0006 in the RopModifyPermissions ROP request buffer):
PermissionDataFlags: 0x04 (RemoveRow flag is set)
PropertyValueCount: 0x0001 (one TaggedPropertyValue structure in the PropertyValues field)
PropertyValues:
TaggedPropertyValue structure #1 (beginning at address 0x0009 in the RopModifyPermissions ROP request buffer):
PropertyTag: 0x66710014 (PidTagMemberId property (section 2.2.5))
PropertyValue: 0x0000001500000002
The server returns the following ROP response buffer, indicating that it has successfully updated the permissions list for the folder.
The RopModifyPermissions ROP response buffer contains the following data (6 bytes).
0000: 40 00 00 00 00 00
RopId: 0x40
InputHandleIndex: 0 (HSOT=0x000001DA)
ReturnValue: 0x00000000 (success)
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[bookmark: section_a30b3ba03a174f92869325a45b5d3b52][bookmark: _Toc174601119]Security Considerations for Implementers
Implementers of this protocol have to manage the folder permissions specified by the FolderVisible, FolderContact, and FolderOwner flags properly. General security considerations pertaining to the underlying ROP-based transport apply.
[bookmark: section_36b9288edc0d4e07a643209ef315b274][bookmark: _Toc174601120]Index of Security Parameters
None.
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Exchange Server 2003
· Microsoft Exchange Server 2007
· Microsoft Exchange Server 2010
· Microsoft Exchange Server 2013
· Microsoft Exchange Server 2016 
· Microsoft Exchange Server 2019 
· Microsoft Office Outlook 2003
· Microsoft Office Outlook 2007
· Microsoft Outlook 2010
· Microsoft Outlook 2013
· Microsoft Outlook 2016
· Microsoft Outlook 2019 
· Microsoft Outlook 2021
· Microsoft Outlook LTSC 2024
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.2.1: Office Outlook 2003 and Office Outlook 2007 do not set the ReplaceRows flag in the RopModifyPermissions ROP request buffer ([MS-OXCROPS] section 2.2.10.1.1).
<2> Section 2.2.3: Outlook 2010, Outlook 2013, Outlook 2016, Outlook 2019 do not use the PidTagAccessControlListData property (section 2.2.3).
<3> Section 2.2.7:  Exchange 2007 does not allow the properties of a folder to be modified when the FolderOwner flag is set.
<4> Section 2.2.7:  Exchange 2007 and Exchange 2010 allow the properties of a folder to be modified when the FolderOwner flag is not set.
<5> Section 2.2.7: Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 include the FreeBusySimple flag by default on the Calendar folder for any entry in the permissions list except the anonymous user and add the FreeBusyDetailed flag to any entries that have the ReadAny flag set. Exchange 2007, Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 use these defaults until the client modifies the permissions list with the IncludeFreeBusy flag set in the RopModifyPermissions ROP request to override the default value.
<6> Section 3.1.4.2: Office Outlook 2003 and Office Outlook 2007 do not set the ReplaceRows flag in the RopModifyPermissions ROP request buffer ([MS-OXCROPS] section 2.2.10.1.1).
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
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