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1 Introduction

This document specifies the Exchange Access and Operation Permissions Protocol, which is
used by clients to retrieve and set Permissions on a Folder object.

1.1 Glossary

The following terms are defined in [MS-OXGLOS]:
EntryID
folder
little-endian
ROP
Unicode
The following terms are defined in the Glossary section of [MS-DTY

BYTE
WORD

The following terms are specific to this docume‘
Anonymous Client: A client that has conne er without providing any
user credentials <1>.
Default User: A client that has conne i edentials of a user who does not
have an entry in the Permiss
Permissions: Rights to access
based on the credenti

in operations on the folder
request.

ts of optional behavior use either MAY,

S-OXCDATA] Microsoft Corporation, "Data Structures Protocol Specification", April
08.

[MS-OXCFOLD] Microsoft Corporation, "Folder Object Protocol Specification", April 2008.
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[MS-OXCPRPTT] Microsoft Corporation, "Property and Stream Object Protocol
Specification", April 2008.

[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) List and Encoding
Protocol Specification", April 2008.

[MS-OXCRPC] Microsoft Corporation, "Wire Format Protocol Specification", April 2008.

[MS-OXCTABL] Microsoft Corporation, "Table Object Protocol Specification", Apri

2008.

[MS-OXOSFLD] Microsoft Corporation, "Special Folders Protocol Spg
2008.

[MS-OXPROPS] Microsoft Corporation, "Office Exchange P
Specification", April 2008.

April 2008.

[MS-XWDVSEC] Microsoft Corporation, "
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1.3.1 Permissions Table

RopGetPermissionsTable

RopSetColumns
RopQueryRows

 »

RopRelease

client sends the handle toghe Fold
defined in section 2.2.1.17Thi

GetPermissionsTable message
together with the RopSetColumns

and RopQueryR ed in [MS-OXCTABL]. The server returns a
handle to the Tablc'obj i ble rows containing the Permissions List for
the Folder. Once the is fini ading the Permissions List, it sends a RopRelease
message to the se object handle.
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RopModifyPermissions

Success or Error Code

Figure 2: Setting folder permissions sequence

The message sequence used to set the access permissions is s i ient

builds a set of Table rows containing modifications to the nds them
along with the handle to the Folder object to the server in the i
message defined in section 2.2.1.2. No Table object
modifying the permissions, so the client does no essage in this scenario.

This protocol extends the Folder Obje OLD] by adding the ability to
manage the Permissions List on th : ient and the server both implement the
Availability Web ServicéProtocol

This protocol depefid
[MS-OXCROPS], e
[MS-OXCDATA] to ce

A client can use the Exchange Access and Operation Permissions Protocol [MS-OXCPERM]
time it needs to read or write the Permissions List on a folder. For instance, the client
enable another user to view a folder by adding an entry for that user to the Permissions
List on the folder with read privileges.
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1.7 Versioning and Capability Negotiation

Capability Negotiation: This protocol does an explicit capability negotiation as specified
below in this section.

This protocol can be used to extend the Availability Web Service Protocol [MS-OXWAVLS]
when retrieving or setting permissions on the Calendar Folder specified in [MS-OXOSFLD]
by retrieving and setting additional Permissions which affect the behavior of the Availability
Web Service Protocol. The client first checks the version number returned by the server,in the
results from EcDoConnectEXx, as specified in [MS-OXCRPC]. If the server returngea version
greater than or equal to 8.0.360.0 <2>, the client includes the IncludeFreeBusy flag in the
request buffer for both the RopGetPermissionsTable and RopModifyPermissions
messages. The presence of the IncludeFreeBusy flag in the request bufferdfidicates to,the
server that the client is capable of extending the Availability Web Servige Protocol with the
FreeBusySimple and FreeBusyDetailed Permissions. 'S

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments
None.

2 Messages

2.1 Transport

The ROP Request Buffets'and ROPResponse Buffers specified by this protocol are sent to
and received from the server zespectively bsing the underlying protocol specified by [MS-
OXCROPS].

2.2 Message Syntax

Before sending afiy of these reguests to the server, the client MUST have successfully logged
onto the serverusing ROpLogon,and have a valid LoginIndex as specified in [MS-
OXCRORBS].

The client MUST haveserit a RopOpenFolder request and received a handle to the Folder
objecton the server. This handle will be included in the request buffers for the ROP requests
used in thispretocol.

Uniless otherwise noted, sizes in this section are expressed in BYTES.

Unless otherwise noted, the fields specified in this section are packed in buffers in the order
theyappear in this document, without any padding.
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Unless otherwise noted, the fields specified in this section which are larger than a single
BYTE MUST be converted to little endian order when packed in buffers and converted from
little endian order when unpacked.

2.2.1 Permissions Table

The client MUST send the RopGetPermissionsTable and RopModifyPermissions
messages to retrieve and set the Permissions List on a folder.

2.2.1.1 RopGetPermissionsTable

The client sends the RopGetPermissionsTable request to retrieve a server objeet handle to a
Table Object. The client uses the Table Object as specified in [MS-OXCTABL][10 retrieve the
current Permissions on a folder.

The syntax of the RopGetPermissionsTable request and response buffers areSpecified. iy
[MS-OXCROPS]. This section specifies the syntax and semantics.ef various$ fields that'are not
fully specified in [MS-OXCROPS].

2.2.1.1.1 Request Buffer

2.2.1.1.1.1 TableFlags

This is an 8-bit flag structure specified in [MS-@XEROPS]. The flags Wwithin this structure are
specified in the following table:

012134151617

Reserved alb

Reserved: These bits (bitmaskiOxFC) are reserved. They MUST be set to 0 by the client and
ignored by the server.

a: This bit (bitmask 0x02) is the IncludeFreeBusy flag. If this bit is set, the server MUST
include the value§ of the FreeBusySimple and FreeBusyDetailed bits in the
PidTagMemberRights propertyalf this bit is not set, the client MUST ignore the values of
those bits, The elientSHOULD set this bit if the folder is the Calendar Folder specified in
[MS-OXOSFLD] and the sefver version is greater than or equal to 8.0.360.0 as specified in
[MS<OXCRPC]. The elient MUST NOT set this bit in any other circumstances.

b: This bit'(bitmask 0x01) is reserved. It MUST be set to 0 by the client and ignored by the
seryer.

2.2.1.1.2 Response Buffer

22.1:11.2.1 ReturnValue

The ReturnValue is a PtypErrorCode value that indicates the result of the operation. To
indicate success, the server MUST return 0x00000000. For a list of common error return
values, see [MS-OXPROPS].
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2.2.1.2 RopModifyPermissions

The client sends the RopModifyPermissions request to create, modify or delete permissions
in a folder.

The syntax of the RopModifyPermissions request and response buffers are specified in [MS-
OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully:
specified in [MS-OXCROPS].

2.2.1.2.1 Request Buffer

This section documents the fields in the ROP request buffer which are not fully*décumented in
[MS-OXCROPS]. Other fields which are fully documented in [MS-OXCR@PS},include:

e ModifyCount, N
e PermissionData, and within PermissionData:

o PropertyValueCount, and

o PropertyValues

2.2.1.2.1.1 ModifyFlags
This is an 8-bit flag structure specified in [MS-OXCGROPS]. The flags within this structure are
specified in the following table:

012134151617

Reserved alb

Reserved: These bits MUST be set to 0,by the clientiand ignored by the server.

a: This bit (bitmask0x02) is thelIncludeFreeBusy flag. If this bit is set, the server MUST use
the values of the FreeBusySimple and FreeBusyDetailed bits in the PidTagMemberRights
property value when medifying the Folder Permissions. If this bit is not set, the server MUST
ignore the valuesof those bits. The client’' SHOULD set this bit if the folder is the Calendar
Folder specified in [MS-zOXOSELD] and the server version is greater than or equal to
8.0.360.0 as specifieddn [MS-OXCRPC]. The client MUST NOT set this bit in any other
circumstanees.

b This bit, (bitmask 0x01) 1s the ReplaceRows flag. If this bit is set, the server MUST replace
any existingFolder Permissions, and the client MUST NOT include any
PermissionsDataFlags field values other than AddRow in this request. If this bit is not set,
thefserver MUST modify the existing Folder Permissions with the changes in this request
(delete, modity, or add). The client SHOULD NOT set this bit <3>.

2.2.1.2.1.2  PermissionDataFlags

Thefollowing table specifies the allowed values for the PermissionDataFlags field of the
PermissionData structure specified in [MS-OXCROPS].

11030
[MS-OXCPERM] - v0.2
Exchange Access and Operation Permissions Specification
Copyright © 2008 Microsoft Corporation.
Release: Friday, April 25, 2008



Name Value | Description

AddRow 0x01 | Adds new Permissions specified in the PermissionData structure.

ModifyRow | 0x02 | Modifies the existing Permissions for a user identified by the value
of the PidTagMemberld property.

RemoveRow | 0x04 | Removes the existing Permissions for a user identified by the value
of the PidTagMemberld property.

2.2.1.2.1.3 PropertyValues

This section specifies the set of PropertyValue structures specified in [MS-OXCDAT A} that
can be included in the PropertyValues field of the PermissionData structure specified in
[MS-OXCROPS].

When deleting the entry for a user from the Permissions List, the client MUST 1nelade
PidTagMemberld. The client MUST NOT include any other property. TS

When adding an entry for a user to the Permissions List, the cliént MUST NOT include
PidTagMemberld. The client MUST include PidTagEntryld and PidTagMemiberRights.

When modifying the Permissions for a user, the client MUSTINOT include PidTagEntryld.
The client MUST include PidTagMemberld and PidEagMemberRights.

Refer to [MS-OXPROPS] and [MS-OXCDAd Al formore specification details about
properties, property types, and the buffer format of the PropertyValue structure.

2.2.1.2.2 Response Buffer

2.2.1.2.2.1 ReturnValue

The ReturnValueds a PtypEmrorCode valuéithat indicates the result of the operation. To
indicate success, the secver MUS Theturn 0xQ0000000. For a list of common error return
values, see [MS-OXPRORS].

2.2.1.3 PidTagEntryld

This is a variable length binagg BLOB which contains an entry ID for the user in the
Permissions List, a8 specified in [MS-NSPI].

When searching for an‘existing entry for the user in the Permissions List, the client MUST
include thig property in the ROP request buffer for the RopSetColumns request before
reading rows from the Table Object returned in the response to RopGetPermissionsTable,
and the client MUST use this property to identify the entry. If the client does not need to
fmatch entries in the Permissions List to specific users, the client SHOULD omit this property
fiom the ROP request buffer for the RopSetColumns request.

There'is one reserved value for PidTagEntryld which is the empty BLOB with a length of
zero bytes. This value MUST be used with one of the reserved values for PidTagMemberld
specified in section 2.2.1.4.
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2.2.14 PidTagMemberld

This is a PtypInteger64 value containing a unique identifier the messaging server generates for
each user. The client MUST NOT specify this property when adding Permissions for a new
user, but MUST specify it when modifying or deleting Permissions for a user that already
exists in the Permissions List.

The client MUST include this property in the ROP request buffer for the RopSetColumns
message before reading rows from the Table Object returned in the response to
RopGetPermissionsTable. The server MUST include this property in those rows.

There are two reserved values for PidTagMemberld:

Value Description

OxFFFFFFFFFFFFFFFF | Anonymous Client: The server MUST use thePermissions y
specified in PidTagMemberRights for any anonymous users that
have not been authenticated with/user credentials.

0x0000000000000000 Default User: The server MUST use the Permissions specified in
PidTagMemberRights for any usets that have been authenticated
with user credentials but do not appearanywhere else in the
Permissions List

2.2.1.5 PidTagMemberName
This is a string property that is, the user<teéadable name of the user.

When displaying the contents of'the,Permissions List, the client SHOULD include this
property in the ROP request buffer forithe RopSetColumns request before reading rows from
the Table Object refurnéd in the response’to RopGetPermissionsTable. For any entries in the
Permissions Ligt that are not reserved (as specified in section 2.2.1.4), the server MUST
provide a valug for thi§ stringproperty that the client can use to display the entry to the user
<4>. If theclient ishot displaying the contents of the Permissions List, it SHOULD omit this
property from the' ROP request buffer for the RopSetColumns request.

2.2.1.6 PidTagMemberRights

Thig'is a Ptyplnteger32 flag structure which contains the Permissions for the specified user.
When reading the Permissions List with a RopGetPermissionsTable request, this property
reflects the Permissions that have actually been set on the folder. When modifying the
Permissions List with a RopModifyPermissions request, the server MAY NOT set the
Permissions exactly as requested, depending on inter-dependencies between Permissions. The
flags within this structure are defined in the following table:
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[

2 3
0[1]12|13(4(5(6]7|8]|9]|0|1(2(3(4[{5[6|7|8]|9]|0]1|2(3[4[5[{6]7(8[{9(0|1

Reserved alblc|d|e|f|g|h|i|]j|k|]|m

Reserved: These bits (bitmask OxFFFFE000) are reserved. The client and server MUST not
set these flags.

a: This bit (bitmask 0x00001000) is the FreeBusyDetailed flag. If the IncludeFreeBusy: flag
was included in the ModifyFlags or TableFlags ficld of the ROP request bufferthis flag
indicates that the server MUST allow the specified user’s client to retrieve detailed
information about the appointments on the calendar through the Availability Web,Service
Protocol, as specified in [MS-OXWAVLS]. Otherwise, the server MUST NOT allow the
specified user’s client to see these details. If the client sets this flag, it MUST also sct the, 4
FreeBusySimple flag.

b: This bit (bitmask 0x00000800) is the FreeBusySimple flag: If the IncludeEreeBusy flag
was included in the ROP request buffer, this flagfindicates that the server MUST allow the
specified user’s client to retrieve information through.the Avatlability Web Service Protocol,
as specified in [MS-OXWAVLS]. Otherwise, the servenb, MUST NOT allow the specified
user’s client to retrieve information through thegAwailability, Web Seryice Protocol <5>.

c: This bit (bitmask 0x00000400) is the FolderVisible flag. [fthis flag is set, it indicates that
the server MUST allow the specified user’s ¢lient to see thefolder in the folder hierarchy table
and request a handle for the folder using a RopOpenFolder request, as specified in [MS-
OXCFOLD]. If the client sets the ReadAny flag or the FolderOwner flag, the server MUST
set this flag as well.

d: This bit (bitmask'0x00000200) is,the FolderContact flag. If this flag is set, it indicates that
the server MUST include the specifiedyuser in any list of administrative contacts associated
with the folder. Ifhis flag is not set, the server MUST NOT include the specified user in any
such list. If neither this flagnor the FolderOwner flag is set, the specified user’s client
SHOULD NOT displdy the Permissions List for this folder <6>. If the client sets this flag for
the reseryéd Default User oy Anonymous Client entries, the server MUST ignore this flag
and itAMUST NOT apply this flag to those entries.

e: This bit (bitmask 0x00000100) is the FolderOwner flag. If this flag is set, the server
MUST allow: the specified user’s client to modify properties set on the folder itself, including
theffolder Permissions. If this flag is not set, the server MUST NOT allow the specified user’s
¢lient to make those modifications.

f: This bit (bitmask 0x00000080) is the CreateSubFolder flag. If this flag is set, the server
MUST allow the specified user’s client to create new folders within the folder. If this flag is
not set, the server MUST NOT allow the use’s client to create new folders within the folder.
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g: This bit (bitmask 0x00000040) is the DeleteAny flag. If this flag is set, the server MUST
allow the specified user’s client to delete any Message Object in the folder. If this flag is not
set, the server MUST NOT allow the use’s client to delete Message Objects that are owned by
other users.

h: This bit (bitmask 0x00000020) is the EditAny flag. If this flag is set, the server MUST
allow the specified user’s client to modify any Message Object in the folder. If this flag is not
set, the server MUST NOT allow the use’s client to modify Message Objects that are owned
by other users.

iz This bit (bitmask 0x00000010) is the DeleteOwned flag. If this flag is set, thesetver MUST
allow the specified user’s client to delete any Message Object in the folder that was ereated by
that user. If this flag is not set, the server MUST NOT allow the use’s cliehtto deletc Message
Objects that were created by that user. If the client sets the DeleteAny flag, the servetb MUST
set this flag as well. 4

j: This bit (bitmask 0x00000008) is the EditOwned flag. If this Tlag 1s set, the'servér MUST
allow the specified user’s client to modify any Message Object in the foldenthat'was created
by that user. If this flag is not set, the server MUST NOT allow the use’s client to modify
Message Objects that were created by that user. If thefelient sets the EditAny flag, the server
MUST set this flag as well.

k: This bit (bitmask 0x00000004) is reserved. The client and server MUST NOT set this flag,
and the server MUST ignore it if it is sets

I: This bit (bitmask 0x00000002) isithe Create flag, If this flag is set, the server MUST allow
the specified user’s clierit fo create new Message Objects in the folder. If this flag is not set,
the server MUST NOT allowthe use’s ¢lient to create new Message Objects in the folder.

m: This bit (bitmask'0x00000001) is,the ReadAny flag. If this flag is set, the server MUST
allow the specified user’s elient to readhany Message Object in the folder. If this flag is not set,
the server MUS TAINOT allowithe use’s‘elient to read Message Objects that are owned by other
users.

The cliegt MUSThificlude this property in the ROP request buffer for the RopSetColumns
message before reading rows from the Table Object returned in the response to
RopGetPermissionsTable. The server MUST include this property in those rows.

3 /Protocol Details

3.1 Client Details

3.1.1,. Abstract Data Model

This section describes a conceptual model of possible data organization that an

implementation maintains to participate in this protocol. The described organization is

provided to facilitate the explanation of how the protocol behaves. This document does not
150f30
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mandate that implementations adhere to this model as long as their external behavior is
consistent with that described in this document.

Permissions: A set of actions that a user is allowed to perform on the Folder Object or on
Message Objects contained the Folder Object.

Permissions List: A list of users and the Permissions for each user on the Folder Object. This
list can also include Permissions for an Anonymous Client and Permissions for a Default
User.

3.1.2 Timers
None.

3.1.3 Initialization
None.

3.1.4 Higher-Layer Triggered Events

3.1.4.1 Retrieving Folder Permissions

Before retrieving the Permissions List from a folder, théiclient MAYhattempt to open a stream
handle on the folder’s PidTagSecurityDescriptofAsXml property, using a RopOpenStream
request <7>. If the client sends this request, the server MUST seturn an error code of
ecNotImplemented instead of satisfyingthe'tequest.

To retrieve the current Permissions kist from a‘folder, the client SHOULD send the following
ROP requests to the server:

¢ RopGetPermissionsTable, as specified in section 2.2.1.1.
¢ RopSetColumns, with a'column set that includes some or all of the following
properties:
o PidTagEntryld, as speeified in section 2.2.1.3.
o (PidTagMemberld, as specified in section 2.2.1.4.
o | PidTagMemberName, as specified in section 2.2.1.5.
o ‘PidTagMemberRights, as specified in section 2.2.1.6.
oW RopQueryRows,@s specified in [MS-OXCTABL].

If alliof the ROP requests above succeed, the result buffer for the RopQueryRows ROP
MUST contain a PropertyRowSet structure, as specified in [MS-OXCDATA]. The client
MUST extract the Permissions list from the properties in the PropertyRowSet.

If the RopGetPermissionsTable request succeeded, the client MUST release the Table
Object by sending a RopRelease request to the server.
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3.1.4.2 Adding Folder Permissions

To add new Permissions to the Permissions List, the client MUST send a
RopModifyPermissions request to the server. The client MUST use AddRow for the
PermissionDataFlags fiecld on any PermissionData structure in the request buffer. The client
MUST include PropertyValue structures in the PermissionData structure containing values
for the following properties:

e PidTagEntryld
e PidTagMemberRights

The client MAY include the ReplaceRows flag in the RopModifyPermissions tequest
buffer<8>, in which case all of the PermissionData structures in the request buffer MUST
use AddRow for the PermissionDataFlags field. If the client does not ificlude the
ReplaceRows flag, it MUST retrieve the existing Permissions List as specified in sectiond,
3.1.4.1 and use the PidTagMemberld property to modify the Permissions for any users that
already exist in the Permissions List, as specified in section 3. 4.3

3.1.4.3 Modifying Folder Permissions

To modify existing Permissions in the Permissions List, the clientMUST retrieve the existing
Permissions List as specified in section 3.1.4.1 to get théwalue of thelPidTagMemberld
property assigned to the specified user in the Pétmissions List.

The client MUST send a RopModifyPermissions requestto the server. The client MUST use
ModifyRow for the PermissionDataFlags field on any PermissionData structure in the
request buffer. The client MUST in€lude PropertyValue structures in the PermissionData
structure containing valdes for the following propéerties:

e PidTagMemberld
e PidTagMemberRights

3.1.4.4 Removing Foldex Permissions

To remove Permissions'in the Pefmissions List, the client MUST retrieve the existing
Permissions Listasgpecified/in section 3.1.4.1 to get the value of the PidTagMemberld
property; assigned to.the specified user in the Permissions List.

Theelient MUST send a RopModifyPermissions request to the server. The client MUST use
RemoveRow for the PermissionDataFlags field on any PermissionData structure in the
request buffer:The client MUST include PropertyValue structures in the PermissionData
structure containing values for the following properties:

e PidTagMemberld

3.1.5 Message Processing Events and Sequencing Permissions
None.
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3.1.6 Timer Events
None.

3.1.7 Other Local Events
None.

3.2 Server Details

3.2.1 Abstract Data Model
The Abstract Data Model for the client and server roles is the same.

3.2.2 Timers
None.

3.2.3 Initialization
None.

3.2.4 Higher-Layer Triggered Events

3.2.4.1 Accessing Folders

When a client sends a request to the server tofaccess a folder as specified by[MS-OXCFOLD],
the server MUST allow or deny the request,based on the Permissions List for the folder and
any user credentials that the client proyided when makingthe request. If the client did not
provide any user credentials, the sesver MUST use the Permissions that have been set for the
Anonymous Client in the' Permissions List. If the'elient provided user credentials for a user
that is included in the Permissions List, €ither explicitly or through membership in a group that
is included in the Permissions List, the serverdMUST use the Permissions for that user. If the
client provided user eredentials for @user thats not otherwise included in the Permissions
List, the server MUST useithe Permissiens for the Default User.

3.2.5 Message Processing Events and Sequencing Permissions

3.2.5.1/RopGetPermissionsTable

When the server receivesia RopGetPermissionsTable request from the client, the server
MUST cheek to see if the user has been assigned FolderVisible Permissions for the folder. If
the user does not have FolderVisible Permissions, the server MUST return an error result. If
the giser does have FolderVisible Permissions, the server MUST return a server object handle
to a Table Object which can be used to retrieve the Permissions List from the folder, as
defined in section 3.1.4.1.

3.2.5.2 RopModifyPermissions

When the server receives a RopModifyPermissions request from the client, the server MUST

check to see if the user has been assigned FolderOwner Permissions for the folder. If the user

does not have FolderOwner Permissions, the server MUST return an error result. If the user
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does have FolderOwner Permissions, the server MUST update the Permissions List for the
folder with the PermissionData structures in the request buffer, as specified in section
22.1.2.1.

3.2.5.3 Reading PidTagSecurityDescriptor AsXml

When the server receives a RopOpenStream request for the
PidTagSecurityDescriptorAsXml string property on a folder, the server MUST return an
error code of ecNotImplemented rather than satisfying the request, as defined in secti
3.14.1.

3.2.6 Timer Events
None.

3.2.7 Other Local Events
None.

4 Protocol Examples
4

4.1 Adding an Entry for “user8” to the P

In this example, the client is adding an entry fo ions List on the
Calendar folder. The client in this example s 1 ad the deprecated
PidTagSecurityDescriptorAsXml strin section 3.2.5.3. The client
sends the following request:

RopOpenStream ‘
Ropld: 0x2B

0xOE6A001F (PT_UNICODE)

iHsot (1), data
1F 00 6A 0E-00

the following response buffer, indicating that it does not support the
escriptorAsXml string property on this folder.

opOpenStream

Ropld: 0x2B

InputHandlelndex: 2 (HSOT=0xFFFFFFFF)
ReturnValue: ecNotlmplemented (0x80040102)

6 bytes total in this ROP
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rop(l), iHsot(l), StatusCode(4), data
0000: 2B 02 02 01 04 80

The client in this example falls back to using RopGetPermissionsTable as defined in section
3.1.4.1. The client sends the following ROP requests, batched together into a single RPC.

RopGetPermissionsTable
Ropld: 0x3E
Logonld: 0
InputHandleIndex: 0 (HSOT=0x000001DA)
NewPermissionsHandleIndex: 1 (HSOT=0xFFFFFFFF)
TableFlags: 0x02 IncludeFreeBusy

5 bytes total in this ROP
rop(l), iLogon(l), iHsot(l), data
0000: 3E 00 00 01 02

RopSetColumns
Ropld: 0x12
Logonld: 0
InputHandleIndex: 1 (HSOT=0xFFFFFFFF)
WantAsync: 0x00 Wait
PropertyValueCount: 4 (0x04)

PidTagMemberld:

PidTagMemberName:
PidTagMemberRights
PidTagEntryld: FF0102 (PT_BINARY)

rop(l), iLogon (1), iHsot(l), data
0000: 15 00 01 00 01 00 10

erver returns the following response buffer with the PermissionData structures
co ing the current Permissions List:

RopGetPermissionsTable
Ropld: 0x3E
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InputHandlelndex: 1 (HSOT=0x000000CA)
ReturnValue: ecNone (success) (0x00000000)

6 bytes total in this ROP
rop(l), iHsot(l), StatusCode(4), data
0000: 3E 01 00 00 00 0O

RopSetColumns
Ropld: 0x12
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: ecNone (success) (0x00000000)
CompletionStatus: TBLSTAT COMPLETE (0x00)

7 bytes total in this ROP
rop(l), iHsot(l), StatusCode(4), data
0000: 12 01 00 00 00 00 0O

RopQueryRows
Ropld: 0x15
InputHandlelndex: 1 (HSOT=0x000000€A)
ReturnValue: ecNone (success) (0x00000000
Bookmark: 0x02 BOOKMARK END
RowCount: 2
RowPropertyArray:
RowPropertyArray[1/2]:
HasError: 0
PropertyArray:
PropertyValueCotint: 4

PidTag

dTagMemberld: 0x66710014 (PT _18)
OxFFFFFFFFFFFFFFFF
PidTagMemberName: 0x6672001F (PT_UNICODE)
“Anonymous”
PidTagMemberRights: 0x66730003 (PT_LONG)
0x00000000 (0)
PidTagEntryld: 0xOFFF0102 (PT_BINARY)
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0 Bytes

61 bytes total in this ROP

rop(l), iHsot(l), StatusCode(4), data

0000: 15 01 00 00 00 00 02 02-00 00 00 00 00 00 00 00 +.vivererennnnn.
0010: 00 00 00 00 00 08 00 00-00 00 00 FF FF FF FF FF .+ iitinennnnnn.
0020: FF FF FF 41 00 6E 00 6F-00 6E 00 79 00 6D 00 6F ...A.n.o.n.y.m.o
0030: 00 75 00 73 00 00 00 00-00 00 0O 00 0O UeS.eeennnnnn

The Permissions List on this folder starts out with two entries. The Default User entry has the
FreeBusySimple Permissions (0x00000800) in this folder. The Anonymous Clie
no Permissions (0x00000000) in this folder.

The client sends the following RopModifyPermissions request to add “u:
Permissions List with FreeBusyDetailed, FreeBusySimple, Folder Visi
FolderOwner, CreateSubFolder, DeleteAny, EditAny, DeleteOwn
Create, and ReadAny Permissions (0x00001FFB) in this folder:

RopModifyPermissions
Ropld: 0x40
Logonld: 0 ‘
InputHandlelndex: 2 (HSOT=0x000001da)
ModifyFlags: 0x02 IncludeFreeBusy
ModifyCount: 1
Parsing row: 1

PermissionsDataFlags:

124 Bytes

0000: 00 90 00 00 DCUAM 40 C8-CQ 42 10 1A B4 B9 08 00 ...... @..B......
0010: 2B oo /o=F
0020: irst Organizatio
0030: n/ou=Exchange Ad
0040: ministrative Gro
0050: up (FYDIBOHF23SP
0060: DLT) /cn=Recipien

0070: ts/cn=user8.

agMemberRights: 0x66730003 (PT_LONG)
0x00001FFB (8187)

147

total in this ROP

rop (1) ogon(l), iHsot(l), data

0000: 40 00 02 02 01 00 01 02-00 02 01 FF OF 7C 00 00 @...vvvuunn.. | ..
0010: 00 00 00 DC A7 40 C8 C0-42 10 1A B4 B9 08 00 2B ..... @..B...... +
0020: 2F E1 82 01 00 00 00 00-00 00 00 2F 6F 3D 46 69 /.....c..... /o=Fi
0030: 72 73 74 20 4F 72 67 6l1-6E 69 7A 61 74 69 6F 6E rst Organization
0040: 2F 6F 75 3D 45 78 63 68-61 6E 67 65 20 41 64 6D /ou=Exchange Adm
0050: 69 6E 69 73 74 72 61 74-69 76 65 20 47 72 6F 75 inistrative Grou
0060: 70 20 28 46 59 44 49 42-4F 48 46 32 33 53 50 44 p (FYDIBOHF23SPD
0070: 4C 54 29 2F 63 6E 3D 52-65 63 69 70 69 65 6E 74 LT)/cn=Recipient
0080: 73 2F 63 6E 3D 75 73 65-72 38 00 03 00 73 66 FB s/cn=user8...sf.
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0090: 1F 00 00

The server returns the following response buffer, indicating that it successfully updated the
Permissions List for the folder:

RopModifyPermissions
Ropld: 0x40
InputHandleIndex: 2 (HSOT=0x000001DA)
ReturnValue: ecNone (success) (0x00000000)

6 bytes total in this ROP
rop(l), iHsot(l), StatusCode(4), data
0000: 40 02 00 00 00 0O

4.2 Modifying the Entry for “user8” in the Permissions

In this example, the client is modifying the entry for “user8” in the Pery
Calendar folder. First the client needs to read the Permissions
PidTagMemberld property for “user8” as defined in section/3:1.4.1:
same RopGetPermissionsTable, RopSetColumns, and
example in section 4.1. The server returns the following resp:
PermissionData structures containing the current Pérmissions

RopGetPermissionsTable
Ropld: 0x3E
InputHandlelndex: 1 (HSOT=
ReturnValue: ecNone (succes

6 bytes total ’ahis ROP
rop(l), iHsot(l), S
0000: 3E 0

RopSetColumns

StatusCode (4), data

Ropld: 0x15
InputHandlelndex: 1 (HSOT=0x000000CA)
ReturnValue: ecNone (success) (0x00000000)
Bookmark: 0x02 BOOKMARK END
RowCount: 3

RowPropertyArray:

RowPropertyArray| 1/3]:
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HasError: 0
PropertyArray:
PropertyValueCount: 4
PidTagMemberld: 0x66710014 (PT _I8)
0x0000000000000000
PidTagMemberName: 0x6672001F (PT_UNICODE)
“” (null)
PidTagMemberRights: 0x66730003 (PT_LONG)
0x00000800 (2048)
PidTagEntryld: 0xOFFF0102 (PT BINARY)
0 Bytes
RowPropertyArray[2/3]:
HasError: 0
PropertyArray:
PropertyValueCount: 4
PidTagMemberld: 0x66710014 (PT 18)
0x0000001500000002
PidTagMemberName 0x6672@F (PT
“user8”
PidTagMemberRights 0x6673000 LON
0x00001FFB (8187)
PidTagEntryld: 0xOF

ODE)

124 Bytes

0000: 00 00 00 OO0 DC A7 40
0010: 2B 2F E1 82 01 00
0020: 49 52 53 20 4F
0030: 4E 2F 4F
0040: 4D
0050: 55
0060: 44
0070:

08 00 ...... @..B......
3D 46 +/ ... /O=F
49 4F IRST ORGANIZATIO
41 44 N/OU=EXCHANGE AD
52 4F MINISTRATIVE GRO
53 50 UP (FYDIBOHF23SP
45 4E DLT) /CN=RECIPIEN
TS/CN=USERS8.

berld: 0x66710014 (PT _I8)
OxFFFFFFFFFFFFFFFF
PidTagMemberName: 0x6672001F (PT_UNICODE)
“Anonymous”
idTagMemberRights: 0x66730003 (PT_LONG)
0x00000000 (0)
PidTagEntryld: 0xOFFF0102 (PT_BINARY)
0 Bytes

212 bytes total in this ROP
rop(l), iHsot(l), StatusCode(4), data
0000: 15 01 00 00 00 00 02 03-00 00 00 00 00 00 00 00 +.vevevenenenn..
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0010: 00 00 00O OO OO 08 00 00-00 00 00 02 00 00 00 15 ...vivviniennn...
0020: 00 00 00 75 00 73 00 65-00 72 00 38 00 00 00 FB ...u.s.e.r.8....
0030: 1F 00 00 7C 00 00 00 00-00 DC A7 40 C8 CO 42 10 ...|....... @..B.
0040: 1A B4 B9 08 00 2B 2F E1-82 01 00 00 00 00 00 00 ..... o
0050: 00 2F 4F 3D 46 49 52 53-54 20 4F 52 47 41 4E 49 ./O=FIRST ORGANI
0060: 5A 41 54 49 4F 4E 2F 4F-55 3D 45 58 43 48 41 4E ZATION/OU=EXCHAN
0070: 47 45 20 41 44 4D 49 4E-49 53 54 52 41 54 49 56 GE ADMINISTRATIV
0080: 45 20 47 52 4F 55 50 20-28 46 59 44 49 42 4F 48 E GROUP (FYDIBOH
0090: 46 32 33 53 50 44 4C 54-29 2F 43 4E 3D 52 45 43 F23SPDLT) /CN=REC
00a0: 49 50 49 45 4E 54 53 2F-43 4E 3D 55 53 45 52 38 IPIENTS/CN=USERS8
00b0: 00 00 FF FF FF FF FF FF-FF FF 41 00 6E 00 6F 00 ..........

00c0: 6E 00 79 00 6D 00 6F 00-75 00 73 00 00 00 00 00
00d0: 00 00 00 00

The Permissions List on this folder now has an entry for “user8” with the
PidTagMemberRights property value of 0x00001FFB that the client setd

With that property value, the client can now send the following RopM
request to change the Permissions for “user8” from 0x00001FF
(FreeBusyDetailed and FreeBusySimple):

RopModifyPermissions ‘
Ropld: 0x40
Logonld: 0
InputHandleIndex: 0 (HSOT=0x0000
ModifyFlags: 0x02 IncludeFreeBus
ModifyCount: 1
Parsing row: 1
PermissionsDataFlags: Ox

Ropld: 0x40
InputHandlelndex: 0 (HSOT=0x000001DA)
ReturnValue: ecNone (success) (0x00000000)

6 bytes total in this ROP
rop(l), iHsot(l), StatusCode(4), data
0000: 40 00 00 00 00 00
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4.3 Removing the Entry for “user8” in the Permissions List
In this example, the client is removing the entry for “user8” from the Permissions List on the
Calendar folder. First, the client needs to read the Permissions List to get the value of the
PidTagMemberld property for “user8” as defined in section 3.1.4.1. The client sends the
same RopGetPermissionsTable, RopSetColumns, and RopQueryRows requests as in the
example in section 4.1. The server returns the following response buffer with the
PermissionData structures containing the current Permissions List:

RopGetPermissionsTable
Ropld: 0x3E
InputHandleIndex: 1 (HSOT=0x000000CA)
ReturnValue: ecNone (success) (0x00000000)

6 bytes total in this ROP
rop(l), iHsot(l), StatusCode(4), data
0000: 3E 01 00 00 00 00

RopSetColumns
Ropld: 0x12
InputHandleIlndex: 1 (HSOT=0x000000CA)
ReturnValue: ecNone (success) (0x000000
CompletionStatus: TBLSTAT COMP

7 bytes total in this ROP
rop(l), iHsot(l), StatusCode
0000: 12 01 00 00 00 00 0O

RopQueryRows ‘
Ropld: 0x15

PidTagMemberld: 0x66710014 (PT _I8)
0x0000000000000000
dTagMemberName: 0x6672001F (PT_UNICODE)
“” (null)
PidTagMemberRights: 0x66730003 (PT _LONG)
0x00000800 (2048)
PidTagEntryld: 0xOFFF0102 (PT_BINARY)
0 Bytes
RowPropertyArray[2/3]:
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HasError: 0
PropertyArray:
PropertyValueCount: 4
PidTagMemberld: 0x66710014 (PT _I8)
0x0000001500000002
PidTagMemberName 0x6672001F (PT_UNICODE)
“user8”
PidTagMemberRights 0x66730003 (PT_LONG)
0x00001800 (6144)
PidTagEntryld: 0xOFFF0102 (PT BINARY)

124 Bytes

0000: 00 00 00 OO DC A7 40 C8-CO 42 10 1A B4 ..
0010: 2B 2F E1 82 01 00 00 00-00 00 00 00 2F 4F 3D 46 +/4ev.....
0020: 49 52 53 54 20 4F 52 47-41 4E 49 5A 41 2

0030: 4E 2F 4F 55 3D 45 58 43-48 41 4E 47 45
0040: 4D 49 4E 49 53 54 52 41-54 49 56 45 20
0050: 55 50 20 28 46 59 44 49-42 4F 48 46 32
0060: 44 4C 54 29 2F 43 4E 3D-52 45 43 49 50
0070: 54 53 2F 43 4E 3D 55 53-45 52 38 00

4

RowPropertyArray[3/3]:
HasError: 0
PropertyArray:
PropertyValueCount: 4
PidTagMemberld:

53-54 20 4F 52 47 41 4E 49 ./O=FIRST ORGANI
4F-55 3D 45 58 43 48 41 4E ZATION/OU=EXCHAN
4E-49 53 54 52 41 54 49 56 GE ADMINISTRATIV
20-28 46 59 44 49 42 4F 48 E GROUP (FYDIBOH
54-29 2F 43 4E 3D 52 45 43 F23SPDLT) /CN=REC
2F-43 4E 3D 55 53 45 52 38 IPIENTS/CN=USER8
FF-FF FF 41 00 6E 00 6F 00 .......... A.n.o.
00-75 00 73 00 00 00 00 00 n.y.m.o.u.s.....
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The Permissions List on this folder now has an entry for “user8” with the
PidTagMemberRights property value of 0x00001800 that the client set in the previous
example. The value of the PidTagMemberld property for “user8” is 0x0000001500000002
again. With that property value, the client can now send the following
RopModifyPermissions request to remove the Permissions for “user8” from the Permissions

List:

RopModifyPermissions
Ropld: 0x40
Logonld: 0

InputHandleIndex: 0 (HSOT=0x000001DA)
ModifyFlags: 0x02 IncludeFreeBusy
ModifyCount: 1
Parsing row: 1
PermissionsDataFlags: 0x02 RemoveRow
PropertyValueCount: 1 (0x01)

PidTagMemberld: 0x66710014 (PT 18

0x0000001500000002 ‘

21 bytes total in this ROP
rop(l), iLogon(l), iHsot(l), data
0000: 40 00 00 02 01 00 04 01-00 14.406,71 6202 00 00N@>......... aqf...
0010: 00 15 00 0O OO A4 L . U oL,

The server returns the following respo
Permissions List for the folder:

t successfully updated the

RopModifyPermissions‘
Ropld: 0x4(0

sCode (4), data

derlying ROP transport protocol as specified in [MS-OXCROPS] do apply.

Index of Security Parameters
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6 Appendix A: Office/Exchange Behavior

The information in this specification is applicable to the following versions of
Office/Exchange:

Office 2003 with Service Pack 3 applied
Exchange 2003 with Service Pack 2 applied
Office 2007 with Service Pack 1 applied
Exchange 2007 with Service Pack 1 applied

Exceptions, if any, are noted below. Unless otherwise specified, any statemént of optional
behavior in this specification prescribed using the terms SHOULD or SHOUED NOT
implies Office/Exchange behavior in accordance with the SHOULD or SHOULD NOT
prescription. Unless otherwise specified, the term MAY implies that Office/Exchange
does not follow the prescription 4

<I1> Section 1.1: The underlying ROP and RPC transports uséd by this protocohde'not allow a
client to connect to the server without providing user credefitials. These permissions would
only apply to clients that are using protocols other than the ROPyand RPC transports to
connect to the server.

<2> Section 1.7: Exchange 2007 SP1 returns a versionmumber greateésthan this, and
Exchange 2003 SP2 returns a version numbepdess than this.

<3> Section 0: Neither Outlook 2003 SP3 nor Outlook 2007 SP1 includes the ReplaceRows
flag in the RopModifyPermissions requdest buffer.

<4> Section 2.2.1.5: Exchange 2003 SP2 and‘Exechange 2007 SP1 provide the client with the
string “Anonymous” forthe Anonymous Cliententry and the empty string “” for the Default
User entry.

<5> Section 2.2.1 63 Exchange 2007 SP ["ineludes the FreeBusySimple flag by default in the
Calendar Folder (sée [MS-OXOSFELD]) for theDefault User and for any non-reserved user
entries in the Permissions)List, and'it adds the FreeBusyDetails to any entries that have
ReadAny set. Exchange 2007 SP1 uses these defaults until the client modifies the
Permissions Ligt with the IncludeFreeBusy flag set in ModifyFlags to set them.

<6> Section 2/2.1.6: Qtitlook 2003,SP2 and Outlook 2007 SP1 do not display the full
Permissions List unless the user has FolderOwner or FolderContact Permissions for the
folder, If the userdoes not have either of those Permissions, Outlook 2003 SP2 and Outlook
2007.SP1 will only display the Permissions for that user on the folder by reading the
PidTagRights property, as specified in [MS-OXCFOLD].

<7> Section3.1.4.1: Outlook 2003 SP2 and Outlook 2007 SP1 do make this request, but they
depeénd on the request failing.

£8> Section 3.1.4.2: Neither Outlook 2003 SP2 nor Outlook 2007 SP1 includes the
ReplaceRows flag in the RopModifyPermissions request buffer.
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