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[bookmark: section_9f19e2fa22454676a6dad8ad2e67b45d][bookmark: _Toc174600124]Introduction
The Folder Object Protocol enables a client to create a folder and to manipulate an existing folder and its contents, which can include messages and subfolders.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_4fbfaac622c14f509c12c99a11d32a44][bookmark: _Toc174600125]Glossary
This document uses the following terms:
[bookmark: gt_9f92aa05-dd0a-45f2-88d6-89f1fb654395]access control list (ACL): A list of access control entries (ACEs) that collectively describe the security rules for authorizing access to some resource; for example, an object or set of objects.
[bookmark: gt_ec573d94-0203-43b6-9bf4-6afa3bfec1cf]active replica: A name given to a server that hosts content and is expected to serve that content to clients.
[bookmark: gt_79fa85ca-ac61-467c-b819-e97dc1a7a599]ASCII: The American Standard Code for Information Interchange (ASCII) is an 8-bit character-encoding scheme based on the English alphabet. ASCII codes represent text in computers, communications equipment, and other devices that work with text. ASCII refers to a single 8-bit ASCII character or an array of 8-bit ASCII characters with the high bit of each character set to zero.
[bookmark: gt_210637d9-9634-4652-a935-ded3cd434f38]code page: An ordered set of characters of a specific script in which a numerical index (code-point value) is associated with each character. Code pages are a means of providing support for character sets and keyboard layouts used in different countries. Devices such as the display and keyboard can be configured to use a specific code page and to switch from one code page (such as the United States) to another (such as Portugal) at the user's request.
[bookmark: gt_7fcf1c2a-e5de-4334-b349-2e8025798ac4]contents table: A Table object whose rows represent the Message objects that are contained in a Folder object.
[bookmark: gt_0aec5fa3-827f-4725-9d37-4b5bff86d6e1]conversation: A single representation of a send/response series of email messages. A conversation appears in the Inbox as one unit and allows the user to view and read the series of related email messages in a single effort.
[bookmark: gt_f2369991-a884-4843-a8fa-1505b6d5ece7]Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones around the world are expressed as positive and negative offsets from UTC. In this role, it is also referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all references to UTC refer to the time at UTC-0 (or GMT).
[bookmark: gt_50f3e9cf-a07f-403a-9ae9-c5ec21b2edaf]entry ID: See EntryID.
[bookmark: gt_d7d60068-8690-4d36-8dae-9d7f73dc77b9]FAI contents table: A table of folder associated information (FAI) Message objects that are stored in a Folder object.
[bookmark: gt_6f222571-3f61-4250-a8a6-d56505335792]folder associated information (FAI): A collection of Message objects that are stored in a Folder object and are typically hidden from view by email applications. An FAI Message object is used to store a variety of settings and auxiliary data, including forms, views, calendar options, favorites, and category lists.
[bookmark: gt_0682daa7-c1b8-419b-8a32-6048833d0b72]Folder object: A messaging construct that is typically used to organize data into a hierarchy of objects containing Message objects and folder associated information (FAI) Message objects.
[bookmark: gt_1d595992-3d32-4fc9-b640-c032f3b9db5d]full-text index: A digitally stored list of search terms that is culled by examining all the content in the bodies of documents, messages, or other text objects, in order to increase the speed of search results.
[bookmark: gt_a2bd59e9-6a60-4bc0-9916-536ae23b555f]full-text search: In text retrieval, a technique for searching a computer-stored document or database by examining all the words in every stored document, and attempting to match the search words supplied by the client.
[bookmark: gt_7815ce91-bb2a-4276-9e73-13c509b68ced]ghosted folder: A folder whose contents are located on another server.
[bookmark: gt_5044babb-08e3-4bb9-bc12-fe8f542b05ee]handle: Any token that can be used to identify and access an object such as a device, file, or a window.
[bookmark: gt_13a6f3e0-02a0-4031-bd51-020a3aeefadf]hard delete: A process that removes an item permanently from the system. If an item is hard deleted, a server does not retain a back-up copy of the item and a client cannot access or restore the item. See also soft delete.
[bookmark: gt_4469dfee-85b0-4004-a067-65f5439091a6]hierarchy table: A Table object whose rows represent the Folder objects that are contained in another Folder object.
[bookmark: gt_baa08600-0402-47f6-a8ce-9690cf962c96]Inbox folder: A special folder that is the default location for Message objects received by a user or resource.
[bookmark: gt_2d0896d5-1444-429e-9c68-791a916fef37]Inter-Personal Mail (IPM): Typical user messaging items, such as email and calendar items.
[bookmark: gt_079478cb-f4c5-4ce5-b72b-2144da5d2ce7]little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in the memory location with the lowest address.
[bookmark: gt_778a74ab-80da-4c76-aac9-f756de1bf92d]Logon object: A Server object that provides access to a private mailbox or a public folder. A client obtains a Logon object by issuing a RopLogon remote operation (ROP) to a server.
[bookmark: gt_d3ad0e15-adc9-4174-bacf-d929b57278b3]mailbox: A message store that contains email, calendar items, and other Message objects for a single recipient.
[bookmark: gt_b6c15d0c-d992-421d-ba96-99d3b63894cf]Message object: A set of properties that represents an email message, appointment, contact, or other type of personal-information-management object. In addition to its own properties, a Message object contains recipient properties that represent the addressees to which it is addressed, and an attachments table that represents any files and other Message objects that are attached to it.
[bookmark: gt_fda94a53-448d-48d5-9991-176c530ff597]message store: A unit of containment for a single hierarchy of Folder objects, such as a mailbox or public folders.
[bookmark: gt_9b7ab90b-ebd2-4185-be72-fae26d68158e]messaging object: An object that exists in a mailbox. It can be only a Folder object or a Message object.
[bookmark: gt_82b4c00f-7f31-46d6-90e1-459aaf901bd6]non-read receipt: A message that is generated when an email message is deleted at the expiration of a time limit or due to other client-specific criteria.
[bookmark: gt_e3feca75-28d1-4837-a718-1025d0122f42]normal message: A message that is not a folder associated information (FAI) message.
[bookmark: gt_12f72ec4-f971-4a49-b1da-7b81b8e3e20b]permission: A rule that is associated with an object and that regulates which users can gain access to the object and in what manner. See also rights.
[bookmark: gt_c17efaf4-bfdf-479d-8227-e165b647c933]property type: A 16-bit quantity that specifies the data type of a property value.
[bookmark: gt_94523846-05ff-4a8b-bb73-7b3e5fec19aa]public folder: A Folder object that is stored in a location that is publicly available.
[bookmark: gt_482683b0-5cf4-483f-b41e-162383fbb5ca]read receipt: An email message that is sent to the sender of a message to indicate that a message recipient received the message.
[bookmark: gt_3369fdd6-36f8-4a62-9cd7-2738ffb5048f]remote operation (ROP): An operation that is invoked against a server. Each ROP represents an action, such as delete, send, or query. A ROP is contained in a ROP buffer for transmission over the wire.
[bookmark: gt_ea02e669-2dda-460c-9992-b12a23caeeac]replica: A server that hosts an instance of a message item in a folder.  
[bookmark: gt_c434218b-574e-4d0d-b07c-d4806118574c]restriction: A filter used to map some domain into a subset of itself, by passing only those items from the domain that match the filter. Restrictions can be used to filter existing Table objects or to define new ones, such as search folder or rule criteria.
[bookmark: gt_7caaf21a-bb6c-4d5b-9768-eccac5a8833f]root folder: The special folder that is the top-level folder in a message store hierarchy. It contains all other Folder objects in that message store.
[bookmark: gt_9b88ec86-b4be-456b-b483-6727114391f5]ROP buffer: A structure containing an array of bytes that encode a remote operation (ROP). The first byte in the buffer identifies the ROP. This byte is followed by ROP-specific fields. Multiple ROP buffers can be packed into a single remote procedure call (RPC) request or response.
[bookmark: gt_edeadb0f-6571-49b7-8cce-5dc77b0793d6]ROP request: See ROP request buffer.
[bookmark: gt_b17e14f5-0f03-4447-8a9f-0f1bd0a2f886]ROP request buffer: A ROP buffer that a client sends to a server to be processed.
[bookmark: gt_b1119977-cf72-4ae9-bd68-d169cec0b985]ROP response: See ROP response buffer.
[bookmark: gt_02eede81-2ef5-4994-8791-5f0cd780c225]ROP response buffer: A ROP buffer that a server sends to a client to be processed.
[bookmark: gt_b4fb40b2-72f2-4fd8-875b-277270553c4f]rule: An item that defines a condition and an action. The condition is evaluated for each Message object as it is delivered, and the action is executed if the new Message object matches the condition. 
[bookmark: gt_379b0486-28df-4330-ad77-f814e8b64737]search criteria: A criteria used to determine which messages are included in a folder with specific characteristics. It is composed of a restriction, which is the filter to be applied, and a search scope, which are the folders that contain the content to search.
[bookmark: gt_9ab569d0-496f-4ffb-a1c7-af848e3be035]search folder: A Folder object that provides a means of querying for items that match certain criteria. The search folder includes the search folder definition message and the search folder container.
[bookmark: gt_f1b25225-1e8a-467e-80da-671bee55a543]search folder container: A Folder object that is created according to the specifications in the definition message. It is in the Finder folder of the message database.
[bookmark: gt_62a8c543-5998-480b-8fa7-41a8f04a18e5]server object: A class of object in the configuration naming context (config NC). A server object can have an nTDSDSA object as a child.
[bookmark: gt_80e2f111-8c20-411c-8d22-be8deb5f86d0]Server object handle: A 32-bit value that identifies a Server object.
[bookmark: gt_1ef3043e-e5e9-474e-b4ca-b2bdcd70374b]Server object handle table: An array of 32-bit handles that are used to identify input and output Server objects for ROP requests and ROP responses.
[bookmark: gt_07e20ca9-e0e4-4bad-b954-6d8edace5363]sibling folder: A name that is given to two or more generic folders that have the same parent folder.
[bookmark: gt_60efb679-8c2c-4b3f-9482-08aa49b14645]soft delete: A process that removes an item from the system, but not permanently. If an item is soft deleted, a server retains a back-up copy of the item and a client can access, restore, or permanently delete the item. See also hard delete.
[bookmark: gt_f3529cd8-50da-4f36-aa0b-66af455edbb6]stream: An element of a compound file, as described in [MS-CFB]. A stream contains a sequence of bytes that can be read from or written to by an application, and they can exist only in storages.
[bookmark: gt_06346f29-9db8-4503-b9d4-a4b4480fdc63]table object: A group of shapes that are arranged in rows and columns to form a table.
[bookmark: gt_c305d0ab-8b94-461a-bd76-13b40cb8c4d8]Unicode: A character encoding standard developed by the Unicode Consortium that represents almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007] provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16 BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_6acd93fb2fdf478199e2c8c65118da3e][bookmark: _Toc174600126]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_1efd86491cff44f59c3f4bd6dd3a2a05][bookmark: _Toc174600127]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-OXCDATA] Microsoft Corporation, "Data Structures".
[MS-OXCFXICS] Microsoft Corporation, "Bulk Data Transfer Protocol".
[MS-OXCMSG] Microsoft Corporation, "Message and Attachment Object Protocol".
[MS-OXCNOTIF] Microsoft Corporation, "Core Notifications Protocol".
[MS-OXCPERM] Microsoft Corporation, "Exchange Access and Operation Permissions Protocol".
[MS-OXCPRPT] Microsoft Corporation, "Property and Stream Object Protocol".
[MS-OXCROPS] Microsoft Corporation, "Remote Operations (ROP) List and Encoding Protocol".
[MS-OXCSTOR] Microsoft Corporation, "Store Object Protocol".
[MS-OXCTABL] Microsoft Corporation, "Table Object Protocol".
[MS-OXORULE] Microsoft Corporation, "Email Rules Protocol".
[MS-OXOSFLD] Microsoft Corporation, "Special Folders Protocol".
[MS-OXOSRCH] Microsoft Corporation, "Search Folder List Configuration Protocol".
[MS-OXPROPS] Microsoft Corporation, "Exchange Server Protocols Master Property List".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, https://www.rfc-editor.org/info/rfc2119
[bookmark: section_af109f1189f440d7a0d763b6f910df33][bookmark: _Toc174600128]Informative References
[MS-OXCRPC] Microsoft Corporation, "Wire Format Protocol".
[MS-OXOMSG] Microsoft Corporation, "Email Object Protocol".
[MS-OXPROTO] Microsoft Corporation, "Exchange Server Protocols System Overview".
[bookmark: section_3802a8ac64a34c6ea973128d3fedcb67][bookmark: _Toc174600129]Overview
A folder is the basic unit of organization for messaging objects in a message store. A folder is represented in the message store by a Folder object. This protocol enables a client to create folders and to manipulate existing folders and their contents by using remote operations (ROPs). A client can also modify the permissions on a folder. For information about folder permissions, see [MS-OXCPERM].
Folders are arranged hierarchically. Each folder has properties associated with it. When a folder is opened, the Folder object that is returned by a ROP can then be used in subsequent ROP requests. The ROPs for a Folder object are described in section 2.2.1. The properties of a Folder object are described in section 2.2.2.
The following are the three types of folders:
· Root folder. Every message store has a Root folder. The Root folder appears at the top of the folder hierarchy and can contain messages and other folders. The Root folder cannot be moved, copied, renamed, or deleted. There is only one Root folder for each message store.
· Generic folder. Like a Root folder, a generic folder can contain messages and other folders. Unlike a Root folder, a generic folder can be moved, copied, renamed, and deleted. A generic folder can be created within either the Root folder or another generic folder. The folder in which a folder is created is referred to as the parent folder of the new folder. Generic folders that have the same parent are called sibling folders.
· Search folder. A search folder contains a list of references to messages. The list is compiled by the server according to a set of criteria. Therefore, a search folder cannot contain any real objects. Any operation on a message that is referenced in a search folder is performed on the message in the folder that actually contains the message. For more information about search folders, see [MS-OXOSRCH].
[bookmark: section_45bd003323904f258dcba67b108bd34e][bookmark: _Toc174600130]Relationship to Other Protocols
The Folder Object Protocol uses other protocols as follows:
· The Remote Operations (ROP) List and Encoding Protocol, described in [MS-OXCROPS], to format the ROP buffers for transmission between client and server.
· The Store Object Protocol, described in [MS-OXCSTOR], to log on to the message store.
· The Property and Stream Object Protocol, described in [MS-OXCPRPT], to set properties on a Folder object.
· The Table Object Protocol, described in [MS-OXCTABL], to manipulate the Table objects that are retrieved by the RopGetHierarchyTable (section 2.2.1.13) and RopGetContentsTable (section 2.2.1.14) ROPs.
· The Exchange Access and Operation Permissions Protocol, described in [MS-OXCPERM], to retrieve and set permissions on a Folder object.
The following protocols extend the Folder Object Protocol:
· Search Folder List Configuration Protocol, described in [MS-OXOSRCH].
· Special Folders Protocol, described in [MS-OXOSFLD].
For conceptual background information and overviews of the relationships and interactions between this and other protocols, see [MS-OXPROTO].
[bookmark: section_9b6707e825614b2a893f5db58dd9b284][bookmark: _Toc174600131]Prerequisites/Preconditions
This protocol assumes that the client has previously logged on to the message store, as specified in [MS-OXCSTOR] section 3.1.4.1, and has acquired a handle to the Server object on which it is going to operate. 
[bookmark: section_f23fec61a5f14a36a0ad8e20062151ac][bookmark: _Toc174600132]Applicability Statement
This protocol is applicable when the client needs to create a folder in a message store or to operate on an existing folder in a message store. This protocol also applies when the client needs to manipulate a folder's contents, which can include messages and subfolders.
[bookmark: section_3d554a9f4aab49c183435d3f1005701a][bookmark: _Toc174600133]Versioning and Capability Negotiation
None.
[bookmark: section_81881924aeb94066987d1e5493adf38a][bookmark: _Toc174600134]Vendor-Extensible Fields
None.
[bookmark: section_a08597cfa27e48fcb847a53a358ca0d6][bookmark: _Toc174600135]Standards Assignments
None.
[bookmark: section_f0cc6feaeb4f4b9ab4b850014c1a5e14][bookmark: _Toc174600136]Messages
[bookmark: section_7d668b75c367439bb276eca0e8b72ee1][bookmark: _Toc174600137]Transport
The ROP request buffers and ROP response buffers specified by this protocol are sent to and received by the server by using the underlying Remote Operations (ROP) List and Encoding Protocol, as specified in [MS-OXCROPS].
[bookmark: section_568b00fac27246b3aa59b74a07876b09][bookmark: _Toc174600138]Message Syntax
[bookmark: section_22663b136c334beea618e0284a3b2dbb][bookmark: _Toc174600139]ROPs
The format of ROP request buffers and ROP response buffers that are specific to folder operations is specified in sections 2.2.1.1 through 2.2.1.14. For ROPs that require a folder identifier or a message identifier, the client needs to acquire those identifiers for the objects to be used in the ROP requests. For more details about acquiring message identifiers, including usages, restrictions, and notes, see [MS-OXCMSG].
Some fields are not included in the ROP specifications. The descriptions of ROP request buffers do not include the RopId field and the LogonId field. The descriptions of the ROP response buffers do not include the RopId field and the fields that specify handle indexes. For details about these fields, see [MS-OXCROPS] section 2.2.4.
[bookmark: section_6dde38f497f54c32b83286244978eb31][bookmark: _Toc174600140]RopOpenFolder ROP
The RopOpenFolder ROP ([MS-OXCROPS] section 2.2.4.1) opens an existing folder. The folder can be either a public folder or a private mailbox folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_bd847d3f1e884e109a0e89713d867845][bookmark: _Toc174600141]RopOpenFolder ROP Request Buffer
The following descriptions define valid fields for the RopOpenFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.1.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Logon object or a Folder object that represents the object to be opened. For details about Logon objects, see [MS-OXCSTOR].
OutputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the output Server object is stored. The output Server object for this operation is a Folder object that represents the folder that was opened.
FolderId (8 bytes):  A Folder ID (FID) structure ([MS-OXCDATA] section 2.2.1.1) that specifies the folder to be opened.
OpenModeFlags (1 byte):  A set of bits that indicate the mode for opening the folder.
The valid bits for this field are specified in the following table. All other bits MUST NOT be set by the client and MUST be ignored by the server.
	Bit name
	Value
	Meaning

	OpenSoftDeleted
	0x04
	[bookmark: Appendix_A_Target_1]If this bit is set, the operation opens either an existing folder or a soft-deleted folder. If this bit is not set, the operation opens an existing folder.<1> 



[bookmark: section_56ce94cb94c04763903b00900c98b68f][bookmark: _Toc174600142]RopOpenFolder ROP Response Buffer
The following descriptions define valid fields for the RopOpenFolder ROP response buffer ([MS-OXCROPS] section 2.2.4.1.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
[bookmark: z7][bookmark: Appendix_A_Target_2]HasRules (1 byte):  A Boolean value that indicates whether rules are associated with the folder. If rules are associated with the folder, this field is set to a nonzero (TRUE) value; otherwise, this field is set to zero (FALSE).<2> For details about rules, see [MS-OXORULE].
IsGhosted (1 byte):  A Boolean value that indicates whether the server hosts an active replica of the folder. If the server does not host an active replica of the folder, this field is set to a nonzero (TRUE) value; otherwise, this field is set to zero (FALSE). This field is present only for folders that are in a public message store.
ServerCount (2 bytes):  An integer that specifies the number of servers that have a replica of the folder. This field is present only if the IsGhosted field is set to a nonzero (TRUE) value.
CheapServerCount (2 bytes):  An integer that specifies the number of the cheapest, same-cost servers at the front of the server list. The value of this field MUST be less than or equal to the value of the ServerCount field. This field is present only if the IsGhosted field is set to a nonzero (TRUE) value. 
Servers (variable):  An array of null-terminated ASCII strings, each of which specifies a server that has a replica of the folder. The number of strings contained in this field is specified by the ServerCount field. This field is present only if the IsGhosted field is set to a nonzero (TRUE) value. 
[bookmark: section_db6503b420fe4df6938fc6001f144af3][bookmark: _Toc174600143]RopCreateFolder ROP
The RopCreateFolder ROP ([MS-OXCROPS] section 2.2.4.2) creates a new folder. The folder can be either a public folder or a private mailbox folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_95fe2550bc994007aef58fa3d7a0ab9c][bookmark: _Toc174600144]RopCreateFolder ROP Request Buffer
The following descriptions define valid fields for the RopCreateFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.2.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the parent folder of the folder to be created.
OutputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the output Server object is stored. The output Server object for this operation is a Folder object that represents the folder that was created.
FolderType (1 byte):  An integer that specifies the type of folder to be created. One of the values specified in the following table MUST be used.
	Value
	Folder type

	1
	Generic folder

	2
	Search folder 


UseUnicodeStrings (1 byte):  A Boolean value that is nonzero (TRUE) if the values of the DisplayName and Comment fields are formatted in Unicode and zero (FALSE) otherwise.
OpenExisting (1 byte):  A Boolean value that is nonzero (TRUE) if a pre-existing folder, whose name is identical to the name specified in the DisplayName field, is to be opened and zero (FALSE) otherwise.
Reserved (1 byte):  This field is reserved. The client MUST set this field to zero (FALSE).
DisplayName (variable):  A null-terminated string that specifies the display name of the folder. This name becomes the value of the new folder's PidTagDisplayName property (section 2.2.2.2.2.5).
Comment (variable):  A null-terminated folder string that specifies a comment associated with the new folder. The comment can be used to describe the folder. This string becomes the value of the new folder's PidTagComment property (section 2.2.2.2.2.2).
[bookmark: section_6d07aa9295274e7cb669177479cea3b2][bookmark: _Toc174600145]RopCreateFolder ROP Response Buffer
The following descriptions define valid fields for the RopCreateFolder ROP response buffer ([MS-OXCROPS] section 2.2.4.2.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
FolderId (8 bytes):  A Folder ID (FID) structure ([MS-OXCDATA] section 2.2.1.1) that specifies the folder that was created or opened.
[bookmark: z9][bookmark: Appendix_A_Target_3]IsExistingFolder (1 byte):  A Boolean value that is nonzero (TRUE) if a public folder with the name given by the DisplayName field of the request buffer (section 2.2.1.2.1) already exists.<3> The value is zero (FALSE) if a public folder with that name does not exist. This field applies only to a folder that is created in a public message store. The server sets this field to zero for a folder that is created in a private mailbox.
HasRules (1 byte):  A Boolean value that indicates whether rules are associated with the folder. If rules are associated with the folder, this field is set to a nonzero (TRUE) value; otherwise, this field is set to zero (FALSE). For details about rules, see [MS-OXORULE]. This field is present only if the IsExistingFolder field is set to a nonzero (TRUE) value.
IsGhosted (1 byte):  A Boolean value that indicates whether the server hosts an active replica of the folder. (If the folder is not an active replica, it is a ghosted folder.) If the server does not host an active replica of the folder, this field is set to a nonzero (TRUE) value; otherwise, this field is set to zero (FALSE). This field is present only if the IsExistingFolder field is set to a nonzero (TRUE) value and only for folders that are in a public message store.
ServerCount (2 bytes):  An integer that specifies the number of servers that have a replica of the folder. This field is present only if the IsGhosted field is set to a nonzero (TRUE) value.
CheapServerCount (2 bytes):  An integer that specifies the number of the cheapest, same-cost servers. These servers are listed at the beginning of the array contained in the Servers field. The value of this field MUST be less than or equal to the value of the ServerCount field and MUST be greater than zero when the value of the ServerCount field is greater than zero. This field is present only if the IsGhosted field is set to a nonzero (TRUE) value. 
Servers (variable):  An array of null-terminated ASCII strings, each of which specifies a server that has a replica of the folder. The number of strings contained in this field is specified by the ServerCount field. This field is present only if the IsGhosted field is set to a nonzero (TRUE) value. 
[bookmark: section_27f96080a1294c05a5b176b55cda028d][bookmark: _Toc174600146]RopDeleteFolder ROP
The RopDeleteFolder ROP ([MS-OXCROPS] section 2.2.4.3) removes a folder. By default, the RopDeleteFolder ROP operates only on empty folders. The folder can be either a public folder or a private mailbox folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_9a9402e406944043aee0bcb9737cc8c0][bookmark: _Toc174600147]RopDeleteFolder ROP Request Buffer
The following descriptions define valid fields for the RopDeleteFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.3.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the parent folder of the folder to be deleted.
DeleteFolderFlags (1 byte):  A set of bits that control the deletion of a folder. By default, the RopDeleteFolder ROP operates only on empty folders, but it can be used successfully on non-empty folders by setting the DEL_FOLDERS bit and the DEL_MESSAGES bit. 
The valid bits for this field are listed in the following table. The client MUST NOT set any other bits.
	Bit name
	Value
	Meaning

	DEL_MESSAGES
	0x01
	The folder and all of the Message objects in the folder are deleted.

	DEL_FOLDERS
	0x04
	The folder and all of its subfolders are deleted.

	DELETE_HARD_DELETE
	0x10
	If this bit is set, the folder SHOULD be hard deleted. If it is not set, the folder is soft deleted.


FolderId (8 bytes):  A FID structure ([MS-OXCDATA] section 2.2.1.1) that specifies the folder to be deleted.
[bookmark: section_b5cc6d0548054feb8c3ff723fcf0fc39][bookmark: _Toc174600148]RopDeleteFolder ROP Response Buffer
The following descriptions define valid fields for the RopDeleteFolder ROP response buffer ([MS-OXCROPS] section 2.2.4.3.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE); otherwise, the value is zero (FALSE).
[bookmark: section_a16b97b179bf47d480983d6cc4e1b63d][bookmark: _Toc174600149]RopSetSearchCriteria ROP
The RopSetSearchCriteria ROP ([MS-OXCROPS] section 2.2.4.4) establishes search criteria for a search folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_96e65e25f5454925b3a546aa9d5cc4d4][bookmark: _Toc174600150]RopSetSearchCriteria ROP Request Buffer
The following descriptions define valid fields for the RopSetSearchCriteria ROP request buffer ([MS-OXCROPS] section 2.2.4.4.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the search folder.
RestrictionDataSize (2 bytes):  An integer that specifies the size of the RestrictionData field. If the value of the RestrictionDataSize field is zero, the search criteria that were used most recently for the search folder container are used again. The RestrictionDataSize field MUST NOT be set to zero for the first search.
RestrictionData (variable):  A packet of structures that specify restrictions for the search folder. The size of this field is specified by the value of the RestrictionDataSize field. For details about the structures that are used to specify restrictions, see [MS-OXCDATA] section 2.12.
FolderIdCount (2 bytes):  An integer that specifies the number of structures contained in the FolderIds field. If the FolderIdCount field is set to zero, the folders that were used in the most recent search are used again. The FolderIdCount field MUST NOT be set to zero for the first search within a search folder container.
FolderIds (variable):  An array of FID structures ([MS-OXCDATA] section 2.2.1.1), each of which specifies a folder that will be searched. The number of structures contained in the array is specified by the value of the FolderIdCount field.
SearchFlags (4 bytes):  A set of bits that control the search for a search folder. For more details about how these bits affect the search, see section 3.2.5.4.
[bookmark: z11]The valid bits for this field are listed in the following table. The client MUST NOT set any other bits. 
	Bit name
	Value
	Meaning

	STOP_SEARCH
	0x00000001
	The search is aborted. This bit MUST NOT be set at the same time as the RESTART_SEARCH bit. If neither bit is set, the default is RESTART_SEARCH.

	RESTART_SEARCH
	0x00000002
	The search is initiated, if this is the first RopSetSearchCriteria ROP request, or restarted, if the search is inactive. This bit MUST NOT be set at the same time as the STOP_SEARCH bit. If neither bit is set, the default is RESTART_SEARCH.

	RECURSIVE_SEARCH
	0x00000004
	The search includes the search folder containers and all of their child folders. This bit MUST NOT be set at the same time as the SHALLOW_SEARCH bit. If neither bit is set, the default is SHALLOW_SEARCH.

	SHALLOW_SEARCH
	0x00000008
	The search includes only the search folder containers that are specified in the FolderIds field. This bit MUST NOT be set at the same time as the RECURSIVE_SEARCH bit. If neither bit is set, the default is SHALLOW_SEARCH.

	CONTENT_INDEXED_SEARCH
	0x00010000
	The search uses a content-indexed search. This bit MUST NOT be set at the same time as the NON_CONTENT_INDEXED_SEARCH bit. If neither bit is set, the default is at the discretion of the server. For more details, see section 3.2.5.4.

	NON_CONTENT_INDEXED_SEARCH
	0x00020000
	The search does not use a content-indexed search. This bit MUST NOT be set at the same time as the CONTENT_INDEXED_SEARCH bit. If neither bit is set, the default is at the discretion of the server. For more details, see section 3.2.5.4.

	STATIC_SEARCH
	0x00040000
	If set, the search is static. If not set, the search is dynamic.



[bookmark: section_343f8663871c4ed7b652b1c50bf4afae][bookmark: _Toc174600151]RopSetSearchCriteria ROP Response Buffer
The following descriptions define valid fields for the RopSetSearchCriteria ROP response buffer ([MS-OXCROPS] section 2.2.4.4.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
[bookmark: section_f70d117f26ab4035a3e41c5984394a48][bookmark: _Toc174600152]RopGetSearchCriteria ROP
The RopGetSearchCriteria ROP ([MS-OXCROPS] section 2.2.4.5) obtains the search criteria and the status of a search for a search folder. The search criteria are created by using RopSetSearchCriteria (section 2.2.1.4).
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_3939ce904bb54255a2763e94de23b779][bookmark: _Toc174600153]RopGetSearchCriteria ROP Request Buffer
The following descriptions define valid fields for the RopGetSearchCriteria ROP request buffer ([MS-OXCROPS] section 2.2.4.5.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the search folder.
UseUnicode (1 byte):  A Boolean value that is nonzero (TRUE) if the value of the RestrictionData field of the ROP response is to be in Unicode format or zero (FALSE) otherwise.
IncludeRestriction (1 byte):  A Boolean value that is nonzero (TRUE) if the restriction data is required in the response or zero (FALSE) otherwise.
IncludeFolders (1 byte):  A Boolean value that is nonzero (TRUE) if the list of folders being searched is required in the response or zero (FALSE) otherwise.
[bookmark: section_8454749b2fd94eeab499f44341f0550d][bookmark: _Toc174600154]RopGetSearchCriteria ROP Response Buffer
The following descriptions define valid fields for the RopGetSearchCriteria ROP response buffer ([MS-OXCROPS] section 2.2.4.5.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
RestrictionDataSize (2 bytes):  An integer that specifies the size, in bytes, of the RestrictionData field. If the IncludeRestriction field of the request buffer was set to zero (FALSE), the value of RestrictionDataSize will be 0.
RestrictionData (variable):  A packet of structures that specify restrictions for the search folder. For details about the structures that are used to specify restrictions, see [MS-OXCDATA] section 2.12. The size of this field is specified by the RestrictionDataSize field. This field is present only if the value of the RestrictionDataSize field is nonzero (TRUE).
FolderIdCount (2 bytes):  An integer that specifies the number of structures contained in the FolderIds field. If the IncludeFolders field of the request buffer was set to zero (FALSE), the FolderIdCount field will be set to 0.
FolderIds (variable):  An array of FID structures ([MS-OXCDATA] section 2.2.1.1), each of which specifies a folder that is being searched. The number of structures contained in the array is specified by the value of the FolderIdCount field. This field is present only if the value of the FolderIdCount field is nonzero (TRUE).
SearchFlags (4 bytes):  A set of bits that indicate the state of the current search.
The valid bits for this field are listed in the following table. The client MUST ignore any other bits. 
	Bit name
	Value
	Meaning

	SEARCH_RUNNING
	0x00000001
	The search is running, which means that the initial population of the search folder still being compiled.

	SEARCH_REBUILD
	0x00000002
	The search is in the CPU-intensive part of the search. This bit is set only if the SEARCH_RUNNING bit is also set.

	SEARCH_RECURSIVE
	0x00000004
	If this bit is set, the specified search folder containers and all their child search folder containers are searched for matching entries. If this bit is not set, only the search folder containers that are specified in the last RopSetSearchCriteria ROP request (section 2.2.1.4.1) are being searched.

	SEARCH_COMPLETE
	0x00001000
	The search results are complete.

	SEARCH_PARTIAL
	0x00002000
	Only some parts of messages were included.

	SEARCH_STATIC
	0x00010000
	The search is static.

	SEARCH_MAYBE_STATIC
	0x00020000
	The search is still being evaluated.

	CI_TOTALLY
	0x01000000
	The search is done using content indexing.

	TWIR_TOTALLY
	0x08000000
	The search is done without using content indexing.



[bookmark: section_e7f30962d3c24910896d2777ea82688a][bookmark: _Toc174600155]RopMoveCopyMessages ROP
[bookmark: z15]The RopMoveCopyMessages ROP ([MS-OXCROPS] section 2.2.4.6) moves or copies messages from a source folder to a destination folder. The source folder can be a search folder, but the destination folder cannot. This ROP applies to both public folders and private mailboxes.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_aa0fd17872ec4e22aec32e9104908ec1][bookmark: _Toc174600156]RopMoveCopyMessages ROP Request Buffer
The following descriptions define valid fields for the RopMoveCopyMessages ROP request buffer ([MS-OXCROPS] section 2.2.4.6.1).
SourceHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the source Server object is stored. The source Server object for this operation is a Folder object that represents the folder from which the messages will be moved or copied. This folder can be a search folder.
DestHandleIndex (1 byte):  An integer that  specifies the location in the Server object handle table where the handle for the destination Server object is stored. The destination Server object for this operation is a Folder object that represents the folder to which the messages will be moved or copied. This folder cannot be a search folder.
MessageIdCount (2 bytes):  An integer that specifies the number of structures contained in the MessageIds field.
MessageIds (variable):  An array of Message ID (MID) structures ([MS-OXCDATA] section 2.2.1.2), each of which specifies a message to be moved or copied. The number of structures contained in the array is specified by the value of the MessageIdCount field.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2.
WantCopy (1 byte):  A Boolean value that is nonzero (TRUE) if this is a copy operation or zero (FALSE) if this is a move operation.
[bookmark: section_b4837def833d49ec99e6b091c13f7fda][bookmark: _Toc174600157]RopMoveCopyMessages ROP Response Buffer
The following descriptions define valid fields for the RopMoveCopyMessages ROP response buffer ([MS-OXCROPS] section 2.2.4.6.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).
[bookmark: section_cd238dafa8864952b920de94be3bd014][bookmark: _Toc174600158]RopMoveFolder ROP
The RopMoveFolder ROP ([MS-OXCROPS] section 2.2.4.7) moves a folder from one parent folder to another parent folder. All contents of the folder are moved with it. The move can be within a private mailbox or a public folder, or between a private mailbox and a public folder.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_154c6af22b604c76b3daa1a2d3a60730][bookmark: _Toc174600159]RopMoveFolder ROP Request Buffer
The following descriptions define valid fields for the RopMoveFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.7.1).
SourceHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the source Server object is stored. The source Server object for this operation is a Folder object that represents the parent folder from which the folder will be moved.
DestHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the destination Server object is stored. The destination Server object for this operation is a Folder object that represents the parent folder to which the folder will be moved.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2. 
UseUnicode (1 byte):  A Boolean value that is nonzero (TRUE) if the value of the NewFolderName field is formatted in Unicode; it is zero (FALSE) otherwise.
FolderId (8 bytes):  A FID structure ([MS-OXCDATA] section 2.2.1.1) that specifies the folder to be moved.
NewFolderName (variable):  A null-terminated string that specifies the new name for the moved folder.
[bookmark: section_8192d0aadc9c4edeb51113c45cd77b16][bookmark: _Toc174600160]RopMoveFolder ROP Response Buffer
The following descriptions define valid fields for the RopMoveFolder ROP response buffer ([MS-OXCROPS] section 2.2.4.7.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).
[bookmark: section_8214cfc97c6444d5b092d7ab1b2c7dda][bookmark: _Toc174600161]RopCopyFolder ROP
[bookmark: Appendix_A_Target_4]The RopCopyFolder ROP ([MS-OXCROPS] section 2.2.4.8) copies a folder from one parent folder to another parent folder. All contents of the folder are copied with it. The operation can be performed within a private mailbox or a public folder, or between a private mailbox and a public folder.<4>
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_84d35a9982f545be95ff5b51f7598d0e][bookmark: _Toc174600162]RopCopyFolder ROP Request Buffer
The following descriptions define valid fields for the RopCopyFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.8.1).
SourceHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the source Server object is stored. The source Server object for this operation is a Folder object that represents the parent folder from which the folder will be copied.
DestHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the destination Server object is stored. The destination Server object for this operation is a Folder object that represents the parent folder to which the folder will be copied.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2.
WantRecursive  (1 byte):  A Boolean value that is nonzero (TRUE) if the folder is to be copied recursively—that is, all of the folder's subfolders are copied to the new folder and the subfolders' subfolders are copied to the new folder and so on. The value is zero (FALSE) otherwise.
UseUnicode (1 byte):  A Boolean value that is nonzero (TRUE) if the value of the NewFolderName field is formatted in Unicode; it is zero (FALSE) otherwise.
FolderId (8 bytes):  A FID structure ([MS-OXCDATA] section 2.2.1.1) that specifies the folder to be copied.
NewFolderName (variable):  A null-terminated string that specifies the new name for the copied folder.
[bookmark: section_508292b3f854482fb05e55839b1f9523][bookmark: _Toc174600163]RopCopyFolder ROP Response Buffer
The following descriptions define valid fields for the RopCopyFolder ROP response buffer ([MS-OXCROPS] section 2.2.4.8.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
[bookmark: Appendix_A_Target_5]PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).<5>
[bookmark: section_94393f1e22064150ae918a6cb315785a][bookmark: _Toc174600164]RopEmptyFolder ROP
[bookmark: Appendix_A_Target_6]The RopEmptyFolder ROP ([MS-OXCROPS] section 2.2.4.9) is used to soft delete messages and subfolders from a folder without deleting the folder itself. To hard delete all messages and subfolders from a folder, use the RopHardDeleteMessagesAndSubfolders ROP (section 2.2.1.10). This ROP applies to both public folders and private mailboxes.<6>
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_d609c15531554470b57dba507fbace02][bookmark: _Toc174600165]RopEmptyFolder ROP Request Buffer
The following descriptions define valid fields for the RopEmptyFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.9.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the folder whose messages and subfolders will be soft deleted.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2.
WantDeleteAssociated (1 byte):  A Boolean value that is nonzero (TRUE) if the folder associated information (FAI) messages are to be included in the deletion. The value is zero (FALSE) otherwise.
[bookmark: section_e34be4957e734a8e90b7a2bf84e0cb5f][bookmark: _Toc174600166]RopEmptyFolder ROP Response Buffer
The following descriptions define valid fields for the RopEmptyFolder ROP response buffer ([MS-OXCROPS] section 2.2.4.9.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).
[bookmark: section_b250942b4de945eb8a638b527f97e821][bookmark: _Toc174600167]RopHardDeleteMessagesAndSubfolders ROP
[bookmark: Appendix_A_Target_7]The RopHardDeleteMessagesAndSubfolders ROP ([MS-OXCROPS] section 2.2.4.10) is used to hard delete all messages and subfolders from a folder without deleting the folder itself. This ROP applies to both public folders and private mailboxes.<7>
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_1994e4646f3a420d950cb208f5ef96d4][bookmark: _Toc174600168]RopHardDeleteMessagesAndSubfolders ROP Request Buffer
The following descriptions define valid fields for the RopHardDeleteMessagesAndSubfolders ROP request buffer ([MS-OXCROPS] section 2.2.4.10.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the folder whose messages and subfolders will be hard deleted.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2.
WantDeleteAssociated (1 byte):  A Boolean value that is nonzero (TRUE) if the FAI messages are to be included in the deletion. The value is zero (FALSE) otherwise.
[bookmark: section_b123d815055344399fb3e74b32c21932][bookmark: _Toc174600169]RopHardDeleteMessagesAndSubfolders ROP Response Buffer
The following descriptions define valid fields for the RopHardDeleteMessagesAndSubfolders ROP response buffer ([MS-OXCROPS] section 2.2.4.10.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).
[bookmark: section_4c3eef2c651349f2b0e10e5da8704f39][bookmark: _Toc174600170]RopDeleteMessages ROP
The RopDeleteMessages ROP ([MS-OXCROPS] section 2.2.4.11) is used to soft delete one or more messages from a folder. This ROP applies to both public folders and private mailboxes.
A message that has been soft deleted can be recovered only by opening it, copying it to a new message, and then saving the new message. For details about opening and saving a Message object, see [MS-OXCMSG]. For details about copying a Message object from one folder to another, see section 3.1.4.7.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_14108fabb0424a7ea5a0b1347473326b][bookmark: _Toc174600171]RopDeleteMessages ROP Request Buffer
The following descriptions define valid fields for the RopDeleteMessages ROP request buffer ([MS-OXCROPS] section 2.2.4.11.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the folder that contains the messages to be soft deleted.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2.
NotifyNonRead (1 byte):  A Boolean value that is nonzero (TRUE) if a non-read receipt is to be generated for the deleted messages. The value is zero (FALSE) otherwise. 
MessageIdCount (2 bytes):  An integer that specifies the number of structures contained in the MessageIds field.
MessageIds (variable):  An array of MID structures ([MS-OXCDATA] section 2.2.1.2), each of which specifies a message to be deleted. The number of structures contained in the array is specified by the value of the MessageIdCount field.
[bookmark: section_f5079a69aec94c86b114873125219fc4][bookmark: _Toc174600172]RopDeleteMessages ROP Response Buffer
The following descriptions define valid fields for the RopDeleteMessages ROP response buffer ([MS-OXCROPS] section 2.2.4.11.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).
[bookmark: section_f60f0f9f35514e2a8c9c230f5849e625][bookmark: _Toc174600173]RopHardDeleteMessages ROP
The RopHardDeleteMessages ROP ([MS-OXCROPS] section 2.2.4.12) is used to hard delete one or more messages from a folder. This ROP applies to both public folders and private mailboxes.
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_da7e8aedf86e4ab8b81ba855c42e9476][bookmark: _Toc174600174]RopHardDeleteMessages ROP Request Buffer
The following descriptions define valid fields for the RopHardDeleteMessages ROP request buffer ([MS-OXCROPS] section 2.2.4.12.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the folder that contains the messages to be hard deleted.
WantAsynchronous (1 byte):  A Boolean value that is nonzero (TRUE) if the ROP is to be processed asynchronously or zero (FALSE) if the ROP is to be processed synchronously. For details about asynchronous processing, see section 3.1.5.2.
NotifyNonRead (1 byte):  A Boolean value that is nonzero (TRUE) if a non-read receipt is to be generated for the deleted messages. The value is zero (FALSE) otherwise. 
MessageIdCount (2 bytes):  An integer that specifies the number of structures contained in the MessageIds field.
MessageIds (variable):  An array of MID structures ([MS-OXCDATA] section 2.2.1.2), each of which specifies a message to be deleted. The number of structures contained in the array is specified by the value of the MessageIdCount field.
[bookmark: section_8cd43629c6d34f9e80ac05efa66f68cd][bookmark: _Toc174600175]RopHardDeleteMessages ROP Response Buffer
The following descriptions define valid fields for the RopHardDeleteMessages ROP response buffer ([MS-OXCROPS] section 2.2.4.12.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4.
PartialCompletion (1 byte):  A Boolean value that specifies whether the ROP fails for a subset of targets. If the ROP fails for a subset of targets, the value of this field is nonzero (TRUE). Otherwise, the value is zero (FALSE).
[bookmark: section_45c18c16114c4946b58a28e5fe90a369][bookmark: _Toc174600176]RopGetHierarchyTable ROP
The RopGetHierarchyTable ROP ([MS-OXCROPS] section 2.2.4.13) is used to retrieve the hierarchy table for a folder. The folder can be either a public folder or a private mailbox folder.
This ROP returns a Table object on which table operations can be performed. For details about Table objects and table operations, see [MS-OXCTABL].
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_c74fc15306db49f89ce85ee85284f78f][bookmark: _Toc174600177]RopGetHierarchyTable ROP Request Buffer
The following descriptions define valid fields for the RopGetHierarchyTable ROP request buffer ([MS-OXCROPS] section 2.2.4.13.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the folder whose hierarchy table will be retrieved.
OutputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the output Server object is stored. The output Server object for this operation is a Table object that represents the hierarchy table. For more details about Table objects, see [MS-OXCTABL].
TableFlags (1 byte):  A set of bits that control how information is returned in the hierarchy table.
The valid bits for this field are listed in the following table. The client MUST NOT set any other bits.
	Bit name
	Value
	Meaning

	Depth
	0x04
	If this bit is set, the hierarchy table lists folders from all levels under the folder. If this bit is not set, the hierarchy table lists only the folder's immediate child folders.

	DeferredErrors
	0x08
	The ROP response is returned immediately, possibly before the ROP execution is complete, and in this case, the values of the ReturnValue and the RowCount fields of the ROP response buffer might not be accurate.

	NoNotifications
	0x10
	The hierarchy table notifications to the client are disabled. Table notifications are specified in [MS-OXCNOTIF] section 2.2.1.1.1.

	SoftDeletes
	0x20
	If this bit is set, the hierarchy table lists only the folders that are soft deleted. If this bit is not set, the hierarchy table lists only the existing folders.
The listing of soft-deleted folders in a folder's hierarchy table depends on whether the soft-deleted folders remain part of that folder's hierarchy. The location where soft-deleted folders are stored is up to the implementer of the protocol.

	UseUnicode
	0x40
	If this bit is set, the columns that contain string data are returned in Unicode format. If this bit is not set, the string data is encoded in the code page of the Logon object.

	SuppressesNotifications
	0x80
	The notifications generated by the client's actions on the hierarchy table are suppressed.



[bookmark: section_49dabac1501140c2873c10674f9687c7][bookmark: _Toc174600178]RopGetHierarchyTable ROP Response Buffer
The following descriptions define valid fields for the RopGetHierarchyTable ROP response buffer ([MS-OXCROPS] section 2.2.4.13.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4. If the TableFlags field of the ROP request buffer has the DeferredErrors bit set, the value of the ReturnValue field is valid only if it indicates a failure.
RowCount (4 bytes):  An integer that specifies the number of rows in the hierarchy table. If the TableFlags field of the ROP request buffer has the DeferredErrors bit set, the value of the RowCount field might not be accurate.
[bookmark: section_47b762428b9a4199b151b24c29e3298e][bookmark: _Toc174600179]RopGetContentsTable ROP
The RopGetContentsTable ROP ([MS-OXCROPS] section 2.2.4.14) is used to retrieve the contents table for a folder. This ROP applies to both public folders and private mailboxes.
Note: This ROP returns a Table object on which table operations can be performed. For example, the table's columns, which represent properties, can be set by using the RopSetColumns ROP ([MS-OXCROPS] section 2.2.5.1). For details about Table objects and table operations, see [MS-OXCTABL].
The complete syntax of the ROP request buffer and the ROP response buffer is specified in [MS-OXCROPS]. This section specifies the syntax and semantics of various fields that are not fully specified in [MS-OXCROPS].
[bookmark: section_09a42aeb41cf4caca232c0645648bba6][bookmark: _Toc174600180]RopGetContentsTable ROP Request Buffer
The following descriptions define valid fields for the RopGetContentsTable ROP request buffer ([MS-OXCROPS] section 2.2.4.14.1).
InputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the input Server object is stored. The input Server object for this operation is a Folder object that represents the folder whose contents table will be retrieved.
OutputHandleIndex (1 byte):  An integer that specifies the location in the Server object handle table where the handle for the output Server object is stored. The output Server object for this operation is a Table object that represents the contents table. For more details about Table objects, see [MS-OXCTABL].
TableFlags (1 byte):  A set of bits that control how information is returned in the contents table.
[bookmark: Appendix_A_Target_8]The bits that SHOULD<8> be valid for this field are specified in the following table. The client MUST NOT set any other bits.
	Bit name
	Value
	Meaning

	Associated
	0x02
	If this bit is set, the contents table lists only the FAI messages. If this bit is not set, the contents table lists only the non-FAI messages. For details about FAI messages, see [MS-OXCMSG] section 1.3.2.

	DeferredErrors
	0x08
	The ROP response is returned immediately, possibly before the ROP execution is complete, and in this case, the values of the ReturnValue and the RowCount fields of the ROP response buffer might not be accurate.

	NoNotifications
	0x10
	The contents table notifications to the client are disabled. Table notifications are specified in [MS-OXCNOTIF] section 2.2.1.1.1.

	SoftDeletes
	0x20
	If this bit is set, the contents table lists only the messages that are soft deleted. If this bit is not set, the contents table lists only the existing messages.
The listing of soft-deleted messages in a folder's contents table depends on whether the soft-deleted messages remain part of that folder's contents. The location where soft-deleted messages are stored is up to the implementer of the protocol.

	UseUnicode
	0x40
	If this bit is set, the columns that contain string data are returned in Unicode format. If this bit is not set, the string data is encoded in the code page of the Logon object.

	ConversationMembers
	0x80
	The contents table lists messages pertaining to a single conversation (one result row represents a single message). This bit is valid only in conjunction with the UseUnicode bit and the DeferredErrors bit; This bit is supported only on the Root folder of a mailbox and on public folders. 



[bookmark: section_0416160cb56643f1b3c338a14dcbb567][bookmark: _Toc174600181]RopGetContentsTable ROP Response Buffer
The following descriptions define valid fields for the RopGetContentsTable ROP response buffer ([MS-OXCROPS] section 2.2.4.14.2).
ReturnValue (4 bytes):  An integer that indicates the result of the operation. The server returns 0x00000000 to indicate success. For details about common error codes, see [MS-OXCDATA] section 2.4. If the TableFlags field of the ROP request buffer has the DeferredErrors bit set, the value of the ReturnValue field is valid only if it indicates a failure.
RowCount (4 bytes):  An integer that specifies the number of rows in the contents table. If the TableFlags field of the ROP request buffer has the DeferredErrors bit set, the value of the RowCount field might not be accurate.
[bookmark: section_07dd2b7d2d1e4ef5bc98d4365530b46f][bookmark: _Toc174600182]Folder Object Properties
A Folder object can be created and modified by clients and servers. Except where noted, the constraints to which both clients and servers adhere when operating on a Folder object are defined in sections 2.2.2.1 through 2.2.2.2.2.9. Unless otherwise specified, a Folder object adheres to all property constraints specified in [MS-OXPROPS]. A Folder object can also contain other properties, as specified in [MS-OXOSFLD] and [MS-OXOSRCH].
When a property is specified as read-only, it means that the property can be set only by the server and clients SHOULD NOT try to change the value of this property. For details about how the server handles a client's attempt to set a read-only property, see [MS-OXCPRPT] section 3.2.5.4. 
[bookmark: section_aa6511aa87e54b76b4e26512cb609f77][bookmark: _Toc174600183]General Properties
The following properties exist on Folder objects as well as on other messaging objects. These properties are set by the server and are read-only to the client.
PidTagAccess ([MS-OXCPRPT] section 2.2.1.1)
PidTagChangeKey ([MS-OXCFXICS] section 2.2.1.2.7)
PidTagCreationTime ([MS-OXCMSG] section 2.2.2.3)
PidTagLastModificationTime ([MS-OXCMSG] section 2.2.2.2)
[bookmark: section_4bb34af22111466a84acfd7690b2418f][bookmark: _Toc174600184]Folder Object Specific Properties
The properties that are specific to a Folder object are specified in sections 2.2.2.2.1 and in 2.2.2.2.2.
[bookmark: section_28fda5e32dea47aab4aac96b9433a53b][bookmark: _Toc174600185]Read-Only Properties
[bookmark: section_acd96010d3cb452182af4a3f8720c6e2][bookmark: _Toc174600186]PidTagContentCount Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagContentCount property ([MS-OXPROPS] section 2.647) specifies the number of messages in a folder, as computed by the message store. The value does not include FAI entries in the folder. 
[bookmark: section_5c37f42aa3ed4dabbf187899d34c1e9e][bookmark: _Toc174600187]PidTagContentUnreadCount Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagContentUnreadCount property ([MS-OXPROPS] section 2.649) specifies the number of unread messages in a folder, as computed by the message store.
[bookmark: section_f60f39d8f91a4dea994378256204ce94][bookmark: _Toc174600188]PidTagDeletedOn Property
Type: PtypTime ([MS-OXCDATA] section 2.11.1)
The PidTagDeletedOn property ([MS-OXPROPS] section 2.671) specifies the time when the folder was soft deleted.
[bookmark: section_dc63b9f8ced740ecb400c938647216c8][bookmark: _Toc174600189]PidTagAddressBookEntryId Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
[bookmark: Appendix_A_Target_9]The PidTagAddressBookEntryId property ([MS-OXPROPS] section 2.521) contains an Address Book EntryID structure, as specified in [MS-OXCDATA] section 2.2.5.2, that specifies the name-service entry ID of a directory object that refers to a public folder. This property is set only for public folders.<9> For details about public folders, see [MS-OXCSTOR] section 1.3.1.
[bookmark: section_31eb56578daa44bea0f1dcfa589c2ac0][bookmark: _Toc174600190]PidTagFolderFlags Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagFolderFlags property ([MS-OXPROPS] section 2.701) contains a computed value that specifies the type or state of a folder. The value is a bitwise OR of zero or more values from the following table.
	Folder flag
	Value
	Description

	IPM
	1
	The folder belongs to the IPM subtree portion of the mailbox.

	SEARCH
	2
	The folder contains the results of a search.

	NORMAL
	4
	The folder is a generic folder that contains messages and other folders.

	RULES
	8
	The folder has rules associated with it.



[bookmark: section_d7f70dff198a4f51a30e14867e94bfb5][bookmark: _Toc174600191]PidTagFolderId Property
Type: PtypInteger64 ([MS-OXCDATA] section 2.11.1)
The PidTagFolderId property ([MS-OXPROPS] section 2.702) contains a FID structure ([MS-OXCDATA] section 2.2.1.1) that uniquely identifies a folder.
[bookmark: section_edb92208556f462b8925c24f8631535d][bookmark: _Toc174600192]PidTagParentEntryId Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
The PidTagParentEntryId property ([MS-OXPROPS] section 2.859) contains a Folder EntryID structure, as specified in [MS-OXCDATA] section 2.2.4.1, that specifies the entry ID of the folder that contains the message or subfolder. 
[bookmark: section_c11cd59557724aaa81b69129daf09f65][bookmark: _Toc174600193]PidTagHierarchyChangeNumber Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagHierarchyChangeNumber property ([MS-OXPROPS] section 2.721) specifies the number of subfolders in the folder. The value of this property monotonically increases every time a subfolder is added to or deleted from the folder.
[bookmark: section_e225e4d6102241eea809029bbd2f8158][bookmark: _Toc174600194]PidTagHierRev Property
Type: PtypTime ([MS-OXCDATA] section 2.11.1)
The PidTag​HierRev property ([MS-OXPROPS] section 2.722) specifies the time, in Coordinated Universal Time (UTC), to trigger the client in cached mode to synchronize the folder hierarchy.
[bookmark: section_df5f7b8d29bc4940b38b85dc4b1fbe58][bookmark: _Toc174600195]PidTagMessageSize Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagMessageSize property ([MS-OXPROPS] section 2.797) specifies the aggregate size of messages in the folder.
[bookmark: section_04a2e813b84848af9b33bf599012ea31][bookmark: _Toc174600196]PidTagMessageSizeExtended Property
Type: PtypInteger64 ([MS-OXCDATA] section 2.11.1)
The PidTagMessageSizeExtended property ([MS-OXPROPS] section 2.798) specifies the 64-bit version of the PidTagMessageSize property (section 2.2.2.2.1.10).
[bookmark: section_d278b7fee3b941da880856e6a3dfdc57][bookmark: _Toc174600197]PidTagSubfolders Property
Type: PtypBoolean ([MS-OXCDATA] section 2.11.1)
The PidTagSubfolders property ([MS-OXPROPS] section 2.1033) specifies whether the folder has any subfolders. The value of this property is nonzero if the folder has subfolders; the value is zero otherwise.
[bookmark: section_ec6667c4cc3b42dc8d4b51c082980354][bookmark: _Toc174600198]PidTagLocalCommitTime Property
Type: PtypTime ([MS-OXCDATA] section 2.11.1)
The PidTagLocalCommitTime property ([MS-OXPROPS] section 2.773) specifies the time, in Coordinated Universal Time (UTC), that the folder was last changed.
[bookmark: section_11a2533c96154ae3ae505740aabb0933][bookmark: _Toc174600199]PidTagLocalCommitTimeMax Property
Type: PtypTime ([MS-OXCDATA] section 2.11.1)
The PidTagLocalCommitTimeMax property ([MS-OXPROPS] section 2.774) specifies the most recent time that a top level object within a folder was changed. Top level objects include messages and subfolders within the folder but not objects within the folder's subfolders.
[bookmark: section_b6eb95bc49034546955c98c0028289d1][bookmark: _Toc174600200]PidTagDeletedCountTotal Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagDeletedCountTotal property ([MS-OXPROPS] section 2.670) specifies the total number of messages that have been deleted from a folder, excluding messages that have been deleted from the folder's subfolders.
[bookmark: section_c56db4c733c5421cbd6fd10b39e6db85][bookmark: _Toc174600201]Read/Write Properties
[bookmark: section_48f5d662b6a34f36b5c7e2cc723ce556][bookmark: _Toc174600202]PidTagAttributeHidden Property
Type: PtypBoolean ([MS-OXCDATA] section 2.11.1)
The PidTagAttributeHidden property ([MS-OXPROPS] section 2.611) specifies whether the folder is hidden. The value of this property is nonzero if the folder is hidden; the value is zero otherwise.
[bookmark: section_12b8d61b499f4684a02df912929b75da][bookmark: _Toc174600203]PidTagComment Property
Type: PtypString ([MS-OXCDATA] section 2.11.1)
The PidTagComment property ([MS-OXPROPS] section 2.638) contains a comment about the purpose or content of the folder. This property is present only if the client sets it when the folder is created. The client sets the property by specifying a comment in the Comment field of the RopCreateFolder request (section 2.2.1.2).
[bookmark: section_cda28bccdd2c40f497b17d0718151755][bookmark: _Toc174600204]PidTagContainerClass Property
Type: PtypString ([MS-OXCDATA] section 2.11.1)
The PidTagContainerClass property ([MS-OXPROPS] section 2.643) specifies the type of Message object that the folder contains. The value of this property MUST begin with "IPF.".
[bookmark: section_a2b4ad8ab07146f9bf2183505b437f37][bookmark: _Toc174600205]PidTagContainerHierarchy Property
Type: PtypObject ([MS-OXCDATA] section 2.11.1)
The PidTagContainerHierarchy property ([MS-OXPROPS] section 2.646) contains identifiers of the subfolders that are contained in the folder. This property is used in a download operation, as specified in [MS-OXCFXICS] section 2.2.1.7 and section 3.2.5.10. 
[bookmark: section_73d2322e95ea438c93b4dd2ee601a61e][bookmark: _Toc174600206]PidTagDisplayName Property
Type: PtypString ([MS-OXCDATA] section 2.11.1)
The PidTagDisplayName property ([MS-OXPROPS] section 2.677) specifies the display name of the folder. Sibling folders MUST have unique display names.
[bookmark: section_75b49790320743d9bb222d17e1e18c7f][bookmark: _Toc174600207]PidTagFolderAssociatedContents Property
Type: PtypObject ([MS-OXCDATA] section 2.11.1)
The PidTagFolderAssociatedContents property ([MS-OXPROPS] section 2.700) contains identifiers of the FAI messages that are contained in the folder. This property is used in a download operation, as specified in [MS-OXCFXICS] section 2.2.1.7 and section 3.2.5.10. 
[bookmark: section_b7656f7050b040628c4239057febe8e3][bookmark: _Toc174600208]PidTagFolderType Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagFolderType property ([MS-OXPROPS] section 2.703) specifies the type of the folder.
The valid values of the PidTagFolderType property are listed in the following table.
	Folder type
	Value
	Description

	FOLDER_ROOT
	0
	The Root folder of the folder hierarchy table; that is, a folder that has no parent folder.

	FOLDER_GENERIC
	1
	A generic folder that contains messages and other folders.

	FOLDER_SEARCH
	2
	A folder that contains the results of a search, in the form of links to messages that meet search criteria.



[bookmark: section_6cd064fac95244d687e3ca6e3a4b6b23][bookmark: _Toc174600209]PidTagRights Property
Type: PtypInteger32 ([MS-OXCDATA] section 2.11.1)
The PidTagRights property ([MS-OXPROPS] section 2.936) specifies the client's folder permissions. This property's format is the same as that of the PidTagMemberRights property ([MS-OXCPERM] section 2.2.7). The FreeBusyDetailed flag and the FreeBusySimple flag do not apply to the PidTagRights property.
[bookmark: section_34f8d2f9caa2490b97cfe8d8c7e7c9af][bookmark: _Toc174600210]PidTagAccessControlListData Property
Type: PtypBinary ([MS-OXCDATA] section 2.11.1)
[bookmark: Appendix_A_Target_10]The PidTagAccessControlListData property ([MS-OXCPERM] section 2.2.3) contains the access control list (ACL) of the folder.<10>
[bookmark: section_1327cf5f510c444784bbb5b676a6adb5][bookmark: _Toc174600211]Protocol Details
[bookmark: section_44427c7fa7af49f8b58efae2b00d034b][bookmark: _Toc174600212]Client Details
[bookmark: section_089c25285f82449db2325b685413ff94][bookmark: _Toc174600213]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model, as long as their external behavior is consistent with that specified in this document.
[bookmark: section_c43037a51af240d99fa6ce97fa2f80d0][bookmark: _Toc174600214]Hierarchy Table
A hierarchy table contains information about the subfolders contained in a folder. Each row of a hierarchy table contains a set of columns with information about one folder. A hierarchy table is implemented by message store providers and is used primarily by clients to show the hierarchy within a folder, displayed as a tree of folders and subfolders.
The following are the two types of hierarchy tables:
· Standard
· Soft deleted 
The standard table contains only folders that were not deleted. The soft-deleted table contains only folders that have been soft deleted.
A hierarchy table is obtained by using the RopGetHierarchyTable ROP ([MS-OXCROPS] section 2.2.4.13).
[bookmark: section_275f3d50e9fd44b291fa5a051e6d6f48][bookmark: _Toc174600215]Contents Table
A contents table contains information about the Message objects contained in a folder. Each row of a contents table contains a set of columns with information about one Message object. A contents table is implemented by message store providers and is used primarily by clients and to show the messages contained in a folder.
The following are the four types of contents tables:
· Standard
· Standard soft deleted
· FAI
· FAI soft deleted
A standard contents table contains only standard (non-FAI) messages. A FAI contents table contains only FAI messages. For more information about FAI messages, see [MS-OXCMSG] section 1.3.2. The soft-deleted views contain only messages that have been soft deleted.
A contents table is obtained by using the RopGetContentsTable ROP ([MS-OXCROPS] section 2.2.4.14).
[bookmark: section_d3582b838e154b01b358b67d661f92d7][bookmark: _Toc174600216]Timers
None.
[bookmark: section_5afa59759cca4a01b3b31d93866b5f83][bookmark: _Toc174600217]Initialization
None.
[bookmark: section_d6817cae2942442da06df73c932d1851][bookmark: _Toc174600218]Higher-Layer Triggered Events
[bookmark: section_d518c1af9d2a4294a5c4fcf7fb01ef6c][bookmark: _Toc174600219]Opening a Folder
Before any data can be read from or written to a folder, the client opens the folder. The client MUST have sufficient access rights to the folder for this operation to succeed.
To open an existing folder, the client sends the RopOpenFolder ROP request ([MS-OXCROPS] section 2.2.4.1). To send this request, the client first obtains the FID ([MS-OXCDATA] section 2.2.1.1) for the Folder object to be opened. The FID can be retrieved from the hierarchy table that contains the folder's information by including the PidTagFolderId property (section 2.2.2.2.1.6) in a RopSetColumns request ([MS-OXCROPS] section 2.2.5.1.1). 
The Folder object that is opened can be used in subsequent operations. When the client completes operations on the Folder object, the client MUST release the object as specified in section 3.1.5.1.
[bookmark: section_10537845ab2644c78017ee384e717438][bookmark: _Toc174600220]Creating a Folder
Before any data can be read from or written to a folder, the client opens the folder as specified in section 3.1.4.1. If the folder does not exist, the client creates the folder. Before a folder can be created, the parent folder MUST already exist.
To create a folder, the client sends the RopCreateFolder ROP request ([MS-OXCROPS] section 2.2.4.2). 
The Folder object that is returned by the RopCreateFolder ROP can be used in subsequent operations. When the client completes operations on the Folder object, the client MUST release the object as specified in section 3.1.5.1.
[bookmark: section_6c8cc82dac5a46e7a56d7cd1c200e508][bookmark: _Toc174600221]Deleting a Folder
To be deleted, a folder MUST exist, and the client needs the access rights to delete it. To delete a folder, the client sends a RopDeleteFolder ROP request ([MS-OXCROPS] section 2.2.4.3). If the folder is not empty, the client sets the DeleteFolderFlags field to delete all existing subfolders and messages, as specified in section 2.2.1.3.1. The DeleteFolderFlags field can also be used to specify a hard deletion, when the DELETE_HARD_DELETE bit is set. The PartialCompletion field of the ROP response, as specified in section 2.2.1.3.2, indicates whether there are any subfolders or messages that could not be deleted and, consequently, that the folder was not deleted.
[bookmark: section_dab8a00e8808438090cb53ade2eb7177][bookmark: _Toc174600222]Setting Up a Search Folder
The client creates a search folder by using the RopCreateFolder ROP ([MS-OXCROPS] section 2.2.4.2) with the FolderType field set to the value 2, as specified in section 2.2.1.2.1. For details about creating a folder, see section 3.1.4.2. 
The client fills a search folder by applying search criteria and a search scope to the search folder. The search criteria determine which messages are included in the folder, and the search scope determines the folders that are searched.
To set the search criteria and search scope for a search folder, the client sends a RopSetSearchCriteria ROP request ([MS-OXCROPS] section 2.2.4.4) with bits of the SearchFlags field set to control the details of how the search is performed, as specified in section 2.2.1.4.1. The ROP request includes restrictions to specify the search criteria and FIDs ([MS-OXCDATA] section 2.2.1.1) to specify the search scope. A search folder cannot be included in its own search scope. Therefore, the FolderIds field MUST NOT include the FID of the search folder.
To access the results of a search, the client sends a RopGetContentsTable ROP request ([MS-OXCROPS] section 2.2.4.14) to obtain the contents table of the search folder, as specified in section 3.1.4.10. The messages that match the search criteria are specified in the table.
When the client is finished using a search folder, the folder can either be deleted or remain open for later use. Note that if the search folder is deleted, only message links are deleted. The actual messages remain in their parent folders.
[bookmark: section_32e1d50b31154f81a05b1e0ff39a3931][bookmark: _Toc174600223]Getting Details About a Search Folder
To obtain details about a search folder, the client sends a RopGetSearchCriteria ROP request ([MS-OXCROPS] section 2.2.4.5) with the appropriate values in the IncludeRestriction and IncludeFolders fields, as specified in section 2.2.1.5.1, to specify the details to be included in the response. The details about a search folder can include the search criteria, a list of the folders that are being searched, and the status of the search folder.
For details about how the client sets up a search folder, see section 3.1.4.4.
[bookmark: section_31006ec3f820490ba8cb451464725282][bookmark: _Toc174600224]Moving a Folder and Its Contents
To move particular messages from one folder to another, the client sends a RopMoveCopyMessages ROP request ([MS-OXCROPS] section 2.2.4.6) with the WantCopy field set to zero (FALSE), as specified in section 2.2.1.6.1. The client's request includes a list of MIDs ([MS-OXCDATA] section 2.2.1.2) that specify the messages to be moved.
To move a folder from one parent folder to another, the client sends a RopMoveFolder ROP request ([MS-OXCROPS] section 2.2.4.7). All of the folder's messages and subfolders are moved with the folder.
The RopMoveCopyMessages ROP request and RopMoveFolder ROP request are processed asynchronously if the client sets the WantAsynchronous field of the request to nonzero (TRUE), as specified in sections 2.2.1.6.1 and 2.2.1.7.1. For details about asynchronous processing, see section 3.1.5.2.
[bookmark: section_95aea86f51234b2bb2d4aba17fb9b4a7][bookmark: _Toc174600225]Copying a Folder and Its Contents
To copy particular messages from one folder to another, the client sends a RopMoveCopyMessages ROP request ([MS-OXCROPS] section 2.2.4.6) with the WantCopy field set to nonzero (TRUE), as specified in section 2.2.1.6.1. The client's request includes a list of MIDs ([MS-OXCDATA] section 2.2.1.2) that specify the messages to be copied.
To copy a folder from one parent folder to another, the client sends a RopCopyFolder ROP request ([MS-OXCROPS] section 2.2.4.8). All of the messages in the source folder are duplicated in the new folder. If the WantRecursive field is set to nonzero (TRUE), as specified in section 2.2.1.8.1, the subfolders that are contained in the source folder are also duplicated in the new folder.
The RopMoveCopyMessages ROP request and RopCopyFolder ROP request are processed asynchronously if the client sets the WantAsynchronous field of the request to nonzero (TRUE), as specified in sections 2.2.1.6.1 and 2.2.1.7.1. For details about asynchronous processing, see section 3.1.5.2.
[bookmark: section_e8299e9c31c34bbd9adb134c531b81a9][bookmark: _Toc174600226]Deleting the Contents of a Folder
To delete all messages and subfolders from a folder without deleting the folder itself, the client sends either a RopEmptyFolder ROP request ([MS-OXCROPS] section 2.2.4.9) or a RopHardDeleteMessagesAndSubfolders ROP request ([MS-OXCROPS] section 2.2.4.10). The client uses the RopEmptyFolder ROP for a soft delete and the RopHardDeleteMessagesAndSubfolders ROP for a hard delete. A message that has been soft deleted can be recovered only by opening it, copying its contents to a new message, and then saving the new message. For details about opening and saving a Message object, see [MS-OXCMSG]. For details about copying a Message object from one folder to another, see section 3.1.4.7.
To remove particular messages from a folder, the client sends either a RopDeleteMessages ROP request ([MS-OXCROPS] section 2.2.4.11) or a RopHardDeleteMessages ROP request ([MS-OXCROPS] section 2.2.4.12). The client uses RopDeleteMessages for a soft delete and RopHardDeleteMessages for a hard delete.
The RopEmptyFolder ROP request, RopHardDeleteMessagesAndSubfolders ROP request, RopDeleteMessages ROP request, and RopHardDeleteMessages ROP request are processed asynchronously if the client sets the WantAsynchronous field of the request to nonzero (TRUE), as specified in sections 2.2.1.9.1, 2.2.1.10.1, 2.2.1.11.1, and 2.2.1.12.1. For details about asynchronous processing, see section 3.1.5.2.
[bookmark: section_d651788c0e1c4e329bcf4f8d85825f7a][bookmark: _Toc174600227]Getting a Hierarchy Table
To retrieve a hierarchy table that is associated with a folder, the client sends a RopGetHierarchyTable ROP request ([MS-OXCROPS] section 2.2.4.13) with the appropriate bits set in the TableFlags field, as specified in section 2.2.1.13.1. 
Subsequent operations can be executed on the Table object that is returned by the RopGetHierarchyTable ROP. When the client completes operations on the Table object, the client MUST release the object as specified in section 3.1.5.1.
[bookmark: section_375fd76705034967a3fb334616d39505][bookmark: _Toc174600228]Getting a Contents Table
To retrieve a contents table that is associated with a folder, the client sends a RopGetContentsTable ROP request ([MS-OXCROPS] section 2.2.4.14) with the appropriate bits set in the TableFlags field, as specified in section 2.2.1.14.1.
For conversation view, the client sets the ConversationMembers bit in the TableFlags field of the RopGetContentsTable request. After sending this request, the client sends a RopRestrict request ([MS-OXCROPS] section 2.2.5.3) to limit the view to the messages of a particular conversation, as specified in [MS-OXCTABL].
Subsequent operations can be executed on the Table object that is returned by RopGetContentsTable ROP. When the client completes operations on the Table object, the client MUST release the object as specified in section 3.1.5.1.
[bookmark: section_4f885f139ca94065ab27705b11670b68][bookmark: _Toc174600229]Message Processing Events and Sequencing Rules
[bookmark: section_8323c39ae39941caa2f1a0c515ef4322][bookmark: _Toc174600230]Releasing a Server Object
The client MUST send a RopRelease ROP request ([MS-OXCROPS] section 2.2.15.3.1) to release the Server object after executing all subsequent operations on the folder that was created or opened. Likewise, the client MUST send a RopRelease ROP request after executing all subsequent operations on a contents table or a hierarchy table.
If the client does not send a RopRelease ROP request, the server does not free the resources associated with the Folder object or the Table object. For details about Server object dependencies and releasing resources, see [MS-OXCROPS] sections 3.1.5.3 and 3.2.5.3.
[bookmark: section_be9c36f307c040259b75130ffd69c782][bookmark: _Toc174600231]Processing ROPs Asynchronously
Some ROPs can be processed asynchronously. During asynchronous processing, the client receives a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) instead of the ROP response buffer that corresponds to the ROP request buffer that the client sent. The RopProgress ROP response indicates that the operation is still being processed. When processing is complete, the client receives the ROP response buffer that corresponds to the original ROP request buffer.
Any of the following ROPs can be processed asynchronously if its ROP request buffer was sent with the WantAsynchronous field set to nonzero (TRUE).
RopMoveCopyMessages (section 2.2.1.6)
RopMoveFolder (section 2.2.1.7)
RopCopyFolder (section 2.2.1.8)
RopEmptyFolder (section 2.2.1.9)
RopHardDeleteMessagesAndSubfolders (section 2.2.1.10)
RopDeleteMessages (section 2.2.1.11)
RopHardDeleteMessages (section 2.2.1.12)
The client can send a RopProgress ROP request buffer either to abort an in-progress operation or to get information about the progress of an operation. For more details about the RopProgress ROP, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
[bookmark: section_bccba82ab5aa419f98cc593009540db8][bookmark: _Toc174600232]Timer Events
None.
[bookmark: section_5be80c29517a4e80ab073569a84b0259][bookmark: _Toc174600233]Other Local Events
None.
[bookmark: section_cdf1141f21844fd9b94a1bad2c81a8c5][bookmark: _Toc174600234]Server Details
[bookmark: section_de9ac4bb88f344da8a4a0ecb69c3ad96][bookmark: _Toc174600235]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model, as long as their external behavior is consistent with that specified in this document.
The abstract data model used by the server and the client are the same.
[bookmark: section_7667ee2ead464bbf861139829d6d5707][bookmark: _Toc174600236]Timers
None.
[bookmark: section_09ed283dd054492d903514b39ff818b3][bookmark: _Toc174600237]Initialization
None.
[bookmark: section_842af0a3a00c474080e954ae79397a1f][bookmark: _Toc174600238]Higher-Layer Triggered Events
Various agents on the server could issue the same higher-layer triggered events, as specified in section 3.1.4. The same considerations specified in section 3.1.4 for client implementations also apply to server implementations.
[bookmark: section_ee76eb8c744142f9b0f8254afdf44f3a][bookmark: _Toc174600239]Message Processing Events and Sequencing Rules
[bookmark: section_909649f131c347b5bdb3c293fb7cc46b][bookmark: _Toc174600240]Processing a RopOpenFolder ROP Request
When the server receives a RopOpenFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.1) from the client, the server parses the buffer. The server responds with a RopOpenFolder ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
[bookmark: Appendix_A_Target_11]The RopOpenFolder ROP succeeds only if a folder with the specified ID actually exists<11> and the client has sufficient access rights to view the folder. 
The server opens the folder according to the setting of the OpenSoftDeleted bit of the OpenModeFlags field of the ROP request buffer. The server MUST ignore any invalid bits that are set in the OpenModeFlags field.
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4. 
	Error code name
	Value
	Meaning

	ecNotFound
	0x8004010F
	The FID ([MS-OXCDATA] section 2.2.1.1) does not correspond to a folder in the database,  or the client does not have rights to the folder, or the folder is soft deleted and the client has not specified the OpenSoftDeleted bit in the OpenModeFlags field.

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object or Logon object.



[bookmark: section_44f5799a61b34b65a1fcee6d71bc60ea][bookmark: _Toc174600241]Processing a RopCreateFolder ROP Request
When the server receives a RopCreateFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.2) from the client, the server parses the buffer. The server responds with a RopCreateFolder ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
A folder name in the DisplayName field of the ROP request buffer, as specified in section 2.2.1.2.1, MUST be specified to create a folder. A folder description, specified in the Comment field of the ROP request buffer, is optional. The folder name MUST be unique within the parent folder. In other words, sibling folders cannot have the same name.
If a folder with the same name already exists, and the OpenExisting field is set to zero (FALSE), the server fails the RopCreateFolder ROP request with error code ecDuplicateName. If a folder with the same name already exists and the OpenExisting field is set to nonzero (TRUE), the server opens the existing folder, behaving as if it is processing the RopOpenFolder ROP ([MS-OXCROPS] section 2.2.4.1). If a folder with the same name does not exist, the server creates a new folder, regardless of the value of the OpenExisting field.
[bookmark: Appendix_A_Target_12]If the client does not have permissions to create the folder, the server returns either ecAccessdenied or ecNoCreateSubfolderRight.<12>
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4. 
	Error code name
	Value
	Meaning

	ecInvalidParam
	0x80070057
	The FolderType field contains an invalid value.

	ecError
	0x80004005
	The operation failed for an unspecified reason.

	ecAccessdenied
	0x80070005
	The client does not have permissions to create the folder.

	ecDuplicateName
	0x80040604
	A folder with the same name already exists, and the OpenExisting field was set to zero (FALSE).

	ecNotSupported
	0x80040102
	[bookmark: Appendix_A_Target_13]The ROP was called on an object that is not a Folder object, or the client attempted to create a search folder on a public folders message store<13>.

	ecNotFound
	0x8004010F
	The ROP was called on a Folder object that is a soft delete folder.

	ecNoCreateSubfolderRight
	0x00000502
	The client does not have access rights to create the folder.



[bookmark: section_072959b7f3344161a1ecb289fd375b58][bookmark: _Toc174600242]Processing a RopDeleteFolder ROP Request
When the server receives a RopDeleteFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.3) from the client, the server parses the buffer. The server responds with a RopDeleteFolder ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
If the DELETE_HARD_DELETE bit of the DeleteFolderFlags field of the ROP request buffer is set, as specified in section 2.2.1.3.1, the folder MUST be removed and can no longer be accessed by the client with subsequent ROPs. If the DELETE_HARD_DELETE bit is not set, the folder becomes soft deleted.
If the DEL_MESSAGES bit is not set and the folder contains Message objects, neither the folder nor any of its Message objects will be deleted. If the DEL_FOLDERS bit is not set and the folder contains subfolders, neither the folder nor any of its subfolders will be deleted. In both cases, the ReturnValue field of the ROP response, as specified in section 2.2.1.3.2, will be set to 0x00000000 and the PartialCompletion field will be set to a nonzero (TRUE) value.
[bookmark: Appendix_A_Target_14]If the client sets an invalid bit in the DeleteFolderFlags field of the ROP request buffer, the server SHOULD<14> fail the ROP with an ecInvalidParam (0x80070057) error.
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4. 
	Error code name
	Value
	Meaning

	ecAccessDenied
	0x80070005
	The client does not have permissions to delete this folder.

	ecInvalidParam
	0x80070057
	An invalid value was specified in a field.

	ecNotFound
	0x8004010F
	Folder with the specified ID does not exist, or the client has no access to view that folder.

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object, or an attempt was made to delete the Root folder.



[bookmark: section_1398d3868684461092ca212f26e94c3d][bookmark: _Toc174600243]Processing a RopSetSearchCriteria ROP Request
When the server receives a RopSetSearchCriteria ROP request buffer ([MS-OXCROPS] section 2.2.4.4) from the client, the server parses the buffer. The server responds with a RopSetSearchCriteria ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server fills the search folder according to the search criteria and search scope that are specified in the RopSetSearchCriteria ROP request. The messages that satisfy the search criteria appear as links in the search folder. When new search criteria are applied, the server modifies the search folder to include only the messages that match the new search criteria. The server can return the RopSetSearchCriteria ROP response before the search folder is fully updated.
For static search folders, the contents of the search folder are not updated after the initial population is complete. For dynamic search folders, the contents of the search folder MUST continue to be updated as messages move around the mailbox and start to match or cease to match the search criteria. A static search causes the search folder to be populated once with all messages that match the search criteria at the point in time when the search is started or restarted. The server MUST NOT update the search folder after the initial population when new messages that match the search criteria arrive in the search scope or when existing messages that fit the search criteria are deleted. To trigger an update, another RopSetSearchCriteria ROP request with the RESTART_SEARCH bit set in the SearchFlags field, as specified in section 2.2.1.4.1, is required. A dynamic search causes the search folder to be initially populated with all messages that match the search criteria at the point in time when the search is started or restarted. The server continues to update the search folder with messages that enter or exit the search criteria. A RopSetSearchCriteria ROP request with the STOP_SEARCH bit set does not have any effect on a dynamic search that has already completed its initial population and also does not change the dynamic nature of the search folder.
[bookmark: Appendix_A_Target_15]The server can use context indexing by default at the discretion of the server implementation. Whether it is used is usually based on the nature of the restriction that is used. When using context indexing in searches, the server allows the client to quickly search text in messages through the use of prebuilt indexes, while searches that are not content-indexed are based on a sequential scan of all the messages in the search scope and can be expensive. In the worst case, a search that is not content-indexed can involve the entire contents of the mailbox while holding an exclusive lock on the mailbox. A content-indexed search MAY<15> be static regardless of the value of the STATIC_SEARCH bit in the RopSetSearchCriteria ROP request.
Some differences between searches that are content-indexed and those that are not content-indexed are listed in the following table.
	Content-indexed 
	Not content-indexed

	Based on words, phrases, and sentences.
	Based on a stream of bytes.

	Ignores punctuation and spaces and is also not case sensitive.
	Finds only an exact match of all characters.

	Searches within attachment types that are supported by the installed filters.
	Does not search within attachments.

	Uses full-text index to locate records.
	Performs a serial scan of the entire folder.

	Supports only full-text searches.
	Supports the full set of restrictions, which includes nontext property types such as date and time. Does not use a full-text search.


[bookmark: Appendix_A_Target_16]When the server receives a subsequent RopSetSearchCriteria ROP request in which neither STOP_SEARCH nor RESTART_SEARCH is set or in which neither RECURSIVE_SEARCH nor SHALLOW_SEARCH is set, the server SHOULD<16> use the default values.
If the STOP_SEARCH bit is set in the SearchFlags field, the server SHOULD stop the initial population of the search folder. Due to the asynchronous nature of the call, the server can complete the operation before the RopSetSearchCriteria ROP request with STOP_SEARCH is serviced. The server can take some time to stop and might not stop at all. If the RESTART_SEARCH bit is set in the SearchFlags field, the server restarts the population of the search folder. 
[bookmark: Appendix_A_Target_17][bookmark: Appendix_A_Target_18]If the client does not specify FIDs, as specified in ([MS-OXCDATA] section 2.2.1.1), in the initial RopSetSearchCriteria ROP request, the server fails the ROP with ecNotInitialized (0x80040605). If the client does not specify FIDs in a subsequent RopSetSearchCriteria ROP request, the server uses the FIDs that were specified in the previous request. If the client sets the search scope to include the search folder itself, the server SHOULD<17> fail the ROP with ecSearchFolderScopeViolation (0x00000490). If the client sets an invalid bit in the SearchFlags field, the server SHOULD<18> fail the ROP with the error code ecInvalidParam (0x80070057).
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4. 
	Error code name
	Value
	Meaning

	ecInvalidParam
	0x80070057
	The SearchFlags field contains an invalid value.

	ecNotInitialized
	0x80040605
	No FIDs were specified for this search folder.

	ecNotSearchFolder
	0x00000461
	The object is not a search folder.

	ecSearchFolderScopeViolation
	0x00000490
	The search folder was included in its own search scope.

	ecTooComplex
	0x80040117
	The restriction is too complex. The definition of complexity is server-specific.

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object, or the request specified a recursive search on a public folder.



[bookmark: section_ca3d7f2c63e241afab7382e295190fa8][bookmark: _Toc174600244]Processing a RopGetSearchCriteria ROP Request
When the server receives a RopGetSearchCriteria ROP request buffer ([MS-OXCROPS] section 2.2.4.5) from the client, the server parses the buffer. The server responds with a RopGetSearchCriteria ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server returns the search criteria only if the IncludeRestriction field of the ROP request buffer is set to nonzero (TRUE), as specified in section 2.2.1.5.1. The server returns a list of the folders that are being searched only if the IncludeFolders field of the ROP request buffer is set to nonzero (TRUE).
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4. 
	Error code name
	Value
	Meaning

	ecNotSearchFolder
	0x00000461
	The object is not a search folder.

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object.



[bookmark: section_5cab95f400844824bb11161d2e2377b5][bookmark: _Toc174600245]Processing a RopMoveCopyMessages ROP Request
When the server receives a RopMoveCopyMessages ROP request buffer ([MS-OXCROPS] section 2.2.4.6) from the client, the server parses the buffer. The server responds with a RopMoveCopyMessages ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
If the server fails to move or copy any message, it sets the PartialCompletion field of the RopMoveCopyMessages ROP response buffer to nonzero (TRUE), as specified in section 2.2.1.6.2.
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopMoveCopyMessages ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopMoveCopyMessages ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
The following specific error code applies to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	Either the source object or the destination object is not a Folder object.

	ecSearchFolder
	0x00000460
	The destination object is a search folder. 



[bookmark: section_232c5fb37402481a93737b74e8db6803][bookmark: _Toc174600246]Processing a RopMoveFolder ROP Request
When the server receives a RopMoveFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.7) from the client, the server parses the buffer. The server responds with a RopMoveFolder ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
If the server fails to move any folder, message, or subfolder, it sets the PartialCompletion field of the RopMoveFolder ROP response buffer to nonzero (TRUE), as specified in section 2.2.1.7.2.
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopMoveFolder ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopMoveFolder ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotFound
	0x8004010F
	There is no folder with the specified ID.

	ecNotSupported
	0x80040102
	Either the source object or the destination object is not a Folder object.



[bookmark: section_34217a9e60d241c1b6937514eefe7a72][bookmark: _Toc174600247]Processing a RopCopyFolder ROP Request
When the server receives a RopCopyFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.8) from the client, the server parses the buffer. The server responds with a RopCopyFolder ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
All messages contained in the source folder MUST be duplicated in the new folder. If the server fails to copy any folder, message, or subfolder, it sets the PartialCompletion field of the RopCopyFolder ROP response buffer to nonzero (TRUE), as specified in section 2.2.1.8.2. If the WantRecursive field of the RopCopyFolder ROP request buffer is set to nonzero (TRUE), as specified in section 2.2.1.8.1, the subfolders contained in the source folder are also duplicated in the new folder in a recursive manner.
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopCopyFolder ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopCopyFolder ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotFound
	0x8004010F
	There is no folder with the specified ID.

	ecNotSupported
	0x80040102
	Either the source object or the destination object is not a Folder object.



[bookmark: section_6e5efabec47a4fd48093ed236a3aa963][bookmark: _Toc174600248]Processing a RopEmptyFolder ROP Request
When the server receives a RopEmptyFolder ROP request buffer ([MS-OXCROPS] section 2.2.4.9) from the client, the server parses the buffer. The server responds with a RopEmptyFolder ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server soft deletes the folder's messages and subfolders but does not delete the folder itself. If the server fails to delete any message or subfolder, it sets the PartialCompletion field of the RopEmptyFolder ROP response buffer to nonzero (TRUE), as specified in section 2.2.1.9.2.
If the WantDeleteAssociated field of the RopEmptyFolder ROP request buffer is set to nonzero (TRUE), as specified in section 2.2.1.9.1, then the server removes all FAI messages in addition to the normal messages. The server removes all subfolders regardless of the value of the WantDeleteAssociated field.
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopEmptyFolder ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopEmptyFolder ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
[bookmark: Appendix_A_Target_19]If the client attempts to empty either the Root folder or a search folder, the server SHOULD<19> return ecNotSupported (0x80040102) in the ReturnValue field of the RopEmptyFolder ROP response buffer.
The following specific error code applies to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	This ROP was called on a folder that is not allowed to be emptied or on an object that is not a Folder object.



[bookmark: section_d5e1777e9d0e41edad41d358efd6032c][bookmark: _Toc174600249]Processing a RopHardDeleteMessagesAndSubfolders ROP Request
When the server receives a RopHardDeleteMessagesAndSubfolders ROP request buffer ([MS-OXCROPS] section 2.2.4.10) from the client, the server parses the buffer. The server responds with a RopHardDeleteMessagesAndSubfolders ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server's behavior is the same as that specified for the RopEmptyFolder ROP in section 3.2.5.9, except that messages and subfolders are hard deleted instead of soft deleted.
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopHardDeleteMessagesAndSubfolders ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopHardDeleteMessagesAndSubfolders ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
The following specific error code applies to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object.



[bookmark: section_c1a333e7cd884621aec6ff37997eb1aa][bookmark: _Toc174600250]Processing a RopDeleteMessages ROP Request
When the server receives a RopDeleteMessages ROP request buffer ([MS-OXCROPS] section 2.2.4.11) from the client, the server parses the buffer. The server responds with a RopDeleteMessages ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server soft deletes the specified messages. If the server fails to delete any messages, it sets the PartialCompletion field of the RopDeleteMessages ROP response buffer to nonzero (TRUE), as specified in section 2.2.1.11.2.
If the NotifyNonRead field of the RopDeleteMessages ROP request buffer is set to nonzero (TRUE), as specified in section 2.2.1.11.1, the server generates a non-read receipt for each message that is being deleted and has requested a read receipt. For more information about read receipts and non-read receipts, see [MS-OXOMSG].
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopDeleteMessages ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopDeleteMessages ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
The following specific error code applies to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object.



[bookmark: section_7850e44aa6f34a8693e5b373900a449b][bookmark: _Toc174600251]Processing a RopHardDeleteMessages ROP Request
When the server receives a RopHardDeleteMessages ROP request buffer ([MS-OXCROPS] section 2.2.4.12) from the client, the server parses the buffer. The server responds with a RopHardDeleteMessages ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server's behavior is the same as that specified for the RopDeleteMessages ROP in section 3.2.5.11, except that messages are hard deleted instead of soft deleted.
If the client requests asynchronous execution, the server executes this ROP asynchronously. During asynchronous processing, the server can return a RopProgress ROP response buffer ([MS-OXCROPS] section 2.2.8.13) to indicate that the operation is still processing, or it can return a RopHardDeleteMessages ROP response buffer to indicate that the operation has already completed. If the operation fails at any point during the asynchronous processing, the server returns a RopHardDeleteMessages ROP response buffer with an appropriate error code. For details about the RopProgress ROP and how it is used, see [MS-OXCPRPT] sections 2.2.23 and 3.2.5.20.
The following specific error code applies to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4. 
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object.



[bookmark: section_44b7f4510a62416895126b0ca803f470][bookmark: _Toc174600252]Processing a RopGetHierarchyTable ROP Request
When the server receives a RopGetHierarchyTable ROP request buffer ([MS-OXCROPS] section 2.2.4.13) from the client, the server parses the buffer. The server responds with a RopGetHierarchyTable ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server returns a hierarchy table on which table operations can be performed. For details about Table objects and table operations, see [MS-OXCTABL]. The Table object that is returned MUST allow access to the subfolders of the Folder object on which the RopGetHierarchyTable ROP is executed.
The particular information that the server returns in the hierarchy table is determined by the bit settings in the TableFlags field of the RopGetHierarchyTable ROP request buffer, as specified in section 2.2.1.13.1. If the DeferredErrors bit of the TableFlags field is set, the server can return, at its discretion, the ROP response buffer immediately, possibly before the ROP execution is complete. If the server has not completed execution of the ROP, the values of the ReturnValue and the RowCount fields of the ROP response buffer, as specified in section 2.2.1.13.2, might not be accurate.
[bookmark: Appendix_A_Target_20]If the client sets an invalid bit in the TableFlags field, the server SHOULD<20> fail the ROP with an error code of ecNotSupported (0x80040102).
The following specific error code applies to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object.



[bookmark: section_05b2099851f240119e159623b65655f0][bookmark: _Toc174600253]Processing a RopGetContentsTable ROP Request
When the server receives a RopGetContentsTable ROP request buffer ([MS-OXCROPS] section 2.2.4.14) from the client, the server parses the buffer. The server responds with a RopGetContentsTable ROP response buffer. For details about how the server parses buffers and processes ROPs, see [MS-OXCROPS] section 3.2.5.1. For details about how the server formats buffers for the response, see [MS-OXCROPS] section 3.2.5.2.
The server returns a contents table on which table operations can be performed. For details about Table objects and table operations, see [MS-OXCTABL]. The Table object that is returned provides information about messages that are directly under the Folder object on which this ROP is executed. In the contents table for a search folder, the PidTagParentEntryId property (section 2.2.2.2.1.7) contains the entry ID of the folder where the linked message resides.
[bookmark: Appendix_A_Target_21]The particular information that the server returns in the contents table is determined by the bit settings in the TableFlags field of the RopGetContentsTable ROP request buffer, as specified in section 2.2.1.14.1. If the ConversationMembers bit of the TableFlags field is set, the server SHOULD<21> return a contents table that shows messages pertaining to a particular conversation. If the DeferredErrors bit of the TableFlags field is set, the server can return, at its discretion, the ROP response buffer immediately, possibly before the ROP execution is complete. If the server has not completed execution of the ROP, the values of the ReturnValue and the RowCount fields of the ROP response buffer, as specified in section 2.2.1.14.2, might not be accurate.
[bookmark: Appendix_A_Target_22]If the client sets an invalid bit in the TableFlags field, the server SHOULD<22> fail the ROP with an error code of ecInvalidParam.
The following specific error codes apply to this ROP. For more details about ROP errors, see [MS-OXCDATA] section 2.4.
	Error code name
	Value
	Meaning

	ecNotSupported
	0x80040102
	The object that this ROP was called on is not a Folder object.

	ecInvalidParam
	0x80070057
	An invalid value was specified in a field.



[bookmark: section_c50d0d2fcfb74c959a3f0294a9b5c9c6][bookmark: _Toc174600254]Timer Events
None.
[bookmark: section_6a49860cef334b23afc74dab05926fb9][bookmark: _Toc174600255]Other Local Events
None.
[bookmark: section_64d890bbf3844d9eb7dc1e2a13ada979][bookmark: _Toc174600256]Protocol Examples
The following examples illustrate the byte order of ROPs in a buffer being prepared for transmission. Note that the examples in this section show only the relevant portions of the specified ROPs; this is not the final byte sequence that gets transmitted over the wire. Also note that the data format for a multibyte field appears in little-endian format, with the bytes in the field presented from least significant to most significant.
Frequently, these ROP requests are packed with other ROP requests, compressed and obfuscated, as described in [MS-OXCRPC] section 3. These examples assume that the client has already successfully logged on to the server and has obtained any Server object handles that are to be used as inputs for the ROPs.
Examples in this section use the following format for byte sequences, expressed in hexadecimal:
0080: 45 4D 53 4D 44 42 2E 44-4C 4C 00 00 00 00 00 00
The value at the far left (0080) is the byte sequence's offset from the beginning of the buffer. Following the offset is a series of up to 16 bytes, with each two-character sequence describing the value of one byte. Here, the first byte (45) in the series is located 0x80 bytes (128 bytes) from the beginning of the buffer. The seventh byte (2E) in the series is located 0x86 bytes (134 bytes) from the beginning of the buffer. The dash between the eighth byte (44) and the ninth byte (4C) has no semantic value and serves only to distinguish the eight-byte boundary for readability.
This byte sequence is followed by one or more lines that interpret it. In larger examples, the byte sequence is shown once in its entirety and then repeated in smaller chunks, with each smaller chunk interpreted separately.
When explaining InputHandleIndex values, the example text describes the Server object that is referenced by the handle index. For information about Server object handles, see [MS-OXCROPS] section 1.3.1.
[bookmark: section_49b9cc1217294f2c8531df5854fd718d][bookmark: _Toc174600257]Creating a New Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopCreateFolder operation, as described in [MS-OXCROPS] section 2.2.4.2.
[bookmark: section_a6f96e46b0c04bb3a2b6639b78e4a877][bookmark: _Toc174600258]Client Request Buffer
The client request buffer for the RopCreateFolder ROP ([MS-OXCROPS] section 2.2.4.2) example consists of a 26-byte sequence, formatted as follows.
0000: 1C 00 00 01 01 01 00 00-46 00 6F 00 6C 00 64 00
0010: 65 00 72 00 31 00 00 00-00 00
The first four bytes refer to the RopId and LogonId fields, as described in [MS-OXCROPS] section 2.2.4.2.1, and the InputHandleIndex and OutputHandleIndex fields of the RopCreateFolder ROP format, as described in section 2.2.1.2.1.

0000: 1C 00 00 01
RopId: 0x1C (RopCreateFolder ROP)
LogonId: 0x00
InputHandleIndex: 0x00. The location where the handle for the input folder is stored.
OutputHandleIndex: 0x01. The location where the handle for the newly created folder is stored.
The next four bytes contain the FolderType, UseUnicodeStrings, OpenExisting, and Reserved fields of the RopCreateFolder format, as specified in section 2.2.1.2.1. These fields affect how the operation is carried out.

0004: 01 01 00 00
FolderType: 0x01 (generic). The folder is a generic folder.
UseUnicodeStrings: 0x01 (TRUE). The folder name is in Unicode format.
OpenExisting: 0x00 (FALSE). The operation will fail if the folder already exists.
Reserved: 0x00 (FALSE). 
The next 16 bytes contain the DisplayName field, as described in section 2.2.1.2.1. This field is formatted as Unicode text, as indicated by the value sent in the UseUnicodeStrings field.

0008: 46 00 6F 00 6C 00 64 00-65 00 72 00 31 00 00 00
DisplayName: "Folder1"
The Comment field, as specified in section 2.2.1.2.1, is sent next and, in this example, is a null-terminated string that consists of zero (0) characters and follows the same text format (Unicode) as the DisplayName field.

0018: 00 00
Comment: ""
[bookmark: section_b629a302cfc3409bbdc268d2ec49ccb6][bookmark: _Toc174600259]Server Responds to Client Request
The server response buffer for the successful RopCreateFolder operation ([MS-OXCROPS] section 2.2.4.2) consists of a 15-byte sequence, formatted as follows.
0000: 1C 01 00 00 00 00 01 00-00 00 0E 91 52 12 00
The first six bytes contain the RopId and OutputHandleIndex fields, as specified in [MS-OXCROPS] section 2.2.4.2.2, and the ReturnValue field, as specified in section 2.2.1.2.2.

0000: 1C 01 00 00 00 00
RopId: 0x1C (RopCreateFolder ROP)
OutputHandleIndex: 0x01. This index is the same as that in the OutputHandleIndex field specified in the request in section 4.1.1.
ReturnValue: 0x00000000. The folder has successfully been created.
The next eight bytes provide the FolderId field, as described in section 2.2.1.2.2, for the newly created folder.

0006: 01 00 00 00 0E 91 52 12
FolderId: 0001-00000E915212
The next byte contains the IsExistingFolder field, as described in section 2.2.1.2.2.

000F: 00
IsExistingFolder: 0x00 (FALSE). A new folder was created.
Because the value of the IsExistingFolder field is FALSE, this is the last byte of this ROP response buffer.
[bookmark: section_e20f04b862534e02bef4b8bfb0dc60a7][bookmark: _Toc174600260]Deleting an Existing Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopDeleteFolder operation, as described in [MS-OXCROPS] section 2.2.4.3.
[bookmark: section_08c39768a15f483596333bdaf9e928b4][bookmark: _Toc174600261]Client Request Buffer
The client request buffer for the RopDeleteFolder ROP ([MS-OXCROPS] section 2.2.4.3) example consists of a 12-byte sequence, formatted as follows.
0000: 1D 00 01 05 01 00 00 00-0E 8E DF 36
RopId: 0x1D (RopDeleteFolder ROP)
LogonID: 0x00
InputHandleIndex: 0x01. The location where the handle for the folder is stored.
DeleteFolderFlags: 0x05 (DEL_MESSAGES | DEL_FOLDERS). The specified folder and all messages and subfolders within the folder have to be deleted.
FolderId: 0001-00000E8EDF36. This field uniquely identifies the folder to be deleted.
[bookmark: section_e905a3afc46541a984068c6f6f4635ee][bookmark: _Toc174600262]Server Responds to Client Request
The server response buffer for the successful RopDeleteFolder operation ([MS-OXCROPS] section 2.2.4.3) consists of a 7-byte sequence, formatted as follows.
0000: 1D 01 00 00 00 00 00
RopId: 0x1D (RopDeleteFolder ROP)
InputHandleIndex: 0x01. This index is the same as that in the InputHandleIndex field in the request in section 4.2.1.
ReturnValue: 0x00000000. The folder has been deleted.
PartialCompletion: 0x00 (FALSE). The operation was completed and all messages and folders specified in the ROP request were deleted.
[bookmark: section_51c3fb41f6024a36a6479027f495564e][bookmark: _Toc174600263]Deleting Messages Within a Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopDeleteMessages operation, as described in [MS-OXCROPS] section 2.2.4.11. In this example, a folder contains two messages for which the message ID values are passed in the ROP.
[bookmark: section_eaed87818c7e4311a9c60d0488f458ab][bookmark: _Toc174600264]Client Request Buffer
The client request buffer for the RopDeleteMessages ROP ([MS-OXCROPS] section 2.2.4.11) example consists of a 23-byte sequence, formatted as follows.
0000: 1E 00 00 00 01 02 00 01-00 00 00 0E 8E F1 48 01
0010: 00 00 00 0E 8E C3 02
The first five bytes refer to the RopId and LogonID fields, as specified in [MS-OXCROPS] section 2.2.4.11.1, and the InputHandleIndex, WantAsynchronous, and NotifyNonRead fields of the RopDeleteMessages ROP format, as specified in section 2.2.1.11.1.

0000: 1E 00 00 00 01
RopId: 0x1E (RopDeleteMessages ROP)
LogonID: 0x00
InputHandleIndex: 0x00. The location where the handle for the messages' parent folder is stored.
WantAsynchronous: 0x00 (FALSE). The ROP is executed synchronously.
NotifyNonRead: 0x01 (TRUE). The client wants a notification if a message was deleted before it was read.
The remaining bytes in the buffer consist of the list of messages to delete.

0005: 02 00 01 00 00 00 0E 8E-F1 48 01 00 00 00 0E 8E
0015: C3 02
MessageIdCount: 0x0002. This value indicates how many messages are listed for deletion in the MessageIds field.
MessageIds:
0001-00000Ee8EF148. MID ([MS-OXCDATA] section 2.2.1.2) of a message to be deleted.
0001-00000E8EC302. MID of a message to be deleted.
[bookmark: section_f8db0260dea54483b3dc26e51b2ca715][bookmark: _Toc174600265]Server Responds to Client Request
The server response buffer for the successful RopDeleteMessages operation ([MS-OXCROPS] section 2.2.4.11.2) consists of a 7-byte sequence, formatted as follows.
0000: 1E 00 00 00 00 00 00
RopId: 0x1E (RopDeleteMessages ROP)
InputHandleIndex: 0x00. This index is the same as that in the InputHandleIndex field specified in the request buffer, as described in section 4.3.1.
ReturnValue: 0x00000000. The items were successfully deleted.
PartialCompletion: 0x00 (FALSE). The operation was completed and all messages that were specified in the ROP request were deleted.
[bookmark: section_41f650fae8314ea6964f097a5fd30abb][bookmark: _Toc174600266]Moving Messages from One Folder to Another
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopMoveCopyMessages operation, as specified in section 2.2.1.6. In this example, a message, specified by its MID ([MS-OXCDATA] section 2.2.1.2), is moved from one folder to another, specified by folder handles.
[bookmark: section_6c6c74b3e7d84a508feb9aafea15454a][bookmark: _Toc174600267]Client Request Buffer
The client request buffer for the RopMoveCopyMessages ROP ([MS-OXCROPS] section 2.2.4.6) example consists of a 16-byte sequence, formatted as follows.
0000: 33 00 00 01 01 00 01 00-00 00 0E 8E EC 5D 00 00
The first four bytes refer to the RopId and LogonID fields, as described in [MS-OXCROPS] section 2.2.4.6.1, and the SourceHandleIndex and DestHandleIndex fields of the RopMoveCopyMessages ROP format, as described in section 2.2.1.6.1.

0000: 33 00 00 01
RopId: 0x33 (RopMoveCopyMessages ROP)
LogonID: 0x00
SourceHandleIndex: 0x00. The location where the handle for the messages' parent folder is stored.
DestHandleIndex: 0x01. The location where the handle for the destination folder is stored.
The following 10 bytes consist of the list of messages to move.

0004: 01 00 01 00 00 00 0E 8E-EC 5D
MessageIdCount: 0x0001. This value indicates how many messages are listed for moving in the MessageIds field.
MessageIds: 0001-00000E8EEC5D. MID ([MS-OXCDATA] section 2.2.1.2) of the message to be moved.
The final two bytes in the buffer contain the WantAsynchronous and WantCopy fields, as described in section 2.2.1.6.1.

000E: 00 00
WantAsynchronous: 0x00 (FALSE). The ROP is executed synchronously.
WantCopy: 0x00 (FALSE). The operation is a move rather than a copy.
[bookmark: section_c7fc15f8aa854faaa29438eccc9ef8b4][bookmark: _Toc174600268]Server Responds to Client Request
The server response buffer for the successful RopMoveCopyMessages operation ([MS-OXCROPS] section 2.2.4.6) consists of a 7-byte sequence formatted as follows.
0000: 33 00 00 00 00 00 00
RopId: 0x33 (RopMoveCopyMessages ROP)
SourceHandleIndex: 0x00. This index is the same as that in the SourceHandleIndex field that is specified in the ROP request buffer in section 4.4.1.
ReturnValue: 0x00000000. The items were moved.
PartialCompletion: 0x00 (FALSE). The operation was completed and all messages specified in the ROP request were moved.
[bookmark: section_57a51b9ea34a4ffa8224d9832ccd2c83][bookmark: _Toc174600269]Moving a Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopMoveFolder operation, as specified in [MS-OXCROPS] section 2.2.4.7. In this example, a folder, specified by its FID ([MS-OXCDATA] section 2.2.1.1), is moved to a new location in the folder hierarchy.
[bookmark: section_f612cd32561a453688840be45db963ca][bookmark: _Toc174600270]Client Request Buffer
The client request buffer for the RopMoveFolder ROP ([MS-OXCROPS] section 2.2.4.7) example consists of a 30-byte sequence formatted as follows.
0000: 35 00 01 02 01 01 01 00-00 00 0E 8E DF 36 46 00
0010: 6F 00 6C 00 64 00 65 00-72 00 31 00 00 00
The first six bytes of the request buffer map to the RopId and LogonID fields, as described in [MS-OXCROPS] section 2.2.4.7.1, and the SourceHandleIndex, DestHandleIndex, WantAsynchronous, and UseUnicode fields of the RopMoveFolder ROP format, as described in section 2.2.1.7.1.

0000: 35 00 01 02 01 01
RopId: 0x35 (RopMoveFolder ROP)
LogonID: 0x00
SourceHandleIndex: 0x01. The location where the handle for the parent folder of the folder to move is stored.
DestHandleIndex: 0x02. The location where the handle for the destination folder is located.
WantAsynchronous: 0x01 (TRUE). The ROP is executed asynchronously.
UseUnicode: 0x01 (TRUE). The value of the NewFolderName field is in Unicode format.
The next eight bytes are the FolderId field, as described in section 2.2.1.7.1.

0006: 01 00 00 00 0E 8E DF 36
FolderId: 0001-00000E8EDF36
The remaining 16 bytes of the request buffer specify the new name of the folder.

000E: 46 00 6F 00 6C 00 64 00-65 00 72 00 31 00 00 00
NewFolderName: "Folder1"
[bookmark: section_a30ae5147aa04311976938a8848e3705][bookmark: _Toc174600271]Server Responds to Client Request
The server response buffer for the successful RopMoveFolder operation (([MS-OXCROPS] section 2.2.4.7) consists of a 7-byte sequence, formatted as follows.
0000: 35 01 00 00 00 00 00
RopId: 0x35 (RopMoveFolder ROP)
SourceHandleIndex: 0x01. This index is the same as that in the SourceHandleIndex field specified in the request buffer in section 4.5.1.
ReturnValue: 0x00000000. The folder was successfully moved.
PartialCompletion: 0x00 (FALSE). The operation was fully completed.
[bookmark: section_47466872c3f84caab33cdaaa27ca4d8c][bookmark: _Toc174600272]Copying a Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopCopyFolder operation, as described in [MS-OXCROPS] section 2.2.4.8. In this example, a folder, specified by its FID ([MS-OXCDATA] section 2.2.1.1), is then copied to a new location in the folder hierarchy.
[bookmark: section_7bdb4004e1d947f48d31a788f459510a][bookmark: _Toc174600273]Client Request Buffer
The client request buffer for the RopCopyFolder ROP [MS-OXCROPS] section 2.2.4.8) example consists of a 31-byte sequence, formatted as follows.
0000: 36 00 00 01 01 01 01 01-00 00 00 0E 8E DF 36 46
0010: 00 6F 00 6C 00 64 00 65-00 72 00 31 00 00 00
The first seven bytes of the request buffer map to the RopId and LogonID fields, as described in [MS-OXCROPS] section 2.2.4.8.1, and the SourceHandleIndex, DestHandleIndex, WantAsynchronous, WantRecursive, and UseUnicode fields of the RopCopyFolder ROP format, as described in section 2.2.1.8.1.

0000: 36 00 00 01 01 01 01
RopId: 0x36 (RopCopyFolder ROP)
LogonID: 0x00
SourceHandleIndex: 0x00. The location of where the handle for the parent folder of the folder to copy is stored.
DestHandleIndex: 0x01. The location where the handle for the destination folder is stored.
WantAsynchronous: 0x01 (TRUE). The ROP is executed asynchronously.
WantRecursive: 0x01 (TRUE). The operation recursively copies all subfolders, messages, and properties.
UseUnicode: 0x01 (TRUE). The value of the NewFolderName field is in Unicode format.
The next eight bytes are the FolderId field, as described in section 2.2.1.8.1.

0006: 01 00 00 00 0E 8E DF 36
FolderId: 0001-00000E8EDF36
The remaining 16 bytes of the request buffer specify the new name of the folder.

000E: 46 00 6F 00 6C 00 64 00-65 00 72 00 31 00 00 00
NewFolderName: "Folder1"
[bookmark: section_0390741722914bb981e5f740ab11953a][bookmark: _Toc174600274]Server Responds to Client Request
The server response buffer for the successful RopCopyFolder operation ([MS-OXCROPS] section 2.2.4.8) consists of a 7-byte sequence, formatted as follows.
0000: 36 00 00 00 00 00 00
RopId: 0x36 (RopCopyFolder ROP)
SourceHandleIndex: 0x00. This index is the same as that in the SourceHandleIndex field specified in the request buffer in section 4.6.1.
ReturnValue: 0x00000000. The folder was moved.
PartialCompletion: 0x00 (FALSE). The operation was completed.
[bookmark: section_89747dc3d3a34acf95c9255dad9fae8f][bookmark: _Toc174600275]Getting the List of Subfolders Within a Message Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopGetHierarchyTable operation, as described in [MS-OXCROPS] section 2.2.4.13. For information about tables, see [MS-OXCTABL].
[bookmark: section_8225e85bb1a247c9ba1bb5faf46eb720][bookmark: _Toc174600276]Client Request Buffer
The client request buffer for the RopGetHierarchyTable ([MS-OXCROPS] section 2.2.4.13) example consists of a 5-byte sequence, formatted as follows.
0000: 04 00 01 02 00
RopId: 0x04 (RopGetHierarchyTable ROP)
LogonID: 0x00
InputHandleIndex: 0x01. The location where the handle for the folder to retrieve the hierarchy table is stored.
OutputHandleIndex: 0x02. The location where the handle for the hierarchy table will be stored.
TableFlags: 0x00. 
[bookmark: section_4e91fd1a55a7403d908cf2e4de738e87][bookmark: _Toc174600277]Server Responds to Client Request
The server response buffer for the successful RopGetHierarchyTable operation ([MS-OXCROPS] section 2.2.4.13) consists of a 10-byte sequence, formatted as follows.
0000: 04 02 00 00 00 00 15 00-00 00
RopId: 0x04 (RopGetHierarchyTable ROP)
OutputHandleIndex: 0x02. This index is the same as that in the OutputHandleIndex field specified in the request buffer in section 4.7.1.
Return Value: 0x00000000. The hierarchy table was retrieved.
RowCount: 0x00000015. The table contains 21 rows.
[bookmark: section_9bc7fed330dc490393dbc033721a94df][bookmark: _Toc174600278]Setting the Search Criteria for a Search Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopSetSearchCriteria operation, as described in [MS-OXCROPS] section 2.2.4.4. The search folder is referred to by the InputHandleIndex field, and the search criteria filter specifies restrictions that limit the items in the search folder—in this case, mail items for which the PidTagImportance property ([MS-OXCMSG] section 2.2.1.11) is set to 0x00000002 (High). For more details about the structure of a restriction, see [MS-OXCDATA] section 2.12.
[bookmark: section_0994c20c610c4b93b6a18f5a6f1cfd41][bookmark: _Toc174600279]Client Request Buffer
The client request buffer for the RopSetSearchCriteria ROP ([MS-OXCROPS] section 2.2.4.4) example consists of a 316-byte sequence, formatted as follows.
0000: 30 00 01 29 01 00 02 00-00 07 00 02 03 02 00 01
0010: 00 1F 00 1A 00 1F 00 1A-00 49 00 50 00 4D 00 2E
0020: 00 41 00 70 00 70 00 6F-00 69 00 6E 00 74 00 6D
0030: 00 65 00 6E 00 74 00 00-00 02 03 02 00 01 00 1F
0040: 00 1A 00 1F 00 1A 00 49-00 50 00 4D 00 2E 00 43
0050: 00 6F 00 6E 00 74 00 61-00 63 00 74 00 00 00 02
0060: 03 02 00 01 00 1F 00 1A-00 1F 00 1A 00 49 00 50
0070: 00 4D 00 2E 00 44 00 69-00 73 00 74 00 4C 00 69
0080: 00 73 00 74 00 00 00 02-03 02 00 01 00 1F 00 1A
0090: 00 1F 00 1A 00 49 00 50-00 4D 00 2E 00 41 00 63
00A0: 00 74 00 69 00 76 00 69-00 74 00 79 00 00 00 02
00B0: 03 02 00 01 00 1F 00 1A-00 1F 00 1A 00 49 00 50
00C0: 00 4D 00 2E 00 53 00 74-00 69 00 63 00 6B 00 79
00D0: 00 4E 00 6F 00 74 00 65-00 00 00 02 03 00 00 01
00E0: 00 1F 00 1A 00 1F 00 1A-00 49 00 50 00 4D 00 2E
00F0: 00 54 00 61 00 73 00 6B-00 00 00 02 03 02 00 01
0100: 00 1F 00 1A 00 1F 00 1A-00 49 00 50 00 4D 00 2E
0110: 00 54 00 61 00 73 00 6B-00 2E 00 00 00 00 01 00
0120: 04 04 03 00 17 00 03 00-17 00 02 00 00 00 01 00
0130: 01 00 00 00 00 00 14 88-2A 00 02 00
The first three bytes of the request buffer map to the RopId and LogonID fields, as described in [MS-OXCROPS] section 2.2.4.4.1, and the InputHandleIndex field, as specified in section 2.2.1.4.1, of the RopSetSearchCriteria ROP format.

0000: 30 00 01
RopId: 0x30 (RopSetSearchCriteria ROP)
LogonID: 0x00
InputHandleIndex: 0x01. The location where the handle for the search folder to configure is stored.
The next 299 bytes comprise the restriction that defines the search criteria for the search folder, broken down in further detail as follows.

0003: 29 01 00 02 00 00 07 00-02 03 02 00 01 00 1F 00
0013: 1A 00 1F 00 1A 00 49 00-50 00 4D 00 2E 00 41 00
0023: 70 00 70 00 6F 00 69 00-6E 00 74 00 6D 00 65 00
0033: 6E 00 74 00 00 00 02 03-02 00 01 00 1F 00 1A 00
0043: 1F 00 1A 00 49 00 50 00-4D 00 2E 00 43 00 6F 00
0053: 6E 00 74 00 61 00 63 00-74 00 00 00 02 03 02 00
0063: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
0073: 2E 00 44 00 69 00 73 00-74 00 4C 00 69 00 73 00
0083: 74 00 00 00 02 03 02 00-01 00 1F 00 1A 00 1F 00
0093: 1A 00 49 00 50 00 4D 00-2E 00 41 00 63 00 74 00
00A3: 69 00 76 00 69 00 74 00-79 00 00 00 02 03 02 00
00B3: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
00C3: 2E 00 53 00 74 00 69 00-63 00 6B 00 79 00 4E 00
00D3: 6F 00 74 00 65 00 00 00-02 03 00 00 01 00 1F 00
00E3: 1A 00 1F 00 1A 00 49 00-50 00 4D 00 2E 00 54 00
00F3: 61 00 73 00 6B 00 00 00-02 03 02 00 01 00 1F 00
0103: 1A 00 1F 00 1A 00 49 00-50 00 4D 00 2E 00 54 00
0113: 61 00 73 00 6B 00 2E 00-00 00 00 01 00 04 04 03
0123: 00 17 00 03 00 17 00 02-00 00 00
RestrictionDataSize: 0x0129. The size of the restriction block is 297 bytes.
RestrictionData: Bytes 0005-012A, which translate into the following restriction:
RestrictType: 0x00 (RES_AND) 
RestrictCount: 0x0002
RestrictType: 0x00 (RES_AND)
RestrictCount: 0x0007
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property ([MS-OXCMSG] section 2.2.1.3))
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Appointment"
RestrictType: 0x02 RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F" (PidTagMessageClass property)
PropTag2: "0x001A001F " (PidTagMessageClass property)
PropRule: "IPM.Contact"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.DistList"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule:  "IPM.Activity"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.StickyNote"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010000 (FL_FULLSTRING | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Task"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Task. "
RestrictType: 0x00 (RES_AND)
RestrictCount: 0x0001
RestrictType: 0x04 (RES_PROPERTY)
RelOp: 0x04 (RELOP_EQ)
PropTag1: 0x00170003 (PidTagImportance property ([MS-OXCMSG] section 2.2.1.11))
PropTag2: 0x00170003 (PidTagImportance property)
PropValue: 0x00000002
A shorthand description of the restriction is as follows:
(PidTagMessageClass is not equal to "IPM.Appointment" AND
PidTagMessageClass is not equal to "IPM.Contact" AND
PidTagMessageClass is not equal to "IPM.DistList" AND
PidTagMessageClass is not equal to "IPM.Activity" AND
PidTagMessageClass is not equal to "IPM.StickyNote" AND
PidTagMessageClass is not equal to "IPM.Task" AND
PidTagMessageClass is not equal to "IPM.Task.")
AND (PidTagImportance is equal to 0x00000002)
The next 10 bytes consist of the FolderIdCount and FolderIds fields, as described in section 2.2.1.4.1.

012E: 01 00 01 00 00 00 00 00-14 88
FolderIdCount: 0x0001. The number of folders within the scope of the search folder.
FolderIds: 0001-000000001488. Identifies the folder to be searched.
The remaining four bytes represent the SearchFlags field, as described in section 2.2.1.4.1.

0138: 2A 00 02 00
SearchFlags: 0x0002002A (RESTART_SEARCH | SHALLOW_SEARCH | BACKGROUND_SEARCH | NON_CONTENT_INDEXED_SEARCH)
[bookmark: section_212a60319c8a42209c9907eb33d0c742][bookmark: _Toc174600280]Server Responds to Client Request
The server response buffer for the RopSetSearchCriteria ROP ([MS-OXCROPS] section 2.2.4.4) operation consists of a 6-byte sequence, formatted as follows.
0000: 30 01 00 00 00 00
RopId: 0x30 (RopSetSearchCriteria ROP)
InputHandleIndex: 0x01. This index is the same as that in the InputHandleIndex specified in the request buffer in section 4.8.1.
ReturnValue: 0x00000000. The search criteria were set on the folder.
[bookmark: section_5aaa3e947db84cedaa31b81868022447][bookmark: _Toc174600281]Getting the Search Criteria for a Search Folder
The following example describes the content of the ROP request buffer and ROP response buffer for a successful RopGetSearchCriteria operation, as specified in [MS-OXCROPS] section 2.2.4.5. The search folder is referred to by the InputHandleIndex field, and the search criteria filter that is returned specifies restrictions that limit the items in the search folder—in this case, mail items for which the PidTagImportance property ([MS-OXCMSG] section 2.2.1.11) is set to 0x00000002 (High). For information about the structure of a restriction, see [MS-OXCDATA] section 2.12.
[bookmark: section_7a3a502faffc423293520819823b9f07][bookmark: _Toc174600282]Client Request Buffer
The client request buffer for the RopGetSearchCriteria ([MS-OXCROPS] section 2.2.4.5) example consists of a sequence of 6-byte sequence, formatted as follows.
0000: 31 00 00 01 01 00
RopId: 0x31 (RopGetSearchCriteria ROP)
LogonID: 0x00
InputHandleIndex: 0x00. The location where the handle for the search folder to query for search criteria is stored.
UseUnicode: 0x01 (TRUE). The restriction data in the response is expected to be in Unicode strings.
IncludeRestriction: 0x01 (TRUE). The server response is expected to include the restriction data for the search folder.
IncludeFolders: 0x00 (FALSE). The server response is not expected to include the set of folders within the search scope.
[bookmark: section_30e090e8b11547b999a1337f683bcee0][bookmark: _Toc174600283]Server Responds to Client Request
The server response buffer for the successful RopGetSearchCriteria operation ([MS-OXCROPS] section 2.2.4.5) consists of a 312-byte sequence, formatted as follows.
0000: 31 00 00 00 00 00 29 01-00 02 00 00 07 00 02 03
0010: 02 00 01 00 1F 00 1A 00-1F 00 1A 00 49 00 50 00
0020: 4D 00 2E 00 41 00 70 00-70 00 6F 00 69 00 6E 00
0030: 74 00 6D 00 65 00 6E 00-74 00 00 00 02 03 02 00
0040: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
0050: 2E 00 43 00 6F 00 6E 00-74 00 61 00 63 00 74 00
0060: 00 00 02 03 02 00 01 00-1F 00 1A 00 1F 00 1A 00
0070: 49 00 50 00 4D 00 2E 00-44 00 69 00 73 00 74 00
0080: 4C 00 69 00 73 00 74 00-00 00 02 03 02 00 01 00
0090: 1F 00 1A 00 1F 00 1A 00-49 00 50 00 4D 00 2E 00
00A0: 41 00 63 00 74 00 69 00-76 00 69 00 74 00 79 00
00B0: 00 00 02 03 02 00 01 00-1F 00 1A 00 1F 00 1A 00
00C0: 49 00 50 00 4D 00 2E 00-53 00 74 00 69 00 63 00
00D0: 6B 00 79 00 4E 00 6F 00-74 00 65 00 00 00 02 03
00E0: 00 00 01 00 1F 00 1A 00-1F 00 1A 00 49 00 50 00
00F0: 4D 00 2E 00 54 00 61 00-73 00 6B 00 00 00 02 03
0100: 02 00 01 00 1F 00 1A 00-1F 00 1A 00 49 00 50 00
0110: 4D 00 2E 00 54 00 61 00-73 00 6B 00 2E 00 00 00
0120: 00 01 00 04 04 03 00 17-00 03 00 17 00 02 00 00
0130: 00 00 00 00 01 00 00 00
The first six bytes contain the RopId and InputHandleIndex fields, as described in [MS-OXCROPS] section 2.2.4.5.2, and the ReturnValue field as described in section 2.2.1.5.2:

0000: 31 00 00 00 00 00
RopId: 0x31 (RopGetSearchCriteria ROP)
InputHandleIndex: 0x00. This index is the same as that in the InputHandleIndex field specified in the request buffer in section 4.9.1.
ReturnValue: 0x00000000. The search criteria for the search folder were retrieved.
The next 299 bytes comprise the restrictions that define the search criteria for the search folder, broken down in further detail as follows.

0006: 29 01 00 02 00 00 07 00-02 03 02 00 01 00 1F 00
0016: 1A 00 1F 00 1A 00 49 00-50 00 4D 00 2E 00 41 00
0026: 70 00 70 00 6F 00 69 00-6E 00 74 00 6D 00 65 00
0036: 6E 00 74 00 00 00 02 03-02 00 01 00 1F 00 1A 00
0046: 1F 00 1A 00 49 00 50 00-4D 00 2E 00 43 00 6F 00
0056: 6E 00 74 00 61 00 63 00-74 00 00 00 02 03 02 00
0066: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
0076: 2E 00 44 00 69 00 73 00-74 00 4C 00 69 00 73 00
0086: 74 00 00 00 02 03 02 00-01 00 1F 00 1A 00 1F 00
0096: 1A 00 49 00 50 00 4D 00-2E 00 41 00 63 00 74 00
00A6: 69 00 76 00 69 00 74 00-79 00 00 00 02 03 02 00
00B6: 01 00 1F 00 1A 00 1F 00-1A 00 49 00 50 00 4D 00
00C6: 2E 00 53 00 74 00 69 00-63 00 6B 00 79 00 4E 00
00D6: 6F 00 74 00 65 00 00 00-02 03 00 00 01 00 1F 00
00E6: 1A 00 1F 00 1A 00 49 00-50 00 4D 00 2E 00 54 00
00F6: 61 00 73 00 6B 00 00 00-02 03 02 00 01 00 1F 00
0106: 1A 00 1F 00 1A 00 49 00-50 00 4D 00 2E 00 54 00
0116: 61 00 73 00 6B 00 2E 00-00 00 00 01 00 04 04 03
0126: 00 17 00 03 00 17 00 02-00 00 00
RestrictionDataSize: 0x0129. The size of the restriction block, which is 297 bytes.
RestrictionData: Bytes 0008-0130, which translate into the following restriction:
RestrictType: 0x00 (RES_AND) 
RestrictCount: 0x0002
RestrictType: 0x00 (RES_AND)
RestrictCount: 0x0007
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property ([MS-OXCMSG] section 2.2.1.3))
PropTag2: 0x001A001F  (PidTagMessageClass property)
PropRule: "IPM.Appointment"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Contact"
RestrictType: 0x02 (RES_NOT) 
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.DistList"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Activity"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.StickyNote"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010000 (FL_FULLSTRING | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Task"
RestrictType: 0x02 (RES_NOT)
RestrictType: 0x03 (RES_CONTENT)
FuzzyLevel: 0x00010002 (FL_PREFIX | FL_IGNORECASE)
PropTag1: 0x001A001F (PidTagMessageClass property)
PropTag2: 0x001A001F (PidTagMessageClass property)
PropRule: "IPM.Task."
RestrictType: 0x00 (RES_AND)
RestrictCount: 0x0001
RestrictType: 0x04"(RES_PROPERTY)
RelOp: 0x04 (RELOP_EQ)
PropTag1: 0x00170003 (PidTagImportance property ([MS-OXCMSG] section 2.2.1.11))
PropTag2: 0x00170003 (PidTagImportance property)
PropValue: 0x00000002
A shorthand pseudocode description of the restriction is as follows:
(PidTagMessageClass is not equal to "IPM.Appointment" AND
PidTagMessageClass is not equal to "IPM.Contact" AND
PidTagMessageClass is not equal to "IPM.DistList" AND
PidTagMessageClass is not equal to "IPM.Activity" AND
PidTagMessageClass is not equal to "IPM.StickyNote" AND
PidTagMessageClass is not equal to "IPM.Task" AND
PidTagMessageClass is not equal to "IPM.Task. ")
The final seven bytes of the server response buffer contain the LogonID field, as described in [MS-OXCROPS] section 2.2.4.5.3, and the FolderIdCount and SearchFlags fields, as described in section 2.2.1.5.2.

0131: 00 00 00 01 00 00 00

LogonID: 0x00. This is the same value as the LogonID field specified in the request buffer in section 4.9.1.
FolderIdCount: 0x0000.
SearchFlags: 0x00000001 (SEARCH_RUNNING).
[bookmark: section_c96c592672c34c91894a3741243b7aa4][bookmark: _Toc174600284]Security
[bookmark: section_cd0ed90e942d4422b036c95ac9dd44d4][bookmark: _Toc174600285]Security Considerations for Implementers
There are no special security considerations specific to this specification. General security considerations that pertain to the underlying ROP-based transport apply.
[bookmark: section_d307537f91b04d768912f8189e14d488][bookmark: _Toc174600286]Index of Security Parameters
None.
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Exchange Server 2003
· Microsoft Exchange Server 2007
· Microsoft Exchange Server 2010
· Microsoft Exchange Server 2013
· Microsoft Exchange Server 2016
· Microsoft Exchange Server 2019 
· Microsoft Office Outlook 2003
· Microsoft Office Outlook 2007
· Microsoft Outlook 2010
· Microsoft Outlook 2013
· Microsoft Outlook 2016
· Microsoft Outlook 2019 
· Microsoft Outlook 2021
· Microsoft Outlook LTSC 2024 
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.1.1.1: Exchange 2013, Exchange 2016, and Exchange 2019 ignore the OpenSoftDeleted bit and open an existing folder. Exchange 2013, Exchange 2016, and Exchange 2019 do not provide access to soft-deleted folders.
<2> Section 2.2.1.1.2: Exchange 2003, Exchange 2007, Exchange 2016, and Exchange 2019 return zero (FALSE) in the HasRules field, even when there are rules on the Inbox folder.
<3> Section 2.2.1.2.2: Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 return zero (FALSE) in the IsExistingFolder field regardless of the existence of the named public folder.
<4> Section 2.2.1.8: Exchange 2013, Exchange 2016, and Exchange 2019 do not support the RopCopyFolder ROP ([MS-OXCROPS] section 2.2.4.8) for public folders.
<5> Section 2.2.1.8.2:  Exchange 2010, Exchange 2013, Exchange 2016, and Exchange 2019 return a zero value for PartialCompletion if the ROP fails for a subset of targets.
<6> Section 2.2.1.9: Exchange 2013, Exchange 2016, and Exchange 2019 do not support the RopEmptyFolder ROP ([MS-OXCROPS] section 2.2.4.9) for public folders.
<7> Section 2.2.1.10: Exchange 2013, Exchange 2016, and Exchange 2019 do not support the RopHardDeleteMessagesAndSubfolders ROP ([MS-OXCROPS] section 2.2.4.10) for public folders.
<8> Section 2.2.1.14.1:  Exchange 2003 and Exchange 2007 do not support the ConversationMembers bit.
<9> Section 2.2.2.2.1.4:  Exchange 2013 and later do not support the PidTagAddressBookEntryId property.
<10> Section 2.2.2.2.2.9: Outlook 2010 and later do not use the PidTagAccessControlListData property ([MS-OXCPERM] section 2.2.3).
<11> Section 3.2.5.1:  If the specified folder has been hard deleted, Exchange 2007 does not fail the RopOpenFolder ROP ([MS-OXCROPS] section 2.2.4.1), but no folder is opened.
<12> Section 3.2.5.2: Exchange 2007, Exchange 2013 and later return ecAccessdenied. Exchange 2010 returns ecNoCreateSubfolderRight.
<13> Section 3.2.5.2:  Exchange 2010 returns ecError if the client attempted to create a search folder on a public folders message store.
<14> Section 3.2.5.3:  Exchange 2010 and later ignore invalid bits instead of failing the ROP.
<15> Section 3.2.5.4:  A content-indexed search is static on the initial release version of Exchange 2010 and Exchange 2007 regardless of the value of the STATIC_SEARCH bit in the RopSetSearchCriteria request.
<16> Section 3.2.5.4:  Exchange 2003, Exchange 2007, and Exchange 2010 preserve the values of the STOP_SEARCH, RESTART_SEARCH, RECURSIVE_SEARCH, and SHALLOW_SEARCH bits from the previous RopSetSearchCriteria ROP request and will use the preserved values instead of the default values.
<17> Section 3.2.5.4:  Exchange 2003, Exchange 2007, and Exchange 2010 do not fail the RopSetSearchCriteria ROP when the search folder is included in its own search scope.
<18> Section 3.2.5.4: Exchange 2007 silently ignores invalid bits and does not return the ecInvalidParam error code. Exchange 2019 returns a ecNotSupported error code.
<19> Section 3.2.5.9: Exchange 2003, Exchange 2007, the initial release version of Exchange 2010, and Microsoft Exchange Server 2010 Service Pack 1 (SP1) do not return ecNotSupported (0x80040102) when the RopEmptyFolder ROP ([MS-OXCROPS] section 2.2.4.9) is called on the Root folder. Update Rollup 4 for Exchange Server 2010 Service Pack 2 (SP2) and later return ecNotSupported when the RopEmptyFolder ROP is called on the Root folder.
<20> Section 3.2.5.13:  Exchange 2007 ignores invalid bits instead of failing the ROP.
<21> Section 3.2.5.14:  Exchange 2003 fails the ROP with an error code of ecInvalidParam. Exchange 2007 ignores the ConversationMembers bit.
<22> Section 3.2.5.14:  Exchange 2007 ignores invalid bits instead of failing the ROP.
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
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