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1 Introduction 

The Persistent Chat Web Protocol provides a mechanism that allows the client of a persistent chat 
system to start an external chat room management web application. 

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in 
this specification are informative. 

1.1 Glossary 

This document uses the following terms: 

globally unique identifier (GUID): A term used interchangeably with universally unique 
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of 

these terms does not imply or require a specific algorithm or mechanism to generate the value. 
Specifically, the use of this term does not imply or require that the algorithms described in 
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique 

identifier (UUID). 

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, 
hypermedia information systems (text, graphic images, sound, video, and other multimedia 
files) on the World Wide Web. 

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and 
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure 
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, 
see [SSL3] and [RFC5246]. 

in-band provisioning: A process in which a protocol client obtains configuration information from 
a protocol server. 

Session Initiation Protocol (SIP): An application-layer control (signaling) protocol for creating, 

modifying, and terminating sessions with one or more participants. SIP is defined in [RFC3261]. 

Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing 
mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): 
Generic Syntax [RFC3986]. 

Uniform Resource Locator (URL): A string of characters in a standardized format that identifies 
a document or resource on the World Wide Web. The format is as specified in [RFC1738]. 

web application: A software application that uses HTTP as its core communication protocol and 
delivers information to the user by using web-based languages such as HTML and XML. 

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined 
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT. 

1.2 References 

Links to a document in the Microsoft Open Specifications library point to the correct section in the 
most recently published version of the referenced document. However, because individual documents 
in the library are not updated at the same time, the section numbers in the documents may not 
match. You can confirm the correct section numbering by checking the Errata.   

http://go.microsoft.com/fwlink/?LinkId=90460
http://go.microsoft.com/fwlink/?LinkId=89824
http://go.microsoft.com/fwlink/?LinkId=90534
http://go.microsoft.com/fwlink/?LinkId=129803
http://go.microsoft.com/fwlink/?LinkId=90410
http://go.microsoft.com/fwlink/?LinkId=90453
http://go.microsoft.com/fwlink/?LinkId=90287
http://go.microsoft.com/fwlink/?LinkId=90317
http://msdn.microsoft.com/en-us/library/dn781092.aspx
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1.2.1 Normative References 

We conduct frequent surveys of the normative references to assure their continued availability. If you 
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will 

assist you in finding the relevant information.  

[ISO-3166] International Organization for Standardization, "Codes for the representation of names of 
countries and their subdivisions -- Part1: Country codes", ISO 3166-1:2013, November 2013, 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=63545 

Note There is a charge to download the specification. 

[ISO-639] International Organization for Standardization, "Codes for the representation of names of 
languages -- Part 2: Alpha-3 code", ISO 639-2:1998, 
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=4767 

Note There is a charge to download this specification. 

[MS-SIPREGE] Microsoft Corporation, "Session Initiation Protocol (SIP) Registration Extensions". 

[MS-XCCOSIP] Microsoft Corporation, "Extensible Chat Control Over Session Initiation Protocol (SIP)". 

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt 

[RFC3986] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI): Generic 
Syntax", STD 66, RFC 3986, January 2005, http://www.ietf.org/rfc/rfc3986.txt 

1.2.2 Informative References 

[MS-OCSPROT] Microsoft Corporation, "Lync and Lync Server Protocols Overview". 

1.3 Overview 

This protocol defines Uniform Resource Locator (URL) formats that allow a client of a persistent 
chat system based on Extensible Chat Control over Session Initiation Protocol (XCCOS) (defined by 
[MS-XCCOSIP]) to start an external room management web application. The client can receive the 
URLs either from a persistent chat server as described in [MS-XCCOSIP] section 2.2.2.1.10 or from a 
Session Initiation Protocol (SIP) server as part of the server in-band provisioning data described in 

[MS-SIPREGE] section 2.2.2.5.11. 

1.4 Relationship to Other Protocols 

This protocol uses URL formats as described in [RFC3986]. 

1.5 Prerequisites/Preconditions 

This protocol assumes that both clients and the server support Session Initiation Protocol (SIP), 

XCCOS protocol ([MS-XCCOSIP]), and that they implement the SIP registration extensions as 
described in [MS-SIPREGE]. 

1.6 Applicability Statement 

This protocol is applicable when a persistent chat system client is using an external web application for 
chat room management.  

mailto:dochelp@microsoft.com
http://go.microsoft.com/fwlink/?LinkId=89917
http://go.microsoft.com/fwlink/?LinkId=100294
%5bMS-SIPREGE%5d.pdf#Section_21acf797984c48ce97e3c7df5c776b3d
%5bMS-XCCOSIP%5d.pdf#Section_e1afc2e08b2d4fa4a162788349202345
http://go.microsoft.com/fwlink/?LinkId=90317
http://go.microsoft.com/fwlink/?LinkId=90453
%5bMS-OCSPROT%5d.pdf#Section_90f4bc22eae7480ea6f874d705ed2b2c
%5bMS-XCCOSIP%5d.pdf#Section_e1afc2e08b2d4fa4a162788349202345
%5bMS-SIPREGE%5d.pdf#Section_21acf797984c48ce97e3c7df5c776b3d
http://go.microsoft.com/fwlink/?LinkId=90453
%5bMS-XCCOSIP%5d.pdf#Section_e1afc2e08b2d4fa4a162788349202345
%5bMS-SIPREGE%5d.pdf#Section_21acf797984c48ce97e3c7df5c776b3d
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1.7 Versioning and Capability Negotiation 

None. 

1.8 Vendor-Extensible Fields 

None. 

1.9 Standards Assignments 

None. 
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2 Messages 

2.1 Transport 

No new transports are required. The client starts an external web application in an instance of a web 

browser using the URL defined by this protocol. 

2.2 Message Syntax 

2.2.1 Create a Room 

The room creation URL specifies the location of the chat room management web application. This URL 
is constructed by concatenating the base room management application URL configured for the 
persistent chat system with a single parameter: 

clientlang (string): A <language>-<REGION> pair defining the client language. The <language> is a 

lowercase [ISO-639] language code. The <REGION> is an uppercase [ISO-3166] country/region 
identifier. This parameter is used by the room management application to choose the same language 
for the user interface as the chat client. 

Example: 

 http://example.com/RM/?clientlang=en-US 

2.2.2 View or Edit a Room 

Depending on user permissions a user of the persistent chat system can either view or edit specific 
chat room properties. To do that the client MUST point the room management application to that 
specific room. The room management URL is constructed by concatenating the base room 
management application URL configured for the persistent chat system with two parameters: 

clientlang (string): A <language>-<REGION> pair defining the client language. The <language> is a 

lowercase [ISO-639] language code. The <REGION> is an uppercase [ISO-3166] country/region 
identifier. This parameter is used by the application to choose the same language for the user 
interface. 

id (string): A GUID of a room in the persistent chat system that uniquely identifies the chat room in 
the system. The GUID is extracted from the room URI returned by XCCOS searches, invitations or 
associated room retrieval as specified in [MS-XCCOSIP] sections 3.1.9 - 3.1.11. 

Example: 

A client receives an XCCOS invitation to join the room with the following URI:  

 ma-chan://example.com/61E092C7-89BB-4DC4-A3F5-8C23FA940FAB 

The client extracts the room GUID from the room URI and makes the following URL to view or modify 
the room: 

 http://example.com/RM/?clientlang=en-US&id=61E092C7-89BB-4DC4-A3F5-8C23FA940FAB 

http://go.microsoft.com/fwlink/?LinkId=100294
http://go.microsoft.com/fwlink/?LinkId=89917
http://go.microsoft.com/fwlink/?LinkId=100294
http://go.microsoft.com/fwlink/?LinkId=89917
%5bMS-XCCOSIP%5d.pdf#Section_e1afc2e08b2d4fa4a162788349202345


8 / 14 

[MS-OCGCWEB] - v20160914 
Persistent Chat Web Protocol 
Copyright © 2016 Microsoft Corporation 
Release: September 14, 2016 

3 Protocol Details 

3.1 Client Details 

3.1.1 Abstract Data Model 

If chat room management is implemented in an external web application a client obtains the base URL 
of that application. To create a new room the client creates a URL by appending clientlang parameter 
to the base URL. To view or edit an existing room the client creates a URL by appending clientlang and 

id parameters to the base URL. If the base URL cannot be obtained the client MUST disable room 
management functionality. 

3.1.2 Timers 

None. 

3.1.3 Initialization 

The client obtains the base room management application URL from two sources. First room 
management URLs can be present in the in-band provisioning settings supplied by the Session 

Initiation Protocol (SIP) server upon the client sign-in as described in [MS-OCSPROT] section 2.5.5. If 
the client is signed on inside the enterprise network it MUST use the 
PersistentChatWebManagerUriInt setting; if the client is signed on externally it MUST use the 
PersistentChatWebManagerUriExt setting as specified in [MS-SIPREGE] section 2.2.2.5.11.  

The persistent chat server can override that base URL with another URL which the client receives when 
it establishes an XCCOS dialog ([MS-XCCOSIP]) with the server. In this case the client MUST use the 
roomManagementUrl parameter from the reply to the XCCOS getserverinfo command as specified 

in [MS-XCCOSIP] section 3.1.4.5.  

If the base URL cannot be obtained the client MUST disable room management functionality. 

3.1.4 Higher-Layer Triggered Events 

None. 

3.1.5 Message Processing Events and Sequencing Rules 

To start the room management web application the client MUST construct a web application URL for 
the specific action. 

To create a new chat room, the client MUST add the clientlang parameter to the base URL as specified 
in section 2.2.1. 

To view or edit a specific chat room, the client MUST add the clientlang parameter and the id 
parameter to the base URL as specified in section 2.2.2.  

If the base URL configured for the system already contains some parameters the client appends the 
task-specific parameters as specified by this protocol to the existing parameter list. 

3.1.6 Timer Events 

None. 

%5bMS-OCSPROT%5d.pdf#Section_90f4bc22eae7480ea6f874d705ed2b2c
%5bMS-OCSPROT%5d.docx#Section_efee3aa6a8574cd6962ffcc5e015e461
%5bMS-SIPREGE%5d.pdf#Section_21acf797984c48ce97e3c7df5c776b3d
%5bMS-XCCOSIP%5d.pdf#Section_e1afc2e08b2d4fa4a162788349202345
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3.1.7 Other Local Events 

None. 
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4 Protocol Examples 

 In the following example the client constructs a URL for creating a new room by appending the 
language parameter en-US to the base URL http://example.com/rm/: 

 http://example.com/rm/?clientlang=en-US  

In the following example the client constructs a URL for editing an existing room by appending the 
language parameter de-DE and the room GUID 61E092C7-89BB-4DC4-A3F5-8C23FA940FAB to the base 

URL http://example.com/rm/: 

 http://example.com/rm/?clientlang=de-DE&id=61E092C7-89BB-4DC4-A3F5-8C23FA940FAB 

In the following example the client constructs a URL for creating a new room by appending the 

language parameter en-US to the base URL that already has a parameter 
http://example.com/rm/?extensionparam=value: 

 http://example.com/rm/?extensionparam=value&clientlang=en-US  
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5 Security 

5.1 Security Considerations for Implementers 

This protocol relies on the security of the used URL scheme. The scheme choice is left to implementers 

but it is strongly recommended to use HTTPS protocol rather than HTTP. User authorization 
mechanism is defined by the room management web application. 

5.2 Index of Security Parameters 

None. 
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6 Appendix A: Product Behavior 

The information in this specification is applicable to the following Microsoft products or supplemental 
software. References to product versions include released service packs. 

 Microsoft Lync Client 2013/Skype for Business 

 Microsoft Skype for Business 2016 

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears 

with the product version, behavior changed in that service pack or QFE. The new behavior also applies 
to subsequent service packs of the product unless otherwise specified. If a product edition appears 
with the product version, behavior is different in that product edition. 

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed 
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or 
SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not 

follow the prescription. 
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7 Change Tracking 

No table of changes is available. The document is either new or has had no changes since its last 
release. 
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