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[bookmark: section_6498cd28e8ec459babe0a3b3033a5c95][bookmark: _Toc83916683]Introduction
The InfoPath Digital Signing Protocol specifies a mechanism by which a protocol client can work with a protocol server to apply a digital signature to a form file.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_65f4ec326eab432c83389ac1fa1623c1][bookmark: _Toc83916684]Glossary
This document uses the following terms:
[bookmark: gt_24ddbbb4-b79e-4419-96ec-0fdd229c9ebf]Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF), commonly used by Internet specifications. ABNF notation balances compactness and simplicity with reasonable representational power. ABNF differs from standard BNF in its definitions and uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more information, see [RFC5234].
[bookmark: gt_8e961bf0-95ba-4f58-9034-b67ccb27f317]authentication: The act of proving an identity to a server while providing key material that binds the identity to subsequent communications.
[bookmark: gt_179b9392-9019-45a3-880b-26f6890522b7]base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is converted to a sequence of printable ASCII characters, as described in [RFC4648].
[bookmark: gt_7a0f4b71-23ba-434f-b781-28053ed64879]certificate: A certificate is a collection of attributes and extensions that can be stored persistently. The set of attributes in a certificate can vary depending on the intended usage of the certificate. A certificate securely binds a public key to the entity that holds the corresponding private key. A certificate is commonly used for authentication and secure exchange of information on open networks, such as the Internet, extranets, and intranets. Certificates are digitally signed by the issuing certification authority (CA) and can be issued for a user, a computer, or a service. The most widely accepted format for certificates is defined by the ITU-T X.509 version 3 international standards. For more information about attributes and extensions, see [RFC3280] and [X509] sections 7 and 8.
[bookmark: gt_41fc46b0-39b0-4aff-b15a-150b2617f1f6]ciphertext: The encrypted form of a message. Ciphertext is achieved by encrypting the plaintext form of a message, and can be transformed back to plaintext by decrypting it with the proper key. Without that transformation, a ciphertext contains no distinguishable information.
[bookmark: gt_1c222b9e-7176-4840-9d19-e65895b9fc62]digest: The fixed-length output string from a one-way hash function that takes a variable-length input string and is probabilistically unique for every different input string. Also, a cryptographic checksum of a data (octet) stream.
[bookmark: gt_ad0cf6e3-05c3-482d-ab0f-617f91871189]digital signature: A value that is generated by using a digital signature algorithm, taking as input a private key and an arbitrary-length string, such that a specific verification algorithm is satisfied by the value, the input string, and the public key corresponding to the input private key.
[bookmark: gt_d5a050e4-8780-41a3-84e3-efe536301b0d]empty string: A string object or variable that is initialized with the value "". 
[bookmark: gt_b320841e-18ad-4661-9a11-7bd8afacd45c]form file: An XML file that contains data that is entered into an InfoPath form by using a web browser or Microsoft InfoPath.
[bookmark: gt_07bd946b-cc1f-4b1c-8dad-855d7a5f26cd]form view: A display setting that is saved with an InfoPath form template and specifies which controls and data appear on a form when the form is being filled out.
[bookmark: gt_76daf81f-5210-4971-a2ea-f181ae74d3ee]HTTP OK: An HTTP response with status code 200, as described in [RFC2616] section 6.1.1.
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_7260f144-e0b2-4c02-9849-af7ba22253e7]Hypertext Transfer Protocol 1.0 (HTTP/1.0): An application of the Standard Generalized Markup Language (SGML) that uses tags to mark elements in a document, as described in [HTML].       
[bookmark: gt_9cfe2884-4e86-4495-883b-6481636cb3e8]Hypertext Transfer Protocol 1.1 (HTTP/1.1): Version 1.1 of the Hypertext Transfer Protocol (HTTP), as described in [RFC2068].
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_f8f4c2f5-c760-4abe-a9a1-573302980088]message body: The content within an HTTP message, as described in [RFC2616] section 4.3.
[bookmark: gt_a19e13f5-9713-4a70-be02-a37ed2c79a80]persist: The process of storing data in a memory medium that does not require electricity to maintain the data that it stores. Examples of such mediums are hard disks, CDs, non-volatile RAM, and memory sticks.
[bookmark: gt_a72572a2-726e-40e4-b9a4-e158bdacf720]Request-URI: A URI in an HTTP request message, as described in [RFC2616].
[bookmark: gt_8abdc986-5679-42d9-ad76-b11eb5a0daba]site: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and web site.
[bookmark: gt_12f5e413-f623-4278-b442-b24166510014]Status-Line: The first line of an HTTP response message, as described in [RFC2616].
[bookmark: gt_e18af8e8-01d7-4f91-8a1e-0fb21b191f95]Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): Generic Syntax [RFC3986].
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_982b7f8e-d516-4fd5-8d5e-1a836081ed85]XML: The Extensible Markup Language, as described in [XML1.0].
[bookmark: gt_8fa90ece-7a01-4c00-af85-adbf0ed01882]XML document: A document object that is well formed, as described in [XML10/5], and might be valid. An XML document has a logical structure that is composed of declarations, elements, comments, character references, and processing instructions. It also has a physical structure that is composed of entities, starting with the root, or document, entity.
[bookmark: gt_bd0ce6f9-c350-4900-827e-951265294067]XML schema: A description of a type of XML document that is typically expressed in terms of constraints on the structure and content of documents of that type, in addition to the basic syntax constraints that are imposed by XML itself. An XML schema provides a view of a document type at a relatively high level of abstraction.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_4c613ef73a2f460cb32d5d2f2c1097df][bookmark: _Toc83916685]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_c03bcf846a854c4195a9ac024c927dfb][bookmark: _Toc83916686]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-IPFF2] Microsoft Corporation, "InfoPath Form Template Format Version 2".
[MS-IPFFX] Microsoft Corporation, "InfoPath Form File Format".
[MS-IPFF] Microsoft Corporation, "InfoPath Form Template Format".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[RFC3986] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI): Generic Syntax", STD 66, RFC 3986, January 2005, http://www.rfc-editor.org/rfc/rfc3986.txt
[RFC4648] Josefsson, S., "The Base16, Base32, and Base64 Data Encodings", RFC 4648, October 2006, http://www.rfc-editor.org/rfc/rfc4648.txt
[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", STD 68, RFC 5234, January 2008, http://www.rfc-editor.org/rfc/rfc5234.txt
[W3C-XML] Bray, T., Paoli, J., Sperberg-McQueen, C.M., Maler, E., Yergeau, F., Eds., "Extensible Markup Language (XML) 1.1 (Second Edition)", W3C Recommendation, August 2006, http://www.w3.org/TR/2006/REC-xml11-20060816/
[XMLDSig] Bartel, M., Boyer, J., Fox, B., et al., "XML-Signature Syntax and Processing", W3C Recommendation, February 2002, http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/
[bookmark: section_899444e32890444793e16801e3a6384d][bookmark: _Toc83916687]Informative References
[RFC1945] Berners-Lee, T., Fielding, R., and Frystyk, H., "Hypertext Transfer Protocol -- HTTP/1.0", RFC 1945, May 1996, http://www.ietf.org/rfc/rfc1945.txt
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[bookmark: section_6f8d688690264c14abd97a65f8e23f86][bookmark: _Toc83916688]Overview
This protocol enables a protocol client to communicate with a protocol server over a Hypertext Transfer Protocol (HTTP) connection to apply a digital signature to a form file that is stored on the protocol server. To apply a digital signature to a form file stored on the protocol server, the protocol client performs the following supported functions:
· Retrieve Form File Hash: The protocol client sends this message to the protocol server to initiate the application of a digital signature to a form file. Using this protocol function, the protocol client sends a request to the protocol server that contains local information, including a rendered image of the form file and operating system information, to be embedded in the signed form file. The protocol server sends back an HTTP response containing a digest of the local information sent by the protocol client, and other data stored in the form file. See section 5.1 for security considerations.
· Add Signature Value and Context: Using this protocol function, the protocol client generates encrypted ciphertext of the digest value returned in the HTTP response to the Retrieve Form File Hash request message. The ciphertext value, and the certificate used to encrypt it, are sent to the protocol server and stored in the form file as value and context, respectively, of the digital signature. The application of the digital signature is complete when the protocol server successfully processes this request. See section 5.1 for security considerations.
· Cancel Digital Signature: Using this protocol function, the protocol client sends an HTTP request to the protocol server to notify the protocol server that the signing process has been cancelled.
[bookmark: section_03e11874c19144b4862f66318db71db3][bookmark: _Toc83916689]Relationship to Other Protocols
This protocol requires the Hypertext Transfer Protocol 1.0 (HTTP/1.0), as described in [RFC1945], or the Hypertext Transfer Protocol 1.1 (HTTP/1.1), as described in [RFC2616], protocol for message transport. It transmits those messages by using HTTP, as described in [RFC2616], or Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS), as described in [RFC2818].
The following diagram shows the underlying messaging and transport stack used by the protocol:
[image: This protocol in relation to other protocols]
Figure 1: This protocol in relation to other protocols
[bookmark: section_8382772dcb9b4fb49d0531f1859630c8][bookmark: _Toc83916690]Prerequisites/Preconditions
Prerequisites and preconditions of HTTP, as described in [RFC2616], apply to this protocol. 
· This protocol operates against a site identified by a URL known by the protocol client.
· The data represented by the Protocol Server Specific Event Log, as described in section 2.2.1.2.1.1, are known by the protocol client.
· DataDefinition, as described in section 2.2.1.2.1, is known by the protocol client.
· PageStateData, as described in section 2.2.2.2.1.3, is known by the protocol client.
This protocol assumes that authentication has been performed by the underlying protocols.
[bookmark: section_636cd7cc6b784b7e94742df21990109d][bookmark: _Toc83916691]Applicability Statement
The operations described by this protocol apply to a protocol client that interacts with a protocol server to create and apply a digital signature to a form file stored on the protocol server. This protocol is intended for use by protocol clients and protocol servers connected by high-bandwidth and low-latency network connections.
[bookmark: section_99e9c16fcbac4590979c041eee009cc1][bookmark: _Toc83916692]Versioning and Capability Negotiation
Supported Transports: This protocol uses multiple transports with HTTP, as described in section 2.1.
[bookmark: section_4af8c6e5d93a423da506cea43af10bec][bookmark: _Toc83916693]Vendor-Extensible Fields
None.
[bookmark: section_cadda2c60df54d9288913b6a1bc7e1a2][bookmark: _Toc83916694]Standards Assignments
None.
[bookmark: section_75c138884a7c49cd8eb1ef26f75f0efa][bookmark: _Toc83916695]Messages
[bookmark: section_4e6fb3b3e9884e9fb527d5adeb54fe42][bookmark: _Toc83916696]Transport
All protocol messages MUST be transmitted in the HTTP protocol syntax specified in [RFC2616]. Protocol servers MUST support the HTTP protocol. Protocol servers SHOULD additionally support HTTPS for secure communication with protocol clients.
[bookmark: section_309c7879b046435597d7843da444997d][bookmark: _Toc83916697]Message Syntax
This section specifies the message syntax and details of the protocol messages transported between the protocol client and the protocol server.
[bookmark: section_49d7fd27c2034460ab8361abc6bddd82][bookmark: _Toc83916698]Request Syntax
[bookmark: section_16fd9d5d7816484c8a2f8164c726ec93][bookmark: _Toc83916699]Request Metadata
The protocol client MUST send protocol messages to the protocol server using HTTP POST, as specified in [RFC2616] section 9.5. The protocol message Request-URI MUST be a valid URI, as specified in [RFC3986]. 
[bookmark: section_7df8956267a14ff58daafece457508de][bookmark: _Toc83916700]Request Entity Body details
The following subsections specify the syntax of the request entity body generated by the three functions supported by this protocol.
[bookmark: section_505b0350b1244316877ace14cb1f1aa9][bookmark: _Toc83916701]Request for Retrieve Form File Hash
This message is sent by the protocol client to initiate the signing process.
The message body MUST be an XML document, as specified in [W3C-XML], which conforms to the following XML schema:
<xsd:element name="SignRequest">
<xsd:complexType>
        <xsd:all>
            <xsd:element ref="EventLog" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="DataDefinition" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Comment" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Time" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="OS" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Browser" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Version" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Monitors" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Width" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Height" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Colors" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="PNG" minOccurs="1" maxOccurs="1"/>
        </xsd:all>
    </xsd:complexType>
</xsd:element>

<xsd:element name="EventLog" type="xsd:string"/>
<xsd:element name="DataDefinition" type="xsd:string"/>
<xsd:element name="Comment" type="xsd:string"/>
<xsd:element name="Time" type="xsd:string"/>
<xsd:element name="OS" type="xsd:string"/>
<xsd:element name="Browser" type="xsd:string"/>
<xsd:element name="Version" type="xsd:string"/>
<xsd:element name="Monitors" type="xsd:string"/>
<xsd:element name="Width" type="xsd:string"/>
<xsd:element name="Height" type="xsd:string"/>
<xsd:element name="Colors" type="xsd:string"/>
<xsd:element name="PNG" type="xsd:base64Binary"/>
EventLog: As specified in section 2.2.1.2.1.1.
DataDefinition: The string indicating the signed data block of the form file being signed, as specified in [MS-IPFF] section 2.2.15 and [MS-IPFF2] section 2.2.1.1.15.
Comment: The comment for the digital signature specified in [MS-IPFFX] section 2.1.2.1.
Time: The system date and time for the client computer specified in [MS-IPFFX] section 2.1.2.3.
OS: The version of the operating system running on the client computer at the time of signing, as specified in [MS-IPFFX] section 2.1.2.5.
Browser: The name and the version of the Web browser used on the client computer to sign the form, as specified in [MS-IPFFX] section 2.1.2.9.
Version: The version of the protocol server that last edited the form file, as specified in [MS-IPFFX] section 2.1.2.8.
Monitors: The number of monitors enabled on the client computer at the time of signing, as specified in [MS-IPFFX] section 2.1.2.12.
Width: The width of the primary monitor on the client computer at the time of signing, as specified in [MS-IPFFX] section 2.1.2.14.
Height: The height of the primary monitor on the client computer at the time of signing, as specified in [MS-IPFFX] section 2.1.2.15.
Colors: The color depth of the primary monitor on the client computer at the time of signing, as specified in [MS-IPFFX] section 2.1.2.16.
PNG: A representation of the form view that is displayed at the time of signing, as specified in [MS-IPFFX] section 2.1.2.20.
[bookmark: section_27454b13545942f88c08dbce2312c60e][bookmark: _Toc83916702]Protocol Server Specific Event Log
A semicolon-separated string of values specifying protocol server-specific information. Using the Augmented Backus-Naur Form (ABNF) syntax, as specified in [RFC5234], the event log MUST conform to the following specification:
EventLog = (Header)17(";" Entry)(";" State)7(";" Entry)
Header = 1*CHAR
Entry  = *CHAR
State  = *CHAR
[bookmark: section_308e4bdfa68b4fd9a84d26ffc844bee3][bookmark: _Toc83916703]Request for Add Signature Value and Context
This message is sent by the protocol client to complete the signing process.
The message body MUST be an XML document, as specified in [W3C-XML], which conforms to the following XML schema:
<xsd:element name="SignValue">
    <xsd:complexType>
        <xsd:all>
            <xsd:element ref="EventLog" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="DataDefinition" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Value" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="Key" minOccurs="1" maxOccurs="1"/>
        </xsd:all>
    </xsd:complexType>
</xsd:element>

<xsd:element name="EventLog" type="xsd:string"/>
<xsd:element name="DataDefinition" type="xsd:string"/>
<xsd:element name="Value" type="xsd:string"/>
<xsd:element name="Key" type="xsd:string"/>
EventLog: This is a semicolon-separated string of values containing protocol server-specific information, as specified in section 2.2.1.2.1.1.
DataDefinition: The string indicating the signed data block of the form file being signed, as specified in [MS-IPFF] section 2.2.15 and [MS-IPFF2] section 2.2.1.1.15.
Value: The value of the digital signature, as specified in [XMLDSig] section 4.2.
Key: The value used to populate the X509Certificate element of the X509Data node, as specified in [XMLDSig] Section 4.4.4.
[bookmark: section_020cb80c93634a1ea81ee1365bee239f][bookmark: _Toc83916704]Request for Cancel Digital Signature
This message is sent by the protocol client to cancel the signing process.
The message body MUST be an XML document, as specified in [W3C-XML], which conforms to the following XML schema:
<xsd:element name="SignCancel">
<xsd:complexType>
        <xsd:all>
            <xsd:element ref="EventLog" minOccurs="1" maxOccurs="1"/>
            <xsd:element ref="DataDefinition" minOccurs="1" maxOccurs="1"/>
        </xsd:all>
    </xsd:complexType>
</xsd:element>

<xsd:element name="EventLog" type="xsd:string"/>
<xsd:element name="DataDefinition" type="xsd:string"/>
EventLog: This is a semicolon-separated string of values containing protocol server-specific information, as specified in section 2.2.1.2.1.1.
DataDefinition: The string indicating the signed data block of the form file being signed, as specified in [MS-IPFF] section 2.2.15 and [MS-IPFF2] section 2.2.1.1.15.
[bookmark: section_a289aee217714bea830ac072705a098b][bookmark: _Toc83916705]Response Syntax
[bookmark: section_d7d921657ef14c4fbc063818d7ae9cf6][bookmark: _Toc83916706]Response Status-Line
The response Status-Line MUST be valid according to [RFC2616] section 6.1.
[bookmark: section_b2a2cadb5f6b40e496ffd2d0e0dea410][bookmark: _Toc83916707]Success Response
The protocol server MUST return HTTP OK to indicate a success response. The response body MUST contain the detailed results specified in section 2.2.2.2.
[bookmark: section_b1b6d3b0b6c845e1b8ea394a7ac01ba0][bookmark: _Toc83916708]Failure Response
An HTTP 4xx or 5xx Status-Line, as specified in [RFC2616] section 6.1.1. A failure response MUST only be returned by the protocol server to indicate that the request failed. There MUST NOT be a response body when a failure response is returned by the protocol server.
[bookmark: section_16af38b7dc5f41228f98faa0a7f26452][bookmark: _Toc83916709]Response Body Syntax
A successful HTTP OK response returned by the protocol server MUST have a response body for any of the protocol supported functions. The response body MUST contain three lines delimited by the end-of-line indicator, CRLF, as specified in [RFC5234] sections 2.2 and 2.3. Each line MUST be either a base64 encoded string, as specified in [RFC4648] section 4, or the empty string. The strings MUST appear in the following sequence:
· ErrorCode: Specified in section 2.2.2.2.1.1, section 2.2.2.2.2.1, and section 2.2.2.2.3.1.
· ResponseData: Specified in section 2.2.2.2.1.2, section 2.2.2.2.2.2, and section 2.2.2.2.3.2.
· PageStateData: Specified in section 2.2.2.2.1.3, section 2.2.2.2.2.3, and section 2.2.2.2.3.3.
The following subsections specify the individual strings for each protocol method.
[bookmark: section_d902146926bf4bc89fa620907efe3f3d][bookmark: _Toc83916710]Response for Retrieve Form File Hash
[bookmark: section_400b6dc6285544d59ea05c0dfcef74f0][bookmark: _Toc83916711]ErrorCode
ErrorCode is the result of processing a request for Retrieve Form File Hash, as specified in section 2.2.1.2.1. This value MUST be base64 encoded, as specified in [RFC4648] section 4. The base64 encoded string MUST NOT be empty. When decoded, this value MUST be "1" to specify success. The decoded value MUST be a value other than 1 to indicate a failure.
[bookmark: section_898b5d45fe864814bf6a8c5f033709d5][bookmark: _Toc83916712]ResponseData
ResponseData is the digest value associated with the form file after applying the processing rules specified in [XMLDSig] section 3. This string value MUST be base64 encoded, as specified in [RFC4648] section 4.
[bookmark: section_e3977a7956564e31a4af773e2039ea9a][bookmark: _Toc83916713]PageStateData
PageStateData is a set of properties that the protocol server uses to persist implementation-specific data across protocol messages. If the protocol server persists properties, this string value MUST be base64 encoded, as specified in [RFC4648] section 4. If the protocol server does not persist any properties, this value MUST be empty.
[bookmark: section_fdf0a0d600674f268201b5d7dd84d908][bookmark: _Toc83916714]Response for Add Signature Value and Context
[bookmark: section_1cdd04a423db42bba371e26a409eb02a][bookmark: _Toc83916715]ErrorCode
ErrorCode is the result of processing a request for Add Signature Value and Context, as specified in section 2.2.1.2.2. The string value MUST be base64 encoded, as specified in [RFC4648] section 4. The base64 encoded string MUST NOT be empty. When decoded, this value MUST be "1" to specify success. The decoded value MUST be a value other than 1 to indicate a failure.
[bookmark: section_31bef606fd544fddacb553f15ef3a401][bookmark: _Toc83916716]ResponseData
ResponseData is a string value that MUST be an empty string.
[bookmark: section_5074e381c6ff42b9a66b3f8c76c5876d][bookmark: _Toc83916717]PageStateData
PageStateData is specified in section 2.2.2.2.1.3.
[bookmark: section_ca9d219d65014852bd46dd4ffdb19bd4][bookmark: _Toc83916718]Response for Cancel Digital Signature
[bookmark: section_b12c447b95d7445d817405afaa208db2][bookmark: _Toc83916719]ErrorCode
ErrorCode is the result of processing a request for Cancel Digital Signature, as specified in section 2.2.1.2.3. The string value MUST be base64 encoded, as specified in [RFC4648] section 4. The base64 encoded string MUST NOT be empty.
[bookmark: section_0d0fc4611c04402d9e3de1f6be61c94f][bookmark: _Toc83916720]ResponseData
ResponseData is a string value that MUST be an empty string.
[bookmark: section_edd27d9e8f2841e0a24259ed1a374e18][bookmark: _Toc83916721]PageStateData
PageStateData is specified in section 2.2.2.2.1.3.
[bookmark: section_e78f0ff15e5d466696f7e30190f17f86][bookmark: _Toc83916722]Protocol Details
[bookmark: section_2e6d94012fbb4b19bbdf97c0d1a6dbe0][bookmark: _Toc83916723]Common Details
This section specifies the details common to both protocol server and protocol client behavior.
[bookmark: section_c708fedafc634a9c8a3bd285b3e8c702][bookmark: _Toc83916724]Abstract Data Model
This section specifies a conceptual model of data organization an implementation maintains to participate in this protocol. The specified organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that an implementation adhere to this conceptual model as long as the implemented model’s external behavior is consistent with the behavior specified in this document.
The protocol server maintains a mapping between the client data and the form file persisted on the server. This mapping can be stored as part of the EventLog, as specified in section 2.2.1.2.1.1, section 2.2.1.2.2, and section 2.2.1.2.3.
The protocol server accepts requests to create and add a digital signature to the form file it maintains. This multi-step process, known as a signing session, requires the protocol server to modify the form file using data sent by the protocol client. A form file can have three different states during a signing session:
· Initial State: The state of the form file before a signing session is started.
· Pre-Signed State: The state of the form file after the protocol server successfully processed a Retrieve Form File Hash message, as specified in section 2.2.1.2.1.
· Signed Complete State: The state of the form file after the protocol server has successfully processed an Add Signature Value and Context message, as specified in section 2.2.1.2.2.
[bookmark: section_2d70a3218c5c4e93acc642d08d1aa1cc][bookmark: _Toc83916725]Timers
None.
[bookmark: section_58f9d86c33fd437cb24063d92d732af3][bookmark: _Toc83916726]Initialization
None.
[bookmark: section_04f543d133c8445e9bf52f1ad1e48ebb][bookmark: _Toc83916727]Higher-Layer Triggered Events
None.
[bookmark: section_84e1e7678126465a8917ad063c9a6e1d][bookmark: _Toc83916728]Message Processing Events and Sequencing Rules
None.
[bookmark: section_f2e3ab23b0384c5c9c09d2be261ae830][bookmark: _Toc83916729]Timer Events
None.
[bookmark: section_16543bb0e01c4797963aa2cb0bbd53b6][bookmark: _Toc83916730]Other Local Events
None.
[bookmark: section_6855d6c7dae440c8a0837ba8af086794][bookmark: _Toc83916731]Protocol Client Details
[bookmark: section_dc8c0b7094e9465db504a5f4a9b15cd3][bookmark: _Toc83916732]Abstract Data Model
The abstract data model is as specified in section 3.1.1.
[bookmark: section_f5091fe53f1c4450ade7aa2aee553bf7][bookmark: _Toc83916733]Timers
None.
[bookmark: section_291b62b775bb418e8114a22e3b40c467][bookmark: _Toc83916734]Initialization
None.
[bookmark: section_12f9037a791a41f2b306e22efed9cc21][bookmark: _Toc83916735]Higher-Layer Triggered Events
None.
[bookmark: section_4b469f73a61b4bbe8fa01d7aa3272369][bookmark: _Toc83916736]Message Processing Events and Sequencing Rules
Request messages sent by the protocol client MUST be in the syntax specified in section 2.2.1.
The protocol client MUST send request messages to the protocol server in one of the valid request sequences:
· A request for Retrieve Form File Hash followed by a request for Add Signature Value and Context.
· A request for Retrieve Form File Hash followed by a request for Cancel Digital Signature.
Any other request sequence is invalid and MUST NOT be used while sending requests to the protocol server.
For processing the response for Cancel Digital Signature, the protocol client MUST ignore the ErrorCode value returned by the protocol server.
[bookmark: section_9e3c0bf1ccd046268f62b7ca2d86185a][bookmark: _Toc83916737]Timer Events
None.
[bookmark: section_fee6f9a540654bc38359c3bee5c803c6][bookmark: _Toc83916738]Other Local Events
None.
[bookmark: section_4b9ae1a6bae44816b83762b3af688090][bookmark: _Toc83916739]Protocol Server Details
[bookmark: section_3bde4dc8fd2c4e4a992a0ac64cad87aa][bookmark: _Toc83916740]Abstract Data Model
The abstract data model is as specified in section 3.1.1.
[bookmark: section_d6f37af9a3244b448feacd88868c89ca][bookmark: _Toc83916741]Timers
None.
[bookmark: section_97905733191c4aeca6e10ab655cbfe4f][bookmark: _Toc83916742]Initialization
None.
[bookmark: section_2aaccb0b0cdb41dfaccea271531fae91][bookmark: _Toc83916743]Higher-Layer Triggered Events
None.
[bookmark: section_15e54eb3515f40a9897d28802533cd67][bookmark: _Toc83916744]Message Processing Events and Sequencing Rules
When processing the messages sent by the protocol client, the protocol server modifies the state of the form file, as specified in section 3.1.1.
The protocol server MUST run the sequencing rules specified in section 3.3.5.1 if the protocol client message body contains the XML specified in section 2.2.1.2.1.
The protocol server MUST run the sequencing rules specified in section 3.3.5.2 if the protocol client message body contains the XML specified in section 2.2.1.2.2.
The protocol server MUST run the sequencing rules specified in section 3.3.5.3 if the protocol client message body contains the XML specified in section 2.2.1.2.3.
[bookmark: section_9456bc54691f4f4fb6791234cf58c84e][bookmark: _Toc83916745]Process the request for Retrieve Form File Hash
The protocol server MUST process this message as follows:
· If an error occurs while processing this request, the protocol server MUST stop processing this request and MUST return an ErrorCode other than 1, as specified in section 2.2.2.2.1.1. When an error occurs while processing the request, the protocol server MUST set the state of the form file to Initial State.
· The protocol server MUST add the Signature element, as specified in [XMLDSig] section 2, to the form file identified by the protocol client message.
· The protocol server MUST use the protocol message data, as specified in section 2.2.1.2.1, to populate the digital signature properties specified in [MS-IPFFX] section 2.1.2.
· The protocol server MUST determine the digest value associated with the form file by applying the processing rules specified in [XMLDSig] section 3.0.
· If the operations specified in this section are successful, the protocol server MUST move the state of the form file to Pre-Signed State, as specified in section 3.1.1.
· The protocol server MUST send a response, as specified in section 2.2.2.2.1, containing:
· ErrorCode, as specified in section 2.2.2.2.1.1.
· ResponseData as the digest value associated with the form file in the case of success, or empty if the ErrorCode, as specified in section 2.2.2.2.1.1, indicates a failure.
· PageStateData as a set of properties of protocol server implementation specific data, as specified in section 2.2.2.2.1.3.
[bookmark: section_a2b90c1f73ae4d3a87c16decbeb5e81a][bookmark: _Toc83916746]Process the request for Add Signature Value and Context
The protocol server MUST process this message as follows:
· If an error occurs while processing this request, the protocol server MUST stop processing this request and MUST return an ErrorCode other than 1, as specified in section 2.2.2.2.2.1.
· [bookmark: Appendix_A_Target_1]If the State entry of the EventLog in the client message, as specified in section 2.2.1.2.1.1, is different from the PageStateData sent in the response for Retrieve Form File Hash, as specified in section 2.2.2.2.1, the protocol server MUST stop processing this request and SHOULD<1> return an ErrorCode other than 1.
· [bookmark: Appendix_A_Target_2]The protocol server MUST verify that the value of DataDefinition sent by the protocol client message, as specified in section 2.2.1.2.2, is identical to the value received in the request for Retrieve Form File Hash, as specified in section 2.2.1.2.1. For any other values of the DataDefinition property, the protocol server SHOULD<2> return an ErrorCode other than 1, as specified in section 2.2.2.2.2.1.
· The protocol server MUST update the SignatureValue element specified by [XMLDSig] section 4.2 and the X509Data element specified by [XMLDSig] section 4.4.4.
· If the operations specified in this section are successful, the protocol server MUST move the state of the form file to Signed Complete State, as specified in section 3.1.1.
· After moving the state of the form file to Signed Complete State, the protocol server MUST move the state of the form file to Initial State.
· The protocol server MUST send a response, as specified in section 2.2.2.2.2, containing the following:
· ErrorCode, as specified in section 2.2.2.2.2.1.
· ResponseData as an empty string.
· PageStateData as a set of properties of protocol server implementation-specific data, as specified in section 2.2.2.2.1.3.
[bookmark: section_1dcb86c73b9d44e99ae6902d1f02440d][bookmark: _Toc83916747]Process the request for Cancel Digital Signature
The protocol server MUST process the message as follows:
· If an error occurs while processing this request, the protocol server MUST stop processing this request and MUST return an ErrorCode other than 1, as specified in section 2.2.2.2.3.1.
· [bookmark: Appendix_A_Target_3]If the State entry of the EventLog in the client message, as specified in section 2.2.1.2.1.1, is different from the PageStateData sent in the response for Retrieve Form File Hash, as specified in section 2.2.2.2.1, the protocol server SHOULD<3> return an ErrorCode other than 1.
· [bookmark: Appendix_A_Target_4]The protocol server MUST verify that the value of the DataDefinition sent by the protocol client message, as specified in section 2.2.1.2.3, is identical to the one received in the request for Retrieve Form File Hash, as specified in section 2.2.1.2.1. For any other values of the DataDefinition property, the protocol server SHOULD<4> return an ErrorCode other than 1.
· The protocol server MUST remove any digital signature elements that have been added to the form file as the result of processing a request for a Retrieve Form File Hash message in the same signing session.
· If the operations specified in this section are successful, the protocol server MUST move the state of the form file to Initial State, as specified in section 3.1.1.
· The protocol server MUST send a response, as specified in section 2.2.2.2.3, containing the following:
· ErrorCode, as specified in section 2.2.2.2.3.1.
· ResponseData as an empty string.
· PageStateData as a set of properties of protocol server implementation-specific data, as specified in section 2.2.2.2.1.3.
[bookmark: section_14f8517dfc7b47d69656ad8f81ab64b9][bookmark: _Toc83916748]Timer Events
None.
[bookmark: section_99bca59496ef4cc0a1243b0171bd7223][bookmark: _Toc83916749]Other Local Events
None.
[bookmark: section_b1e6c8391e8a438b805279d5a6a6a1aa][bookmark: _Toc83916750]Protocol Examples
The examples in this section show the messages exchanged when a protocol client makes a successful HTTP request to a protocol server using this protocol.
[bookmark: section_d268ce7968d34ddc8b7987dabb4b9833][bookmark: _Toc83916751]Messages for Retrieve Form File Hash
The following subsections show the interaction between the protocol client and protocol server to initiate a signing process.
[bookmark: section_b88e9b34faf84aa488ce183580bddb37][bookmark: _Toc83916752]Request Body
The following example is a protocol client request message to initiate a signing process, as specified in section 2.2.1.2.1.
POST /_layouts/Signature.FormServer.aspx HTTP/1.1
Accept: */*
Content-Type: text/xml
Host: contoso

<SignRequest><EventLog>1 8;5;872b5f4e78e1493582a00f161142fe62_be2940ab07fd4251bbcdf0041d2bc5da;AHLZ4GUVVKKSISFM2IIBTIRCKQRSCL2TJFKEKUZPKY2C6RCTJFDS6RSPKJGVGL2UIVGVATCBKRCS4WCTJYVGQOCRKNJG4STIHFLVE6BUKVTE6N2CJ54WOSZYGNLWQT3QPBUUMUBYM5GEMQSIGY3EQ4Y;0;;%2Fsites%2Fv4%2Fdsig%2Fforms%2Ftemplate.xsn;http%3A%2F%contoso%2Fsites%2Fv4%2Fdsig%2Fforms%2Ftemplate.xsn;;http%3A%2F%2Fcontoso%2Fsites%2Fv4;;1;1;0;1;0;0;633997851883411000;;FormControl;0;1033;1033;0;13;Op0ZEFdM7QYQwAg6724FORnJu727/iMxjDBCQU2UHqX8B/P+trBObL+1XnQzZ/s068f9gUYZp1YxHRgsxi3A0w==|633997856567555876</EventLog><DataDefinition>group1</DataDefinition><Comment></Comment><Time>2010-01-22T19:34:33Z</Time><OS>6.0</OS><Browser>Microsoft Internet Explorer 7.0</Browser><Version>14</Version><Monitors>1</Monitors><Width>1404</Width><Height>1126</Height><Colors>16</Colors><PNG>(PNG IMAGE)</PNG></SignRequest>

[bookmark: section_ea2eae229ca34fd5872a7fb05e8575d1][bookmark: _Toc83916753]Response Body
The following example is a protocol server response message to a request to initiate a signing process, as specified in section 2.2.2.2.1. The string value of PageStateData, as specified in section 2.2.2.2, is empty in the message example. The required CRLF characters are present.
HTTP/1.1 200 OK
Cache-Control: private
Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding

AQ==
RLVG1nrhjkgeTBUNEGE1/cQoMlo=
[bookmark: section_a77c4d92ea074d0f9bbed44eb70ed2c9][bookmark: _Toc83916754]Messages for Add Signature Value and Context
The examples in the following subsections show the interaction between the protocol client and protocol server to add a signature value and context to a form file.
[bookmark: section_3532abd2c1c647ef8c5a38bbb94f38e7][bookmark: _Toc83916755]Request Body
The following example is a protocol client request message to add a signature value and context to a form file, as specified in section 2.2.1.2.2. The CERTIFICATE CONTEXT in the following example is a binary representation of a certificate specified as key in section 2.2.1.2.2. The value of CERTIFICATE CONTEXT is abbreviated for readability.
POST /_layouts/Signature.FormServer.aspx HTTP/1.1
Content-Type: text/xml
Host: contoso

<SignValue><EventLog>1 8;5;872b5f4e78e1493582a00f161142fe62_be2940ab07fd4251bbcdf0041d2bc5da;AHLZ4GUVVKKSISFM2IIBTIRCKQRSCL2TJFKEKUZPKY2C6RCTJFDS6RSPKJGVGL2UIVGVATCBKRCS4WCTJYVGQOCRKNJG4STIHFLVE6BUKVTE6N2CJ54WOSZYGNLWQT3QPBUUMUBYM5GEMQSIGY3EQ4Y;0;;%2Fsites%2Fv4%2Fdsig%2Fforms%2Ftemplate.xsn;http%3A%2F%2Fcontoso%2Fsites%2Fv4%2Fdsig%2Fforms%2Ftemplate.xsn;;http%3A%2F%2Fcontoso%2Fsites%2Fv4;;1;1;0;1;0;0;633997851883411000;;FormControl;0;1033;1033;0;13;Op0ZEFdM7QYQwAg6724FORnJu727/iMxjDBCQU2UHqX8B/P+trBObL+1XnQzZ/s068f9gUYZp1YxHRgsxi3A0w==|633997856567555876</EventLog><DataDefinition>group1</DataDefinition><Value>iWFKsksj4iFefBoOd1FCLLDs7B8vfqHd7s2IJaI6r2r0kL0HR1Zq5Q33vAuNZYsNYUuiS4ZeCxznY69BY5eJ1SdnrQlOTDMIldFvDFCF7H+mPIRYQlkTZZiTYZInmIhUkFVh4q+/mbBVRTT5xfFM5QrOD41R0jLPsrLCNEk=</Value><Key>(CERTIFICATE CONTEXT)</Key></SignValue>
[bookmark: section_947508f257274025b4110df6ce65aa2c][bookmark: _Toc83916756]Response Body
The following example is a protocol server response to add a signature value and context to a form file, as specified in section 2.2.2.2.2. The string values of ResponseData and PageStateData, as specified in section 2.2.2.2, are empty in the message example. The required CRLF characters are present.
HTTP/1.1 200 OK
Cache-Control: private
Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding
Content-Length: 6

AQ==
[bookmark: section_e2dd46fb71b1482285535124f4f76c85][bookmark: _Toc83916757]Messages for Request for Cancel Digital Signature
The following subsection contains an example that shows the interaction between the protocol client and protocol server to cancel the application of a digital signature to a form file.
[bookmark: section_9a4b10526b1e4c7ca1ed7fd93951c415][bookmark: _Toc83916758]Request Body
The following example is a protocol client request to cancel the application of a digital signature to a form file, as specified in section 2.2.1.2.3.
POST /_layouts/Signature.FormServer.aspx HTTP/1.1
Content-Type: text/xml
Host: contoso

<SignCancel><EventLog>1 8;5;872b5f4e78e1493582a00f161142fe62_be2940ab07fd4251bbcdf0041d2bc5da;AHLZ4GUVVKKSISFM2IIBTIRCKQRSCL2TJFKEKUZPKY2C6RCTJFDS6RSPKJGVGL2UIVGVATCBKRCS4WCTJYVGQOCRKNJG4STIHFLVE6BUKVTE6N2CJ54WOSZYGNLWQT3QPBUUMUBYM5GEMQSIGY3EQ4Y;0;;%2Fsites%2Fv4%2Fdsig%2Fforms%2Ftemplate.xsn;http%3A%2F%2Fcontoso%2Fsites%2Fv4%2Fdsig%2Fforms%2Ftemplate.xsn;;http%3A%2F%2Fcontoso%2Fsites%2Fv4;;1;1;0;1;0;0;633997851883411000;;FormControl;0;1033;1033;0;13;Op0ZEFdM7QYQwAg6724FORnJu727/iMxjDBCQU2UHqX8B/P+trBObL+1XnQzZ/s068f9gUYZp1YxHRgsxi3A0w==|633997856567555876</EventLog><DataDefinition>group1</DataDefinition></SignCancel>
[bookmark: section_484bc945012c4e458567ac7dc5e576a8][bookmark: _Toc83916759]Response Body
The following example is a protocol server response to cancel the application of a digital signature to a form file, as specified in section 2.2.2.2.3. The string values of ResponseData and PageStateData, as specified in section 2.2.2.2, are empty in the message example. The required CRLF characters are present.
HTTP/1.1 200 OK
Cache-Control: private
Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding
Content-Length: 6

Ag==
[bookmark: section_462b3a31c73d434d804767dd3e584f98][bookmark: _Toc83916760]Security
[bookmark: section_ea6792ddefe444dabb7fafe49843522c][bookmark: _Toc83916761]Security Considerations for Implementers
The protocol server and protocol client both encrypt data stored on the protocol server when applying a digital signature to a form file. A digital signature (2) is only as secure as the algorithms used to generate its encrypted elements. If an algorithm used to generate encrypted elements of the digital signature (2) is compromised, the integrity of the digital signature (2) can no longer be verified.
Security considerations for digitally signed form files can be found in [MS-IPFFX] section 4.1.
[bookmark: section_688d24b21dd949d084eb79cbf2d77ce1][bookmark: _Toc83916762]Index of Security Parameters
None.
[bookmark: section_a58318d9948f44d2ae0a4dcdfaf703e2][bookmark: _Toc83916763]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft InfoPath 2010
· Microsoft InfoPath 2013
· Microsoft SharePoint Server 2010
· Microsoft SharePoint Server 2013
· Microsoft SharePoint Server 2016
Microsoft SharePoint Server 2019
· Microsoft SharePoint Server Subscription Edition
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 3.3.5.2:  SharePoint Server 2010 returns an HTTP OK response with a text/html response body containing an error message.
<2> Section 3.3.5.2:  SharePoint Server 2010 returns an HTTP OK response with a text/html response body containing an error message.
<3> Section 3.3.5.3:  SharePoint Server 2010 returns an HTTP OK response with a text/html response body containing an error message.
<4> Section 3.3.5.3:  SharePoint Server 2010 returns an HTTP OK response with a text/html response body containing an error message.
[bookmark: section_91f86e0da97d4846a58e639714cd4bb8][bookmark: _Toc83916764]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
	Section
	Description
	Revision class

	6 Appendix A: Product Behavior
	Updated list of supported products.
	Major
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