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1 Introduction

The Management Server to Relay Server Groove SOAP Protocol enables a management server to
communicate with the relay server to set up and manage relay service for users. The relay server
provides services for users when direct peer-to-peer communication is not possible. This protocol is
built on top of a custom secure implementation of an early version of SOAP. It differs from the
standard SOAP, and it does not support WSDL.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

certificate: A certificate is a collection of attributes (1) and extensions that can be stored
persistently. The set of attributes in a certificate can vary depending on the intended usage of
the certificate. A certificate securely binds a public key to the entity that holds the corresponding
private key. A certificate is commonly used for authentication (2) and secure exchange of
information on open networks, such as the Internet, extranets, and intranets. Certificates are
digitally signed by the issuing certification authority (CA) and can be issued for a user, a
computer, or a service. The most widely accepted format for certificates is defined by the ITU-T
X.509 version 3 international standards. For more information about attributes and extensions,
see [RFC3280] and [X509] sections 7 and 8.

decryption: In cryptography, the process of transforming encrypted information to its original
clear text form.

Distinguished Encoding Rules (DER): A method for encoding a data object based on Basic
Encoding Rules (BER) encoding but with additional constraints. DER is used to encode X.509
certificates that need to be digitally signed or to have their signatures verified.

encryption: In cryptography, the process of obscuring information to make it unreadable without
special knowledge.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

Hash-based Message Authentication Code (HMAC): A mechanism for message authentication
(2) using cryptographic hash functions. HMAC can be used with any iterative cryptographic hash
function (for example, MD5 and SHA-1) in combination with a secret shared key. The
cryptographic strength of HMAC depends on the properties of the underlying hash function.

management server: A server application that is used to manage SharePoint Workspace and
Groove identities and services.

Message Authentication Code (MAC): A message authenticator computed through the use of a
symmetric key. A MAC algorithm accepts a secret key and a data buffer, and outputs a MAC.
The data and MAC can then be sent to another party, which can verify the integrity and
authenticity of the data by using the same secret key and the same MAC algorithm.
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Modified Alleged Rivest Cipher 4 (MARC4) algorithm: A variable, key-length, symmetric
encryption algorithm that discards the first 256 bytes of a keystream.

object identifier (OID): In the context of a directory service, a humber identifying an object
class or attribute (2). Object identifiers are issued by the ITU and form a hierarchy. An OID is
represented as a dotted decimal string (for example, "1.2.3.4"). For more information on OIDs,
see [X660] and [RFC3280] Appendix A. OIDs are used to uniquely identify certificate templates
available to the certification authority (CA). Within a certificate, OIDs are used to identify
standard extensions, as described in [RFC3280] section 4.2.1.x, as well as non-standard
extensions.

private key: One of a pair of keys used in public-key cryptography. The private key is kept secret
and is used to decrypt data that has been encrypted with the corresponding public key. For an
introduction to this concept, see [CRYPTO] section 1.8 and [IEEE1363] section 3.1.

public key: One of a pair of keys used in public-key cryptography. The public key is distributed
freely and published as part of a digital certificate. For an introduction to this concept, see
[CRYPTO] section 1.8 and [IEEE1363] section 3.1.

relay server: A server application that provides message transmission services for Simple
Symmetric Transport Protocol (SSTP) messages.

Rivest-Shamir-Adleman (RSA): A system for public key cryptography. RSA is specified in
[PKCS1] and [RFC3447].

secret key: A symmetric encryption key shared by two entities, such as between a user and the
domain controller (DC), with a long lifetime. A password is a common example of a secret key.
When used in a context that implies Kerberos only, a principal's secret key.

self-signed certificate: A certificate that is signed by its creator and verified using the public
key contained in it. Such certificates are also termed root certificates.

symmetric key: A secret key used with a cryptographic symmetric algorithm. The key needs to
be known to all communicating parties. For an introduction to this concept, see [CRYPTO]
section 1.5.

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODES5.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

Uniform Resource Locator (URL): A string of characters in a standardized format that identifies
a document or resource on the World Wide Web. The format is as specified in [RFC1738].

XML namespace: A collection of names that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and
local name allows XML documents to use elements, types, and attributes that have the same
names but come from different sources. For more information, see [XMLNS-2ED].

XML Path Language (XPath): A language used to create expressions that can address parts of
an XML document, manipulate strings, numbers, and Booleans, and can match a set of nodes in
the document, as specified in [XPATH]. XPath models an XML document as a tree of nodes of
different types, including element, attribute, and text. XPath expressions can identify the nodes
in an XML document based on their type, name, and values, as well as the relationship of a node
to other nodes in the document.

XML schema: A description of a type of XML document that is typically expressed in terms of
constraints on the structure and content of documents of that type, in addition to the basic
syntax constraints that are imposed by XML itself. An XML schema provides a view of a
document type at a relatively high level of abstraction.
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XML schema definition (XSD): The World Wide Web Consortium (W3C) standard language that
is used in defining XML schemas. Schemas are useful for enforcing structure and constraining
the types of data that can be used validly within other XML documents. XML schema definition
refers to the fully specified and currently recommended standard for use in authoring XML
schemas.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-GRVSSTPS] Microsoft Corporation, "Simple Symmetric Transport Protocol (SSTP) Security
Protocol".

[MS-GRVSSTP] Microsoft Corporation, "Simple Symmetric Transport Protocol (SSTP)".

[PKCS1] RSA Laboratories, "PKCS #1: RSA Cryptography Standard", PKCS #1, Version 2.1, June
2002, http://www.emc.com/emc-plus/rsa-labs/standards-initiatives/pkcs-rsa-cryptography-
standard.htm

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC3174] Eastlake III, D., and Jones, P., "US Secure Hash Algorithm 1 (SHA1)", RFC 3174,
September 2001, http://www.ietf.org/rfc/rfc3174.txt

[RFC3280] Housley, R., Polk, W., Ford, W., and Solo, D., "Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002,
http://www.ietf.org/rfc/rfc3280.txt

[RFC4634] Eastlake III, D. and Hansen, T., "US Secure Hash Algorithms (SHA and HMAC-SHA)", RFC
4634, July 2006, http://www.ietf.org/rfc/rfc4634.txt

[RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data Encodings", RFC 4648, October
2006, http://www.rfc-editor.org/rfc/rfc4648.txt

[SCHNEIER] Schneier, B., "Applied Cryptography, Second Edition", John Wiley and Sons, 1996, ISBN:
0471117099.

[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1",
May 2000, http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/
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[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-1-
20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

[XMLSchemalnstance] W3C, "XML Schema Instance", 1999, http://www.w3.0rg/1999/XMLSchema-
instance

[XMLSCHEMA] World Wide Web Consortium, "XML Schema", September 2005,
http://www.w3.0rg/2001/XMLSchema

[XPATH] Clark, J., and DeRose, S., "XML Path Language (XPath), Version 1.0", W3C Recommendation,
November 1999, http://www.w3.org/TR/xpath/

1.2.2 Informative References

[XMLSchema1999] W3C, "DTD for XML Schemas: Part 1: Structures", 1999,
http://www.w3.0rg/1999/XMLSchema

1.3 Protocol Overview (Synopsis)

The protocol is a request and response based client/server protocol. It is built on top of a custom and
secure implementation of a SOAP protocol that uses HTTP 1.1 as its transport. The protocol enables
the client to manage the server's services to the users. Using the protocol, the client can manage the
client and server registration, change the server's default service settings, change the server’s state,
add users to the server for services, enable/disable services for users, or purge user data on the
server.

The following figure shows the protocol service interfaces.

Client
Y
Server
Enable/
. ; Change Change : Purge user
Registration settings states Add users Dl;ael:‘lﬁcgzer data

Figure 1: Protocol service interfaces

The system involves two active entities: the management server (the protocol client), and the relay
server (the protocol server). Unless explicitly stated otherwise, the term "client" refers to a
management server, and the term "server" refers to a relay server.

The following figure shows the message exchange.
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Figure 2: Message exchange between protocol client and protocol server
1.3.1 Service Initialization

1.3.1.1 Server Bootstrapping

Server bootstrapping is an initialization step that the server completes before it services any client
requests. As part of the server bootstrapping, the server generates two sets of private- public key
pairs, one for encryption purposes and one for signature purposes, if such two sets of keys do not
exist yet. These keys are 2048-bit long Rivest-Shamir-Adleman (RSA) keys. The server also
generates a self-signed certificate, containing the public keys, if the certificate does not exist yet.

1.3.1.2 Client Bootstrapping

Client bootstrapping is a set of initialization steps that the client completes before it communicates
with a server. In this case, the client is a management server, so this is the management server's
initialization step. As part of the bootstrapping, the client generates two sets of private-public key
pairs, one for encryption purposes and one for signature purposes, if such two sets of keys do not
exist yet. These keys are 2048 bits long RSA keys. The client also generates a self-signed certificate,
containing the public keys, if the certificate (1) does not exist yet.

1.3.1.3 Out-Of-Band Certificate Exchange

Because the certificates (1) are self-signed, the protocol security depends on an out-of-band means to
exchange of the certificates (1) between the two entities. That is, it is required that before the
communication from a management server to a relay server happens, the management server has
already obtained the relay server's certificate (1) and the relay server has already obtained the
management server's certificate (1), so that each has access to the public keys of the other.

1.3.2 Service Interfaces
The protocol consists of service interfaces for:

= Management server and relay server registration for secure communication.
= Changing relay server settings.

= Changing relay server's states for building the relay server's user database.
= Adding new users to relay server's user database.

= Enabling and disabling user's relay services.

»= Purging user's data on relay servers.

12/ 84

[MS-GRVSPMR] - v20160623

Management Server to Relay Server Groove SOAP Protocol
Copyright © 2016 Microsoft Corporation

Release: June 23, 2016



The protocol depends on the proper use of these interfaces. This document specifies the proper use of
all service interfaces.

1.3.2.1 Client/Server Registration

The client registers with the server before any other service request. The registration is a mechanism
for exchanging a shared secret key used in message data encryption, decryption, and message
integrity protection and verification.

1.3.2.2 Changing Server Settings

This service interface changes the server's default settings. The client can optionally use this service to
customize the behavior of the server.

1.3.2.3 Changing Server States

After client and server registration, the server has two states: active and inactive. In the active state,
the server provides relay services to users. In the inactive state, the server does not provide relay
services to users. The active and inactive states are used for building or rebuilding the server's user
database.

Before building or rebuilding a server's user database, the client sets the server to the inactive state.
Once the server is in the inactive state, the client can use the add user service requests to add users
to the server's user database. After the completion of building or rebuilding the server's user
database, the client sets the server to the active state so that the server can provide services to
users.

1.3.2.4 Adding Users

This service interface adds users to the server's user database. It is used to build or rebuild the
server's user database or to add new users to the existing user database.

1.3.2.5 Enabling/Disabling User Relay Services

This service interface enables or disables relay services for specified users.

1.3.2.6 Purging User Data

This service interface purges user's relay service data from the server without deleting the users.

1.3.3 Protocol Security

The protocol messages are encrypted and data integrity protected to prevent an attacker from reading
or modifying these messages.

Prior to sending application requests to a relay server, a client first registers with the server. A 160-bit
symmetric secret key shared only between the client and the server is established during the
registration process. This key is thereafter used for protecting the confidentiality and integrity of the
data in the protocol.

In the registration message, the client-generated shared key is encrypted using the encryption public
key of the server. This message also contains an authenticator obtained by signing the digest of the
message, using the client's signature private key.
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The server, upon receiving such a registration message, decrypts the shared key using its encryption
private key, and verifies the signature using the client's signature public key.

The server saves the shared key and returns a response indicating the success of the registration.

Once the shared key has been exchanged with the registration process, the client encrypts subsequent
message payloads and integrity-protects them using Hash-based Message Authentication Code
(HMAC). The server decrypts the message with the shared key and verifies the integrity before
processing the message. Then the server prepares the response, encrypts and integrity-protects it
with the shared key as well. Upon receiving such a response, the client decrypts and verifies with the
shared key to get the response payload.

If the server does not recognize the client (hence the shared key has not been previously exchanged),
the server returns a fault response message indicating that registration is required. The client then
goes through the registration process to establish the shared key.

1.4 Relationship to Other Protocols

The protocol uses a custom secure implementation of SOAP for formatting request and response
messages. It transmits these messages using HTTP over TCP/IP.

The following diagram shows the transport stack used by the protocol.

Service Interfaces
This Protocol
Groove SOAP |
HTTP "|
TCP > Industry Standard
P )

Figure 3: This protocol in relation to other protocols

1.5 Prerequisites/Preconditions
The protocol security depends on an out-of-band means to exchange the certificates (1) between the

client and the server. It is required that the client and the server have already obtained each other's
certificate (1) before exchanging messages so that each has access to the public keys of the other.

1.6 Applicability Statement

This protocol manages relay services for users.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport

The protocol MUST support message transport over HTTP (as specified in [RFC2616]) over TCP/IP.

2.2 Message Syntax

This section defines the grammar of messages used by the protocol using XML schema definition
(XSD). For more details about XSD, see [XMLSCHEMA1] and [XMLSCHEMAZ2]. XML Path Language
(XPath), as specified in [XPATH], is used to address the elements and attributes in XML schemas.

2.2.1 Namespaces

This specification uses the following XML namespaces (see [XMLNS] for details about XML

namespaces).
Prefix Namespace URI Reference
SOAP- http://schemas.xmlsoap.org/soap/encoding/ SOAP1.1
ENC
SOAP- http://schemas.xmlsoap.org/soap/envelope/ [SOAP1.1]
ENV
XS http://www.w3.0rg/2001/XMLSchema XMLSCHEMA
xsd http://www.w3.0rg/1999/XMLSchema [XMLSchema1999]
Xsi http://www.w3.0rg/1999/XMLSchema-instance [XMLSchemalnstance]
g urn:groove.net

2.2.2 Common Schema

The following specifies the protocol message schemas:

Request Message Schemas

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance" xmlns:SOAP-

ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:import/>
<xs:element name="Envelope">
<xs:complexType>
<xs:sequence>
<xs:element name="Body">
<xs:complexType>
<xs:sequence>
<xs:choice>

<XSs
<XSs
<XSs
<XSs

:relement
:relement
:relement
:relement

ref="accountModify"/>
ref="Registration"/>
ref="RelayDefault"/>
ref="RelayQuiescent"/>
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<xs:element ref="userAdd"/>
<xs:element ref="userPurge"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute ref="SOAP-ENV:encodingStyle" use="required"/>
</xs:complexType>
</xs:element>
<xs:attribute name="encodingStyle" type="xs:string"/>
</xs:schema>

The referenced child elements of the Body element are specified in the following schema:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="http://www.w3.0rg/1999/XMLSchema-instance"/>

<xs:element name="accountModify" type="ServiceRequestType"/>
<xs:element name="Registration" type="ServiceRequestType"/>
<xs:element name="RelayDefault" type="ServiceRequestType"/>
<xs:element name="RelayQuiescent" type="ServiceRequestType"/>
<xs:element name="userAdd" type="ServiceRequestType"/>
<xs:element name="userPurge" type="ServiceRequestType"/>

<xs:complexType name="ServiceRequestType">
<xs:sequence>
<xs:element name="Version" type="NumericType"/>
<xs:element name="Payload" type="PayloadType"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="NumericType">

<xs:simpleContent>
<xs:extension base="xsd:int">
<xs:attribute xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"

ref="xsi:type" use="required" fixed="xsd:int"/>

</xs:extension>

</xs:simpleContent>

</xs:complexType>

<xs:complexType name="PayloadType">
<xs:attribute name="data" type="xs:base64Binary" use="required"/>
<xs:attribute xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
ref="xsi:type" use="required" fixed="binary"/>
</xs:complexType>
</xs:schema>

The referenced "xsi:type" is specified in the following schema:

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://www.w3.0rg/1999/XMLSchema-instance"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:attribute name="type" type="xs:string"/>

</xs:schema>

Response Message Schemas

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
attributeFormDefault="unqualified" elementFormDefault="qualified"
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targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:import/

>

<xs:element name="Envelope">

<xs:comple
<xs:seque

xType>
nce>

<xs:element name="Body">
<xs:complexType>

<xs:se
<xs:C
<xs
<xs
<xs
<xs
<xs
<xs
</xs:

quence>
hoice>

relement
relement
relement
relement
relement
relement

choice>

ref="accountModify" />
ref="Registration"/>
ref="RelayDefault"/>
ref="RelayQuiescent"/>
ref="userAdd"/>
ref="userPurge" />

</xs:sequence>
</xs:complexType>
</xs:element>

</xs:sequ

ence>

<xs:attribute ref="SOAP-ENV:encodingStyle" use="required"/>

</xs:compl
</xs:elemen

exType>
t>

<xs:attribute name="encodingStyle" type="xs:string"/>

</xs:schema>

The referenced child elements of the Body element are specified in the following schema:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="http://www.w3.0rg/1999/XMLSchema-instance"/>

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

—_n

name=
name="
name="
name="

_n

name=
name="

accountModify" type="ServiceResponseType"/>
Registration" type="ServiceResponseType"/>
RelayDefault" type="ServiceResponseType"/>
RelayQuiescent" type="ServiceResponseType"/>
userAdd" type="ServiceResponseType"/>
userPurge" type="ServiceResponseType"/>

<xs:complexType name="ServiceResponseType">

<xs:sequen

ce>

<xs:element name="Payload" type="PayloadType"/>

</xs:seque
</xs:comple

nce>
xType>

<xs:complexType name="PayloadType">
<xs:attribute name="data" type="xs:base64Binary" use="required"/>
<xs:attribute xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"

</xs:comple

</xs:schema>

xType>

ref="xsi:type" use="required" fixed="binary"/>

The referenced "xsi:type" is specified in the following schema:

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://www.w3.0rg/1999/XMLSchema-instance"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:attribute name="type" type="xs:string"/>

</xs:schema>

The following specifies the service fault response message schema:

[MS-GRVSPMR] - v20160623

Management Server to Relay Server Groove SOAP Protocol
Copyright © 2016 Microsoft Corporation

Release: June 23, 2016

17/ 84



<xs:schema xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Envelope">
<xs:complexType>
<xs:sequence>
<xs:element name="Body">
<xs:complexType>
<xs:sequence>
<xs:element name="Fault" type="ServiceFaultResponseType"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute ref="SOAP-ENV:encodingStyle" use="required"/>
</xs:complexType>
</xs:element>

<xs:complexType name="ServiceFaultResponseType">
<xs:sequence>
<xs:element name="faultCode" type="xs:int"/>
<xs:element name="faultString" type="xs:string"/>
</xs:sequence>
</xs:complexType>

<xs:attribute name="encodingStyle" type="xs:string"/>
</xs:schema>

2.2.2.1 Common Elements

The following table summarizes the set of common XSD element definitions defined by this
specification. The messages and the XSD elements that are specific to a single message are defined
in section 2.2.3 of this document.

Element Description

Fault Service fault response

fragment Data fragment

Payload Data, encoded with base64 encoding, for a service
Version Service version

2.2.2.1.1 Fault Element

The Fault element is used in a service fault response.

<xs:element name="Fault" type="ServiceFaultResponseType"/>

The ServiceFaultResponseType is specified in section 2.2.2.2.4.

2.2.2.1.2 fragment Element

This fragment element is used for the PayloadType data for all messages except for the
Registration (sections 2.2.3.4 and 3.2.5.1) request message. The PayloadType is specified in
section 2.2.2.2.3.
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<xs:schema xmlns:g="urn:groove.net" attributeFormDefault="unqualified"
elementFormDefault="qualified" targetNamespace="urn:groove.net"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import/>
<xs:element name="fragment">
<xs:complexType>
<xs:sequence>
<xs:element ref="Payload"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SE">
<xs:complexType>
<xs:sequence>
<xs:element name="Enc">
<xs:complexType>
<xs:attribute name="EC" type="xs:base64Binary" use="required"/>
<xs:attribute name="IV" type="xs:base64Binary" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="Auth">
<xs:complexType>
<xs:attribute name="MAC" type="xs:base64Binary" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

The referenced Payload element is specified as:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="urn:groove.net"/>
<xs:element name="Payload">
<xs:complexType>
<xs:sequence>
<xs:element xmlns:g="urn:groove.net" ref="g:SE"/>
</xs:sequence>
<xs:attribute name="ManagementServer" type="xs:string" use="required"/>
<xs:attribute name="Method" type="xs:string" use="required"/>
</xs:complexType>
</xs:element>
</xs:schema>

The referenced "g:SE" is specified in the "fragment" element schema that is defined in this section.

The following table describes the elements and attributes.

XPath Description

/fragment Fragment element
/fragment/Payload Payload element
/fragment/Payload/@ManagementServer The management server
/fragment/Payload/@Method The requested service name
/fragment/Payload/SE Secure data element
/fragment/Payload/SE/Enc Encrypted content element
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XPath Description

/fragment/Payload/SE/Enc/@EC Encrypted content

/fragment/Payload/SE/Enc/@IV Initialization vector for the encryption and decryption
/fragment/Payload/SE/Auth Authenticator element
/fragment/Payload/SE/Auth/@MAC Message Authentication Code (MAC)

2.2.2.1.3 Payload Element

The Payload element contains the payload data for a service.

<xs:element name="Payload" type="PayloadType"/>

The PayloadType is specified in section 2.2.2.2.3.

2.2.2.1.4 Version Element

The Version element contains service version information.

<xs:element name="Version" type="NumericType"/>

The NumericType is specified in section 2.2.2.2.2.

2.2.2.2 Common Types

The following table summarizes the set of common XSD type definitions defined by this specification.
XSD type definitions that are specific to a particular message are defined in section 2.2.3 of this

document.

Type

Description

BooleanType

A restricted version of the xs:boolean type

NumericType

Extended from xsd:int type

PayloadType

Service payload type

ServiceFaultResponseType

Service fault response type

ServiceRequestType

Service request type

ServiceResponseType

Service response type

2.2.2.2.1 BooleanType

The BooleanType is specified as:

<xs:simpleType name="BooleanType">
<xs:restriction base="xs:boolean">
<xs:pattern value="0 | 1"/>
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</xs:restriction>
</xs:simpleType>

2.2.2.2.2 NumericType

The NumericType is specified as:

<xs:complexType name="NumericType">

<xs:simpleContent>
<xs:extension base="xsd:int">
<xs:attribute ref="xsi:type" use="required" fixed="xsd:int"/>
</xs:extension>

</xs:simpleContent>

</xs:complexType>

2.2.2.2.3 PayloadType

The PayloadType contains service specific payload data.

<xs:complexType name="PayloadType">
<xs:sequence>
<xs:attribute name="data" type="xs:base64Binary" use="required"/>
<xs:attribute ref="xsi:type" use="required" fixed="binary"/>
</xs:sequence>
</xs:complexType>

The following table describes the attributes of the type.

XPath Description

/PayloadType/@data | Service payload data

/PayloadType/@type | Payload data type

The /PayloadType/@data attribute contains service specific message data specified in section 2.2.3.

2.2.2.2.4 ServiceFaultResponseType

The ServiceFaultResponseType contains a fault code and a fault string.

<xs:complexType name="ServiceFaultResponseType">
<xs:sequence>
<xs:element name="faultCode" type="xs:int"/>
<xs:element name="faultString" type="xs:string"/>
</xs:sequence>

</xs:complexType>

The following table describes the contained elements.

XPath Description

/ServiceFaultResponseType/faultCode | The service fault reason code element

/SeviceFaultResponseType/faultString | The service fault description element
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A fault code MUST be one of the following.

Fault Code Description

301 Required HTTP Content-Type header field missing
303 Payload missing

304 Registration required

305 Decryption failed

306 Exception occurred while processing a message
308 Exception occurred while building a Fault response message
309 Invalid method name in a request message

310 Invalid input data in a request message

311 No input data in a request message

312 Missing some input data in a request message
313 SOAP message processing disabled

2.2.2.2.5 ServiceRequestType

The ServiceRequestType contains service request data.

<xs:complexType
<xs:sequence>
<xs:element
<xs:element

name="ServiceRequestType>

name="Version" type="NumericType"/>
name="Payload" type="PayloadType"/>

</xs:sequence>
</xs:complexType>

The NumericType and the PayloadType are specified in sections 2.2.2.2.2 and 2.2.2.2.3.

The following table describes the contained elements.

XPath

Description

/ServiceType/Payload

Service request payload element

/ServiceType/Version

Protocol version element

2.2.2.2.6 ServiceResponseType

The ServiceResponseType contains service response data.

<xs:complexType
<xs:sequence>
<xs:element

name="ServiceResponseType>

name="Payload" type="PayloadType"/>
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</xs:sequence>
</xs:complexType>

The PayloadType is specified in section 2.2.2.2.3.

The following table describes the contained element.

XPath Description

/ServiceType/Payload | Service request payload element

2.2.2.3 Common Attributes

The following table summarizes the set of common XSD attribute definitions defined by this
specification. XSD attributes that are specific to a particular message are defined in section 2.2.3 of
this document.

Attribute Description

data Service payload data

epoch Indicates if the server's user database needs to be built or rebuilt
rowCount Child element count

userld A GUID uniquely identifying a user

EC Encrypted content

IV Initialization vector for the encryption and decryption

MAC Message Authentication Code

2.2.2.3.1 data

The data attribute specifies a service response payload data.

<xs:attribute name="data" type="xs:base64Binary"/>

2.2.2.3.2 epoch

The epoch attribute in a response message indicates if the server's user database needs to be built or
rebuilt. A value of 0 indicates that the client<1> MUST build or rebuild the server's user database.
Nonzero values indicate that the client SHOULD NOT build or rebuild the server's user database.

<xs:attribute name="epoch" type="xs:int"/>

2.2.2.3.3 rowCount

The rowCount attribute specifies the humber of the contained elements.
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<xs:attribute name="rowCount" type="xs:int"/>

2.2.2.3.4 userld

The userld attribute specifies a GUID uniquely identifying the user.

<xs:attribute name="userId" type="xs:string"/>

2.2.2.3.5EC

The EC attribute specifies the encrypted content that is encoded with base64 encoding.

<xs:attribute name="EC" type="xs:base64Binary"/>

2.2.2.3.6 IV

The IV attribute specifies the initialization vector for the encryption and decryption.

<xs:attribute name="IV" type="xs:base64Binary"/>

2.2.2.3.7 MAC

The MAC attribute specifies the Message Authentication Code.

<xs:attribute name="MAC" type="xs:base64Binary"/>

2.2.3 Message Definitions

The following table lists the protocol messages.

Message Description

accountModify request Request for enabling/disabling user's relay services

accountModify response Response for the accountModify request

Fault response Service fault response
Registration request Request for registration
Registration response Response for the Registration request

RelayQuiescent request Request for changing the server's state

RelayQuiescent response | Response for the RelayQuiescent request

RelayDefault request Request for changing the server's default settings
RelayDefault response Response for the RelayDefault request

userAdd request Request for adding users to the server's user database
userAdd response Response for the userAdd request
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Message Description

userPurge request Request for purging user data from the server

userPurge response Response for the userPurge request

2.2.3.1 accountModify Request Message

The accountModify request message enables or disables relay services for users.

<xs:element name="accountModify" type="ServiceRequestType"/>

The ServiceRequestType is specified in section 2.2.2.2.5.

2.2.3.1.1 accountModify Request Payload

The /accountModify/Payload/@data attribute contains the payload fragment data as specified in
section 2.2.2.1.2. In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data
before encryption is specified as:

<xs:element name="accountModify">
<xs:complexType>
<xs:sequence>
<xs:element name="user" maxOccurs="unbounded">
<xs:complexType>
<xs:attribute name="lockout" type="BooleanType" use="required"/>
<xs:attribute name="userId" type="xs:string" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="rowCount" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>

The BooleanType is specified in section 2.2.2.2.1.

The following table describes the XML elements and attributes.

XPath Description

/accountModify accountModify request element
/accountModify/@rowCount The count of the user elements

/accountModify/user The user element

/accountModify/user/@lockout Control to enable or disable relay services for the user. To

disable the relay services for the user, it MUST be set to 1.
To enable the relay services for the user, it MUST be set to
0.

/accountModify/user/@userld User identification, a GUID
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2.2.3.2 accountModify Response Message

The accountModify response message is the non-fault response message for the accountModify
request.

<xs:element name="accountModify" type="ServiceResponseType"/>

The ServiceResponseType is specified in section 2.2.2.2.6.

2.2.3.2.1 accountModify Response Payload

The /accountModify/Payload/@data attribute contains the payload fragment data as specified in
section 2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="accountModify">
<xs:complexType>
<xs:attribute name="epoch" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>

The following table describes the element and attribute.

XPath Description
/accountModify accountModify response element
/accountModify/@epoch Indicates if the server's user database needs to be built or

rebuilt as specified in section 2.2.2.3.2.

2.2.3.3 Fault Response Message

The Fault response message is the response message for any service request fault.

<xs:element name="Fault" type="ServiceFaultResponseType"/>

The ServiceFaultResponseType is specified in section 2.2.2.2.4.

2.2.3.4 Registration Request Message

The Registration request message requests registration with the server.

<xs:element name="Registration" type="ServiceRequestType"/>

The ServiceRequestType is specified in section 2.2.2.2.5.

2.2.3.4.1 Registration Request Payload
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The /Registration/Payload/@data attribute contains the payload fragment data specified as:

<xs:schema xmlns:g="urn:groove.net" attributeFormDefault="unqualified"
elementFormDefault="qualified" targetNamespace="urn:groove.net"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import/>
<xs:element name="fragment">
<xs:complexType>
<xs:sequence>
<xs:element ref="Payload"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SE">
<xs:complexType>
<xs:sequence>
<xs:element name="Cert">
<xs:complexType>
<xs:attribute name="EPKAlgo" type="xs:string" use="required"
fixed="RSA"/>
<xs:attribute name="EPubKey" type="xs:base64Binary" use="required"/>
<xs:attribute name="EncAlgo" type="xs:string" use="required"
fixed="RSA"/>
<xs:attribute name="SPKAlgo" type="xs:string" use="required"
fixed="RSA"/>
<xs:attribute name="SPubKey" type="xs:base64Binary" use="required"/>
<xs:attribute name="SigAlgo" type="xs:string" use="required"
fixed="RSA"/>
</xs:complexType>
</xs:element>
<xs:element name="Enc">
<xs:complexType>
<xs:attribute name="EC" type="xs:base64Binary" use="required"/>
<xs:attribute name="IV" type="xs:base64Binary" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="Auth">
<xs:complexType>
<xs:attribute name="Sig" type="xs:base64Binary" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="EncryptedKey" type="xs:base64Binary"
use="required"/>
</xs:complexType>
</xs:element>
</xs:schema>

The referenced Payload element is specified in the following schema:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="urn:groove.net"/>
<xs:element name="Payload">
<xs:complexType>
<xs:sequence>
<xs:element xmlns:g="urn:groove.net" ref="g:SE"/>
</xs:sequence>
<xs:attribute name="ManagementServer" type="xs:string" use="required"/>
<xs:attribute name="Method" type="xs:string" use="required"/>
</xs:complexType>
</xs:element>
</xs:schema>

The referenced "g:SE" element is specified in the "fragment" schema that is defined in this section.
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The following table describes the elements and attributes.

XPath Description
/fragment Fragment element
/fragment/Payload Payload element

/fragment/Payload/@ManagementServer

The protocol client Uniform Resource Locator (URL)

/fragment/Payload/@Method

Service name

/fragment/Payload/SE

Secured element

/fragment/Payload/SE/Q@EncryptedKey

Encrypted shared secret key

/fragment/Payload/SE/Cert

Certificate element

/fragment/Payload/SE/Cert/QEPKAlgo

Encryption public key algorithm. The value MUST be "RSA".

/fragment/Payload/SE/Cert/@EPubKey

Encryption public key. The key MUST be Distinguished
Encoding Rules (DER) -encoded.

/fragment/Payload/SE/Cert/Q@EncAlgo

Encryption algorithm. The value MUST be "RSA".

/fragment/Payload/SE/Cert/@SPKAlgo

Signature public key algorithm. The value MUST be "RSA".

/fragment/Payload/SE/Cert/@SPubKey

Signature public key. The key MUST be DER-encoded.

/fragment/Payload/SE/Cert/@SigAlgo

Signature algorithm. The value MUST be "RSA".

/fragment/Payload/SE/Enc

Encrypted content element

/fragment/Payload/SE/Enc/QEC

Encrypted content

/fragment/Payload/SE/Enc/QIV

Initialization vector for the encryption and decryption

/fragment/Payload/SE/Auth

Authenticator element

/fragment/Payload/SE/Auth/@Sig

Message signature

The fragment/Payload/SE/Enc/QEC attribute contains an empty Payload XML element before

encryption specified as:

<xs:element name="Payload"/>

2.2.3.5 Registration Response Message

The Registration response message is the non-fault response message for the Registration request.

<xs:element name="Registration" type="ServiceResponseType"/>

The ServiceResponseType is specified in section 2.2.2.2.6.

2.2.3.5.1 Registration Response Payload

The /Registration/Payload/@data attribute contains the payload fragment data as specified in section

2.2.2.1.2.
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In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="Registration">
<xs:complexType>
<xs:sequence>
<xs:element name="Registration">
<xs:complexType>
<xs:attribute name="ErrorMessage" type="xs:string" use="required"/>
<xs:attribute name="Status" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="epoch" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>

The following table describes the elements and attributes.

XPath Description
/Registration Registration response element
/Registration/@epoch Indicates if the server's user database needs to be built or

rebuilt as specified in section 2.2.2.3.2.

/Registration/Registration Registration response data element
/Registration/Registration/@ErrorMessage Error message describing an error
/Registration/Registration/@Status Service status. It MUST be O for a successful request.

2.2.3.6 RelayDefault Request Message

The RelayDefault request message changes the server's default settings.

<xs:element name="RelayDefault" type="ServiceRequestType"/>

The ServiceRequestType is specified in section 2.2.2.2.5.

2.2.3.6.1 RelayDefault Request Payload

The /RelayDefault/Payload/@data attribute contains the payload fragment data as specified in section
2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="RelayDefault">
<xs:complexType>
<xs:sequence>
<xs:element name="relay">
<xs:complexType>
<xs:attribute name="devicelifetime" type="xs:int" use="required"/>
<xs:attribute name="deviceTargetQuotaSize" type="xs:int" use="required"/>
<xs:attribute name="identityLifetime" type="xs:int" use="required"/>
<xs:attribute name="identityTargetQuotaSize" type="xs:int" use="required"/>
<xs:attribute name="purgeEnabled" type="BooleanType" use="required"/>
<xs:attribute name="quotaEnabled" type="Booleantype" use="required"/>
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</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

The BooleanType is specified in section 2.2.2.2.1.

The following table describes the elements and attributes.

XPath Description

/RelayDefault RelayDefault request element

/RelayDefault/relay Relay default data element

/RelayDefault/relay /@deviceLifetime Device life time in days; specifies the age of messages to

purge for any automatic purge operation on the server.
MUST be a positive integer<2>.

/RelayDefault/relay/@deviceTargetQuotaSize Device target quota size in megabytes. MUST be a positive
integer.
/RelayDefault/relay/@identityLifetime Identity life time in days; specifies the age of messages to

purge for any automatic purge operation on the server.
MUST be a positive integer.

/RelayDefault/relay/@identityTargetQuotaSize Identity target quota size in megabytes. MUST be a positive
integer.
/RelayDefault/relay/@purgeEnabled Indicates if the server can automatically purge old messages

is enabled. A value of 1 indicates that purge is enabled; a
value of 0 indicates that purge is disabled.

/RelayDefault/relay/@quotaEnabled Indicates if quota is enabled. A value of 1 indicates that
quota is enabled; a value of 0 indicates that quota is
disabled.<3>

2.2.3.7 RelayDefault Response Message

The RelayDefault response message is the non-fault response message for the RelayDefault
request.

<xs:element name="RelayDefault" type="ServiceResponseType"/>

The ServiceResponseType is specified in section 2.2.2.2.6.

2.2.3.7.1 RelayDefault Response Payload

The /RelayDefault/Payload/@data attribute contains the payload fragment data as specified in section
2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:
<xs:element name="RelayDefault">

<xs:complexType>
<xs:attribute name="epoch" type="xs:int" use="required"/>
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</xs:complexType>
</xs:element>

The following table describes the element and attribute.

XPath Description

/RelayDefault RelayDefault response element

/RelayDefault/@epoch Indicates if the server's user database needs to be built or
rebuilt as specified in section 2.2.2.3.2.

2.2.3.8 RelayQuiescent Request Message

The RelayQuiescent request message changes the server's state.

<xs:element name="RelayQuiescent" type="ServiceRequestType"/>

The ServiceRequestType is specified in section 2.2.2.2.5.

2.2.3.8.1 RelayQuiescent Request Payload

The /RelayQuiescent/Payload/@data attribute contains the payload fragment data as specified in
section 2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="RelayQuiescent">
<xs:complexType>
<xs:sequence>
<xs:element name="relay">
<xs:complexType>
<xs:attribute name="status" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

The following table describes the elements and attributes.

XPath Description

/RelayQuiescent RelayQuiescent request element

/RelayQuiescent/relay Relay status element

/RelayQuiescent/relay/@status The server state to be set. To set the server to the inactive
state, status MUST be set to 1. To set the server to the
active state, status MUST be set to 0.<4>
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2.2.3.9 RelayQuiescent Response Message

The RelayQuiescent response message is the non-fault response message for the RelayQuiescent
request.

<xs:element name="RelayQuiescent" type="ServiceResponseType"/>

The ServiceResponseType is specified in section 2.2.2.2.6.

2.2.3.9.1 RelayQuiescent Response Payload

The /RelayQuiescent/Payload/@data attribute contains the payload fragment data as specified in
section 2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="RelayQuiescent">
<xs:complexType>
<xs:attribute name="epoch" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>

The following table describes the element and attribute.

XPath Description

/RelayQuiescent RelayQuiescent response element

/RelayQuiescent/@epoch Indicates if the server's user database needs to be built or
rebuilt as specified in section 2.2.2.3.2.

2.2.3.10 userAdd Request Message

The userAdd request adds users to the server's user database.

<xs:element name="userAdd" type="ServiceRequestType"/>

The ServiceRequestType is specified in section 2.2.2.2.5.

2.2.3.10.1 userAdd Request Payload

The /userAdd/Payload/@data attribute contains the payload fragment data as specified in section
2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="userAdd">
<xs:complexType>
<xs:sequence>
<xs:element name="user" maxOccurs="unbounded">
<xs:complexType>
<xs:attribute name="userId" type="xs:string" use="required"/>
</xs:complexType>
</xs:element>
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</xs:sequence>

<xs:attribute name="rowCount" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>

The following table describes the elements and attributes.

XPath Description

/userAdd User add request element
/userAdd/@rowCount The count of users

/userAdd/user User element
/userAdd/user/@userld A GUID uniquely identifying a user.

2.2.3.11 userAdd Response Message

The userAdd response message is the non-fault response message for the userAdd request.

<xs:element name="userAdd" type="ServiceResponseType"/>

The ServiceResponseType is specified in section 2.2.2.2.6.

2.2.3.11.1 userAdd Response Payload

The /userAdd/Payload/@data attribute contains the payload fragment data as specified in section
2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="userAdd">

<xs:complexType>
<xs:attribute name="epoch" type="xs:int" use="required"/>
</xs:complexType>

</xs:element>

The following table describes the element and attribute.

XPath Description

/userAdd User add response element

/userAdd/@epoch Indicates if the server's user database needs to be built or
rebuilt as specified in section 2.2.2.3.2.
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2.2.3.12 userPurge Request Message

The userPurge request message purges messages for the specified user or users on the server. The

userPurge request is independent of the RelayDefault message purgeEnabled element (see
section 2.2.3.6), which only enables or disables automatic purges.

<xs:element name="userPurge" type="ServiceRequestType"/>

The ServiceRequestType is specified in section 2.2.2.2.5.

2.2.3.12.1 userPurge Request Payload

The /userPurge/Payload/@data attribute contains the payload fragment data as specified in section

2.2.2.1.2.

In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is

specified as:

<xs:element name="userPurge">

<xs:complexType>

<xs:sequence>
<xs:element name="
<xs:complexType>

<xs:attribute name="userId" type="xs:string" use="required"/>

</xs:complexType>
</xs:element>
</xs:sequence>

<xs:attribute name="rowCount" type="xs:int" use="required"/>

</xs:complexType>
</xs:element>

user" maxOccurs="unbounded">

The following table describes the elements and attributes.

XPath Description

/userPurge User data purging request element
/userPurge/@rowCount The count of users
/userPurge/user A user element
/userPurge/user/@userld A GUID uniquely identifying a user.

2.2.3.13 userPurge Response Message

The userPurge response message is the non-fault response message for the userPurge request.

<xs:element name="userPurge" type="ServiceResponseType"/>

The ServiceResponseType is specified in section 2.2.2.2.6.

2.2.3.13.1 userPurge Response Payload

The /userPurge/Payload/@data attribute contains the payload fragment data as specified in section

2.2.2.1.2.
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In the payload fragment data, the /fragment/Payload/SE/Enc/@EC attribute data before encryption is
specified as:

<xs:element name="userPurge">
<xs:complexType>
<xs:attribute name="epoch" type="xs:int" use="required"/>
</xs:complexType>
</xs:element>

The following table describes the element and attribute.

XPath Description

/userPurge User purge response element

/userPurge/@epoch Indicates if the server's user database needs to be built or
rebuilt as specified in section 2.2.2.3.2.
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3 Protocol Details
3.1 Common Details
3.1.1 Common Message Templates

3.1.1.1 Request Message Template

The following is a detailed common request message template using the message definitions in section
2.2.3:

<SOAP-ENV:Envelope SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">
<SOAP-ENV:Body>

<[[- MethodName -]]>

<Version xsi:type="xsd:int">1</Version>

<Payload data="[[- payloadData -]]" xsi:type="binary"/>

</ [[- MethodName -]]>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

[[- MethodName -]]: Requested operation method name. It MUST be one of the following as specified
in section 2.2.2:

= accountModify

= Registration

= RelayDefault

= RelayQuiescent

= userAdd

= userPurge

[[- PayloadData -]]: Payload data encoded with base64 encoding. Section 3.1.1.3 provides a detailed
common payload data template.

3.1.1.2 Response Message Templates

The following is a detailed common non-fault response message template using the message
definitions in section 2.2.3:

<SOAP-ENV:Envelope SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<[[- MethodName -]]>
<Payload data="[[- PayloadData -]]" xsi:type="binary"/>
</[[- MethodName -]]>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

[[- MethodName -]]: Requested operation method name. It MUST be the same as the corresponding
request message's "[[- MethodName -]]". For example, if the request message's "[[- MethodName -]]"
is "userAdd", the response message's "[[- MethodName -]]" will be "userAdd".
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[[- PayloadData -]]: Payload data encoded with base64 encoding. Section 3.1.1.3 provides a detailed
common payload data template.

The following is the detailed Fault response message template using the Fault response message in
section 2.2.3.3:

<SOAP-ENV:Envelope SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultCode>[[- faultCode -]]</faultCode>
<faultString>[[- faultString -]]</faultString>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

[[- faultCode -]]: A fault code, specified as an integer. It MUST be one of the fault code listed in the
ServiceFaultResponseType in section 2.2.2.2.4.

[[- faultString -]]: A fault description, specified as a string.

3.1.1.3 Payload Data Template

The following is a detailed common payload data template using the message definitions in section
2.2.3, except for the Registration request message:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="[[- URL -]]" Method="[[-MethodName -]]">
<g:SE>
<g:Enc EC="[[- ECData -]]" IVv="[[- IV -]]"/>
<g:Auth MAC="[[- MAC -]]"/>
</g:SE>
</Payload>
</g:fragment>

[[- MethodName -]]: Requested operation method name. It MUST be the same as the request
message's "[[- MethodName -]]". For example, if the request message's "[[- MethodName -]]" is
"userAdd", the "[[- MethodName -]]" here will be "userAdd".

[[- URL -]]: The client URL, specified as a string.

[[- ECData -]]: The encrypted data encoded with base64 encoding. All [[- ECData -]] MUST starts with
<?xml version="'1.0"'?><7?groove.net version="'1.0'?> before encryption.

For a request message, the [[- ECData -]] contains payload data specific to the request.

The following is a detailed [[- ECData -]] template for a response message, except for the
Registration response:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<[[- MethodName -]] epoch="[[- epoch -]]1"/>

[[-MethodName -]]: The request method name. It MUST be the same as the request method
element name in the message Body.

[[- epoch -]]: Indicates if the server's user database needs to be built or rebuilt, as specified
in section 2.2.2.3.2.
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[[- IV -]]: The initialization vector for the encryption and decryption, encoded with base64 encoding.
[[- MAC -]]: The Message Authentication Code, encoded with base64 encoding.

Sections 3.1.2, 3.2.5.2, and 3.3.5.2 specify message encryption/decryption and other security related
processing rules.

3.1.2 Common Security Processing Rules

The protocol messages are encrypted and integrity-protected using the key shared by a management
server and a relay server. This section specifies how messages are encrypted/decrypted and integrity
protected/verified.

Every application message, request or response except Fault Response Message, is secured with the
shared secret key established via the Registration message. The security processing rules to open a
secured request and the security processing rules to secure a response are the same for every
application message (every message except for Registration). The application message security
processing is specified in this section.

3.1.2.1 MARC4 (Modified Alleged RC4)

This protocol security uses a variation of the RC4 algorithm called the Modified Alleged Rivest
Cipher 4 (MARC4) algorithm.

RC4 algorithm is described in [SCHNEIER].
MARC4 is different from RC4 as following:

= Both encryption and decryption MUST use the initialization vector (IV), and IV MUST be the same
size as the secret key.

= New random IV MUST be generated before each time the data is encrypted. Matching IV MUST be
used each time the data is decrypted.

= IV MUST be XOR-ed with the secret key, and the result MUST be used as the secret key for RC4.

= The first 256 bytes of the keystream MUST be discarded. Subsequent bytes of the keystream
MUST be used in the same way as they are used with RC4.

3.1.2.2 Secure and Serialize Message to be Added as Secured Payload

This section specifies the security processing rules for securing and serializing a message into a
secured payload. It applies to a client securing application request payload, and it applies to a server
securing an application response payload. Such a secured payload is to be added into an envelope in a
Request Message or a Response Message (as defined in section 2.2.2) for transmission.

To create a secure payload, the client or server MUST start with the inputs specified in section
3.1.2.2.1 and then perform, in order, the procedures specified in sections 3.1.2.2.2 through 3.1.2.2.9.

3.1.2.2.1 Inputs

Header element: secured fragment element itself as defined in section 2.2.2.1.2. As the input, this
element MUST have the name of "fragment" in the namespace of "urn:groove.net". It MUST have one
child element named "Payload". The Payload element MUST contain one child element named "SE" in
the namespace of "urn:groove.net". The "g:SE" element is referred as secured element. It MUST
contain no content.
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Payload element: application request or response element. This element contains content to be
secured.

Shared Key: Key used for encryption and data-integrity protection. This is the key shared by a client
and a server.

3.1.2.2.2 Serialize Header Element

Header element MUST be serialized into a byte representation. As part of the serialization, all
attributes for each element MUST be sorted alphabetically, with no compression and no extra white
spaces. UTF8 encoding MUST be used. In addition, the following rules MUST be followed to ensure
successful security processing:

= The following MUST be present at the beginning of the serialized data:

<?xml version='l.0'?><?groove.net version='1.0"'?>

= The top level fragment element MUST use the namespace prefix "g", with "xmIns" attribute

defining "g" as "urn:groove.net".
= The second level Payload element MUST NOT have any namespace prefix.

= The third level "g:SE" element and its sub-elements MUST use the namespace prefix "g" without
any "xmins" attribute.

3.1.2.2.3 Serialize Payload Element

Payload element MUST be serialized into a byte representation. As part of the serialization, all
attributes for each element MUST be sorted alphabetically, with no compression and no extra white
spaces. UTF8 encoding MUST be used. In addition, the following unique rules MUST be followed to
ensure successful security processing:

= The following MUST be present at the beginning of the serialized data:

<?xml version='1l.0'?><?groove.net version='1.0'?>

= Namespace prefix or "xmlns" attribute MUST NOT be added.

3.1.2.2.4 Compute Message Digest
Message digest MUST be computed using SHA1 algorithm, as defined in [RFC3174].

Message digest MUST include serialized header element (as defined in section 3.1.2.2.2), and the
serialized payload element (as defined in section 3.1.2.2.3) - in this order. The SHA1 hash is first
performed on these elements in the specified order and then the SHA1 hash is applied to the results of
the first SHA1 hash.

3.1.2.2.5 Encrypt Serialized Payload Element

Byte representation of the serialized payload element MUST be encrypted using the MARC4 algorithm
(as defined in section 3.1.2.1), with the shared key.

Unique initialization vector (IV) MUST be generated for each message, and used during encryption of
that message. IV is a random blob and its size MUST be same as the secret key size. IV can be
generated using crypto-strength RNG.
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3.1.2.2.6 Compute Message Authentication Code

Message Authentication Code MUST be computed using HMAC-SHA1 algorithm (as defined in
RFC46341]), with the shared key.

Message Authentication Code MUST be computed with the message digest, as defined in section
3.1.2.2.4.

3.1.2.2.7 Create Encrypted Element

Encrypted element named "g:Enc" in the namespace of "urn:groove.net" MUST be created as a child
of the secured element, as defined in section 2.2.2.1.2.

Encrypted element MUST have the attributes as defined in section 2.2.2.1.2. Specifically:
= EC attribute MUST have the encrypted serialized payload element, as defined in section 3.1.2.2.5.

= IV attribute MUST be the initialization vector for the encrypted serialized payload element, as
defined in section 3.1.2.2.5.

3.1.2.2.8 Create Authenticator Element

Authenticator element named "g:Auth" in the namespace of "urn:groove.net" MUST be created as
child of the secured element, as defined in section 2.2.2.1.2.

Authenticator element MUST have the attributes as defined in section 2.2.2.1.2. Specifically:

= MAC attribute MUST have the value of the Message Authentication Code, as defined in section
3.1.2.2.6.

3.1.2.2.9 Serialize Secured Fragment, Output
At this stage, the header element becomes secured fragment element.

Secured fragment element, containing secured element, MUST be serialized into a byte
representation. The same serialization rules specified in section 3.1.2.2.2 MUST be applied here.

The serialized secured fragment is the output.

3.1.2.3 Open Secured Payload Element

This section specifies the security processing rules for opening a secured Payload element, the
decrypted content contains the application request or response. This applies to a client opening a
secured response Payload, or a server opening a secured request Payload.

To open a secured Payload element, the client or server MUST start with the inputs specified in
section 3.1.2.3.1 and then perform, in order, the procedures specified in sections 3.1.2.3.2 through
3.1.2.3.9.

3.1.2.3.1 Inputs

Secured fragment element: secured fragment element as defined in section 2.2.2.1.2. As the input,
this element MUST have the name of "fragment" with a namespace prefix of "g" and an "xmlIns"
attribute defining "g" as the namespace "urn:groove.net". It MUST have one child element named
"Payload", with attributes ManagementServer and Method set. Payload element MUST contain one
child element named "SE" in the namespace of "urn:groove.net". The "g:SE" element MUST be as
defined in section 2.2.2.1.2, with all sub-elements and attributes. The "g:SE" element is referred as
the secured element.
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Shared Key: Key used for decryption and data-integrity verification. This is the key shared by a client
and a server.

3.1.2.3.2 Parse Encrypted Element

Encrypted element "g:Enc" MUST be a child of the secured element and MUST have the attributes as
defined in section 2.2.2.1.2.

The following attributes MUST be parsed and saved as inputs into decryption:
= EC attribute is the encrypted serialized payload element.

= IV attribute is the initialization vector for the encrypted serialized payload element.

3.1.2.3.3 Parse Authenticator Element

Authenticator element "g:Auth" MUST be a child of the secured element and MUST have the attributes
as defined in section 2.2.2.1.2.

The following attributes MUST be parsed and saved as inputs into data integrity verification:

= MAC attribute is the Message Authentication Code.

3.1.2.3.4 Delete Encrypted Element and Authenticator Element

Encrypted element "g:Enc" and authenticator element "g:Auth" MUST be deleted as child objects of
the secured element, which is part of the input secured fragment element.

Once this is done, secured fragment element becomes a header element, as defined in section
3.1.2.2.1.

3.1.2.3.5 Serialize Header Element

Header element MUST be serialized as defined in section 3.1.2.2.2.

3.1.2.3.6 Decrypt Serialized Payload Element

Encrypted serialized Payload element MUST be decrypted using the MARC4 algorithm (as defined in
section 3.1.2.1), with the shared key.

Corresponding per-message initialization vector from the encrypted element MUST be used, as defined
in section 3.1.2.3.2.

3.1.2.3.7 Compute Message Digest
Message digest MUST be computed using SHA1 algorithm, as defined in [RFC3174].

Message digest MUST include serialized header element (as defined in section 3.1.2.3.5), and the
decrypted content (the result from section 3.1.2.3.6) - in this order.

3.1.2.3.8 Verify Data Integrity

Message Authentication Code MUST be computed using HMAC-SHA1 algorithm (as defined in
RFC46341]), with the shared key.

Message Authentication Code MUST be computed with the message digest, as computed in section
3.1.2.3.7.
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Comparison of this Message Authentication Code with the one saved from section 3.1.2.3.3 MUST be
performed. If the Message Authentication Codes do not match, it means the data integrity verification
has failed.

If a client is performing the procedure defined in section 3.1.2.3 to open a secured Payload element
in a response message, this failure MUST cause the client to treat the message as a bad response and
stop processing the message.

If a server is performing the procedure defined in section 3.1.2.3 to open a secured Payload element
in a request message, this failure MUST cause the server to return a Fault message as defined in
section 2.2.3.3. The fault code is defined in section 2.2.2.2.4 and can be any value in the fault code
list except 304. The fault string can be any string describing the error.

3.1.2.3.9 Deserialize Decrypted Content and Output

Serialized Payload element, which is the decrypted content from section 3.1.2.3.6, MUST be
deserialized from a byte representation into an XML representation, as the payload element. This
Payload element is the output.

3.2 Server Details

3.2.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

Registered Client: The server maintains the client that has successfully finished the Registration
request with the server.

Server Defaults: The server maintains the following default service settings:

= Device life time: Message life time in days for a device targeted message. After the life time, the
message is purged if purge is enabled.

= Device target quota size: Target quota size in megabytes for a device. When quota is enabled, this
is the maximum amount of data the server can store for a device.

= Identity life time: Message life time in days for an identity targeted message. After the life time,
the message is purged if purge is enabled.

= Identity target quota size: Target quota size in megabytes for an identity. When quota is enabled,
this is the maximum amount of data the server can store for an identity.

= Purge enabled: Indicates if purging is enabled.
= Quota enabled: Indicates if quota is enabled.

Users: The server maintains users in a database. A user database entry contains the following data:

= User ID: A GUID uniquely identifying a user.

= Enabled: Indicates if the user is enabled for relay services.
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Server States: When communicating with the client, the server maintains the following states:

= Unregistered state
= Active state
= Inactive state

The following figure is the server state transition diagram.

Unregistered Registration

RelayQuiescent
(enter inactive state)

Inactive

RelayQuiescent
(exit inactive state)

Figure 4: Server state transitions

The server enters the active state from the unregistered state after a successful Registration
request. The server enters the inactive state after a successful RelayQuiescent request to set the
server into the inactive state. From the inactive state, the server returns to the active state after a
RelayQuiescent request to set the server to the active state.

Server Key Pairs: Two sets of asymmetric public-private key pairs, one for encryption, and one for
signing.

Server SOAP Certificate: Contains the public keys from the server key pairs.

Shared Secret Key: The server maintains the shared secret key established with the client through
the Registration message.

Note that the preceding conceptual data can be implemented by using a variety of techniques. Any
data structure that stores the preceding conceptual data can be used in the implementation.

3.2.2 Timers

None.

3.2.3 Initialization

For secure communication, in the initialization process, the server MUST generate server key pairs and
the server certificate (1) if they do not exist. Specifically, the following initialization steps MUST be
performed:

1. If the server key pairs do not exist, two new sets of server key pairs, one for encryption and one
for signing, MUST be generated and stored. They MUST be RSA 2048 bits long.

2. If the relay server SOAP certificate (1) does not exist, a new certificate (1) MUST be generated in
X509.v3 format, and DER encoded, with extensions for encryption public key and related
information. See section 3.2.3.1.2 for the definitions of the certificate (1) extensions. The subject
and issuer Common Name (CN) fields of the certificate (1) are set to the relay server SOAP URL.
The certificate (1) and relay server identity information are stored in a file as specified in section
3.2.3.1.1.
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3. The relay server certificate (1) and identity information from the last step MUST be passed to the
management server through an out-of-band means.

The relay server imports the certificate (1) and management server identity information as part of the
out-of-band means to acquire a management server's public keys before any protocol communication
can be processed. This makes it possible for the server to authenticate a client (a management
server) when the server receives a request. A server MUST reject any unknown client.<5>

3.2.3.1 Relay Server Certificate

3.2.3.1.1 Relay Server Certificates XML File

The server generates a file containing the following XML segment. This step is performed to support
interoperability:

<xs:element name="RelayAttributes">
<xs:attribute name="IsRelay" type="xs:int" use="xs:required"/>
<xs:attribute name="IsXMPPProxy" type="xs:int"/>
<xs:attribute name="RelayDeviceURL" type="xs:uri" use="xs:required"/>
<xs:attribute name="SOAPCertificate" type="xs:base64Binary" use="xs:required"/>
<xs:attribute name="SOAPURL" type="xs:uri" use="xs:required"/>
<xs:attribute name="SSTPCertificate" type="xs:base64Binary" use="xs:required"/>
</xs:element>

The fields are as follow.

Attribute Description

IsRelay This required attribute defines whether the server is serving as a Relay
server. This value MUST be 1.

IsXMPPProxy This is an optional attribute. If the attribute is present, its value MUST be 0.

RelayDeviceURL This required attribute defines the relay URL for the relay server.

SOAPCertificate This required attribute defines the certificate (1) for the protocol

communication. The value of this attribute is the relay server SOAP certificate
(1) specified in section 3.2.3, first DER-encoded, and then encoded with
base64 encoding, as specified in [RFC4648].

SOAPURL This required attribute defines the relay server SOAP URL for the
communication from the client to the server in this protocol. This is the entry
point for the protocol.

SSTPCertificate This required attribute defines the certificate (1) for the other Relay
communication protocol (SSTP, defined in [MS-GRVSSTP]). The value of this
attribute is the relay SSTP certificate (1) as specified in [MS-GRVSSTPS
section 3.1.1.1, first DER-encoded, and then encoded with base64 encoding
as specified in [RFC4648]. The certificate (1) MUST have extensions as
described in section 3.2.3.1.2.

The following is a sample ServerID.xml file:

<?xml version='1l.0'?><?groove.net version='1.0'?>

<RelayAttributes IsRelay="1" IsXMPPProxy="0"
RelayDeviceURL="grooveDNS://relay.contoso.com"
SOAPCertificate="MIIET....THNsVxvVAY="
SOAPURL="http://relay.contoso.com:8009/SOAP"
SSTPCertificate="MIIEGz...19Zz0/6FU="/>
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As described in section 1.5, a client imports this file as part of the out-of-band means to acquire the

server's public keys before it can communicate to the relay server.

3.2.3.1.2 Certificate Content

The certificates (1) generated by a client and a server MUST be in X509.v3 format as defined in

RFC3280]. These certificates (1) MUST also have the following protocol-specific extension object

identifiers (OIDs).

Extension OID Description

key, DER-encoded.

2.16.840.1.114227.1.1.1 Encryption public key. The value MUST be 2048-bit RSA encryption

2.16.840.1.114227.1.1.2 Encryption public key algorithm. The value MUST be "RSA" Unicode
string without NULL terminator.

2.16.840.1.114227.1.1.3 Encryption algorithm. The value MUST be "RSA" Unicode string
without NULL terminator.

These certificates (1) are self-signed, with the issuer and subject being the same, and validity set to
100 years. Because they are self-signed, the out-of-band certificate (1) exchange MUST happen as
part of the bootstrapping to establish trusted relationship.

The following is a list of fields and values for a sample relay server SOAP certificate (1):

X509 Certificate:
Version: 3

Serial Number: 6b8810e2a84bbf42a5271£1892cd681810121da9

Signature Algorithm:

Algorithm ObjectId: 1.2.840.113549.1.1.5 shalRSA

Algorithm Parameters:
05 00

Issuer:
CN=http://relay.contoso.com

NotBefore: 8/1/2007 9:27 AM
NotAfter: 8/1/2107 9:27 AM

Subject:
CN=http://relay.contoso.com

Public Key Algorithm:

Algorithm ObjectId: 1.2.840.113549.1.1.1 RSA

Algorithm Parameters:
05 00
Public Key Length: 2048 bits
Public Key: UnusedBits = 0

0000 30 82 01 08 02 82 01 01 00 af £f2 ab
0010 11 fd 56 cO0 1le c8 21 7d ef 17 a3 1b
0020 fb 88 ae 30 32 68 b9 dd 50 62 al 4d
0030 77 bb £3 df 05 30 33 2d 5c 68 34 b2
0040 8a 5b 37 8b da 6a 92 f£7 5e 03 a2 9a
0050 02 f4 26 42 ef de da 87 09 fb dO f6
0060 cb a0 f4 aa 46 b4 7c 03 9f 10 4f 7a
0070 ©6b 4a £3 58 £3 a7 05 0Ob 8e 38 e4 71
0080 d3 dl e4 32 c4 24 35 c2 1b e0 9b 26
0090 a4 f8 41 35 3a al bc e8 e9 0Oa 6d 18
00a0 74 6f 90 67 7f 54 fe b2 d6 9c 85 5f
00b0 a3 06 d2 0d ec 42 8a 47 62 d2 70 ea
00cO 79 3c 70 84 ce 8c 47 83 60 2a 3c 70
00d0 59 bb 07 14 57 dd 4d fb d5 d7 f1 51
00e0 ad 00 ff bf 65 17 a6 71 28 6¢c 85 f6
00f0 ef a0 cb 22 95 47 1f cO d7 6b 00 cf

53
as
55
El)
ds
dd
70
35
94
13
ds
2e
35
94
77
c4

03
69
ee
df
de
18
91
98
65
8d
dd
£5
4b
9d
79
1b

40
48
81
78
6b
5d
49
ab
ec
de
13
f6
e’
76
75
c8

98
eb
77

dc
0f
ae
43
b6
c9
c8
ds
9d
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42

[MS-GRVSPMR] - v20160623

Management Server to Relay Server Groove SOAP Protocol
Copyright © 2016 Microsoft Corporation

Release: June 23, 2016

45/ 84


http://go.microsoft.com/fwlink/?LinkId=90414

0100 a2 dl 92 d7 7e 40 bb 8a 75 02 01 11

Certificate Extensions: 3
2.16.840.1.114227.1.1.1: Flags = 0, Length
Unknown Extension type

0000 30 82 01 08 02 82 01 01 00 8c f9 af
0010 bc dO la b4 4d e6 11 al 47 £f0 cl ec
0020 bb b2 64 70 c2 b7 2b 85 1lc ee 87 76
0030 d4 f8 60 1b 6b d2 ed d5 80 17 3c £f3
0040 36 d3 e5 e5 60 41 8c 29 e2 ff 4e £f6
0050 69 2b 58 f8 dd fd a5 92 e7 2c 5d db
0060 10 05 17 41 60 75 6¢c 1d c9 93 a9 fc
0070 83 cb 52 87 c2 68 11 e3 f£f8 af 03 75
0080 14 e9 2c f9 81 58 7e d9 1c a7 £f8 9c
0090 e7 bl 50 4e e4 24 bl fa bf b9 d6 eb
00a0 44 7e 47 67 79 74 df 84 1lb 5f ab 4c
00b0 84 1f 65 31 eb 43 c4 d0O a6 42 11 f4
00cO 7b 7e 5f b8 09 fa 84 4a d5 cc 70 93
00d0 e2 7e 62 49 be 9o a7 6e 81 f6 9f 64
00e0 18 c0 cO d4 a8 85 68 3f eb 82 64 37
00£0 Oe 74 7d 5d 3e £f5 02 dl1 65 d3 db 88
0100 85 ca 38 fe b3 c0 34 c7 69 02 01 11

2.16.840.1.114227.1.1.2: Flags = 0, Length
Unknown Extension type

0000 52 00 53 00 41 00

2.16.840.1.114227.1.1.3: Flags = 0, Length
Unknown Extension type

0000 52 00 53 00 41 00

Signature Algorithm:

9f

4b
cf
dl
80
e2
28
59
a0
37

eb
ab
35
37

10c

eb
c9
9f
da
Oc
53
az
77
f1
de
od
92
39
c6
ab
21

Algorithm ObjectId: 1.2.840.113549.1.1.5 shalRSA

Algorithm Parameters:
05 00

Signature: UnusedBits=0
0000 06 54 6f 5c bl cd 31 b9 c6 9e 52 5e
0010 96 9c f1 6e 65 40 01 £8 72 2b 79 4f
0020 88 03 69 28 09 c3 a4 e4 d9 9c 2a 4c
0030 3a 9 50 Ob 72 19 04 51 61 Oc fc 6d
0040 6d c5 68 50 0f 35 14 95 e9 af 66 e5
0050 0Oa 62 2b 59 al 9e 76 3d 14 b9 f0 86
0060 79 e5 b2 6b 9a 4e 26 2c 46 3f 3e 39
0070 9e d9 6a 3e 8a 15 74 d4 b9 5a dc 8f
0080 27 77 7a 9e 04 10 5f 1lc e3 36 39 87
0090 61 35 8e 11 1b bl 1f £f5 7e a8 dd 1lc
00a0 e4 ac 8b f7 c6 2c 8e 98 24 £7 la 40
00b0 cb 97 10 ad 56 be a6 33 66 83 7a 72
00cO 9c da 34 ec £9 f9 £f5 2f ed 2c 20 9d
00d0 80 e4 f4 e9 £f5 ad ef 49 ff 9e 2e 23
00e0 66 18 98 2c c9 15 30 54 26 7f bd 02
00f0 10 b2 b0 19 39 8a 1d b3 f1 2d 44 1f

Signature matches Public Key

Root Certificate: Subject matches Issuer

Key Id Hash(shal): 63 43 bd d3 bc a4 85 17 b9 df e5 al la f1 ff 97 5c £5 f0 d9

0b
13
la
9c
eb
82
45
32
de
03
34
94
30
a4
8c
91

81
bd
cb
f0
la
eb
Tc
25
3e
40
62
ce
3d
97
cb
d3

56
78
86
el
23
al
75
ds
99
ba
75
c3
c5
c2
53
85

f1
dl
ee
ab
30
22
56
ef
16
£8
az
c4
07
ez
5f
fa

b4
64
38
b2
az
7d
07
8e
od
c9
87
c5
3d
bf
11
02

83
41
ca
d3
26
73
d2
fd
b3
Te
00
bc
db
57
91
aa

Cert Hash(md5): 17 le 16 3d b9 cc 95 6e £3 88 27 £f7 T7e fe bf fe
Cert Hash(shal): 15 97 70 c8 e6 96 e3 a2 39 9d a5 e6 75 d6 7d ee ff 56 2a dO

3.2.4 Higher-Layer Triggered Events

None.
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3.2.5 Message Processing Events and Sequencing Rules

The following table is a list of all operations.

Operation Description
accountModify This operation enables or disables relay services for users.
Registration This operation is @ mechanism for exchanging the shared secret key used in message

data encryption/decryption and message integrity protection and verification.

RelayQuiescent This operation sets the server to active or inactive states.

RelayDefault This operation changes the server's default service settings.

userAdd This operation adds users to the server for services.

userPurge This operation purges user data on the server without deleting the users.

3.2.5.1 Registration

The client MUST register with the server before making other service requests. If a service request is
made before the registration, a fault response message MUST be returned with the fault code 304,
indicating that the registration is required.

The Registration message is a mechanism for exchanging the shared secret key used in message
data encryption/decryption and message integrity protection and verification. The client MUST
generate the shared secret key for the registration.

3.2.5.1.1 Registration Request

The Registration request element is specified in section 2.2.3.4. Section 3.1.1.1 provides a detailed
request message template. The following is a detailed payload data template for the Registration
request message:

The [[- PayloadData -]] in the request template MUST use the following template:

<?xml version='1l.0'?><?groove.net version='1.0'"'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="[[- URL -]]" Method="Registration">
<g:SE EncryptedKey="[[- EncryptedKey -]]">
<g:Cert
EPKAlgo="RSA"
EPubKey="[[- EPubKey -]]"
EncAlgo="RSA"
SPKAlgo="RSA"
SPubKey="[[- SPubKey -]]"
SigAlgo="RSA"
/>
<g:Enc EC="[[- ECData -]]" IV="[[- IV -]]"/>
<g:Auth Sig="/[[- Sig -]]"/>
</g:SE>
</Payload>
</g:fragment>

[[- URL -]]: The management server URL, specified as a string.

[[- EncryptedKey -]]: The encrypted shared secret key that is encoded with base64 encoding.
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[[- EPubKey -]]: The encryption public key, DER-encoded and then encoded with base64 encoding.
[[- SPubKey -]]: Signature public key, DER-encoded and then encoded with base64 encoding.

[[- ECData -]]: The encrypted data that is encoded with base64 encoding. It MUST use the following
template before encryption:

<?xml version='1l.0'?><?groove.net version='1l.0'?><Payload/>

[[- IV -]]: The initialization vector for the encryption and decryption, encoded with base64 encoding.

[[- Sig -]]: The message signature, encoded with base64 encoding.

3.2.5.1.2 Registration Response

If no faults occur during the operation, the server MUST return the Registration response element
specified in section 2.2.3.5. Section 3.1.1.2 provides a detailed response message template.

If faults occur during the operation, the server MUST return the Fault response specified in section
2.2.3.3. Section 3.1.1.2 provides a detailed Fault response message template. The server MUST
return a fault response message if the registration is not successful for any reason.

For a non-fault registration response, the [[- ECData -]] in the payload data template provided in
section 3.1.1.3 MUST use the following template before encryption:

<?xml version='1l.0'?><?groove.net version='1.0'?>

<Registration epoch="[[- epoch -]]">

<Registration ErrorMessage="Success Registration." Status="0"/>
</Registration>

[[- epoch -]]: Indicates if the server's user database needs to be built or rebuilt, as specified in section
2.2.2.3.2.

3.2.5.1.3 Registration Message Processing

To process the Registration message, the server MUST perform, in order, the procedures specified in
sections 3.2.5.1.3.1 through 3.2.5.1.3.11.

3.2.5.1.3.1 Parse Incoming Envelope

Upon receiving a Registration message, the server MUST follow the request schema as defined in
section 2.2.2 and Registration request as defined in section 2.2.3.3 to parse the message.

If any required element or attribute is missing, the server MUST return a Fault message as defined in
section 2.2.3.3. The fault code is defined in section 2.2.2.2.4 and can be any value in the fault code
list except 304. The fault string can be any string describing the error.

The server MUST extract the fragment element, which is the base64 decoded content from the Data
attribute of the Payload element from the service request, as defined in section 2.2.2.2.5. This
fragment element is defined in section 2.2.2.1.2, and it contains secured content.

The server MUST read from the attribute ManagementServer from the fragment element. This
value identifies the client.

3.2.5.1.3.2 Parse Secured elements

The secured element "g:SE" MUST be parsed as defined in section 2.2.3.4.1.
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The following information MUST be saved as the client's security information:

= The encryption public key algorithm.

= The encryption public key, DER-encoded.
= The encryption algorithm.

= The signature public key algorithm.

= The signature public key, DER-encoded.
= The signature algorithm.

The following information MUST be saved as inputs to decryption:

= The encrypted serialized payload element.
= The initialization vector for the encrypted serialized payload element.

The following information MUST be saved as inputs to data integrity verification:
= The message signature.

Encrypted key MUST be saved as inputs to shared key decryption.

3.2.5.1.3.3 Decrypt Shared Key

Encrypted key MUST be decrypted using the server's encryption private key with RSA algorithm, as
defined in [PKCS1]. The result MUST be saved as the shared key for the client and the server. The
server identifies the client by the value of the ManagementServer attribute, as specified in section
3.2.5.1.3.1).

3.2.5.1.3.4 Delete Encrypted Element and Authenticator Element

Encrypted element "g:Enc" and authenticator element "g:Auth" MUST be deleted as child objects of
the secured element "g:SE", which is part of the fragment element.

Once this is done, the fragment element becomes a header element, as defined in section 3.1.2.2.1.

3.2.5.1.3.5 Serialize Header Element

Header element MUST be serialized as defined in section 3.1.2.2.2.

3.2.5.1.3.6 Decrypt Serialized Payload Element

Encrypted serialized Payload element MUST be decrypted using the MARC4 algorithm (as defined in
section 3.1.2.1), with the shared key (section 3.2.5.1.3.3).

Corresponding per-message initialization vector from the encrypted element MUST be used, as define
in section 3.2.5.1.3.2.

3.2.5.1.3.7 Compute Message Digest
Message digest MUST be computed using SHA1 algorithm, as defined in [RFC3174].

Message digest MUST include serialized header element (as defined in section 3.2.5.1.3.5), and the
decrypted content (the result from the procedure in section 3.2.5.1.3.6) - in this order.
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3.2.5.1.3.8 Verify Signature

Message signature MUST be verified by using the client's signature public key, as obtained in section
3.2.5.1.3.2, with RSA algorithm, as defined in [PKCS1].

Message signature MUST be computed with the message digest, as computed in section 3.2.5.1.3.7.

Comparison of this message signature with the one saved by the procedure in section 3.2.5.1.3.2
MUST be performed. If the signatures do not match, the data integrity and authenticity verification
has failed. The message MUST be rejected. The server MUST clear out all saved registration
information about this client, as in section 3.2.5.1.3.2 and section 3.2.5.1.3.3. The server MUST
return a Fault message as defined in section 2.2.3.3. The fault code is defined in section 2.2.2.2.4
and can be any value in the fault code list except 304. The fault string can be any string describing the
error.

3.2.5.1.3.9 Authenticate Client

The server MUST compare the client certificate (1) information obtained in section 3.2.5.1.3.2 with the
certificate (1) information imported as part of the initialization step using an out-of-band means.
Specifically, the server MUST compare all the public keys and the corresponding algorithms.

If they do not match, the server MUST clear out all saved registration information about this client, as
in section 3.2.5.1.3.2 and section 3.2.5.1.3.3. The server MUST return a Fault message as defined in
section 2.2.3.3. The fault code is defined in section 2.2.2.2.4 and can be any value in the fault code
list except 304. The fault string can be any string describing the error.

3.2.5.1.3.10 Prepare Registration Response

The server has successfully processed the Registration request message. The server MUST prepare a
response element as defined in section 2.2.3.5.1, as a Registration element.

3.2.5.1.3.11 Secure Message, Prepare Envelope, Send

The server MUST follow the steps in section 3.1.2.2 to secure the response, prepare the response
envelope and send.

3.2.5.2 Server Side Common Application Message Processing Rules

This section specifies the common processing rules that a server MUST perform when receiving a new
request. This applies to all application messages (any message except for the Registration message)
in sections 3.2.5.3 to 3.2.5.7. These sections omit the details of the detailed security processing
because it is defined in this section.

When processing an application message, the server MUST perform the procedures, in order, specified
in sections 3.2.5.2.1 through 3.2.5.2.5.

3.2.5.2.1 Parse Incoming Envelope and Get Shared Key

Upon receiving an application message, the server MUST follow the common request schema as
defined in section 2.2.2 and the specific application message definition in section 2.2.3 to parse the
message.

If any required element or attribute is missing, the server MUST return a Fault message as defined in
section 2.2.3.3. The fault code is defined in section 2.2.2.2.4 and can be any value in the fault code
list except 304. The fault string can be any string describing the error.
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The server MUST extract the fragment element, which is the base64 decoded content from the Data
attribute of the Payload element from a service request, as defined in section 2.2.2.2.5. This
fragment element is as defined in section 2.2.2.1.2, and it contains secured content.

The server MUST read from the attribute ManagementServer from the fragment element. This
value identifies the client. The server MUST use this value to retrieve the shared key between the
client and itself.

If the server does not have the key, the server MUST return a Fault message as defined in section
2.2.3.3. The fault code MUST be set to 304 to indicate that the client needs to register first. The fault
string can be any string describing the error.

3.2.5.2.2 Open Secured Content

The server MUST take the fragment element and the shared key, and follow rules specified in section
3.1.2.3 to open the secured content to retrieve the application payload element.

If this step fails (data integrity check fails), the server MUST return a Fault message as defined in
section 2.2.3.3. The fault code is defined in section 2.2.2.2.4 and can be any value in the fault code
list except 304. The fault string can be any string describing the error.

The application Payload element contains the original application request.

3.2.5.2.3 Process Application Request and Prepare Application Response

The server MUST process the application request and prepare the application response. The specific
application processing rule is specified in the section for the specific message.

If faults occur in the process, the server MUST return a Fault message as defined in section 2.2.3.3.

3.2.5.2.4 Secure Message
The application response becomes the Payload element as defined in section 3.1.2.2.1.

The server MUST also prepare a fragment element with "fragment" name in the namespace
"urn:groove.net". The fragment element MUST have one child element named "Payload". The server
MUST set the ManagementServer and Method attributes for the Payload element. These values
MUST match with those in the corresponding elements of the incoming request. The Payload element
MUST have one child element named "SE" in the namespace of "urn:groove.net". The "g:SE" element
MUST contain no content and is referred as secured element. This fragment element becomes the
header element as defined in section 3.1.2.2.1.

With the fragment element, the application response, and the shared key, the server MUST follow the
steps in section 3.1.2.2 to secure the application response and retrieve the serialized secured
fragment element.

3.2.5.2.5 Prepare Envelope and Send

The server MUST follow the specific application message response envelope template (as defined in
sections 3.1.2.2 and 2.2.3) to prepare a response envelope, with the serialized secured payload
element from section 3.2.5.2.4 as the value for the Data attribute for the Payload element of the
ServiceResponseType, as defined in section 2.2.2.2.6.

The server then serializes the response envelope and sends it to the client.

3.2.5.3 RelayDefault

The RelayDefault message changes the server's default service settings.
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3.2.5.3.1 RelayDefault Request

The RelayDefault request element is specified in section 2.2.3.6. Section 3.1.1.1 provides a detailed
request message template.

3.2.5.3.2 RelayDefault Response

If no faults occur during the operation, the server MUST return the RelayDefault response element
specified in section 2.2.3.7. Section 3.1.1.2 provides a detailed response message template.

If faults occur during the operation, the server MUST return the Fault response specified in section
2.2.3.3. Section 3.1.1.2 provides a detailed Fault response message template.

3.2.5.4 RelayQuiescent

The RelayQuiescent message sets the server's state to active or inactive state. Before
building/rebuilding the server's user database, the client MUST set the server to the inactive state.
After completing the building/rebuilding, the client MUST set the server to the active state. See section
3.3.5.4 for details.

If the server is in the active state, the server MUST provide relay services to users. If the server is in
the inactive state, the server MUST NOT provide services to users.

3.2.5.4.1 RelayQuiescent Request

The RelayQuiescent request element is specified in section 2.2.3.8. Section 3.1.1.1 provides a
detailed request message template.

3.2.5.4.2 RelayQuiescent Response

If no faults occur during the operation, the server MUST return the RelayQuiescent response
element specified in section 2.2.3.9. Section 3.1.1.2 provides a detailed response message template.

If faults occur during the operation, the server MUST return the Fault response specified in section
2.2.3.3. Section 3.1.1.2 provides a detailed Fault response message template.

3.2.5.5 userAdd

The userAdd message adds users to the server's user database. The client sends userAdd messages
to the server under two conditions:

1. The client is assigning one or more new users to the relay server.

2. The client is building or rebuilding the server's user database and is adding all users to the
server's user database. See section 3.3.5.4 for details.

3.2.5.5.1 userAdd Request

The userAdd request element is specified in section 2.2.3.10. Section 3.1.1.1 provides a detailed
request message template.

3.2.5.5.2 userAdd Response

If no faults occur during the userAdd operation, the server MUST return the userAdd response
element specified in section 2.2.3.11. Section 3.1.1.2 provides a detailed response message template.
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If faults occur during the operation, the server MUST return the Fault response specified in section
2.2.3.3. Section 3.1.1.2 provides a detailed Fault response message template.

3.2.5.6 userPurge

The userPurge message purges user data from the server without deleting the users.

3.2.5.6.1 userPurge Request

The userPurge request element is specified in section 2.2.3.12. Section 3.1.1.1 provides a detailed
request message template. If no faults occur during the userPurge operation, the server
SHOULD<6> purge messages for the specified user or users.

3.2.5.6.2 userPurge Response

If no faults occur during the userPurge operation, the server MUST return the userPurge response
element specified in section 2.2.3.13. Section 3.1.1.2 provides a detailed response message template.

If faults occur during the operation, the server MUST return the Fault response specified in section
2.2.3.3. Section 3.1.1.2 provides a detailed Fault response message template.

3.2.5.7 accountModify

The accountModify message enables or disables relay services for users. When a user is disabled,
the server does not provide services to the user.

3.2.5.7.1 accountModify Request

The accountModify request element is specified in section 2.2.3.1. Section 3.1.1.1 provides a
detailed request message template.

3.2.5.7.2 accountModify Response

If no faults occur during the accountModify operation, the server MUST return the accountModify
response element specified in section 2.2.3.2. Section 3.1.1.2 provides a detailed response message
template.

If faults occur during the operation, the server MUST return the Fault response specified in section
2.2.3.3. Section 3.1.1.2 provides a detailed Fault response message template.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.
3.3 Client Details

3.3.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
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adhere to this model as long as their external behavior is consistent with that described in this
document.

The Server: The client maintains the server that it communicates with.

Users: The client manages the users of the server. Each managed user contains the following data:
= User ID: A GUID uniquely identifying a user.

= Enabled: Indicates if the user is enabled for the services provided by the server.

States: When communicating with the server, the client manages the following server states as
specified in section 3.2.1:

= Unregistered
= Active state
= Inactive state

Client Key Pairs: Two sets of asymmetric public-private key pairs, one for encryption, and one for
signing.

Client Certificate: The client creates a self-signed certificate (1) containing the encryption and
signature public keys.

Shared Secret Key: The client maintains the shared secret key established with the server through
the Registration message.

Note that the preceding conceptual data can be implemented by using a variety of techniques. Any
data structure that stores the preceding conceptual data can be used in the implementation.

3.3.2 Timers

None.

3.3.3 Initialization

For secure communication, in the initialization process, the client MUST generate client key pairs and
the client SOAP certificate (1) if they do not exist. Specifically, the following initialization steps MUST
be performed:

1. If the client key pairs do not exist, two new sets of client key pairs, one for encryption and one for
signing, MUST be generated and stored. They MUST be RSA 2048 bits long.

2. 1If the client certificate (1) does not exist, a new client certificate (1) MUST be generated in
X509.v3 format, and DER encoded, with extensions for encryption public key and related
information. See section 3.2.3.1.2 for the definitions of the certificate (1) extensions. The subject
and issuer Common Name (CN) fields of the certificate (1) are set to the management server
hostname.

3. The certificate (1) and management server identity information from the last step MUST be passed
to the relay server through an out-of-band means.

3.3.4 Higher-Layer Triggered Events

None.
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3.3.5 Message Processing Events and Sequencing Rules

Section 3.2.5 lists all operations of the protocol.

3.3.5.1 Registration

Section 3.2.5.1 specifies the details of the Registration message. If the client receives a service fault
response message with the fault code 304 for any service request, the client MUST register with the
server using the Registration request.

3.3.5.1.1 Registration Message Processing

To register with the server, the client MUST perform, in order, the procedures specified in sections
3.3.5.1.1.1 through 3.3.5.1.1.12.

3.3.5.1.1.1 Generate Shared Key and Prepare Payload and Secured elements

The client MUST generate a new shared key for the new Registration message. This MUST be a 160-
bit MARC4 (as defined in section 3.1.2.1) symmetric key.

The client MUST create an empty element named "Payload" as defined in the bottom of section
2.2.3.4.1. This element becomes the Payload element as defined in section 3.1.2.2.1. It MUST be
serialized as defined in section 3.1.2.2.3. The result is a serialized Payload element.

The client MUST also create three empty elements, "fragment"”, "Payload", and "SE", all in the
namespace "urn:groove.net". The client then MUST add "Payload" element as the child of "fragment"
element, and "SE" element as the child of "Payload" element. The following attributes MUST be added
to the "Payload" element:

= ManagementServer attribute is the name of the client.
= Method attribute is the name of the request. It MUST have the value "Registration".

The "fragment" element is referred to as the fragment element, and the "SE" element is referred as
the secured element "g:SE" in the following sections within section 3.3.5.1.1 .

3.3.5.1.1.2 Add Certificate Information

Certificate element "Cert" in the namespace of "urn:groove.net" MUST be created as a child of the
secured element "g:SE". The following attributes that provide information about the client certificate
(1) MUST be added to the certificate element, as defined in section 2.2.3.4.1:

= EPKAIlgo attribute is the encryption public key algorithm. This MUST be "RSA".
= EPubKey attribute is the encryption public key, DER-encoded.

= EncAlgo attribute is the encryption algorithm. This MUST be "RSA".

= SPKAIgo attribute is the signature public key algorithm. This MUST be "RSA".
= SPubKey attribute is the signature public key, DER-encoded.

= SigAlgo attribute is the signature algorithm. This MUST be "RSA".

3.3.5.1.1.3 Encrypt Shared Key and Add to Secured element
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The newly generated shared key MUST be encrypted using the server's encryption public key with RSA
Algorithm, as defined in [PKCS1]. Corresponding server certificate (1) information is imported in the
initialization bootstrap step (section 1.5).

The encrypted key MUST then be added as the value for the attribute EncryptedKey for the secured
element "g:SE".

3.3.5.1.1.4 Serialize Fragment Element

The fragment element in section 3.3.5.1.1.1 becomes the header element as defined in section
3.1.2.2.1. It MUST be serialized as defined in section 3.1.2.2.2. The result is a serialized header
element.

3.3.5.1.1.5 Compute Message Digest
Message digest MUST be computed using SHA1 algorithm, as defined in [RFC3174].

Message digest MUST include the serialized header element (as defined in section 3.3.5.1.1.4) and the
serialized Payload element (as defined in section 3.3.5.1.1.1) - in this order.

3.3.5.1.1.6 Encrypt Serialized Payload Element and Add to Encrypted Element

Byte representation of the serialized Payload element (as defined in section 3.3.5.1.1.1) MUST be
encrypted using the MARC4 algorithm (as defined in section 3.1.2.1), with the shared key generated
in section 3.3.5.1.1.1.

Unique initialization vector (IV) MUST be generated for each message, and used during encryption of
that message. IV is a random blob and its size MUST be same as the secret key size. IV can be
generated using crypto-strength RNG.

An Encrypted element Enc in the namespace of "urn:groove.net" MUST be created as the child of the
secured element "g:SE", with the following attributes:

= EC attribute MUST have a value equal to the encrypted serialized payload element.
= IV attribute MUST be the initialization vector used for the encryption and decryption.

3.3.5.1.1.7 Compute Signature and Add Authenticator Element

Message signature MUST be computed using the client's signature private key with RSA algorithm, as
defined in [PKCS1].

Message signature MUST be computed with the message digest, as defined in section 3.3.5.1.1.5.

An authenticator element Auth in the namespace of "urn:groove.net" MUST be created as the child of
the secured element "g:SE", with the following attribute:

= Sig attribute MUST have the signature computed here.

3.3.5.1.1.8 Serialize Header Element
The client MUST serialize the header element (the fragment element, now fully built up to match the

schema in section 2.2.3.4.1) as defined in section 3.1.2.2.2 to produce the serialized secured Payload
element.

3.3.5.1.1.9 Prepare Envelope and Send

The client MUST follow the Registration request envelope template (as defined in sections 3.1.1.1
and 2.2.3.4) to prepare a request envelope, with the serialized secured Payload element (section
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3.3.5.1.1.8) as the value for the Data attribute for the Payload element of the
ServiceRequestType, as defined in section 2.2.2.2.5.

The client then serializes the request envelope and sends it to the server. It waits for the response.

3.3.5.1.1.10 Parse Incoming Response Envelope

Upon receiving the Registration response message, the client MUST first check whether it is a Fault
message (as defined in section 2.2.2.2.4).

If it is a Fault message, the client processing for the message stops.

For non-fault response, the client MUST follow the common response schema as defined in section
2.2.2 and the Registration response definition as defined in section 2.2.3.5 to parse the message.

If any required element or attribute is missing, the client MUST treat this as a bad response and the
client processing for the message stops.

The client MUST extract the fragment element, which is the base64 decoded content from the Data
attribute of the Payload element from a service response, as defined in section 2.2.2.2.6. This
fragment element is defined in section 2.2.2.1.2, and it contains secured content.

3.3.5.1.1.11 Open Secured Content

The client MUST start with the fragment element and the shared key, and perform the procedures
specified in section 3.1.2.3 to open the secured content to retrieve the application Payload element,
which is the unencrypted application response.

If this step fails (data integrity check fails), the client MUST treat this as a bad response and the client
processing for the message stops.

3.3.5.1.1.12 Post Registration Processing

The registration has succeeded. If there are any application messages waiting (because the server
responds with 304 fault (see section 3.3.5.2.4), the client SHOULD resend them now using the newly
registered shared key.

3.3.5.2 Client Side Common Application Message Processing Rules

This section specifies the common processing rules that a client MUST perform when preparing a new
request and processing a corresponding response. This applies to all application messages (any
message except for the Registration message) in sections 3.2.5.3 through 3.2.5.7.

To process an application message, the client MUST perform, in order, the procedures specified in
sections 3.3.5.2.1 through 3.3.5.2.5.

3.3.5.2.1 Prepare Application Request

The client MUST prepare the application request. The specific application processing rule is specified in
the section for the specific message.

3.3.5.2.2 Secure Message

The content of the application request is contained in the Payload element as defined in section
3.1.2.2.1.

The client MUST also prepare a fragment element with "fragment" name in the namespace
"urn:groove.net". The fragment element MUST have one child element named "Payload". The
Payload element MUST have one child element named "SE" in the namespace of "urn:groove.net"
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and have its ManagementServer and Method attributes set. The "g:SE" element MUST contain no
content and is referred as secured element. This fragment element becomes the header element as
defined in section 3.1.2.2.1.

The client retrieves the secret key it shares with the server.

With the fragment element, the application request and the shared key, the client MUST follow the
steps in section 3.1.2.2 to secure the application request and produce the serialized secured
fragment element.

3.3.5.2.3 Prepare Envelope and Send

The client MUST follow the specific application message request envelope template (as defined in
sections 3.1.1.1 and 2.2.3) to prepare a request envelope, with the serialized secured Payload
element (section 3.3.5.2.2) as the value for the Data attribute for the Payload element of the
ServiceRequestType, as defined in section 2.2.2.2.5

The client then serializes the request envelope and sends it to the server.

The client waits for the server's response.

3.3.5.2.4 Parse Incoming Response Envelope

Upon receiving the response message, the client MUST first check whether it is a Fault message (as
defined in section 2.2.2.2.4).

If it is a Fault message, the client MUST check whether the fault code is 304. If it is, the client MUST
prepare a Registration message (as defined in section 3.2.5.1) to send to the server. Upon
successful registration, the client SHOULD retry the application message that just failed before
registration.

For other fault messages, the client processing for the message stops.

For non-fault response, the client MUST follow the common response schema as defined in section
2.2.2 and the specific application message response definition as defined in section 2.2.3 to parse the
response message.

If any required element or attribute is missing, the client MUST treat this as a bad response and the
client processing for the message stops.

The client MUST extract the fragment element, which is the base64 decoded content from the Data
attribute of the Payload element from a service response, as defined in section 2.2.2.2.6. This
fragment element is defined in section 2.2.2.1.2, and it contains secured content.

3.3.5.2.5 Open Secured Content

The client MUST start with the fragment element and the shared key, and perform the procedures
specified in section 3.1.2.3 to open the secured content to retrieve the application Payload element,
which is the unencrypted application response.

If this step fails (data integrity check fails), the client MUST treat this as a bad response and the client
processing for the message stops.

The client MUST process the application response.

3.3.5.3 RelayDefault

Section 3.2.5.3 specifies the details of the RelayDefault message. The client SHOULD use this
request to change the server's default service settings when needed.
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3.3.5.4 RelayQuiescent

Section 3.2.5.4 specifies the details of the RelayQuiescent message. When the client receives any
service response message with the epoch attribute set to 0, the client MUST build or rebuild the
server's user database.

3.3.5.4.1 Build/Rebuild the Server's User Database

The following figure is a high level sequence diagram that illustrates the operation for
building/rebuilding the server's user database.

Client Server
Rel i t (S i ti t

elayQuiescent (Server inactive) reques .
4 ___________________
. userAdd request___‘__—‘___»
4. ___________________
. userAdd request_____—‘_‘_»
4 ___________________
- userAdd request— ]
4. ___________________

RelayQuiescent (Server active) request_%_»
4 ___________________

Figure 5: Building or rebuilding the server user database
Before building/rebuilding a server's user database, the client MUST set the server to the inactive
state. Once the server is in the inactive state, the client uses one or more userAdd requests to add

users to the server's user database. The client adds all users to the server's user database. After the
server's user database has been built or rebuilt, the client MUST set the server to the active state.

3.3.5.5 userAdd

Section 3.2.5.5 specifies the details of the userAdd message.

3.3.5.6 userPurge

Section 3.2.5.6 specifies the details of the userPurge message.

3.3.5.7 accountModify

Section 3.2.5.7 specifies the details of the accountModify message. When a user is disabled on the
server, the user does not receive relay services from the server.
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3.3.6 Timer Events

None.

3.3.7 Other Local Events

None.
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4 Protocol Examples

4.1 Serialization

The following is an example showing the result of serializing a secured fragment element as defined
in section 3.1.2.2.2 (extra white spaces added for display purpose):

<?xml version='l.0'?><?groove.net version='1.0"'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="HostNamel/gms.dll" Method="Registration">
<g:SE>
<g:Enc
EC="CnF8owJ2L/0hdYe+H3MMF175Dog6A7V+jB4dsalyupaloRVa5/+bu387bk3CQyz5gl£S2GD61loujJbMipOuGwilZtH
/tf0BtrQHGJ15CAY U] IxVgBE2nmi3xg0wqjZFTOxdgqgb31ZQKsB+SqrByCulsojyehedk2yH14ss3IdtQWAGDNAGrzYk
TAC9E4dCoJ57irfRZicA==" IV="tWcSBZ2ThN5sAk2Hs2XKovupsAA=""/>
<g:Auth MAC="IJjE/R8ItYgetn75ecUzJ+gHcYxo="/>
</g:SE>
</Payload>
</g:fragment>

4.2 Registration

Registration is required before any other service request. The following describes a typical registration
scenario involving a client and a server.

1. The client sends a non-registration service request to the server.

2. The server returns a service Fault response message with a fault code of 304.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultCode>304</faultCode>
<faultString>GMS Registration Required. </faultString>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

3. The client receives the service Fault response and sends a Registration request.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">
<SOAP-ENV:Body>
<Registration>
<Version xsi:type="xsd:int">1</Version>
<Payload
data="PD94bWwgdmVyc21lvbjOnMS4wJz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCe/PjxnOmZyYWAtZW50IHhtbG5
zOmc 9InVybjpncm9vdmUubmV0Ij48UGEFSbGOhZCBNYWS5hZ2VEZW50U2VydmVyPSJU
ZXN0c2VydmVyL2dtcy5kbGwiIE11dGhvZD0iUmVnaXNOcmF0aWouIj48ZzpTRSBFomNyeXB0OZWRL
ZXk9Ik5Ndi9xeUhHZkROA3g2NnULIK2R6K1INKRJRtSEQYyRzZN3MEFZnd1U2SGNYVGxZNFp2eGIJWOXUz
N21VVmlrcTJrdDlyek9UZWhgeHNkcUluYmllaFdWWUlLVWhTdm5JT3FSTGANaERtUmwl ZUJFM31G
UXpuKOUOCFVEKOXUUE IMMUQXUEMS5RFkwRG1ITT015¢ci9tajBvQVNVvKzBnOW94b2Z25Z2GYxUndiMkEv
RitgcFhlR1V3ZXNKZkt6azcvdnlQROIGNTRsUC9ZS003cytrOWtvVzhlcHdzL3N6ZEFTb042SGVy
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dD1QSzBKTGFPcOxZNERPZXRFVHRIc1drNy9hSHBxVGhQelZTa3pvY1NsMIBXbFIINW8xczVIK3Fz
VnlibHBSSEhVR1hgd0x6ZGhUYXBvYON1UGIRNUJXWWNXYWY 3bndnaVVjUEZrczNmNmVBOXQwQkNS
WjJLZz09I748ZzpDZXJ0IEVQSOFsZ289I1JTQSIgRVB1Ykt1eT0iTULJQkNBSONBUUVBbExaOFk2
V2UlaFFRWTAS5VThnOXRJIZVRFRkxnKzBWVXNzSkVVSThDTThEc1daRVNaSWINKOpUcGIDNGZtelJ4
anRFOWUxTkkvIWW12U3FmWW5Nc3pRanNyUk41dW420E15eHYvbG1QY1itLSVPBNU4vaUF6K0dZViipg
U0c4bVgzUmZsTDVEbnYwS1NNeHRwWMT1PLO9BY19NTOFPb3U4Z2R1dTNPUVIMNGIkTDBVMGIRVEXL
ak00cGhxcXZWbWZEVVZHeXY1QUpxdGVzQlVnSEtIY1h1lUOV3cXpvUEl1pUTVUKOCczSW5QZ1F2dDJZ
cDJkeVh0OcH13Z3MyVDNZR1hEeEh6UJhyTWIvS3VkMnl1WcnM4b3ZoK2FLbES5zSCs5bk5DZ1d6QWR1
M051VndBaORBTH1IUOpYbktObm5WMOgzV3M1IbEFFA3RVUMASHVBNTEN] Y JNMOXBYTTRRSUJEFUTO09
IiBFbmNBbGAvPSJISUOEiIFNQSOFsz289I1JTQSIgUIBl1Ykt1eTOiTULJQkNBSONBUUVBdAmt3ay80
YktES21hU25EWnp20HdhbXhxL1pOM3JHeVpBVVZ0Z2NwV0OF0bjJPazNZd2wyT2psV1VBQ1JSNFAL
WDENbThiMUXWYUF4TWIIQNdSLOg4YVEr SURMRMRtUUXhZEVKMNRtenR2RWAWV3R4ANUNNTO11eGdY
aTFJR2JhSnQ5YXM1Q0X1nTTBkSWUyelZGUFpBeWgzWW1QNNnZ2L09tUCtaekFqQWThIaHY4VEJ2eDFx
SOI1RktKT2RzYTBDNTZjeldvS1c2TWFiY1dECTJ0Z210W1FgVmtLb1RITndKYME3UlpIOV1Zdmpv
VCO9HU1JoL2VOLzNtSnBRSWpFW]j1IaFRoOGApUnBUY1ZZMXdKZ1ZPVU1ZR2dzVndKZ1Q3S1AraWzD
NTZ6NkRkVX1DYkQIR1INiaHdBNHEFNL3RHbGAkZjgybkZLL3BrNk1 6RGIMcE9idWS5VVUN3SUJFUT09
IiBTaWdBbGdvPSJISUOEi1Lz48ZzpFomMgRUMITkdwQ3N5b1l1wUVEFtTWtaQnNuQj1liR216R1IVXM1Vp
UnJkMGNhOTFiSGI9XbEJPQOEYYORSakZFMHkXMEgxSWo3W]j JSeUxYZFJLb3JZTEF6RXc9IiBJIVI0i
bkdmVnlBTmhRdjZpak5EZFZoZ1FnVHB4L05BPSIvPjxnOkF1dGggU21nPSJ0elYyNHFaYTJaSkd6
MmFaN2tnSmdkdjhYRkdNVUszdEY3Y3Y2Q1Z1TDNgNnoyeWVkZkErYTVGTTVpNDU3alFXTS9wSmtZ
M212VU82VOVOR0O5pbDc0Z0s3VThgqRU44RUAVUHPpVTDE2dEZSNDIhVTA5RMAYYTBNTWN3ZEgzZ251
KONHTk9aemNSSU9sU1ZRYUXLRUAZV2INVGOxZ01hYTdQTO0JSbz1WWk8ySHhoM2dtV3g3dUhmbkZ1
Vmtrc2VaVHhgWUw2citOYzV6TDNUamtCL3JOKy9aejRBS ] ZNA09XQWcweVpMZysyN3hQdGQ3S1Y5
MINhN2d0akhzRjgvSjFrSkUu5229aM3UvUEO1Z1AxVS OKWmImNGg3MHErMG81L1FRZ1U1d2JPcULO
PUSYNVIINkSnRXFoa3RzdUZMYMRGUVRCV1Z6UVZGAHRZTKkZEaHRrWmw4Q1lESPSIvPjwvZzpTRT48
L1BheWxvYWQ+PCOnOmZyYWdtZW50Pg==" xsi:type="binary"/>
</Registration>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/Registration/Payload/@data, encoded with 64base encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="Testserver/gms.dll" Method="Registration">
<g:SE
EncryptedKey="NMv/qyHGfDtwx66u5+dz+SJIF4mHD2G3w0VgwU6HCXT1Y4Z2vxbVIu37mUVmkg2kt 9rz0TehjxsdgInbm
uhWVYIKUhSvnIOgRLGMhDmMR15eBE3yFQzn+E4pUD+LTPOf1D1PCODYODiSOIyr/mj0oASo+0g9oxofydf1Rwb2A0F+jpX
eFUwesJfKzk7/vyPGMF541P/YKJ7s+k9koW8epws/szdASoON6Hert 9PKOJLaOsLY4DOetETtHsWk7/aHpgThPzVSkzobsS
120W1R550185I+gsVyblpRHHUGXjwLzdhTapocCuPmQ5BgYcgaf/nwgiUcPFks3f6eA9t0BCRZ2Kg==">
<g:Cert EPKAlgo="RSA"
EPubKey="MIIBCAKCAQEA1LZ8Y6We5hQQY09U8g9tIeTEFLg+0VUssJEUI8CM8DrWZESZImM+JTpoC4fmzRxjtEmelNTI/
YivSgf¥nMszQjsrRN5un68Myxv/11iPb+KIZA5N/iAz+GYUJJSG8mMX3RE1L5Dnv0JISMxtpl 90/0Ab/MOAOOU8gduu30QYL
4bdLOUOMQTLKIM4phggvVmfDUVGyv5AJgtesBUgHKHCcXeSEwgzoPMiQ5n+G3InPgQvt2Yp2dyXtpywgs2T3YGXDxHzR8r
MooKud2yVrs8ovh+aK1NsH+9nNCfWzAde3NeVwAkKkDALYHSIXnKNNnnV3H3Ws51AEwWtoRgGRmMPMLCcb3L9pXM4QIBEQ==""
EncAlgo="RSA" SPKAlgo="RSA"
SPubKey="MIIBCAKCAQEAvVkwk/4bKDKiaSnDzZzv8wamxq/ZN3rGyZAUVtgcpWAtn20k3Ywl2071VUABRR4P5X1Mm8b 1LV
aAxMoHBwWR/H8aQkIDfFdmQLadEJ2tmz tvEgGVWtx5CMOMuxgXilIGbadt9as5AygM0dIe2zVFPZAyh3YmP6vv/OmP+ZzAj
Y8Hhv8TBvx1gKB5FKJOdsa0C56czWoKW6MabbWDg2tgmNZQjVkKoTcNwIba7RZHIYYvVIoT/GSRh/eN/3mIpQIjEZ9HhTh
8giRpTbVY1wIgVOUMYGgsVwIgT7JP+1£C562z6DdUyCbD5GSbhwA4gM/tGlgdf82nFK/pk6IzDoLpObunUUCWIBEQ=="
SigAlgo="RSA"/>
<g:Enc
EC="GpCsynYpQOmMkZBsnB9bGizFUW2UiRbd0ca91bHoqlBOCA2cDRIJFEOY10H1II]j7Z22RyLXdRKOorYLAZEw="
IV="nGfVyANhQv61ijNDAVhfQgTpx/NA="/>
<g:Auth
Sig="t2zV2492a22JGz2az27kgJgdv8XFGMUK3tF7cv6CVuL3j6z2yedfA+a5FM5i457kQWM/pJIkY3mvUOGWENGN1174gK7
UBJEN8EGoPzoLl16tFR42aU7yFgXa0gMcwdH3gnb+CGNOZzcRIO1SVQaLKEGYWoMTmlgIlaa7POBROIVZO2Hxh3gmWx7ulf
nFuvkkseZTxjYL6r+Nc52zL3TikB/rN+/22z4AJ6MwOWAGOyZLg+27xPtd7JV93Sa7gtjHsF8/J1kJE9goz3u/PM5£P1U/J
Zif4h70g+005/QQfUSwbOgKNmMOX5RH6NgEqhkt suFLbdFQTBVVzQVFttYNFDhtkZ18BQ=="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
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<Payload/>

4. The server receives the Registration request. If the request is successful, the server returns a
successful registration response.

<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"

xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<Registration>
<Payload
data="PD94bWwgdmVyc21lvbjOnMS4wJIz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCe/PjxnOmZyYWAtZW50ITHhtbG5
zOmc 9InVybjpncm9vdmUubmV0Ij48UGEFS5bGOhZCBNYWS5hZ2VEZW50U2VydmVyPSJUZXNOc2VydmVyL2dtcy5kbGwiIELL
dGhvzD01iUmVnaXNOcmF0aWouIlj48ZzpTRT48ZzpFomMgRUMITIkNuRjhvdO0oyTC8waGRZZStIMOINRJE3NURVCTZBNLIYra
kI0c2FseXVwYWxvU1lZhNS8rYnUzODdiazNDUX16NWcxZ1MyROQ2MWI1lakpi TWpwT3VHAzZOXxWNRIL3RMMEJOc1FIR00oxNU
NBWT1Vak1l4VmdCZjJubWkzeGecwd3FqWkZUUXhkcWdiMzFaUUtzQitTcXJCeUN1IMHNvanllaGVkazJ5SDEOc3MzSWROUVC
OROROQUdAyellrNOFjOUUOZENvVSjU3aXJmUlppYOE9PSIgSVYITINRXYINCW])JUaE41c0FrMkhzM1hlb3Z21cHNBQT0iLz48
ZzpBdXRoIE1BQzOiSWpFL1I4SXRZZ2V0bjclZWNVekorZ0hjWXhvPSIvPIwvZzpTRT48L1BheWxvYWQ+PCInOmZyYWdtZ
W50Pg==" xsi:type="binary"/>
</Registration>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

The /Envelope/Body/Registration/Payload/@data, encoded with base64 encoding, contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<g:fragment xmlns:g="urn:groove.net'">
<Payload ManagementServer="Testserver/gms.dll" Method="Registration">
<g:SE>
<g:Enc
EC="CnF8owJ2L/0hdYe+H3MMF175Dog6A7V+jB4salyupaloRVa5/+bu387bk3CQyz5g1£S2GD61loujIbMjpOuGwilztH
/tf0BtrQHGJ15CAYIU])IxVgBE2nmi3xg0wqjZFTOxdgqgb31ZQKsB+SqrByCulsojyehedk2yH14ss3IdtQWAGDNAGrzYk

7TAc9E4dCoJ57irfRZicA==" IV="tWcSBZ2ThN5sAk2Hs2XKovupsAA="/>
<g:Auth MAC="IJjE/R8ItYgetn75ecUzJ+gHcYxo="/>
</g:SE>
</Payload>

</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='1l.0'?><?groove.net version='1.0'"'?>
<Registration epoch="3">

<Registration ErrorMessage="Success Registration." Status="0"/>
</Registration>

5. The client receives the Registration response. If the registration is successful, it can send other
service requests.

4.3 Build Relay Server's User Database Example

When the value of the epoch attribute in a service response is 0, the client builds or rebuilds the
server's user database. Before building a server's user database, the client sets the server to the
inactive (quiescent) state. Once the server is in the inactive state, the client adds users to the server's
user database. After the completion of adding users to the server's user database, the client sets the
server to the active state.
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The following describes the steps for setting up a server's user database.

1. The client sends a RelayQuiescent request to the server to set the server to the inactive state.

<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"

xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<RelayQuiescent>
<Version xsi:type="xsd:int">1</Version>
<Payload
data="PD94bWwgdmVyc21lvbjOnMS4wJIz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PixnOmZyYWdtZW50IHhtbG5
z0mc9InVybjpncm9vdmUubmV0I§48UGF5bGOhZCBNYWShZ2Vt ZW50U2VydmVyPSJUZXNO c2VydmVyL2dtcy5kbGwiIELL
dGhvZD0iUmVsYX1RAW11c2N1bnQiPjxnO1INFPjxnOkVuYyBFQz0iMmsxcy90oYUk2NXVkb1NRK2NMK1E1azBZUk5INmU4a
kp4YThTcWtGUW1IcDZjOFBUdXhxQXFAQWVOT11wN31oWEVgW]cxVilxZmtKTOhmdCtnc3kxS1hhQ3BRNEhMADZ2UHBhAF
hCRkUyRmtDVWpGV2pTTVBIN2RkVGI2N2JoRkFZUIhMdAUZFPSIgSVYI9I1JpN3VXWS9FbE9zRUJVAUpOUHO3ZmVvOGpkSTO
1Lz48ZzpBdXRoIE1BQz0idzBUZnpwLOZWTmdtKzRzUTBkZGJIrZkpNZVZnPSIvPjwvZzpTRT48L1BheWxvYWQ+PCOnOmZy
YWAtZW50Pg==" xsi:type="binary"/>
</RelayQuiescent>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

The /Envelope/Body/RelayQuiescent/Payload/@data, encoded with base64 encoding contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="Testserver/gms.dll" Method="RelayQuiescent">
<g:SE>
<g:Enc
EC="2kls/hal65udnSQ+cL+Q5k0YRNH6e87Ixa8SgkFOmHp6c8PnuxgAgxAeNOYp7yhXEJZ271V9qfkJOHft+gsyldXaCp
Q4HLt 6vPpatXBFE2FkCUJFWjSMPH7ddTbv7bhFAYRXLUFE=" IV="Ri7uqY/E1OsEBUuJNPz7feo8jdI="/>
<g:Auth MAC="w0Tfzp/FVNgm+4sQ0ddbkfIMevg="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0'"'?>
<RelayQuiescent>

<relay status="1"/>
</RelayQuiescent>

The value of the /RelayQuiescent/relay/@status is set to 1 to set the server to the inactive state.

2. The server receives the RelayQuiescent request. If the request is successful, the server enters
the inactive state and returns a successful RelayQuiescent response.

<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"

xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<RelayQuiescent>
<Payload

data="PD94bWwgdmVyc21lvbjOnMS4wJz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCe/PjxnOmZyYWAtZWS50IHhtbG5
zOmc9InVybjpncm9vdmUubmV0Ij48UGEFSbGOhZCBNYWShZ2VEZW50U2VydmVyPSJUZXNOc2VydmVyL2dtcySkbGwiIELL
dGhvZD0iUmVsYX1RAW11c2N1bnQiPjxnO1INFPjxnOkVuYyBFQz0ic3JKR1IVIKOtKULZxbmFSSkFUCGJIZZFEOV1IRVC11WS
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11x%zJNenVINHRRSXpMUzY3WD1 ZUWRkbOJpcl FBYXQxOEF6Yy9SazFQak5PK1k4bVB6YnpQb0QyV0OxRA3ds TThTVUP5K2
1BPTOiIEIWPSJIGOWWZzUOFOTENCR3FNRWRMK1VZVUXVOWZLRTQ9T18+PGc6QXV0aCBNQUMIIkpVb31pUjNKRIFEMXRxdFh
gMWZLYU1TS3hUdz01iLz48L2c6U0U+PCIQYX1sb2FkPjwvZzpmcmFnbWVudD4=" xsi:type="binary"/>
</RelayQuiescent>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/RelayQuiescent/Payload/@data, encoded with base64 encoding, contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="Testserver/gms.dll" Method="RelayQuiescent">
<g:SE>
<g:Enc
EC="srJGUH+KJRVanaRJATpbYf14VTUrYVKYqg2MzuedtQIzLS67X9YQddoBisQAat18Azc/Rk1PjNO+Y8mPzbzPoD2WL
QwwlM8SUJy+iA==" IV="F913SAhLSBGqgEdf+UYULUAfKE4="/>
<g:Auth MAC="JUoyiR3JFQD1tqgtxjlfKaMSKxTw="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<RelayQuiescent epoch="3"/>

3. If the client receives the successful RelayQuiescent response, it can start to add users to the
server's user database using the userAdd request. The userAdd operation can be used multiple
times for a large user database.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<userAdd>

<Version xsi:type="xsd:int">1</Version>
<Payload

data="PD94bWwgdmVyc21lvbjOnMS4wJz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PjxnOmzZyYWAtZWS50IHhtbG5
zOmc 9InVybjpncm9vdmUubmV0Ij48UGEFSbGOhZCBNYWS5hZ2VEZW50U2VydmVyPSJUZXNOc2VydmVyL2dtcySkbGwiIELL
dGhvZD0idXN1ckFkZCI+PGc6UOU+PGCc6RWS5)IEVDPSJKVUhJYOJFMUZOTk1YUNZERGINDbJN2dHBOMkJPOEMWR2 5nblkvT
DVOWVRZdAngyRzI2QkxMbVNLQTJISb01oT0creVFOMWMA SGIXNTIJOUZE3TWSrK2ExSWZQVOgrUXNPA3VmRzZBtR1IQ1bFFHNY
thZIEVQO3RINMZXVINvU2J50HNXATBGc2YyczRSZ1E5SUVSbzhCTno5UDBRbzI zbmRNMDEXV1kwYzI4R1daVINOT1J2NUV
Ob1RCCcENQbzA4K3c5VWVsWD1zUUNoUDJYMIhhSFEYa3VHNDR2UL1ZQQV1Db2puZU5vTVhuKON2aGV5My 9kVmo2cFEzY1pG
UHd1L2F6V1FvUO9MUW1IVYnNKczR4V2tPMEN6YNFHWXRrVnZyMEdjRINIVEVFbEVteG5Db31hdXpOM2 IvdEO raXNJIMGQrM
ysveWOwR3BKL3Nyczc5bVEF4KzN6NzMOTnZtZEoOCE45S1V1Y2Y20FpYM2xUMTAQA2M3cDFSWE0ObH1xZVNRbnVyOW9Yc2
U2Tml1ZPSIgSVY9Ik94dy9WenlCTExZdzR3cU1IMdml11SzZWZk1MOD01iLz48ZzpBdXRoIE1BQz0iSmVsaDV3TzRtbFI3R3Z
mcEdBNVFVYXN3NERVPSIVPIwvZzpTRT48L1BheWxvYWQ+PCINOMZyYWAtZW50Pg==" xsi:type="binary"/>

</userAdd>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/userAdd/Payload/@data, encoded with base64 encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>

<g:fragment xmlns:g="urn:groove.net">

<Payload ManagementServer="Testserver/gms.dll" Method="userAdd">
<g:SE>
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<g:Enc
EC="JUHIcBE1FNNMXRvDDiMn3vtpt2BO8COGngnY/L5tYTYvx2G26BLLMSKA2R0IhOG+yQtlc8Hog52tS17Mnk+alIfPW
H+QsOwufGOmFT51QG7+afl/Ctc6fWWSoSby8sWulFsf2s4RgQOIEY08BNz9P0Q023ndMOIWWY0c28GWZU3tORVSEhRNTBp
SPo08+w9UelX9sQChP2X28aHQXkuG44vRVPAYCojneNoMXn+Cvhey3/dVi6pQscZFPwu/azVQoS0fQiUbsJIs4xWkO0Szb
qGYtkVvr0GcFShbTUELEmxnCoyauzP3b/tM+1isI0d+3+/ym0GpJ/srs79mQx+32z734NvmdJ4pN9KUecf68ZX31T17PwcTp
1yXJ41lygeSQnur9oXse6NmY=" IV="0xw/VzyBLLYw4wqgILvmuK6VEML8="/>

<g:Auth MAC="Jelh5w04mlR7GvfpGA5Qoasw4Do="/>

</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<userAdd rowCount="4">

<user userId="0C68C31C-7EB1-43DA-8B20-BO9CF1F604EBO" />
<user userId="05A8DAC9-28EA-457B-8A2E-E1939A72D9B1"/>
<user userId="1AD36E9A-DDC5-4368-89F5-4C9F9FC1150D"/>
<user userId="695ACC95-1E8A-46C2-ACF0-AGAC3E63E024" />
</userAdd>

4. The server receives the userAdd request. If the request is successful, the server adds the users
to its user database and returns a successful userAdd response.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">
<SOAP-ENV:Body>
<userAdd>
<Payload
data="PD94bWwgdmVyc21lvbjOnMS4wJz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PjxnOmzZyYWAtZWS50IHhtbG5
zOmc 9InVybjpncm9vdmUubmV0Ij48UGEFSbGOhZCBNYWS5hZ2VEZW50U2VydmVyPSJUZXNOc2VydmVyL2dtcyS5kbGwiIELL
dGhvZD0idXN1ckFkZCI+PGc6UOU+PGC6RWS5JIEVDPSJFS)IJyOnEScGltL1dBZ1h6SEhCeH1xXxTXNoU21qWGEtxSTETOUX1W
WNpVOhLWWh6MINzT1JkbDJOeXUvZ2dIVFQ4NVRxd0JaTTg5eTNueHFrTIRXTVZNM1 ZuOXR4UiIgSVY9Im5DcjRUWk 92WE
1PY1J1cHI1dkEVK2xuYVh3ST0iLz48ZzpBdXRoIE1BQz0icmVNAXI1bX1Tc3pCanlgbW5QdkZqWXIvZHU4PSIVPIwvZzp
TRT48L1BheWxvYWQ+PCOnOmZyYWAtZW50Pg==" xsi:type="binary"/>
</userAdd>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/userAdd/Payload/@data, encoded with base64 encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net'">
<Payload ManagementServer="Testserver/gms.dll" Method="userAdd">
<g:SE>
<g:Enc
EC="EJ2rBg9pim/WAgXzHHBxygMshSmjXkqI1lSmLuYciWHKYhz2SsNRA12Nyu/ggHTT85TqwBZM89y3nxgkNTgMVM3Vn9
txR" IV="nCr4nZOvXMObRupr5vA/+lnaXwI="/>
<g:Auth MAC="reMurbmySszBjyjmnPvFjYr/du8="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<userAdd epoch="4"/>
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5. After the client has finished the userAdd request(s), it sends a RelayQuiescent to the server to
set the server to the active state.

<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"

xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<RelayQuiescent>
<Version xsi:type="xsd:int">1</Version>
<Payload
data="PD94bWwgdmVyc21lvbjOnMS4wJIz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PixnOmZyYWdtZW50IHhtbG5
zOmc9InVybjpncm9vdmUubmvV0I§48UGF5bGOhZCBNYWShZ 2Vt ZW50U2VydmVyPSJUZXNOc2VydmVyL2dtcy5kbGwiIEL L
dGhvZD0iUmVsYX1RAW11c2N1bnQiPjxnO1INFPjxnOkVuYyBFQz01icUxUM2 9RbD10obW5xV21LUXVxelRDQ110c2 9KMnhVQ
UJzQ3ZPRUVMb2ZJY1RGRHEyQTNWOMtRWWJI6Y2t1d1Q0d29VUFFQd1kzakRDMkdQUTJUUWRMaHI5WitsdmluMFU3SStgOF
F3VW8VNTE3eGo0WXgxQzFFcnVUVWNXUNJONXBiWW1YOG5zPSIgSVY9Imd2a0E2dk5KeUSmN3ZFWndpM2Z2VmgvSVZTZz0
iL.248%zpBdXRoIE1BQz01QWARWWMS5V1c3MBpVHZVenpzeHRrbWl 3VXKhZPSIvPjwvZzpTRT48L1BheWxvYWQ+PCOnOmMZy
YWdtZW50Pg==" xsi:type="binary"/>
</RelayQuiescent>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

The /Envelope/Body/RelayQuiescent/Payload/@data, encoded with base64 encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="Testserver/gms.dll" Method="RelayQuiescent">
<g:SE>
<g:Enc
EC="gLT30019hmngWmKQugzTCCYNsoJ2xUABsSCVOEELofIbTFDgrA3VBkQYbzckevT4woUPQPwY3jDC2GPQ2TQdLhr9Z+
1vmnOU7I+38QwUo0/517xj4Yx1C1ErunUcWRrNSpbYmX8ns=" IV="gvkA6VvNJyNf7vEZwi3fvVh/IVSg="/>
<g:Auth MAC="AgQYcOWW720iTvUrzsxtkmmwUxY="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<RelayQuiescent>

<relay status="0"/>
</RelayQuiescent>

The value of the /RelayQuiescent/relay/@status is set to 0 to set the server to the active state.

6. The server receives the RelayQuiescent (end quiescent) request. If the request is successful, the
server enters the active state and returns a successful RelayQuiescent response.

<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/"

xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"

xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<RelayQuiescent>
<Payload

data="PD94bWwgdmVyc21vbjOnMS4wJz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PjxnOmZyYWAtZW50IHhtbG5
zOmc9InVybjpncm9vdmUubmV0Ij48UGESbGOhZCBNYWS5hZ2VEZW50U2VydmVyPSJUZXNOc2VydmVyL2dtcyS5kbGwiIELL
dGhvZD01iUmVsYX1RAW11c2N1bnQiPjxnO1INFPjxnOkVuYyBFQz0iN091M21JUONrRkZHSHAjbjBaMOVJIS1V4KIM30nV2U
WRSYJj1lgVmFoVjdxMUtwR1BjdDBUbjRJIaTBoRV1IHSFQzOWh2dXhDYUtgb3Q2UVZmTzJJUNV6Wi8zaWNTTVRIZkJIGT1A2Wk
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RBPTOiIE1WPSJ1cH1aT3FIM300UUNMTHAgUkd4R201QTBaNWs9Ii8+PGc6QXV0aCBNQUMITImMAdFALMVPMS2d5V1UwZ 0V
wa2xjZnZHNTZGND0iLz48L2c6UOU+PCIQYX1sb2FkPjwvZzpmcmEnbWVudD4=" xsi:type="binary"/>
</RelayQuiescent>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/RelayQuiescent/Payload/@data, encoded with base64 encoding, contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<g:fragment xmlns:g="urn:groove.net'">
<Payload ManagementServer="Testserver/gms.dll" Method="RelayQuiescent">
<g:SE>
<g:Enc
EC="70u3mISCkFFGHwcn0Z3EIKUx+S7BuvQdRb9jVahV7qlKpFPct0Tn4Ii0hEYGHT39hvuxCaKjot6QVf0O2IRuzz/3ic
SMTIfBFNP6ZDA==" IV="epyZOqH3z4QCfLwjRGxGJ5A0Z5k=""/>
<g:Auth MAC="JUoyiR3JFQD1tqgtxXjlfKaMSKxTw="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<RelayQuiescent epoch="5"/>

4.4 Enable/Disable User Relay Service

The accountModify operation enables or disables relay services for users. The following are examples
for enabling and disabling user relay services.

4.4.1 Disable User Relay Services

The following is an example for disabling relay services for users:

1.

The client sends an accountModify request to the server for disabling relay services for the
specified users.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<accountModify>

<Version xsi:type="xsd:int">1</Version>
<Payload

data="PD94bWwgdmVyc21lvbjOnMS4wJz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCe/PjxnOmzZyYWAtZWS0IHhtbG5
zOmc9InVybjpncm9vdmUubmV0Ij48UGEFS5bGOhZCBNYWS5hZ2VEtZW50U2VydmVyPSJU
ZXNOc2VydmVyL2dtcy5kbGwiIE11dGhvZD01iYWNjb3VudE1vZGlmeSI+PGe6UOU+PGC6RWS ) IEVD
PSInZTdQR24yVXJPeXpDcUF0d3ZGNOF1YnhoY3Y5dUNNdIpVRT1INV2Rudk5TaWhROUVDeEZRa292
SWVhaDIwOWhFemw5YjFpYj1URDROMmMt 6QzRHZEkwN1FUbGQrVDJIgNDBGUMIS5TyszbH1aQnVEVDU4
bnBGVFB3MWhRakZXMkZzQitYUOY4bXhORTVYZnJZUXU2RMVIWUNx 6 TTNxQ19ndTRwWVXJIkNzV5T250
TkhpMFRJS1FhamJmRj1kb3Q5a0wrYkF3RksyK1F1LzJORIBWUINYc2s4PSIgSVY9IkRpeENQK1I3
clhVZ3FpSm90aWhldklhR3pWTT0iLz48ZzpBdXRoIE1BQz0iVFFxbj1lxd2hIdktnOWh1MVV4eWlh
dXg20XA0PSIVPjwvZzpTRT48L1BheWxvYWQ+PCONOmZyYWAtZW50Pg==" xsi:type="binary"/>

</accountModify>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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The /Envelope/Body/accountModify/Payload/@data, encoded with base64 encoding, contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<g:fragment xmlns:g="urn:groove.net'">
<Payload ManagementServer="Testserver/gms.dll" Method="accountModify">
<g:SE>
<g:Enc
EC="ge7PGn2Ur0yzCgAtwvF7AubxhcvIuCMwZUE IMNAnvNSihQ9ECxFQkoYIeah209hEz19b11b9TD4P2kzC4GdAI07QTL
d+T2j40FRb90+31yZBuDT58npFTPWwlhQjFW2FsB+XSF8mxtES5XfrYQu6FeVR1zM3gB/gqudpUrd75yOnNNHi0TIJQajbfF
9dot 9kL+bAWFK2+Qu/2NF0VSSXsk8=" IV="DixCP+R7sXUggiJoNihuvIaGzVM="/>
<g:Auth MAC="TQqn9gwhHvKg9helUxyiaux69pd="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>

<accountModify rowCount="4">

<user lockout="1" userId="0C68C31C-7EB1-43DA-8B20-BOCF1F604EBO" />
<user lockout="1" userId="05A8DAC9-28EA-457B-8A2E-E1939A72D9B1"/>
<user lockout="1" userId="1AD36EI9A-DDC5-4368-89F5-4C9F9FC1150D" />
<user lockout="1" userId="695ACC95-1E8A-46C2-ACF0-A6AC3E63E024" />
</accountModify>

The value of the /accountModify/user/@lockout is set to 1 to disable relay services for the user.
2. The server receives the accountModify request. If the request is successful, the server disables
relay services for the specified users and returns a successful accountModify response.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">

<SOAP-ENV:Body>

<accountModify>

<Payload

data="PD94bWwgdmVyc21lvbjOnMS4wJIz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PixnOmZyYWdtZW50IHhtbG5
zOmc9InVybjpncm9vdmUubmV0Ij48UGF5bGOhZCBNYWShZ2VEZW50U2VydmVyPSJU
ZXN0c2VydmVyL2dtcy5kbGwiIE11dGhvZD01iYWNIb3VudE1vZGlmeSI+PGe6U0U+PGC6RWS ) IEVD
PSJIviWmdVecy9WaHBSAEA3TT1wUktiRO003MnEF1c3RON3ZyVUXNQLJIThM2tVKINuMlFpbStoZnNpc0lx
Q0zZnakEd2UV1JS1JIWYzRBOXJ2QzJDakpRUOJgdmpsaUpwNVg5a08wYnhqUW4vIiBJVj01iU0Z1lejkx
dDJrS1VtOWl5aWk3ViNkR3djZmIrPSIvPjxnOkF1dGggTUFDPSIVN1ZNAnBwNDASMHRMU2VSWHYw
MFpwWENPNXM9Ii8+PCOnOlNFPjwvUGEF5bGOhZD48L2¢c6ZnJhz211bnQ+" xsi:type="binary"/>

</accountModify>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/accountModify/Payload/@data, encoded with base64 encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="Testserver/gms.dll" Method="accountModify">
<g:SE>
<g:Enc
EC="0ZgUs/VhpRtGwMIpRKbGJI72gestt7vrULMBRa3kU+Sn2Qim+hfsisMgC6ghGvQYIJRVc4AArvC2CjIQSBjvilidp5
X9k00bxjQn/" IV="SFez91t2kKUm91iyii7V3dGwcfbk="/>
<g:Auth MAC="/7VMvpp4090tLSeyYf00ZpXCO5s="/>
</g:SE>
</Payload>
</g:fragment>
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The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>
<accountModify epoch="1"/>

4.4.2 Enable User Relay Services

The following is an example for enabling relay services for users:

1.

The client sends an accountModify request to the server for enabling relay services for the

specified users.

<SOAP-ENV:Envelope

SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-

ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-

ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"

xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">
<SOAP-ENV:Body>

<accountModify>

<Version xsi:type="xsd:int">1</Version>

<Payload

data="PD94bWwgdmVyc21lvbjOnMS4wJIz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PixnOmZyYWdtZW50IHhtbG5

zOmc 9InVybjpncm9vdmUubmV0Ij48UGFS5bGOhZCBNYWS5hZ2VEtZW50U2VydmVyPSJU
ZXNOc2VydmVyL2dtcy5kbGwiTE11dGhvZD01iYWNb3VudE1vZGlmeST+PGc6UOU+PGC6RWS ) TEVD
PSJOSFB4UEAWVME1LOtmZGAdtTGx4cVAgWkFOSWZ1dUZkUzFvb2t LUEhXT2VKT0JMdGpONz1GYkVr
U2RuKzhUSDRNU1tJak9kOCOLNGFrS1NwV1daKzdpZE45R1it IRUMOWUQxRWh6QmZVSnZObkxEZWAC
ODcwTkZANEFNiRFI1IR1I2dDADSnFmOGkrc04vMDNJITVPNRNNRY 24 ydXdHWk SURVpOVZRMMDUSbkFn
SGNyRWA4ZjBKYNNrYnNCM1FrTz1lwalFRN3EyUU1DWGZONOtviWjZ3cG50R0huaVFUUURKWVEMUFox
NWIleTBOZlExemtubXZpaTl4bmlHTCO9zTzZ2Z2pML2p6Y0svMEhweDABOM5RV1J1dTR2dVkyM2hk
cnhmNVNhTVZtVCtWd25rL11PRm9tYkozN1hyNk1LMWIDbkEOUXZTUDNEcDdoWTRpel ZBUM1INMytw
L1ZMOGRhMW5JUVBJZFQyaEwzSHFLAV16ULV3WTFWwTHF4AN1QwVXk4TEhJADEZSNAOQ1dhbHVWL2Nx
RINZaUlhUTVGYJjdSQVN2TVp5K3dPTDRVOWxgQj I4SkdhZ1NMTFAROHR1IZCtoSFZKZkdwiWUV5Rmha
MORsR0g2c0JOeXRHMTAVV1IE9IiBJIV]j0iTnVPA3FmcGIDU3Z1INXIHMzV3ZWIMY 2xFQTUWPSIvPjxn
OkF1dGggTUFDPSJoVkVIOF1WcDFOTmExc0JSOUSuV1IZXdGhNY1U9I1i8+PCOnOINFPjwvUGEF5bG9h
ZD48L2c6ZnJhZ211bnQ+" xsi:type="binary"/>

</accountModify>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/accountModify/Payload/@data, encoded with base64 encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>

<g:fragment xmlns:g="urn:groove.net">

<Payload ManagementServer="Testserver/gms.dll" Method="accountModify">
<g:SE>
<g:Enc

EC="tHPxPGVVau/KfdgmLlxqWjZAtIfuuFdS1ookKPHqOeJOBLtjN79FbEkSdAn+8THAMR+IJOd8/K4akJISpVWZ+7idNIF
+eEC4YD1EhzBfUJvNnLDegB870NFx4SbDR5GR6t7CIqf81i+sN/03IMZMFsQcn2uwGZOTEZtWAL059nAgHcrEgxf0Jbskb
sB2Qk09pkQQ7g2QMCXft7KoZ 6wpntGHNiQTQDAYQLPZ15b5y0tfQlzknmvii9xniGL/s06vgjL/jzcK/0Hpx7ABnQVRuu
4vuY23hdrxf5SaMVmT+Vwnk/YOFombJ37Xr6IK1bCnA4QvSP3Dp7hY41zVARiIM3+p/VL8dalnIQPIAT2hL3HgKuYzRUWY
1pLgx6TOUYy8LHIt13Jp4CWaluV/cqFSYiMaQ5Fb7RASVMZy+wOL4UALIB28JGagSLLWQ8ted+hHVIfGpYEyFhz3D1GH6s

BNytG1l7UVQ=" IV="NuOwqgfpbCSvu5rG35webfclEA50=""/>
<g:Auth MAC="hVEc8YVpltNalsBRIONnVVWthMcU="/>
</g:SE>

</Payload>

</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='l.0'?><?groove.net version='1.0"'?>

<accountModify rowCount="2">

<user lockout="0" userId="0C68C31C-7EBR1-43DA-8B20-BOCF1F604EBO" />
<user lockout="0" userId="05A8DAC9-28EA-457B-8A2E-E1939A72D9B1"/>
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</accountModify>

The value of the /accountModify/user/@lockout is set to 0 to enable relay services for the user.
2. The server receives the accountModify request. If the request is successful, the server enables
relay services for the specified users and returns a successful accountModify response.

<SOAP-ENV:Envelope
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance">
<SOAP-ENV:Body>

<accountModify>

<Payload
data="PD94bWwgdmVyc21vbjOnMS4wJIz8+PDIncmIvdmUubmVOIHZ1lcnNpb249JzEuMCc/PixnOmZyYWdtZW50IHhtbG5
zOmc 9InVybjpncm9vdmUubmV0Ij48UGEFS5bGOhZCBNYWS5hZ2VEZW50U2VydmVyPSJU
ZXNOc2VydmVyL2dtcy5kbGwiIE11dGhvZD0iYWNb3VudE1vZGlmeSI+PGe6UOU+PGC6RWS ) IEVD
PSJ0anpndjFmMUHErVzZtQk1PWF14RU42SDRPWIEWSkhjSE1VMkIJMXNabUVONmMICAIN3d3Y1eTFM
aEVBM11TcU4yWINKTEJFbOVWNGPOCEJIWENFYOhS5RDVLU1 ZwMXhPajQ4cGRDI1BJIVj01iaW9sQjF1
UUI4anFwS1JyVzBRQVOo4cFRhU1tNPSIVPjxnOkF1dGggTUFDPSIJpRZzZAVRD11d2Y5TDFSd1drb3FM
SEFaMOxUNDg9Ii8+PCInOINFPjwvUGF5bG9nhzD48L2c6ZnJhz211bnQ+" xsi:type="binary"/>

</accountModify>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The /Envelope/Body/accountModify/Payload/@data, encoded with base64 encoding, contains:

<?xml version='1l.0'?><?groove.net version='1.0'?>
<g:fragment xmlns:g="urn:groove.net">
<Payload ManagementServer="Testserver/gms.dll" Method="accountModify">
<g:SE>
<g:Enc
EC="tjzgv1fPg+W6omBMOXYxEN6H40Z10JHcHIU20c1sZmEZz60Bv3wwv5ylLhEA2YSQN2ZSJLBEOEP4 jNpBuXCECHYD5SKR
Vplx0j48pdC" IV="101BluQB8jgqpJRrWOQAZ8pTaR+M="/>
<g:Auth MAC="iG0/D9bwfIL1RwWkogLHAZ3LT48="/>
</g:SE>
</Payload>
</g:fragment>

The encrypted /fragment/Payload/SE/Enc/@EC contains:

<?xml version='1l.0'?><?groove.net version='1.0'"'?>
<accountModify epoch="2"/>
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5 Security

5.1 Security Considerations for Implementers

The following sections describe the security considerations for this protocol.

5.1.1 Use of semi-weak algorithms

The current protocol uses SHA1 and HMAC-SHA1 when computing message digest and keyed message
digest.

While there are no known practical attacks against SHA1, there is evidence of weakness.

5.1.2 Use of weak algorithms
The current protocol uses MARC4 (RC4-drop(256)) for symmetric key encryption.

This encryption mechanism is considered somewhat weak at this point, because of problems with its
key scheduling algorithm.

5.1.3 Insufficient encryption of protocol messages
The current protocol does not encrypt the message header.

This allows a passive attacker to read all the unencrypted data in the message header.

5.1.4 Use of the same key for encryption and MAC
The current protocol uses the same secret key for both encryption and integrity protection.

This opens the door for related key attacks.

5.1.5 Lack of nonce or sequence number to prevent replay attacks

The current protocol does not include a nonce or sequence number in each message to prevent replay
attacks.

This allows an active attacker to replay previously captured messages.

5.1.6 Out-of-band Certificate Exchange

The protocol security depends on an out-of-band exchange of certificates (1) of the two entities before
any transaction can happen. Even though this is outside the scope of the protocol, a security
consideration of this exchange is necessary to ensure that the parties in the exchange can
authenticate each other.<7>

5.2 Index of Security Parameters
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Security Parameter

Section

Management Server Encryption Public Key

1.3.1.2,
2.2.3.4.1,

Management Server Encryption Private Key

1.3.1.2,
3.3.1,
3.3.3

Management Server Signature Public Key

1.3.1.2,
2.2.3.4.1,
3.2.5.1.1,
3.2.5.1.3.2,
3.2.5.1.3.8,
3.2.5.1.3.9,
3.3.1,
3.3.3,
3.3.5.1.1.2

Management Server Signature Private Key

1.3.1.2,
1.3.3,
3.3.1,
3.3.3,
3.3.5.1.1.7

Relay Server Encryption Public Key

1.3.1.1,
1.3.3,3.2.1,
3.2.3,
3.2.3.1.1,
3.2.3.1.2,
3.2.5.1.3.3,
3.3.5.1.1.3

Relay Server Encryption Private Key

1.3.1.1,
1.3.3,
3.2.1,
3.2.3

Relay Server Signature Public Key

1.3.1.1,
3.2.1,
3.2.3,
3.2.3.1.1
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Security Parameter

Section

Relay Server Signature Private Key

1.3.1.1,
3.2.1,
3.2.3

Secret key shared between the Management Server and the Relay Server

1.3.2.1,
1.3.3,

2.2.3.4.1,
3.1.2,3.1.2.2.1,
3.1.2.2.5,
3.1.2.3.1,
3.1.2.3.6,
3.2.1,

3.2.5.1,
3.2.5.1.1,
3.2.5.1.3.2,

3.2.5.1.3.3,
6,
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N NN [~
NN = W

7

W Wwjw W

SENINIS
= |u1|ju ol (U

14

3.3.5.1.1.1,
3.3.5.1.1.3,

3.3.5.1.1.6,
3.3.5.1.1.11,

3.3.5.1.1.12,
3.3.5.2.2,

Secret key encryption algorithm

3.1.2.1,
3.1.2.2.5,
3.1.2.3.6,

3.1.2.3.8,
3.2.5.1.3.6,

3.3.5.1.1.1,
3.3.5.1.1.6,
5.1.2

Public key encryption algorithm

1.3.1.1,
1.3.1.2,
2.2.3.4.1,
3.2.3.1.2,
3.2.5.1.1,
3.2.5.1.3.2,
3.2.5.1.3.3,
3.2.5.1.3.9,
3.3.5.1.1.2,
3.3.5.1.1.3
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Security Parameter

Section

Signature algorithm

1.3.1.1,
1.3.1.2,
2.2.3.4.1,
3.2.5.1.1,
3.2.5.1.3.2,
3.2.5.1.3.8,
3.2.5.1.3.9,
3.3.5.1.1.2,
3.3.5.1.1.7

Hash algorithm

HMAC algorithm

Initialization vector

2.2.2.1.2,
2.2.2.3,

2.2.2.3.6,
2.2.3.4.1,
3.1.1.3,

3.1.2.1,

3.1.2.2.5,
3.1.2.2.7,
3.1.2.3.2,
3.1.2.3.6,
3.2.5.1.1,

3.2.5.1.3.2,
3.2.5.1.3.6,

3.3.5.1.1.6

Message signature

1.3.3,
2.2.3.4.1,
3.2.5.1.1,
3.2.5.1.3.2,
3.2.5.1.3.8,
3.3.5.1.1.7

Message HMAC

1.3.3,
3.1.2.2.6,
3.1.2.3.8
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6 Appendix A: Message Schemas

6.1 Request Message Schemas

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import/>
<xs:element name="Envelope">
<xs:complexType>
<xs:sequence>
<xs:element name="Body">
<xs:complexType>
<xs:sequence>
<xs:choice>
<xs:element ref="accountModify"/>
<xs:element ref="Registration"/>
<xs:element ref="RelayDefault"/>
<xs:element ref="RelayQuiescent"/>
<xs:element ref="userAdd"/>
<xs:element ref="userPurge"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute ref="SOAP-ENV:encodingStyle" use="required"/>
</xs:complexType>
</xs:element>
<xs:attribute name="encodingStyle" type="xs:string"/>
</xs:schema>

The referenced child elements of the Body element are specified in the following schema:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="http://www.w3.0rg/1999/XMLSchema-instance"/>

<xs:element name="accountModify" type="ServiceRequestType"/>
<xs:element name="Registration" type="ServiceRequestType"/>
<xs:element name="RelayDefault" type="ServiceRequestType"/>
<xs:element name="RelayQuiescent" type="ServiceRequestType"/>
<xs:element name="userAdd" type="ServiceRequestType"/>
<xs:element name="userPurge" type="ServiceRequestType"/>

<xs:complexType name="ServiceRequestType">
<xs:sequence>
<xs:element name="Version" type="NumericType"/>
<xs:element name="Payload" type="PayloadType"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="NumericType">

<xs:simpleContent>
<xs:extension base="xsd:int">
<xs:attribute xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"

ref="xsi:type" use="required" fixed="xsd:int"/>

</xs:extension>

</xs:simpleContent>

</xs:complexType>

<xs:complexType name="PayloadType">
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<xs:attribute name="data" type="xs:base64Binary" use="required"/>
<xs:attribute xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
ref="xsi:type" use="required" fixed="binary"/>

</xs:comple
</xs:schema>

xType>

The referenced "xsi:type" is specified in the following schema:

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://www.w3.0rg/1999/XMLSchema-instance"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:attribute name="type" type="xs:string"/>

</xs:schema>

6.2 Response Message Schemas

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:import/

>

<xs:element name="Envelope">

<xs:comple
<xs:seque

xType>
nce>

<xs:element name="Body">
<xs:complexType>

<xXs:se
<Xs:cC
<xs
<xs
<xXs
<xXs
<xXs
<xs
</xs

quence>
hoice>

relement
relement
relement
relement
relement
relement
:choice>
</xs:sequence>

ref="accountModify"/>
ref="Registration"/>
ref="RelayDefault"/>
ref="RelayQuiescent"/>
ref="userAdd"/>
ref="userPurge"/>

</xs:complexType>
</xs:element>

</xs:sequ

ence>

<xs:attribute ref="SOAP-ENV:encodingStyle" use="required"/>

</xs:compl
</xs:elemen

exType>
£>

<xs:attribute name="encodingStyle" type="xs:string"/>

</xs:schema>

The referenced child elements of the Body element are specified in the following schema:

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="http://www.w3.0rg/1999/XMLSchema-instance"/>

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="accountModify" type="ServiceResponseType"/>
name="Registration" type="ServiceResponseType"/>
name="RelayDefault" type="ServiceResponseType"/>
name="RelayQuiescent" type="ServiceResponseType"/>

name=

userAdd" type="ServiceResponseType"/>

name="userPurge" type="ServiceResponseType"/>

<xs:complexType name="ServiceResponseType">

<xs:sequen

ce>

<xs:element name="Payload" type="PayloadType"/>

77/ 84

[MS-GRVSPMR] - v20160623

Management Server to Relay Server Groove SOAP Protocol
Copyright © 2016 Microsoft Corporation

Release: June 23, 2016



</xs:sequence>
</xs:complexType>

<xs:complexType name="PayloadType">
<xs:attribute name="data" type="xs:base64Binary" use="required"/>
<xs:attribute xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"

ref="xsi:type" use="required" fixed="binary"/>

</xs:complexType>

</xs:schema>

The referenced "xsi:type" is specified in the following schema:

<xs:schema xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://www.w3.0rg/1999/XMLSchema-instance"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:attribute name="type" type="xs:string"/>

</xs:schema>

The following specifies the service fault response message schema:

<xs:schema xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Envelope">
<xs:complexType>
<xs:sequence>
<xs:element name="Body">
<xs:complexType>
<xXs:sequence>
<xs:element name="Fault" type="ServiceFaultResponseType"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute ref="SOAP-ENV:encodingStyle" use="required"/>
</xs:complexType>
</xs:element>

<xs:complexType name="ServiceFaultResponseType">
<xs:sequence>
<xs:element name="faultCode" type="xs:int"/>
<xs:element name="faultString" type="xs:string"/>
</xs:sequence>

</xs:complexType>

<xs:attribute name="encodingStyle" type="xs:string"/>
</xs:schema>
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7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs.

=  Microsoft Office Groove Server 2007
=  Microsoft Groove Server 2010

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears
with the product version, behavior changed in that service pack or QFE. The new behavior also applies
to subsequent service packs of the product unless otherwise specified. If a product edition appears
with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or
SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not
follow the prescription.

<1> Section 2.2.2.3.2: The Office Groove Server 2007 and Groove Server 2010 products provide a
Manager component and a Relay component. The Manager component implements the management
server functions of the protocol specified in this document, and is the client for the protocol. The Relay
component implements the relay server functions of the protocol specified in this document, and is the
server for the protocol

<2> Section 2.2.3.6.1: Office Groove Server 2007 and Groove Server 2010 do not test for positive
values for the relay defaults for device lifetime, device target quota size, identity lifetime, and identity
target quota size. These servers ignore invalid values and do not return a SOAP fault.

<3> Section 2.2.3.6.1: On Office Groove Server 2007 and Groove Server 2010 enabling the quota
can stop messages from being sent to offline users for any size message.

<4> Section 2.2.3.8.1: Office Groove Server 2007 and Groove Server 2010 do not test for invalid
values and treat all nonzero values as 1.

<5> Section 3.2.3: The Office Groove Server 2007 Manager and Groove Server 2010 Manager
generate a registry file containing its certificate (1) and identity information to support
interoperability. The registry file uses the following template:

REGEDIT4

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Office Server\Groove\Groove
Relay\Parameters\ManagementServers\ [[- hostname -]]/gms.dll]
"GUID"="[[- management server GUID -]]"

"Organization"="[[- management server organization name -]]"
"ServerURL"="http://[[- hostname -]]/gms.dll"
"Certificate"=hex: [[- certificate in hex -]]

[[- hostname -]]: The host name for the management server.
[[-management server GUID -]]: The unique ID that identifies this management server.
[[- management server organization name -]]: the organization name for the management server.

[[- certificate in hex -]]: The management server certificate (1) in HEX format

<6> Section 3.2.5.6.1: Office Groove Server 2007 and Groove Server 2010 relay servers purge
messages for the specified user or users under most conditions. Under some conditions, the server
processes the message without fault but does not purge messages. For example, if the server has
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received a new message targeted to the user within a minute preceding receiving the userPurge
message, the server does not purge the messages for the user.

<7> Section 5.1.6: In the Office Groove Server 2007 and Groove Server 2010 implementations, the
requirement for a secure exchange mechanism for the certificate (1) is done through the Management
Server web administration user interface. The server administrator is responsible for downloading the
client's certificate (1)and uploading the relay's server identification XML file (which contains the relay
server's SOAP certificate (1)). The administrator uses the Management Server HTTPS web interface to
ensure that the correct management interface is being used.
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8 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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