[MS -FSSHTTP]:
File Synchronization via SOAP over HTTP Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

A Technical Documentation. Mi crosoft publishes Open Specifications do
documentationo) for protocols, file formats, data portabi
support. Additionally, overview documents cover inter -protocol relationships and interactions.

A Copyrights . This documentation is covered by Microsoft copyrights. Regardless of any other

terms that are contained in the terms of use for the Microsoft website that hosts this

documentation, you can make copies of it in order to develop implementations of the technologies

that are described in this documentation and can distribute portions of it in your implementations

that use these technologies or in your documentation as necessary to properly document the

implementation. You can also distribute in your i mplementation, with or without modification, any

schemas, IDLs, or code samples that are included in the documentation. This permission also

applies to any documents that are referenced in the Open Specifications documentation.

No Trade Secrets . Microsoft does not claim any trade secret rights in this documentation.

Patents . Microsoft has patents that might cover your implementations of the technologies

described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of

thi s documentation grants any licenses under those patents or any other Microsoft patents.

However, a given Open Specifications document might be covered by the Microsoft Open

Specifications Promi__se or the Microsoft Community Promise . If you would prefer a written license,

or if the technologies described in this documentation are not covered by the Open Specifications

Promise or Commun ity Promise, as applicable, patent licenses are available by contacting

iplg@microsoft.com

License Programs . To see all of the protocols in scope under a specific license program and the

associated patents, visit the Patent Map .

Trademarks . The names of companies and products contained in this documentation might be

covered by trademarks or similar intellectual property rights. This notice does not grant any

licenses undert hose rights. For a list of Microsoft trademarks, visit

www.microsoft.com/trademarks

A Fictitious Names . The example companies, organizations, products, domain names, email
addresses, logos, people, place s, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

> >

>

>

Reservation of Rights . All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools . The Open Specifications documentation does not require the use of Microsoft programming

tool s or programming environments in order for you to develop an implementation. If you have access

to Microsoft programming tools and environments, you are free to take advantage of them. Certain

Open Specifications documents are intended for use in conjuncti on with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar

with the aforementioned material or has immediate access to it.

Support.  For questions and support, please contact dochelp@microsoft.com

1/ 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023

c
I


https://go.microsoft.com/fwlink/?LinkId=214445
https://go.microsoft.com/fwlink/?LinkId=214445
https://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://aka.ms/AA9ufj8
https://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision
Date History Class Comments
7/13/2009 0.1 Major Initial Availability
8/28/2009 0.2 Editorial Revised and edited the technical content
11/6/2009 0.3 Editorial Revised and edited the technical content
2/19/2010 1.0 Major Updated and revised the technical content
3/31/2010 1.01 Editorial Revised and edited the technical content
4/30/2010 1.02 Editorial Revised and edited the technical content
6/7/201 0 1.03 Editorial Revised and edited the technical content
6/29/2010 1.04 Editorial Changed language and formatting in the technical content.
7123/2010 1.05 Minor Clarified the meaning of the technical content.
9/27/2010 1.06 Editorial Changed language and formatting in the technical content.
11/15/2010 1.06 None thég;r:igiqces;fegf meaning, language, or formatting of the
12/17/2010 1.06 None thég;r:igiqces;fegf meaning, language, or formatting of the
3/18/2011 1.06 None thég;r:igiqces;fegf meaning, language, or formatting of the
6/10/2011 1.06 None tl\(l;é;:r:zéglgscs);tc;:tl-ez meaning, language, or formatting of the
1/20/2012 2.0 Major Significantly changed the technical content.
4/11/2012 20 None tl\;?:;r:iglgcegnttc:a::a meaning, language, or formatting of the
7116/2012 21 Minor Clarified the meaning of the technical content.
9/12/2012 21 None tl\;?:;r:iglgcegnttc:a::a meaning, language, or formatting of the
10/8/2012 2.2 Minor Clarified the meaning of the technical content.
2/11/2013 3.0 Major Significantly changed the technical content.
7/30/2013 3.1 Minor Clarified the meaning o f the technical content.
11/18/2013 3.2 Minor Clarified the meaning of the technical content.
2/10/2014 3.3 Minor Clarified the meaning of the technical content.
4/30/2014 34 Minor Clarified the meaning of the technical content.
7/31/2014 3.5 Minor Clarified the meaning of the technical content.
10/30/2014 3.6 Minor Clarified the meaning of the technical content.
3/16/2015 4.0 Major Significantly changed the technical content.

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor
Release: February 21, 2023

poration

2/ 178




Revision Revision
Date History Class Comments
6/30/2015 5.0 Major Significantly changed the technical content.
2/26/2016 6.0 Major Significantly changed the technical content.
4/14/2016 7.0 Major Significantly changed the technical content.
7/15/2016 70 None gzﬁr:iggssr:?emfe meaning, language, or formatting of the
8/23/2016 70 None gzﬁr:iggssr:?emfe meaning, language, or formatting of the
9/7/2016 7.1 Minor Clarified the meaning of the technical content.
12/15/2016 7.2 Minor Clarified the meaning of the technical content.
3/28/2017 8.0 Major Significantly change d the technical content.
6/20/2017 9.0 Major Significantly changed the technical content.
9/19/2017 9.1 Minor Clarified the meaning of the technical content.
12/12/2017 9.2 Minor Clarified the meaning of the technical content.
7124/2018 10.0 Major Significantly changed the technical content.
10/1/2018 11.0 Major Significantly changed the technical content.
12/11/2018 11.1 Minor Clarified the meaning of the technical content.
3/19/2019 11.2 Minor Clarified the meaning of the technical content.
9/24/2019 11.3 Minor Clarified the meaning of the technical content.
2/19/2020 11.4 Minor Clarified the meaning of the technical content.
8/18/2020 115 Minor Clarified the meaning of the technical content.
11/17/2020 11.6 Minor Clarified the meaning of the technical content.
2/16/2021 11.7 Minor Clarified the meaning of the technical content.
4/22/2021 12.0 Major Significantly changed the technical content.
6/25/2021 13.0 Major Significantly changed the technical content.
7/20/2021 14.0 Major Significantly changed the technical content.
8/17/2021 15.0 Major Significantly changed the technical content.
10/5/2021 151 Minor Clarified the meaning of the technical content.
11/16/2021 15.2 Minor Clarified the meaning of the technical content.
2/15/2022 15.3 Minor Clarified the meaning of the technical content.
8/16/2022 154 Minor Clarified the meaning of the technical content.
11/15/2022 155 Minor Clarified the meaning of the technical content.
2/21/2023 15.6 Minor Clarified the meaning of the technical content.

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor
Release: February 21, 2023

poration

3/ 178




Table of Contents

1 INrOdUCHION e e eereee s es aeaneeenes 9
1.1 GlOSSAIY vveiiiciiii i ciiiieis e ervrree e arreaeenans 9
1.2 REEIENCES oot i e e 10

121 Normative REfEreNCES ..o e e 11

122 Informative REfErenCes oo e e 12
13 OVEIVIEW oo et neens eeseern e e 12
1.4 Relationship to Other ProtoCols ..o e eeeeea 14
15 Prerequisites /Preconditions 14
1.6 Applicability Statement 14
1.7 Versioning and Capability Negotiation ..o e .14
18 Vendor -Extensible FieldS ..o i e 15
1.9 Standards ASSIONMENTS ..o e e 15

2 MESSAQES  ciiiiiiiiiiiiiiiiis e aaeeeeeeee s e 16
21 Transport .....ccccccevvceeeenieeenns 16
2.2 Common Message Syntax 16

221 NAMESPACES oot e eeeeaeee e 16
222 MESSAGES ..o iiiiis e eeeee e 16
2221 REOUEST .o e e 17
2222 RESPONSE oo iiiiiis e e 17
2223 SOAP FaUIt oot s e 18
223 EIEMENES oo e e 18
2231 INCIUAE it s e 19
2232 REOUEST .o e e 19
2233 RequestCOIIECION ..o v e 23
2234 REQUESIVEISION .oiiiiiiiiiiiieiiiieviiis v ene eeeneeeaiee e 23
2235 RESPONSE ooiiiiiiiiiiciiiis e e 24
2.2.3.6 ResponseCollection 25
2237 ResponseVersion ......... 25
2238 SubRequest .........ccocuene 26
2.2.39 SubRequestData ..........cccoccveeiiiiieienns 26
2.2.3.10 SUDRESPONSE ....ooevviveiieiieeiieee 26
22311 SubResponseData 27
224 Complex TYPES ..vvveveriieiieeieeeien 27
2241 GENEriCPrOPErtieSTYPE oo e v 28
2242 PropertyType .....ooocciiiieiieiiiiiies 28
2243 SubRequestDataGenericType 28
2244 SubRequestElementGeneriCTYPE .o e 29
2245 SUDREQUESITYPE oo e eeeee e 31
2246 SubResponseDataGeneriCT  YPE ..occccveviiieeiiiiieeiiiies e 32
2247 SubResponseElementGeneriCTYPe oo e 33
2248 SUDRESPONSETYPE  oviiiiiiiiieiic i et reesreesneea 35
2249 VerSIONTYPE  oiiiiiiiiiiiiiciiiieiiiis et ieees e e 36
225 SIMPIE TYPES  ooiiiiiiiiiiriiiie e e 37
2251 CoaUtNSIAIUSTYPE  cooiiiiiiiiiiiie i et es eeeeaaeeeaeae 38
2252 DependencyCheckRelatedErrorCodeTypes  .occvvvvviiviiieiiieiiies e 39
2253 DependenCyTYPES  ccccciciiieiiiiieeiiiieeene e areeeee e 39
2254 ErrorCodeTYPES  .ooiiiiiiiiiiiii it et eeee e 40
2255 ExclusiveLOCKREtUrNREAS ONTYPES .ooocciviiviiiiiiiiiiieiiee et 41
2256 GeneriCErrorCodeTYPES oo e eeeeaes 41
2.25.7 GUID ..o .. 43
2258 LockAndCoauthRelatedErrorCodeTYPeS  ooccviiviiieeiieeeriies e 44
2259 LOCKTYPES viiiiiiiiiiiiiciiieiiies et sieees eeeniee s 46
2.25. 10 MINOrVersionNUMDEITYPE oot e aeeen 47
22511 SUbReqUeSIANDULETYPE i e e 47
4/ 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



22512 TRUEFALSE ...t e niiies e 49

2.25.13 VersioNNUMDBEITYPE i et esee e eren e aevvireeeeaans 49
22514 NewEditorsTableCat egoryErrorCodeTypesS  ..cccccvvvviiiiieiiieniies e 50
2.2.5.15 FileVersionNUmMberTYPE oo et aeeeaas 50
2.2.5.16 VersioningRelatedErrorCodeTYPES  vviiciiieviiieecviiieeiiie eeevee e 50
2.2.6 AUMNDULES i e e .. 51
2.2.7 L] (01 o OOt 51
2.2.8 ALMDULE GIOUPS it eteeriie e e e aeeeeeeeaneee e 51
2281 SubRequestDataOptionalAttributes .o e 51
2282 SubResponseDataOptionalAttributesS ..o e 54
2.29 Common Data Structures — ........ccceeveiiennienen.
2.3 Subsidiary Message Sy Ntax ......ccccceevveeiviiieeennns
231 Complex TYPES ..cvevveerrieireeneee e
2311 CellSubRequestDataType  ...ccccccvvveeeeivieeeiiiennnn
2312 CellSUbRequestType ...ccccccverveerieeneeeee
23.1.3 CellSubResponseDataType
2314 CellSUDRESPONSETYPE  ..ooveveiiiiieeciee e
23.15 CoauthSubRequestDataType
2316 CoauthSUbReqUESLTYPE  ..ooveevieeiiee e
23.1.7 CoauthSUbRESPONSEDAIATYPE  ooviiiiiiiiiii s et 63
23138 CoauthSUDRE SPONSETYPE ccoiviiiiiiiiiieiiieeiiees e see e eee e e eeeee 63
23.19 ExclusiveLockSubRequestDataType .o e 64
2.3.1.10 EXClusiveLOCKSUDREQUESITYPE i e 65
23.1.11 ExclusiveLockSubResponseDataType ..o e 65

2.3.1.12 ExclusiveLockSubResponseType 66
2.3.1.13 SchemalockSubRequestDataType 66
23.1.14 Sche maLockSubRequestType  ....ccccvevieevieeneeeninen, . 68
2.3.1.15 SchemalLockSubResponseDAataTYPE  .ccccovvveviiiiiieiiieiiis et 68
2.3.1.16 SchemalockSubResponseType 69
2.3.1.17 ServerTime SubRequestType ......ccccovvceevievenenene .. 69
2.3.1.18 ServerTimeSubResponseDataType 69
2.3.1.19 ServerTimeSUDRESPONSETYPE v et .70
2.3.1.20 WhOAMISUDREQUESITYPE oo et nees e 70
23.1.21 WhoAMISUDRESPONSEDALATYPE oo e 71
2.3.1.22 WhoAMISUDRESPONSETYPE  eiiiiiiiiiiiiiiciiiiieeie e eiee aaaes 71
2.3.1.23 EditorsTableSu bRequestDataTYPe ....cccocvviiiiiiiiiiieiiie e 71
23.1.24 EditorsTableSUDREQUESITYPE .o e . 73
2.3.1.25 EditorsTableSUDRESPONSETYPE  eiiiiiiiiiiiiiieiies e 73
2.3.1.26 GetDocMe talnfoSUDREQUESITYPE  oiiiiiiiiiriiiie e 74
2.3.1.27 GetDocMetalnfoSubResponseDataType  .oovieiiiiiiiiriiieiiiee e 74
2.3.1.28 GetDocMetalnfoPropertySetTyPe i e 74
2.3.1.29 GetDocMetalnfoPropertyType  ...ooovceeeeiiiieeiiiieeene .75
2.3.1.30 GetDocMetalnfoSUDRESPONSETYPE i e 75
2.3.1.31 GetVersionsSSUDREqUESITYPE i e . 75
2.3.1.32 GetVersionsSub ReSPONSETYPE ..ooiiciiiiiiiieiiiiieiiies et 76
2.3.1.33 FileOperationSubRequestDataTYPE ..o e 76
23.1.34 FileOperationSUDREQUESITYPE  iiiiiiiiiicriies e 77
2.3.1.35 FileOper ationSUDRESPONSETYPE  ooiiiiiiiiiciiciiiiiie e 77
2.3.1.36 VersioningSubRequestDataTYPe ..o e 78
2.3.1.37 VersioningSUDREQUESETYPE oo e ... 18
2.3.1.38 VersioningSubResponseDataType 78
2.3.1.39 VersioningSubResponseType  ....ccccovieeiiiieeeenineen. . 79
2.3.1.40 VersioningUserTableTYPe oo e e 79
2.3.141 VersioningVersionL iStTYPE ..o e eeee 79
2.3.1.42 UserDataType .....cccviiiiiiiiiiiiiies s e 80
2.3.1.43 FileVersionDataTyPe ..ot e eeerieeaeans 80
23.1.44 FileVersionEvent DataTyPe .....cccccvriiiiiieiiiies v e 81
2.3.1.45 AmIAloNeSUbReqUESIDAtATYPE  ..ococcieviiiiiierieiiieies e 81
5/ 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



2.3.1.46 AMIAIONESUDREQUESITYPE i e e 82
2.3.1.47 AmIAIONeSUDRESPONSEDAIATYPE  cooccviiiciiieiiiecciiiies e 82
2.3.1.48 AMIAIONESUDRESPONSETYPE i e . 82
2.3.1.49 LOCKStatusSUDREQUESITYPE  cviieiiiiicciiiiecviiiees et e e sae e . 83
2.3.1.50 LockStatusSuUbResponseDataTyYPE  .vevvviieiiiiieccciiieeiie e 83
23.151 LOCKStatuSSUDRESPONSETYPE  ooviiiiiiiiiiieeriieiiiens et . 83
2.3.1.52 PropertiesSUbRequestDataTYPE  .ocovviieiiiiiiccrie i e 84
2.3.1.53 Proper tieSSUDREQUESITYPE  .oiiiiiiiiiiieiiviins e e 84
2.3.1.54 PropertiesSubResponseDataTyPe  .ococceivciieiviiiecciiiiees e 85
2.3.1.55 PropertieSSUDRESPONSETYPE i e . 85
2.3.1.56 PropertyldSTYPE oo e eernee e 85
2.3.1.57 PropertyldTYPE e ccievit e e 86
2.3.1.58 PropertyValueSTYPE oo e eeeeeanee 86
2.3.1.59 PropertyValueTyPe .ot cciiieiiie et avreee s 86
23.2 SIMPIE TYPES oot e e e 86
2321 CellReqUESLEITOrCOETYPES  ciiivciieeiiiiie e evee e rre e e s sarae e . 87
2322 CoauthReqUE SITYPES .ooiiiiiiiiiiiiieiiiiieiiies et ieee s eeeeaees 88
2323 EXClUSiVELOCKREQUESITYPES oot e . 89
2324 SchemalLockReqUESITYPES oo e e 89
23.25 EditorsTableReqUESITYPES oo e e 90
2326 L0 LS1=T 4 0T 110 1 1Y o1 OSSR 91
23.2.7 USEINAMETYPE it e eenrree e 91
23238 FileOperatioNReqUESITYPES  .ooviiieiiieiierieriieiis e .91
23.2.9 VersioningREQUESITYPES oo e e 92
2.3.2.10 PropertieSReqUESITYPES oo e e 92
233 ALHDULE GrOUP  S.iiiiiiiiciiiiiiiiiies e siee s eeraee s 93
2331 CellSubRequestDataOptionalAttributes .o e 93
2332 CellSubResponseDataOptionalAttributes — ..oocccvivviiiieiiiiie e 95
2333 CoauthSubRequestDataOptionalAttributes ..o 96
2334 ExclusiveLockSubRequestDataOptionalAttributes 98
2335 SchemalockSubRequestDataOptionalAttributes .o s 99
2336 WhoAmISubResponseDataOptionalAttributes ..o s 100
2337 EditorsTableSubRequestDataOptionalAttributes  .iiiiviieeee e 100
2.3.3.8 FileOperationSubRequestDataOptionalAttributes ..o . 101
2.3.3.9 VersioningSubRequestDataOptionalAttributes ..o e 102
2.3.3.10 PropertiesSubRequestDataOptionalAttributes ..o e 102
3 Protocol Details oo e e . 104
3.1 Server DeLAIIS oo e .104
3.11 Abstract Data Model ... s e 104
3.1.2 TIMEIS oo e e s 104
3.13 INALIZALION i e e 104
3.14 Message Processing Events and Sequencing Rules — ....iiiiiiiiees e 104
3.141 Common Message Processing Rules and Events ... e 105
3.14.2 Cell SUDIeqUESE ..o e 106
3.143 Coauth SUDreqUESE ..o e e 108
3.1431 Join Coauthoring SESSION .o e .110
3.14.32 Exit Coauthoring SESSION ..o e 111
3.1.4.33 Refresh C oauthoring SeSSION ... e 111
3.1434 Convert to Exclusive LOCK  ...coooiiiiiiiiiieiiieees 112
3.1.435 Check Lock Availability — ......ccccovvenieeiicenen, 113
3.1.4.3.6 Mark Transition to Complete . e 113
3.1.4.3.7 Get Coauthoring SESSION i e .115
3.144 Schemalock SUDreqUESt .o s e 115
31441 GEELOCK it et e 117
3.1.4.42 REIEASE LOCK ..oovciviiiiiiiiiiiiiiiiiie e e 117
3.1.4.43 RefreSh LOCK ..ot e e 118
3.1444 Convertto EXCIUSIVE  LOCK ..ooccvviiiiiiiiiiiiiiiiie e 119

6/ 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



3.1.4.45 Check Lock Availability — ...ccoooviiiiiiiiiiiiie e 119
3.145 ExclusiveLock Subrequest ... e 120
3.1.45.1 GEELOCK it e et 121
3.1.452 Release LOCK .....cocvciviiiiiiiiiiiiiis et e 122
3.1.453 RefreSh LOCK .vioiiiiiiiiiiiiiiiiis e e 122
3.1454 Convert to Schema Lock with Coauthoring Transition Tracked — .............. 122
3.1.455 Convertto Schema LOCK ..o e .124
3.1.45.6 Check Lock Availability — ...ccoooviieiiiiiiiiiie e 125
3.1.4.6 WhOAMI SUDI €QUESE ..eoiiiiiiiicciiiccviieiie et enies avveeeaaans 125
3.1.4.7 ServerTime SUDIEQUESE oo e e 126
3.14.38 EditorsTable SUDrequeSt  ..ooociiiiiecciiee e v 126
3.1.4.8.1 Join Editing SESSION i e e 127
3.1.48.2 Leave Editing SESSION oo e e 128
3.1.4.8.3 Refresh Editing SESSION .ot e .128
3.1.484 Update Editor Metadata — .....cccccoociiiiiiiiiiiiiiis e .128
3.1.4.85 Remove Editor Metadata  .......ccccceviviiiiiiiiis e .128
3.1.4.9 GetDocMetalnfo Subrequest .128
3.1.4.10 GetVersion S SUDMeqUESE ... e e 129
3.14.11 Versioning SUBIeqUESt ..o s v 130
3.1411.1 Get VErsioN LISt cocvcvciiiiiiiiiiiiiiiis et e 130
3.1.4.11.2 RESIOre VErSION ..oocoiiiiiiiiiiiiiiiiiis et e 131
3.1.4.12 FileOperation SUDreqUESt  ...ocviiiiiiiiceiie e e 131
3.1.4.13 AMIAIONE SUDIEqUESE oo e eeeeeeas 132
3.14.14 LOCKStatus SUDIreqUESE  .oociviiiiiiiiieiiiiiis et e 132
3.1.4.15 Properties SUDreqUEST  ..oooiiiiiiiiiiies e e 133
3.14.15.1 Property ENUMErate ... e eeeenae 133
3.1.4.15.2 Property Get .....coociiviiiiiiiiiiiiiiee e e 134
3.15 TIMEr EVENES oo et e 134
3.1.6 Other Local EVENS ..o e eenees e 134
4 Protocol EXamples s s e 135
4.1 Successful File Open of a Coauthorable Document i e 135
41.1 REQUESE ..ot e e 135
4.1.2 RESPONSE ..ooiiiiiiiiiiiiiiiis e e .136
4.2 Successful File Save of a Coauthorable Document e e 138
421 REQUESE ..o e e 138
422 RESPONSE oo e .139
4.3 Successful File Open of a Document that Is Not Coauthorable 140
431 REQUESE ..o e e 140
43.2 RESPONSE ooiiiiiiiiriiiiie e e .141
4.4 Unsuccessful File Open of a Documen tthat Is Not Coauthorable ... 141
441 REQUESE ..ot e e 142
4472 RESPONSE ..ooiiiiiiiiiiiiiiiis e e .142
4.5 Successful File Save of a Document that Is Not Coauthorable ... 143
451 REQUESE ..o s e 143
452 RESPONSE ..ooiiiiiiiiiiiiiiiiis e e .144
4.6 Unsuccessful File Open of a Coauthorable Document i e 144
46.1 REQUESE ..o s e . 145
46.2 RESPONSE ..ovviiiiiiiiiciiiiiiiiis s e .145
B SECUMLY ittt e eeeeea s 147
5.1 Security Considerations for Implementers . e 147
5.2 Index of Security Parameters .o s eeeeeaes 147
6  Appendix A: Full XML Schema i e e 148
6.1 Request Message SCh eMa ....cccccviiiiiiiiiiiiiiis s e 148
6.2 Response Message SChemMa ... e eeeereeeee 157
7 Appendix B: Product BEhavior s e e 168
71178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



8  Change TracCKinNg  ccccciiiiiiiiiiiiiiiieeiiis ereeririe e es eereeeea e e e e e e anaeeaeas 173
O INUEX o e e e 174
8/ 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



1 Introduction

The File Synchronization via SOAP over H TTP Protocol enables one or more protocol clients to
synchronize changes done on shared files stored on a server.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

11 Glossary
This document uses the following terms:

absolute URL : The full Internet address of a page or other World Wide Web resource. The
absolute URL includes a protocol, such as "http," a network location, and an optional path and
file name o for example, http://www.treyresearch.net/.

base64 encoding : Abinary -to-textencoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in RFC4648] .

claim -based authentication mode : A set of operati  ons that is used to establish trust
relationships between claims providers and relying party applications. It involves the exchange
of identifying certificates that make it possible for a relying party to trust the content of a claim
that is issued by acl  aims provider.

Coordinated Universal Time (UTC) : A high -precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negati ve offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC -0 (or GMT).

friendly name : A name for a user or object that can be read and un derstood easily by a human.

globally unique identifier (GUID) : A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specifi ¢ algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID . See also universally unique
identifier (UUID).

HRESULT : An integer value that indicates the result or status of an operation. A particular
HRESULT can have different meanings depending on the protocol using it. See MS -ERREF
sectio n 2.1 and specific protocol documents for further details.

Hypertext Transfer Protocol (HTTP) : An application -level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Information Rights Management (IRM) : A technology that provides persistent protection to
digital data by using encryption, certificates, and authentication. Authorized recipients or users
acquire a license to gain access to the protecte d files according to the rights or business rules
that are set by the content owner.

request token : A unique identifier that identifies a Request element in a service request.

Session Initiation Protocol (SIP) address : A URI that does not include a "sip:" prefix and is
used to establish multimedia communications sessions between two or more users over an IP
network, as described in RFC3261] .
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SOAP : A lightweight protocol for exchanging structu red information in a decentralized, distributed
environment. SOAP uses XML technologies to define an extensible messaging framework, which

provides a message construct that can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular programming model and
other implementation  -specific semantics. SOAP 1.2 supersedes SOAP 1.1. See SOAP1.2 -
1/2003] .

SOAP fault : A container for error and status information within a SOAP message. See SOAP1.2 -

1/2007]  section 5.4 for more information.

SOAP Message Transmission Op timization Mechanism (MTOM) : A method that is used to
optimize the transmission and format of SOAP messages by encoding parts of the message, as
described in  [SOAP1.2 -MTOM].

Subrequest : Are quest within a SYNC_VOLUMES request. For details on requests, see section

3.1.4.
Uniform Resource Locator (URL) . A string of characters in a standardized format that identifies
a document or resource on the World Wide Web. The format is as specified in RFEC1738] .
Web Distributed Authoring and Versioning Protocol (WebDAV) : The Web Distributed
Authoring and Versioning Protocol, as described in [REC2518] or [RFC4918] .
Web Services Description Language (WSDL) : An XML format for describing network services
as a set of endpoints that operate on messages that contain eith er document -oriented or

procedure -oriented information. The operations and messages are described abstractly and are
bound to a concrete network protocol and message format in order to define an endpoint.

Related concrete endpoints are combined into abstra ct endpoints, which describe a network
service. WSDL is extensible, which allows the description of endpoints and their messages
regardless of the message formats or network protocols that are used.

XML Information Set (Infoset) : An abstract data set that provides a consistent set of definitions
for use in specifications that refer to the information in a well -formed XML document, as

described in  [XMLINFOSET] .

XML namespace : A collection of n ames that is used to identify elements, types, and attributes in
XML documents identified in a URI reference RFC3986] . A combination of XML namespace and
local name allows XML documents to u se elements, types, and attributes that have the same
names but come from different sources. For more information, see XMLNS -2ED] .

XML namespace prefix : An abbreviated form of an XML namespace , as describedin  [XML] .

XML schema : A description of a type of XML document that is typically expressed in terms of
constraint s on the structure and content of documents of that type, in addition to the basic
syntax constraints that are imposed by XML itself. An XML schema provides a view of a
document type at a relatively high level of abstraction.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a docu ment in the Microsoft Open Specifications library point to the correct section in the

most recently published version of the referenced document. However, because individual documents

in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata .
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1.2.1 Normative References

We conduct fr equent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will
assist you in finding the relevant information.

[MS - FPSE] Microsoft Corporation, "  FrontPage Server Extensions Remote Protocol

[MS -FSSHTTPB] Microsoft Corporation, " Binary Requests for File Synchronization via SOAP Protocol
[MS -LISTSWS] Microsoft Corporation, " Lists Web Service Protocol "

[MS - SHDACCWS] Microsoft Corporation, " Shared Access Web Service Protocol "

[MS -VERSS] Microsoft Corporation, " Versions Web Service Protocol "

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, https://www.rfc - editor.org/rfc/rfc2119.html

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, https://www.rfc  -editor.org/info/rfc2616

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://mwww.rfc -
editor.org/rfc/rfc2818.txt

[RFC2822] Resnick, P., Ed., "Internet Message Fo rmat", RFC 2822, April 2001,
http://www.ietf.org/rfc/rfc2822.txt

[SOAPL1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1",
W3C Note, May 2000,  https://www.w3.0rg/TR/2000/NOTE -SOAP-20000508/

[SOAP1.2 -MTOM] Gudgin, M., Ed., Mendelsohn, N., Ed., Nottingham, M., Ed., Ruellan, H., Ed., "SOAP
Message Transmission Optimization Mechanism", W3C Re commendation, January 2005,
http://www.w3.0rg/TR/2005/REC -soapl2 -mtom -20050125/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WS DL) 1.1", W3C Note, March 2001, https://www.w3.0rg/TR/2001/NOTE -wsdl -20010315

[XMLINFOSET] Cowan, J., and Tobin, R., Eds., "XML Information Set (Second Edition)", W3C
Recommendation, February 2004, http://www.w3.0rg/TR/2004/REC -xml -infoset -20040204/

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 20 09, https://www.w3.0rg/TR/2009/REC -xml -names -20091208/

[XMLSCHEMAL1/2] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema
Part 1: Structures Second Edition", W3C Recommendation, October 2004,

https://www.w3.0rg/TR/2004/REC -xmlschema -1-20041028/

[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part

1: Structures", W3C Recommendation, May 2001, https://www.w3.0rg/TR/2001/R EC-xmischema -1-
20010502/

[XMLSCHEMAZ2/2] Biron, P., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes Second Edition",
W3C Recommendation, October 2004, https://www.w3.0rg/TR/2004/REC -xmls chema -2-20041028/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, https://www.w3.0rg/TR/2001/REC -xmlschema -2-20010502/
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[XOP1 0] Gudgin, M., Ed., Mendelsohn, N., Ed., Nottingham, M., Ed., Ruellan, H., Ed., "XML -binary
Optimized Packaging”, W3C Recommendation, January 2005, http://www.w3.0rg/TR/2005/REC -
xopl10 -20050125/

1.2.2 Informative References

[MS - OCPROTO] Microsoft Corporation, "  Office Client Protocols Overview "

[SOAP1.2 -1/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework (Second Edition)", W3C Recommendation, April 2007,
http://www.w3.0rg/TR/2007/REC -soapl?2 -partl -20070427/

[SOAP1.2 -2/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2: Adjuncts
(Second Edition)", W3C Recommendation, April 2007, http://www.w3.or  g/TR/2007/REC -soapl?2 -
part2 -20070427

1.3  Overview

This protocol enables a protocol client to call a request that allows for the upload or download of file
changes, along with related metadata changes, to or from a single protocol ser ver. In addition, the
protocol server processes different types of locking operation requests sent by a client that allow for
uploads to be done while preventing merge conflicts on the shared resource. For more details about

the different types of locking operations, see sections  3.1.4.3 , 3.1.4.4 ,and 3.1.4.5 . The protocol is a
re quest/response stateless message exchange protocol based on SOAP that uses HTTP 1.1 for its
transportand SOAP Message Transmission Optimization Mechanism (MTOM) encoding.

The protocol involves two active entities: the protocol client and the protocol server.

The protocol assumes that the protocol server stores files addressable by URLs . Each file has one or
more partitions associated with it. These partitions can be empty or contain binary file contents,

information related to file coauthoring, or contents that are specific to a file format. The data in each

partition can b e synchronized independently by using this protocol. For more information about the

abstract data model used for synchronization, see [MS -FSSHTTPB] section 3.1.1.

A user on the protocol client or an administrator on the protocol server first creates a document. For a
download file request, the protocol client sends a download request to the protocol server for all the

contents of a specific partition of a file speci fied by a URL. If the file exists on the protocol server, the

protocol server responds with the requested content or partition data. If the file does not exist, it

returns a FileNotExistsOrCannotBeCreated error code as part of the response. For more detail S
about the FileNotExistsOrCannotBeCreated error code and other error codes, see section 2.25.6 .
For an upload file request, the protocol client sends an upload request to the protocol server ind icating

the data that has changed that needs to be uploaded. The protocol client can also send an upload
request for changes done in the partitions associated with a file at a given URL. The server responds
with success or failure for that update.

In an up load or download request, the protocol allows for locking operations to be requested by the
protocol client to the protocol server. The locking operations can be for an exclusive lock or a shared
lock on afile. In the case of an exclusive lock, the protoc ol server ensures that only one client is
allowed to edit the file and responds with success in locking the file for edit. For more details about the
exclusive lock operation, see section 3.1.4.5. In the case of a shared lock, the protocol server allows

mu ltiple clients to edit the coauthorable file and responds with success in sharing the lock on the
coauthorable file. Depending on the type of shared lock operation, the protocol server also keeps

tracks of the clients editing the file and lets the protocol client know of the coauthoring status. For
more details about the coauthoring status, see section 2.2.5.1 . For more details about the shared lock
operations, see section 3.1.4.3 and section 3.1.4 4.
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In case of failure in an exclusive lock request or shared lock request, the protocol server responds with
an error code value indicating the type of error. For more details about error code types, see section
2254 .

The following diagram illustrates file upload, download, and lock requests and responses.

Client Server

Download file (file URL)

Download response for file

_‘_‘—‘—‘—‘—'—‘—-—. . .
Upload file (file URL)

e

—
Upload response for file URL

o — Exclusive lock (file URL,
client identifier, requested operation)—._____.,

Exclusive lock response for file URL

Share lock (file URL,
client identifier, allow coauthor tracking, i
requested operation) B—

Share lock response for file URL

Figure 1: File upload and download to and from a server as well as lock requests to a server

The protocol provides a means to upload or download files from the protocol server without the need

to retrieve the entire content or metadata for a given file every time. This is achieved by the protocol

client working with the protocol as described in [M S-FSSHTTPB], which allows for incremental file
synching, and the client local cache.

Because multiple clients can coauthor a file, if two or more clients sent an upload request

simultaneously, all requests except the first one fail with a coherency error. Coherency failure error
codes are as described in [MS  -FSSHTTPB]. If the upload request fails with a coherency error, the

protocol client sends a download request to get the latest changes to the file from the protocol server.

The protocol client automatica lly merges the latest changes with its local version of the file. If the

protocol client is unable to do an automatic merge, it exposes the merge conflict to the user and lets

the user do a manual merge. The protocol client then sends another upload reques t to upload the
merged version of the file to the server. The upload request succeeds if the file has not been updated

by another client since the last download request made by the current client.

A typical scenario for using this protocol involves a word processing application that enables
coauthoring and the multiuser editing of files that are stored on a single protocol server.
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1.4 Relationship to Other Protocols

This protocol uses the  Simple Object Access Protocol (SOAP) message protocol for formatting
request and response messages, as described in [SOAP1.1] , [SOAP1.2 -1/2007] and [SOAP1.2 -
2/2007] . It transmits those messages by using Hypertext Transfer Pr otocol (HTTP) , as described
in [REC2616] .

The File Synchronization via SOAP over HTTP Protocol uses SOAP over HTTP, as described in
[RFC2616], as shown in the following layering diagram.

File Synchronization via SOAP over HTTP [ )
This Protocol
Protocol [

HTTP
TCP
1P

> Industry Standard

I
I

Figure 1: This protocol in relation to other protocols

15 Prerequisites/Preconditions

The protocol operates against a protocol server that is identified by a URL that is known by protocol

clients. The protocol server endpoint is formed by appending "/_vti_bin/cellstorage.svc" to the URL of

the protocol server. An example is http://www.contoso.com/_vti_bin/cellstorage.svc. The whole

document URL is formed by appending "/_vti_bin/cellstorage.sv c" to the URL of the file. An example is
http://www.contoso.com /shared%20documents/testl.docx/_vti_bin/cellstorage.svc. The protocol

server accepts the whole document URL in the first request of every scenario, and returns canonical

URLs to use instead of  the protocol server endpoint and the whole document URL, in WebUrl attribute
specified in section 2.2.3.6 and Url attribute in section  2.2.35 .

The protocol assumes that authentication has been performed by the underlying protocols.
Authorization is dependent on the storage mechanisms of the protocol server and is not defined by
this protocol.

1.6  Applicability Statement

The protocol does not control whether the upload request or download request sent by the protocol
client is for all contents or for an incremental update of the file. The protocol provides means that
allow for this type of specification in the request.

The advantages of this protocol can be seen when used in conjunction with the protocol as described
in [MS -FSSHTTPB], which allows for upload requests of incremental updates to the contents or
partition data associated with the file.

The protocol is advantageous when used for the upload and download of files that require coauthoring
and are stored on a single protocol server.

1.7  Versioning and Capability Negotiation

None.
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1.8 Vendor -Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1  Transport
For transport, this protocol requires the following:

A Protocol servers MUST support SOAP over HTTP, as specified in RFEC2616] , or HTTPS, as specified

in [RFEC2818] .
A Protocol messages MUST be formatted as specified in SOAP1.1] section 4.
A Protocol server MUST use MTOM encoding as specified in [SOAP1.2 -MTOM].
A Protocol server faults MUST be returned either by using either HTTP status codes as specified in

[RFC2616] section 10 or SOAP faults  as specified in [SOAP1.1], section 4.4.

The SOAPAction HTTP Header field MUST be set to the following:

http://schemas.microsoft.com/sharepoint/soap/ICellStorages/Execu teCellStorageRequest

2.2  Common Message Syntax

This section contains common definitions that are used by this protocol. The syntax of the definitions
uses XML schema , as specified in [XMLSCHEMA1/2] and [XMLSCHEMAZ2/2] ,and WSDL , as specified

in [WSDL] .

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified in
XMLNS] . Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation - specific
and is not significant for interoperability.

Prefix Namespace URI Reference

s http://schemas.xmlsoap.org/soap/envelope/ SOAP1.1

XS http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1

tns http://schemas.microsoft.com/sharepoint/soap/

i http://www.w3.0rg/2004/08/xop/include XOP10

2.2.2 Messages

Message Description

Request The detail element of the protocol request contains a
RequestVersion elementand a RequestCollection
element.

Response The detail element of the protocol response contains a
ResponseVersion element and zero or one
ResponseCollection elements.
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Message Description

SOAP fault The detail element contains server  -specific error information.

2221 Request

The protocol request schema is specified by the following:

<?xml version="1.0" encoding="utf -8"?>
<xs:schema xmins:tns="http://schemas. microsoft.com/sharepoint/soap/"
attributeFormDefault="unqualified" elementFormDefault="qualified"
targetNamespace="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins:i="http://www.w3.0rg/2004/08/xop/include">
<xs: import namespace="http://www.w3.0rg/2004/08/xop/include" />
<xs:element name="Envelope">
<xs:complexType>
<xs:sequence>
<xs:element name="Body">
<xs:complexType>
<xs:.sequence>
<xs:element ref="tns:RequestVersion" minOccurs="1" maxOccurs="1" />
<xs:element ref="tns:RequestCollection" minOccurs="1" maxOccurs="1"/>
<Ixs:sequence>
<I/xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

The Body element of each SOAP request message MUST contain a RequestVersion element and a
RequestCollection element. Details about the RequestVersion element are specified in section
2.2.3.4 , and details about the RequestCollection element are specified in section 2233 .

2222 Response

The protocol response schema is specified by the following:

<?xml version="1.0" encoding="utf -8"?>

<xs:schema xmins:tns="http://schemas.microsoft.com/sharepoint/soap/"
attributeFormDefault="unqualified" elementFormDefault="qualified"

targetNamespace="http:// schemas.xmlsoap.org/soap/envelope/"
xmins:xs="http://mww.w3.0rg/2001/XMLSchema" xmins:i="http://www.w3.0rg/2004/08/xop/include">
<xs:import namespace="http://www.w3.0rg/2004/08/xop/include" />

<xs:element name="Envelope">
<xs:complexType>
<xs:.sequence>
<xs:element name="Body">
<xs:complexType>
<xs:seguence>
<xs:element ref="tns:ResponseVersion" minOccurs="1" maxOccurs="1" />
<xs:element ref="tns:ResponseCollection" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:comple xType>
</xs:element>
</xs:sequence>
</xs:complexType>
<I/xs:element>
</xs:schema>
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The Body element of each SOAP response message MUST contain a ResponseVersion element and

zero or more  ResponseCollection elements. Details about the ResponseVersion element are
specified in section  2.2.3.7 , and details about the ResponseCollection element are specified in
section 2.2.3.6 .

2.2.2.3 SOAP Fault

This protocol enables a server to notify a client about unhandled and unexpected server -side
exceptions by using a SOAP fault response. In a SOAP fault, the detail element contains server
spe cific error information. The fault codes returned as part of the SOAP Fault element are standard

fault codes as specified in SOAP1.1] .

The following schema specifies the structure of the det ail element in the SOAP fault used by this
protocol:
<?xml version="1.0" encoding="utf -8"?>

<xs:schema xmins:tns="http://schemas.microsoft.com/sharepoint/soap/"
attributeFormDefault="unqualified" elementFormDefault="qualified"

targetNamespace="  http://schemas.microsoft.com/sharepoint/soap/"
xmins:xs="http://mww.w3.0rg/2001/XMLSchema" xmins:i="http://www.w3.0rg/2004/08/xop/include">

<xs:element name="detail">
<xs:complexType>
<xs:sequence>
<xs:element name="ErrorString" type="xs:strin g" minOccurs="0" maxOccurs="1"/>
<xs:element name="ErrorCode" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:schema>

ErrorString: A string specifying the description of the error.

ErrorCode: A string specifying an operation -specific error code. Error codes are defined with the
specific operations that return SOAP faults.

Request -specific or subrequest -specific error messages are co  mmunicated as part of the Response

elementor SubResponse element thatis in a response message and not in a SOAP fault message.

2.2.3 Elements

The following table summarizes the set of common XML schema  element definitions defined by this

specification. XML schema element definitions that are specific to a particular operation are described
with the operation.

is sent as part of a cell storage service request message and the
details about when an  Include element is sent as part of a cell

Element Description
Include The Include elementis used for encap  sulating and sending large
amounts of binary data. The details about when an Include element

storage service response message are specified in section 22.3.1 .

Request The Request element contains a cell storage service request that is
specifictoa URL for the file with a unique identifier that identifies
the request by using a request token

RequestCollection The RequestColle ction element contains a collection of Request
elements.
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Element Description

RequestVersion The RequestVersion element specifies the version -specific
information about the cell storage service request message.

Response The Response element contains a cell storage service r esponse that
is specific to a URL for the file with a mapping response for the
respective RequestToken

ResponseCollection The ResponseCollection element contains a collection of
Response elements.

ResponseVersion The ResponseVersion element specifies th e version -specific
information about the cell storage service response message.

SubRequest The SubRequest element specifies subrequests  withina Request
element.
SubRequestData The SubRequestData element specifies the data required for

processing the subrequest.

SubResponse The SubResponse element specifies the corresponding response for
the subrequest.

SubResponseData The SubResponseData element contains any data requested as
part of the subrequest.

2.2.3.1 Include

The Include element is used for encapsulating and sending large amounts of binary data. The
Include element MUST be sent only as part of the SubRequestData element in a cell storage service
request message if the following condition is true:

A The Type attribute specified in the corresponding SubRequest  element is set to a value of "Cell".
Ifthe Include elementis sent when the preceding condition is not true , the server MUST ignore it.

The SubRequestData element is specified in section 2.2.3.9 . The SubResponseData elementis

specified in section 2.2.3.11 . The Type attribute is specified in section 2.2.4.4 .The Include element
and the schema of the  Include element are as specified in [XOP10] section 2.1. XML -binary
Optimized Packaging (XOP) provides a means for more efficiently serializing an XML Information Set

(Infoset) that has content types as specified in XMLINFOSET] .

2.2.3.2 Request

Each Request eleme nt maps to a synchronization request for a specific file. Each file MUST be
uniquely identified by a URLfor the file. The synchronization request for
divided into subrequests . Each Request element MUST have one or more SubRequest  elements.

<xs:element name="Reques >
<xs:complexType>

<xs:.sequence>
<xs:element name="GenericProperties" type="tns:GenericPropertiesType" minOccurs="0" />
<xs:sequence minOccurs="1" maxOccurs="unbounded">

<xs:element name="SubRequest" type="tns:SubRequestElementGenericType" />

</xs:sequence>

</xs:sequence>

<xs:attribute name="Url" type="xs:string" use="required"/>

<xs:attribute name="Interval" type="xs:nonNegativelnteger" use="optional"/>

<xs:attribute name="MetaData" type="xs:integer" use="optional"/>

<xs:attribute name="RequestToken" type="xs:nonNegativelnteger" use="required" />
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<xs:attribute name="UserAgent" type="tns:guid" use="optional" />

<xs:attribute name="UserAgentC lient" type="xs:string" use="optional" />

<xs:attribute name="UserAgentPlatform" type="xs:string" use="optional" />

<xs:attribute name="Build" type="xs:string" use="optional" />

<xs:attribute name="ParentFolderResourcelD" type="xs:string" use=" optional" />

<xs:attribute name="ShouldReturnDisambiguatedFileName" type="xs:boolean" use="optional"
/>

<xs:attribute name="ResourcelD" type="xs:string" use="optional"/>
<xs:attribute name="UseResourcelD" type="tns: TRUEFALSE" use="optional"/>

</xs:complexType>
<Ixs:element>

GenericProperties: A GenericPropertiesType that specifies the generic properties of the request.
The GenericPropertiesType is defined in section 2.2.4.1 .

SubReque st: A SubRequestElementGenericType that specifies the type of subrequest for the URL
for the file and input parameters needed by a protocol server for processing the subrequest. The

SubRequest  element is defined in section 2.2.3.8 . The SubRequestElementGenericType is defined
in section 2.2.4.4 .

Url: A string that specifies the URL for the file that uniquely identifies the file whose conten ts or
metadata contents are requested for uploading to the server or downloading from the server. The Url
attribute MUST be specified for each Request element. The string specifying the file MUST NOT be an
empty string.

Interval: A nonnegative integer that specifies the interval, in seconds, that the protocol client will

repeat this request. This value is used by protocol servers when throttling requests. <1>
MetaData: A 32 -bit value that specifies information about the scenario and urgency of the request.
This value is used by protocol servers when throttling requests. <2>

1 2 3

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6(|7|8|9|0]1

A|B|C| D E F [G|H| 1 J |K|L| M Reserved
A i Request Source (1 -bit): A bit that specifies if the request was triggered by a user action or an
automated process.
Value Meaning
0 Automatically generated request.
1 User action i generated request.
B i User Presence (1 -bit): A bit that specifies if the request was triggered when the protocol client

considered the user present or absent.

Value Meaning
0 User absent.
1 User present.
C- Cache Status (1  -bit): A bitthat spec fifies if the protocol client has a local cache.
Value Meaning
0 The protocol client has no local cache.
1 The protocol client has a local cache.
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D- Coauthoring Presence (2 -bits): A 2-bit unsigned integer that specifies the protocol client's
awareness of other protocol clients' coauthoring.

Value Meaning

0 No other authors.

1 Other authors detected far from where the protocol client is working.

2 Other authors detected in the same section where the protocol client is working.

3 Other authors detected outside the same page where the protocol client is working.
E 7 Response Data View (2 -bits): A 2-bit unsigned integer that specifies when the protocol client
will present the response data to the user.

Value Meaning

0 Future user action in a new session.

1 Future user action in the current session.

2 Automatically after a short delay.

3 Immediately.
F i Time Since User View (2 -bits): A 2-bit unsigned integer that specifies how long it has been
since the user viewed data referenced by the Url .

Value Meaning

0 Recently.

1 Within one week.

2 Within one month.

3 More than one month.

G i Document Active State (1 -bit): A bit that specifies if the protocol client considered the URL an
active or inactive session at the time the request was triggered.

Value Meaning
0 Active.
1 Inactive.

H i DataType (1 -bit): A bit that specifies if the request data is recoverable by the protocol client.

Value Meaning

0 The data is content and requires permanent reliable storage.

1 The data is recoverable. Less reliable stores can be used.
I i Network Cost Level (2 -bits): A 2-bit unsigned integer that specifies the cost of the network
used to make the request.

Value Meaning

0 Unspecified or unknown.

1 Low -cost network.

2 Medium -cost network.

3 High -cost network.

J 1 Network Quota State (2 -bits): A 2-bit unsigned integer that specifies the network quota state
when a metered network is being used to make the request.

Value Meaning

0 No quota system.
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Value Meaning
1 The quota system is active; the quota consumed is one half or less.
2 The quota system is active; the quota consumed is from one half through three quarters.
3 The quota system is active; the quota consumed is near or over the limit.
K 7 Power State (1 -bit): A bit that specifies the protocol client hardwa re power state.
Value Meaning
0 Powered by a continuous power source.
1 Powered by battery.
L i Application State (1 -bit): A bit that specifies the protocol client sync state.
Value Meaning
0 Protocol client is functioning normally.
1 Protocol client is not functioning normally.

Mi License Type (2 -bits ): A2-bit unsigned integer that specifies

Value Meaning

0 License type is unspecified or unknown.
1 License type is full.

2 License type is limited.

3 License type is free.

Reserved (13  -bits): Reserved. MUST be zero.

RequestToken: A nonnegative integer that specifies the request token that uniquely identifies the
Request element in a cell storage service request. The RequestToken MUST be set to a nonnegative
integer value, with a minimum allowed value of zero, and a maximum allowed value of

4,294,967,295. For each new Request elementin a cell storage service request that needs to be sent
to the protocol server, RequestToken is incremented by the protocol client. RequestToken is reset
to 1 by the protocol client for a new cell storage service request. The one -to -one mapping between

the Response elementandthe Request element MUST be maintained by using RequestToken . A

RequestToken value MUST be specified for each Request element.

UserAgent: A guid that specifies a unique identifier of a user agent. <3>

Us erAgentClient: A string that specifies a user agent client. <4>

UserAgentPlatform: A string that specifies a user agent platform. <5>

Build: A string that specifies a user agent build number which represents as a four - part string with
the following format: <major version>.<minor version>.<build number>.<revision> . For example,
version 1.5.1254.0 indicates 1 as the major version, 5 as the minor version, 1254 as the build

number, and 0 as the revision number. <6>

Errors that occur during the parsing of the Request element cause the error code value to be set to
"InvalidArgum ent". The protocol server MUST send the error code as an error code attribute in the

Response element. The ErrorCode attribute is defined in section 2.2.3.5 . Depending on the other

types of errors , the error code for that type MUST be returned by the protocol server. Generic error
code types are defined in section 2256 .

ParentFolderResourcelD: If UseResourcelD is true, the server creat es a file in the given folder
ResourcelD |, regardless of the request Url value. <7> This attribute SHOULD only be used for the file
content upload cell subrequest. If the folder with the specifi ed ParentFolderResourcelD does not
exist, the server will fall back to use the Url value.
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ShouldReturnDisambiguatedFileName: If an upload request fails with a coherency failure, this flag
specifies whether the host will return a suggested/available file n ame that the client can try
instead <8> .

ResourcelD: A string that represents a GUID which specifies the invariant ResourcelD for a file that
uniquely identifies the file whose response is being generated. <9> A ResourcelD MUST NOT change
over the lifetime of a file, even if the URL of the file changes. Attribute SHOULD NOT be present when

the UseResourcelD attribute is set as false.

UseResourcelD: A TRUEFALSE value that specifies if the protocol server will perform ResourcelD

specific behavior for the file whose contents or metadat a contents are requested for uploading to the
server or downloading from the server. <10>_When true, the protocol server SHOULD set the

ResourcelD  attribute on the corresponding Response elem ent to the ResourcelD of the file. Also
when true and the  ResourcelD  attribute is set on the Request element, the protocol server SHOULD
use the value of the ~ ResourcelD  attribute to identify the file instead of the Url attribute. In the case
where the prot ocol server is using the ResourcelD  attribute butthe  ResourcelD  attribute does not
identify a valid file the protocol server SHOULD set an error code in the ErrorCode attribute of the
corresponding Response attribute.

2.2.3.3 RequestCollection

The RequestCollection element MUST contain one or more Request elements. Each Request
element is a cell storage service request for a unique URL for the file. The Request elementis
specified in section 2.2.3.2 .

<xs:element name="RequestCollection">
<xs:complexType>
<xs:sequence minOccu  rs="1" maxOccurs="unbounded">
<xs:element ref="tns:Request" />
<Ixs:sequence>
<xs:attribute name="Correlationld" type="tns:guid" use="required" />
</xs:complexType>
</xs:element>

Request: A complex type that specifies the upload or download requests specific to a file. The
Request element is specified in section 2.2.3.2.

Correlationld: A guid that specifies a unique identifier that is generated by the client for every

request message it sends. Correlationld is used by the protocol se  rver when logging server events.

The logging of events with the Correlationld value helps in the correlation of the server log traces to

the specific client request. Correlationld is of type qguid . The guid type is defined in section 2257 .

Errors that occur during the parsing of the RequestCollection element MUST return a SOAP fault
message. The SOAP fault message is defined in section 2223 .

2.2.3.4 RequestVersion

The RequestVersion element contains version  -specific information for this cell storage service
request messag e.

<xs:element name="RequestVersion" type="tns:VersionType" />

VersionType is specified in section  2.2.4.9 .

Errors that occur because a version is not supported cause an IncompatibleVersion error code value
to be set and sent as part of the ResponseVersion element. The IncompatibleVersion error code
is defined in section  2.2.5.6 . The ResponseVersion element is defined in section 2237 .
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2.2.3.5 Response

For each Request element that is part of a cell storage service request, there MUST be a
corresp onding Response elementin a cell storage service response. Each Response element MUST
contain one or more  SubResponse  elements.

<xs:element name="Response">

<! -- Allows for the numbers to be displayed between the SubResponse elements - >

<xs:complexType mixed="true">
<xs:sequence minOccurs="1" maxOccurs="unbounded">

<xs:element name="SubResponse" type="tns:SubResponseElementGenericType" />

</xs:sequence>
<xs:attribute name="Url" type="xs:string" use="required"/>
<xs:attribute name= "UrllsEncoded" type="tns: TRUEFALSE" use="required"/>
<xs:attribute name="RequestToken" type="xs:nonNegativelnteger" use="optional" />
<xs:attribute name="HealthScore" type="xs:integer" use="required"/>
<xs:attribute name="ErrorCode" type="tns:GenericErrorCodeTypes" use="optional" />
<xs:attribute name="ErrorMessage" type="xs:string" use="optional"/>
<xs:attribute name="SuggestedFileName" type="xs:string" use="optional" />
<xs:attribute name="R esourcelD" type="xs:string" use="optional"/>

<xs:attribute name="IntervalOverride" type="xs:nonNegativelnteger" use="optional"/>
<I/xs:complexType>
</xs:element>

SubResponse: A SubResponseElementGenericType that specifies the response given by the
pr otocol server for the corresponding subrequest  requested as part of the SubRequest  element. The
SubResponseElementGenericType is defined in section  2.2.4.7 . The SubResponse elementis

defined in section  2.2.3.10 . The SubRequest element is defined in section 2.2.3.8 .

Ur I: A string that specifies the URL for the file that uniquely identifies the file whose response is being
generated. The Url attribute MUST be specified for each Response element.

UrllsEncoded: A TRUEFALSE value that specifies whether Url is encoded. Setto true if yes; Else
false .

RequestToken: A nonnegative integer that specifies the request token that uniquely identifies the
Reques t element whose response is being generated. The Request element is defined in section

2.2.3.2 . The one -to-one mapping between the Response elementandthe Request element MUST be
maintained by us ing the request token. The RequestToken SHOULD be specified for each ~ Response
element <11> .

HealthScore: An integer that specifies the server performance health, expressed as an integer

ranging from O through 10, where a score of 0 specifies excellent server health and a score of 10

specifies very poor server health. The health score provides hints that help the protocol client throttle
the sending of cell storage service requests, depending on the server health.

ErrorCode: A GenericErrorCodeTypes that specifies an error code value indicating the type of error
that occurred during the processing of the mapping Request element. GenericErrorCodeTypes is
defined in section 2.2.5.6 . This attri bute MUST be present only if any of the following is true:

A The Url attribute of the corresponding Request element does not exist or is an empty
string. <12> (The Url attribute andthe = Request element are defined in section 2.2.3.2.)

A An exception occurred during the processing of a subrequest that was not entirely handled by the
subrequest processing logic.

ErrorCode attribute MAY <13> be presentifthe RequestToken attribute of the corresponding
Request element is an empty string. (The RequestToken attribute and the Request element are
defined in section 2.2.3.2.)
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ErrorMessage: A string that specifies a description of the error me ssage and also specifies
information about what was expected by the server. This attribute MUST be present when the
ErrorCode attribute is present and does not equal "Success".

SuggestedFileName: The suggested filename that the host returns if the
ShouldRe turnDisambiguatedFileName flag is set on the Request  <14> .

ResourcelD: A string that represents a GUID which specifies the invari  ant ResourcelD for a file,

which uniquely identifies the file whose response is being generated. <15> A ResourcelD MUST NOT
change over the lifetime of a file, even if the URL of the file cha nges. The ResourcelD  attribute
SHOULD be present when the UseResourcelD attribute is set to true in the corresponding Request

element, and SHOULD NOT be present otherwise. If present, the string value MUST NOT be an empty
string.

IntervalOverride An unsigned integer that if different than 0 specifies the value that the client MAY
use as its request interval.

2.2.3.6  ResponseCollection

The Respons eCollection element MUST contain one or more Response elements. This element is
used to send responses for each of the file upload and download requests.

<xs:element name="ResponseCollection">
<xs:complexType>
<xs:seguence minOccurs="1" maxOccurs ="unbounded">
<xs:element ref="tns:Response" />
<Ixs:sequence>
<xs:attribute name="WebUrl" type="xs:string" use="required"/>
<xs:attribute name="WebUrllsEncoded" type="tns:TRUEFALSE" use="required"/>
</xs:complexType>
</xs:ele ment>

Response: A complex type that specifies the response given by the protocol server for each
corresponding request received as part of the Request element. The Response elementis defined in
section 2.2.35 .

WebUrl: A string that specifies the absolute URL  for the protocol server that uniquely identifies the

protocol server that processed the cell storage service request and generate d this corresponding cell
storage service response message. The WebUrl attribute MUST be specified for each

ResponseCollection element.

WebUrlIsEncoded: A TRUEFALSE value that specifies whether Web Url is encoded. Setto true if yes;

Else false <16> .

2.2.3.7 ResponseVersion

The ResponseVersion element contains version  -specific information for this cell storage service
response message.

<xs:element name="ResponseVersion">
<xs:complexType>
<xs:complexContent>
<xs:extension base="tns:VersionType">
<xs:attribute name="ErrorCode" type="tns:GenericErrorCodeTypes" use="optional" />
<xs:attribute name="ErrorMessage" type="xs:string" use="optional" />
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>

VersionType: A complex type that is specified in section 2249 .
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ErrorCode: A GenericErrorCodeTypes that specifies an error code value indicating the type of error
that occurred during the processing of the mapping RequestVersion element.
GenericErrorCodeTypes is defined in section  2.2.5.6 . The RequestVersion element is defined in
section 2.2.3.4 . This attribute MUST be present only if any one of the following is true:

A The Version attribu te of the RequestVersion element of the request message has a value that is
lessthan 2. The Version attribute is defined in section 2.2.4.9. The RequestVersion elementis
defined in section 2.2.3.7.

A The protocol server identified by the WebUrl attribute o fthe ResponseCollection element does
not exist or is not available. The WebUrl attribute andthe  ResponseCollection element are
defined in section 2.2.3.6 .

A The user does not have permission to is sue a cell storage service request to the file identified by
the Url attribute of the  Request element. The Url attribute and the  Request element are defined
in section 2.2.3.2 .

ErrorCode attribute MAY<17> be present if this protocol is not enabled on the protocol server.

ErrorMessage : A string that specifies a description of the error message and also specifies
information about what was expected by the server.

2.2.3.8 SubRequest

The SubRequest element definesthe  subrequest  for a specific URL for the file.

SubRequestElementGenericType is defined in section  2.2.4.4 .
<xs:element name="SubRequest" type="tns:SubRequestElement GenericType" />
Errors that occur during the parsing or processing of the SubRequest  element are returned as error

codesinthe SubResponse element. The SubResponse element is part of the cell storage service
response message. The  SubResponse elementis de fined in section 2.2.3.10 .

2.2.3.9 SubRequestData

The SubRequestData element further qualifies the SubRequest element. SubRequestData
specifies any data or input parameters that are used in processing the SubRequest  element.
SubRequestDataGenericType is defined in section 2.2.4.3 .

<xs:element nam e="SubRequestData" minOccurs="0" maxOccurs="1"
type="tns:SubRequestDataGenericType" />

The conditions under which a SubRequestData element MUST be sent as part of the SubRequest
element are specified in section 2.2.4.4 . The conditions under which a SubRequestData element
MUST NOT be sent as part of a SubRequest  element are specified in section 2.2.4.4.

2.2.3.10 SubResponse
Withina Response element foreach SubRequest elementthatisina  Request element of a cell
storage service request message, there MUST be a corresponding SubResponse  element. The
SubResponse  element specifies the success or failure of processing the corresponding SubRequest
element. In the case of success, the SubResponse  element specifies the information requested as
part of the SubRequest element. In the case of failure, the error code attr ibuteina SubResponse
element specifies the error code result returned during processing of the SubRequest  element. The
error code attribute is defined in section 2248 .
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SubResponseElementGener

MUST have zero or one  SubResponseData

section 2.2.3.11 .

<xs:element name="SubResponse" type="tns:SubResponseElementGenericType" />

22311 SubResponseData

A SubResponseData elementisina SubResponse

element of a cell storage service response. The

SubResponseData element specifies the responses for specific requests in the corresponding

SubRequestData element. SubResponseDataGenericType

is defined in section 2.2.4.6 .

<xs:element nhame="SubResponseData" minOccurs="0" maxOccurs="1"

type="tns:SubResponseDataGenericType" />

The conditions under which a
element are specified in section

2.2.4  Complex Types

The following table summarizes the set of common

described with the operation.

SubResponseData element MUST be sent as part of the

is defined in section  2.2.4.7 . Each SubResponse element

elements. The SubResponseData element is defined in

SubRe sponse

XML schema  complex type definitions defined by
this specification. XML schema complex type definitions that are specific to a particular operation are

Complex type De scription

GenericPropertiesType A generic type that contains information about the
generic properties for the synchronization request.

PropertyType A generic type that contains the property

information for the synchronization request.

SubRequestDataGene ricType

A generic type definition of data that is part of a cell
storage service subrequest

SubRequestElementGenericType

A generic type definition of a cell storage service
subrequest.

SubRequestType

The base type definition of a cell storage service
subrequest. SubRequestType is used to extend
SubRequestElementGenericType

SubResponseDataGenericType

A generic type definition of data that is part of a cell
storage service subresponse.

SubResponseElementGenericType

A generic type definition of a cell storage service
subresponse.

SubResponseType The base type definition of a cell storage service
subresponse. SubResponseType is used to extend
SubResponseElementGenericType

VersionType The version of the message.

[MS-FSSHTTP] - v20230221
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2241 GenericPropertiesType

The GenericPropertiesType complex type contains information about the generic properties for the
synchronization request.

<xs:complexType name="GenericPropertiesType">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:element name="Property" type="tns:PropertyType"/>
</xs:sequence>
</xs:complexType>

Property : A PropertyType that specifies the property information. PropertyType is defined in
section 2.2.4.2 .

2242 PropertyType

The PropertyType complex type contains the property information for the synchronization request.

<xs:complexType name="PropertyType">
<xs:attribute name="Id" type="xs:string" use="required"/>
<xs:attribute name="V alue" type="xs:string" use="required"/>
</xs:complexType>

Id: A string that identifies the property.

Value : A string that identifies the value of the property.

2.24.3 SubRequestDataGenericType

The SubRequestDataGenericType complex type contains information about data or input
parameters used in processing a cell storage service subrequest . SubRequestDataGenericType
provides a generic subrequest data type definition.

<xs:complexType name="SubRequestDataGenericType" mixed="true">
<xs:all>
<xs:element ref="i:Include" minOccurs="0" maxOccurs="1" />
<xs:element name="Propertylds" minOccurs="0" maxOccurs="1" type="tns:PropertyldsType"/>
<Ixs:all>
<xs:attributeGroup ref="tns:SubRequestDataOptionalAttributes" />
</xs:complexType>

Include: A complex type, as specified in XOP10] section 2.1, that is used for encapsulating and
sending large amounts of binary data. The Include element is specified in section 2231 .

Propertylds: An element of type  PropertyldsType (section 2.3.1.56 ) that specifies the set of
properties. The  Propertylds element MUST only be included in the request if the Properties
attribute value is set to "PropertyGet".

SubRequestDataOptionalAttributes: An attribute group that specifies the set of attributes that are
provided fora SubRequestData element. SubRequestDataOptionalAttributes is defined in section
2.2.8.1 .

Depending on the type of cell storage service subrequest, SubRequestDataGenericType MUST take

one of the forms described in the following table.
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Complex type Description
CellSubRequestDataType The type definition for cell subrequest data.
CoauthSubRequestDataType The type definition for coauthoring subrequest data.
ExclusiveLockSubRequestDataType The type definition for exclusive lock subrequest data.
SchemalockSubRequestDataType The type def inition for schema lock subrequest data.
EditorsTableSubRequestDataType The type definition for editors table subrequest data.
FileOperationSubRequestDataType The type definition for file operation subrequest data.
VersioningSubRequestDataType The type definition for versioning subrequest data.
AmlAloneSubRequestDataType The type definition for Am | Alone subrequest data.
PropertiesSubRequestDataType The type definition for properties subrequest data.
CellSubRequestDataType is specified inse ction 2.3.1.1 . CoauthSubRequestDataType is specified
in section 2.3.1.5 . ExclusiveLockSubRequestDataType is specified in section  2.3.1.9 .
SchemalockSubRequestDataType is specified in section  2.3.1.13 .
EditorsTableSubRequestDataType is specified in section  2.3.1.23 .
FileOperationSubRequestDataType is specified in section  2.3.1.33 .
VersioningSubRequestDataType is specified in section  2.3.1.36 . AmIAloneSubRequestDataType
is specified in section  2.3.1.45 . PropertiesSubRequestDataType is specified in section  2.3.1.52 .
The referenced Include element MUST be sent as part of the SubRequestData element in a cell
storage service request message only if the Type attribute specified in the corresponding
SubRequest elementisset t o a value of "Cell" and this cell subrequest
binary contents or metadata contents. The Type attribute is specified in section 2.24.4 .
2.24.4 SubRequestElementGenericTyp e
The SubRequestElementGenericType complex type contains information about a subrequest  ina
cell storage service request message. SubRequestElementGenericType provides a generic
subrequest type definition. The SubRequestType definition from which
SubRequestElementGenericType is extended i s defined in section 2.2.4.5 .

<xs:complexType name="SubRequestElementGenericType" mixed="true">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:all>
<xs:element name="SubRequestData" minOccurs="0" maxOccurs="1"
type="tns:SubRequestDataGenericType" />
</xs:all>
<xs:attribute name="Type" type="tns:SubRequestAttribute Type" use="required" />
</xs:extension>
<Ixs:complexContent>
</xs:complexType>

SubRequestData: A SubRequestDataGenericType that specifies the data or input parameters
needed in processing the subrequest specified as part of the SubRequest element in a cell storage
service request message. The SubRequestDataGenericType is defined ins ection 2.2.4.3 . The

SubRequest  element is defined in section 2.2.38 .

Type: A SubRequestAttributeType that specifies the type of subreq uest to be processed. The
subrequest is specified as part of the SubRequest  element in a cell storage service request message.
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SubRequestAttribute Type
SubRequestElementGenericType

is defined in section

2.2.5.11 . Depending on the type of subrequest,
MUST take one of the forms described in the following table.

Complex type

Description

CellSubRequestType

The type definition for a cell subrequest when the
Type attribute is set to "Cell".

CoauthSubReq uestType

The type definition for a coauthoring subrequest
when the Type attribute is set to "Coauth”.

ExclusiveLockSubRequestType

The type definition for an exclusive lock subrequest
when the Type attribute is set to "ExclusiveLock".

SchemalockSubRequestType

The type definition for a schema lock subrequest
when the Type attribute is set to "Schemalock".

ServerTimeSubRequestType

The type definition for a server time subrequest
when the Type attribute is set to "ServerTime".

WhoAmISubR  equestType

The type definition for a Who Am | subrequest
when the Type attribute is set to "WhoAml".

EditorsTableSubRequestType

The type definition for an Editors Table subrequest
when the Type attribute is set to "EditorsTable".

GetDocMetalnfoSubRequestType

The type definition for a Get Doc Meta Info
subrequest whenthe  Type attribute is set to
"GetDocMetalnfo".

GetVersionsSubRequestType

The type definition for a Get Versions subrequest
when the Type attribute is set to "GetVersi ons".

FileOperationSubRequestType

The type definition for a file operation subrequest
when the Type attribute is set to "FileOperation”.

VersioningSubRequestType

The type definition for a versioning subrequest
when the Type attribute is set to "Versioning".

AmlAloneSubRequestType

The type definition for an Am | Alone subrequest
when the Type attribute is set to "AmlAlone".

LockStatusSubRequestType

The type definition for a lock status subrequest
when the Type attributeis set to "LockStatus".

PropertiesSubRequestType

The type definition for a properties subrequest
when the Type attribute is set to "Properties".

CellSubRequestType
2.3.1.6 . ExclusiveLockSubRequestType
SchemalLockSubRequest
specified in section
EditorsTableSubRequestType
is specifie dinsection 2.3.1.26 . GetVersionsSubRequestType
FileOperationSubRequestType
specified in section
LockStatusS ubRequestType

is specified in section

Type is specified in section
2.3.1.17 . WhoAmISubRequestType
is specified in section

2.3.1.2 . CoauthSubRequestType
is specified in section  2.3.1.10 .
2.3.1.14 . ServerTimeSubRequestType is
is specified in section  2.3.1.20 .
2.3.1.24 . GetDocMetalnfoSubRequestType
is specified in section 2.3.1.31.

is specified in section

is specified in section  2.3.1.34 . VersioningSubRequestType is
2.3.1.37 . AmlAloneSubRequestType is specified in section  2.3.1.46 .
is specified in section  2.3.1.49 . PropertiesSubRequestType is

specified in section 2.3.1.53 .

The SubRequestData element MU ST be sent as part of the SubRequest
service request message if one of the following conditions is true :

element in a cell storage

A The Type attribute that is specified in the SubRequest  element is set to a value of "Coauth"
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A The Type attribute that is spec  ified inthe SubRequest element is set to a value of
"ExclusiveLock"

A The Type attribute that is specified in the SubRequest  element is set to a value of "EditorsTable"

A The Type attribute that is specified in the SubRequest element is set to a value of "Sc hemalLock"

A The Type attribute that is specified in the SubRequest  element is set to a value of
"FileOperation".

A The Type attribute that is specified in the SubRequest  element is set to a value of "Versioning"

A The Type attribute that is specified in the SubRequest  element is set to a value of "Cell" and the
cell subrequest is for uploading or downloading the

A The Type attribute that is specified in the SubRequest  element is set to a value of "AmIAlone".

A The Typ e attribute that is specified in the SubRequest  element is set to a value of "Properties".

The SubRequestData element MUST NOT be sent as part of the SubRequest elementin a cell

storage service request message if one of the following conditions is true :

A The Type attribute that is specified in the SubRequest  element is set to a value of "WhoAml".

A The Type attribute that is specified in the SubRequest  element is set to a value of "ServerTime".

A The Type attribute that is specified in the SubRequest elementis setto a value of
"GetDocMetalnfo".

A The Type attribute that is specified in the SubRequest  element is set to a value of "GetVersions".

A The Type attribute that is specified in the SubRequest  element is set to a value of "LockStatus".

2245 SubRequestType

The SubRequestType complex type contains information about a basic cell storage service
subrequest . The SubRequestType is used as the base complex type to extend the

SubRequestElementGenericType . The SubRequestElementGenericType takes one of the

following forms:  CellSubRequestType , CoauthSubRequestType , SchemaLockSubRequestType ,
Exclusiv eLockSubRequestType , WhoAmISubRequestType , ServerTimeSubRequestType ,
GetDocMetalnfoSubRequestType , or FileOperationSubRequestType . CellSubRequestType is
specified in section  2.3.1.2 . CoauthSubRequestType is specified in section  2.3.1.6 .
ExclusiveLockSubRequestType is specified in section  2.3.1.10 . SchemalLockSubRequest Type is
specified in section  2.3.1.14 . ServerTimeSubRequestType is specified in section  2.3.1.17 .
WhoAmISubRequestType is specified ins ection 2.3.1.20 . EditorsTableSubRequestType is
specified in section  2.3.1.24 . GetDocMetalnfoSubRequestType is specified in section  2.3.1.26 .
FileOperationSubRequestType is specified in section  2.3.1.34 . VersioningSubRequestType is
specified in section  2.3.1.37 . AmlAloneSubRequestType is specified in section  2.3.1.46 .
LockStatusSubRequestType is specified in section  2.3.1.49 . PropertiesSubRequestType is

specified in section  2.3.1.53 .

<xs:complexType name="SubRequestType">
<xs:attribute name="SubRequestToken" type="xs:nonNegativelnteger" use="required"/>
<xs:attribute name="DependsOn" type="xs:nonNegativelnteger" use="optional" />
<xs:attribute name="DependencyType" type="tns:DependencyTypes" use="optional" />
</xs:complexT ype>

SubRequestToken: A nonnegative integer that specifies a number that uniquely identifies the
SubRequest element in a cell storage service request. SubRequestToken MUST be set to an
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unsigned integer value with a minimum allowed value of 0 and maximum al lowed value of
4,294,967,295. For each new SubRequest element in a cell storage service request that needs to be
sent to the protocol server, SubRequestToken gets incremented by the protocol client.
SubRequestToken is reset to 1 by the protocol client for a new cell storage service request. The
mapping subresponse that gets generated for the subrequest references SubRequestToken to
indicate that it is the response for that subrequest. The SubRequestToken attribute MUST be
specified for any type of SubReques t element.

DependsOn: A nonnegative integer that specifies the SubRequestToken of the SubRequest
element that this specific subrequest is dependent on.

DependencyType: A DependencyTypes that specifies a value indicating the type of dependency
betweenthe SubRequest elementandthe SubRequest thatis associated with the

SubRequestToken indicated inthe  DependsOn  attribute. DependencyTypes is specified in section
2253 .

2246 SubResponseDataGenericType

The SubResponseDataGenericType complex type contains information requested as part of a cell
storage service subrequest . SubResponseDataGenericType provides a generic subresponse data
type definition.

<xs:complexType name="SubResponseDataGenericType" mixed="true">
<xs:all>
<xs:elementre  f="i:Include" minOccurs="0" maxOccurs="1" />
<xs:element name="DocProps" minOccurs="0" maxOccurs="1"
type="tns:GetDocMetalnfoPropertySetType"/>
<xs:element name="FolderProps" minOccurs="0" maxOccurs="1"
type="tns:GetDocMetalnfoPropertySetType"/>
<xs:element name="UserTable" minOccurs="0" maxOccurs="1"
type="tns:VersioningUserTableType"/>
<xs:element name="Versions" minOccurs="0" maxOccurs="1"
type="tns:VersioningVersionListType"/>
<xs:element name="Propertylds" minOccurs="0" maxOccurs="1" type="tns:PropertyldsType"/>
<xs:element name="PropertyValues" minOccurs="0" maxOccurs="1"
type="tns:PropertyValuesType"/>
</xs:all>
<xs:attributeGroup ref="tns:SubResponseDataOptionalAttributes" />
</xs:complexType>

Include: A complex type, as specified in XOP10] section 2.1 used for encapsulating and sending
large amounts of binary data. The referenced Include element is specified in section 2231 .

DocProps: Anelement of type  GetDocMetalnfoPropertySetType (section 2.3.1.28 ) that specifies
metadata properties pertaining to the server file.

FolderProps:  Anelement oftype  GetDocMetalnfoPropertySetType (section 2.3.1.28) that
specifies metadata properties pertaining to the parent directory o f the server file.

UserTable: Anelement oftype  VersioningUserTableType (section 2.3.1.40 ) that specifies data for
the users represented in the version list. The UserTable element MUST be includ ed in the response if
the SubResponseType of the parent VersioningSubResponseType is of type "GetVersionList."

Versions:  An element of type  VersioningVersionListType (section 2.3.1.41 )that specif ies the list
of versions of this file that exist on the server. The Versions element MUST be included in the
response if the SubResponseType of the parent VersioningSubResponseType is of type
"GetVersionList."

Propertylds: An element of type  PropertyldsTy pe (section 2.3.1.56 ) that specifies the set of
properties.
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PropertyValues: An element of type  PropertyValuesType (section 2.3.1.58 ) tha t specifies the
property values.

SubResponseDataOptionalAttributes: An attribute group that specifies the set of attributes that
are provided fora  SubResponseData element that is part of a cell storage service response
message. SubResponseDataOptionalAttr ibutes is defined in section  2.2.8.2 . The

SubResponseData element is defined in section 22311 .

SubResponseDataGenericType MUST take one of the forms described in the following table,
depending on the type of cell storage service subrequest for which this cell storage service
SubResponseData is sent by the protocol server.

Complex type Description
CellSubResponseDataType The type definition for cell subresponse data.
CoauthSubResponseDataType The type definition for coauthoring subresponse data.
ExclusiveLockSubResponseDataType The type definition for exclusive lock subresponse
data.
SchemalockSubResponseDataType The type definition for schema lock subresponse data.
ServerTimeSubResponseDataType The type definition for server time subresponse data.
WhoAmISubResponseDataType The type definition for Who Am | subresponse data.
GetDocMetalnfoSubResponseDataType The type defi nition for Get Doc Meta Info subresponse
data.
VersioningSubResponseDataType The type definition for versioning subresponse data.
AmlAloneSubResponseDataType The type definition for Am | Alone subresponse data.
LockStatusSubResponseDataType The type definition for Lock Status subresponse data.
PropertiesSubResponseDataType The type definition for Properties subresponse data.
CellSubResponseDataType is specified in section  2.3.1.3 . CoauthSub ResponseDataType is
specified in section  2.3.1.7 . ExclusiveLockSubResponseDataType is specified in section  2.3.1.11 .
SchemalockSubResponseDataType is specified in section  2.3.1.15 .
ServerTimeSubResponseDataType is specified in section  2.3.1.18 .
WhoAmISu bResponseDataType is specified in section  2.3.1.21 .
GetDocMetalnfoSubResponseDataType is specified in section  2.3.1.27 .
VersioningSubRes ponseDataType is specified in section  2.3.1.38 .
AmlAloneSubResponseDataType is specified in section  2.3.1.47 .
LockStatusSubResponseDataT ype is specified in section  2.3.1.50 .
PropertiesSubResponseDataType is specified in section  2.3.1.54 .
The referenced Include element MUS T be sent as part of the SubResponseData elementin a cell
storage service response message only if the Type attribute specified in the corresponding
SubRequest  element is set to a value of "Cell" and this cell subrequest is for the download of the
f i | bénérgcontents or metadata contents. The Type attribute is specified in section 2244 .

2.2.4.7 SubResponseElementGenericType

The SubResponseElementGenericType complex type contains information about the success or

failure in processing the cell storage service subrequest . In the case of success, it contains

information requested as part of the subrequest. In the case of failure, the ErrorCode attribute that is
part ofa SubResponse element specifies the error code result for the subrequest. The ErrorCode
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attribute is specified in section 2.2.4.8 . SubResponseElementGenericType provides a generic
subresponse type definition. The SubResponseType definition from which
SubResp onseElementGenericType is extended is defined in section 2.2.4.8.

<xs:complexType name="SubResponseElementGenericType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:sequence>
<xs:element name="SubResponseData" minOccurs="0" m axOccurs="1"
type="tns:SubResponseDataGenericType" />
<xs:element name="SubResponseStreamInvalid" minOccurs="0" maxOccurs="1" />
<xs:element ref="tns:GetVersionsResponse" minOccurs="0" maxOccurs="1" />
</xs:sequence>
</xs:extension>
</xs:comp lexContent>
</xs:complexType>

SubResponseData: A SubResponseDataGenericType that specifies the response from the protocol
server providing the data or file metadata information requested as part of the subrequest.
SubResponseDataGenericType is defined ins ection 2.2.4.6 .

SubResponseStreaminvalid: An empty element that indicates the binary data in the
SubResponseData is not valid because of a server race condition. The protocol client can retry the
request if it sees this error indication element.

GetVersionsResponse: An element that specifies information about the success or failure in
processing the GetVersions  subr equest.Depending on the Type attribute specified in the
SubRequest element, the SubResponseElementGenericType MUST take one of the forms
described in the following table.
Complex type Description
CellSubResponseType The type definition for a cell subrespo nse.
CoauthSubResponseType The type definition for a coauthoring subresponse.
ExclusiveLockSubResponseType The type definition for an ExclusiveLock subresponse.
SchemalockSubResponseType The type definition for a Schemalock subresponse.
ServerTimeSubResponseType The type definition for a server time subresponse.
WhoAmISubResponseType The type definition for a Who Am | subresponse.
EditorsTableSubResponseType The type definition for an Editors Table subresponse.
GetDocMetalnfoSubRespons eType The type definition for a Get Doc Meta Info
subresponse.
GetVersionsSubResponseType The type definition for a Get Versions subresponse.
FileOperationSubResponseType The type definition for a File Operation subresponse.
VersioningSubResponseType The type definition for a Versioning subresponse.
AmlAloneSubResponseType The type definition for an Am | Alone subresponse.
LockStatusSubResponseType The type definition for a Lock Status subresponse.
PropertiesSubResponseType The type definition for a Properties subresponse.
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CellSubResponseType is specified in section  2.3.1.4 . CoauthSubResponseType is specified in

section 2.3.1.8 . Exc lusiveLockSubResponseType is specified in section  2.3.1.12 .
SchemalockSubResponseType is specified in section  2.3.1.16 . ServerTimeSubRes ponseType is
specified in section  2.3.1.19 . WhoAmISubResponseType is specified in section  2.3.1.22 .
EditorsTableSubResponseType is specified in section  2.3.1.25 .

GetDocMetalnfoSubResponseType is specified in section  2.3.1.30 .

GetVersionsSubResponseType is specifi ed in section 2.3.1.32 . FileOperationSubResponseType

is specified in section  2.3.1.35 . VersioningSubResponseType is specified in section  2.3.1.39 .
AmlAloneSubResponseType is specified in section  2.3.1.48 . LockStatusSubResponseType is
specified in section  2.3.1.51 . PropertiesSubResponseType is specified in section  2.3.1.55 .

The SubResponseData element MUST be sent as part of the SubResponse  elementinace |l storage
service response message if the ErrorCode  attribute that is part of the SubResponse  element is set
to a value of "Success" and one of the following conditions is true :

A The Type attribute that is specified in the SubRequest elementissettoava lue of "Cell".

A The Type attribute that is specified in the SubRequest  element is set to a value of

"ExclusivelLock".

A The Type attribute that is specified in the SubRequest  element is set to a value of
"Schemalock".

A The Type attribute that is specified in the SubRequest  element is set to a value of "ServerTime".

A The Type attribute that is specified in the SubRequest  element is set to a value of "Coauth".

A The Type attribute that is specified in the SubRequest elementis setto a value of "WhoAmlI".

A The Type attribute that is specified in the SubRequest  element is set to a value of
"GetDocMetalnfo".

A The Type attribute that is specified in the SubRequest element is set to a value of

"FileOperation".

A The Type attribute that is spec  ified inthe SubRequest element is set to a value of "Versioning".

A The Type attribute that is specified in the SubRequest  element is set to a value of "AmIAlone".
A The Type attribute that is specified in the SubRequest  element is set to a value of "LockStat us".
A The Type attribute that is specified in the SubRequest  element is set to a value of "Properties"”.
The Type attribute is specified in section 2.2.4.4 . The protocol server sets the value of the ErrorCode

attribute to "Success" only if the protocol server succeeds in processing the cell storage service
subrequest. The ErrorCode attribute is specified in section 2.2.4.8.

2248 SubResponseType

The SubResponseType complex type contains information about a basic cell storage service

subresponse. The SubResponseType is used as the base complex typ e to extend
SubResponseElementGenericType . The SubResponseElementGenericType takes one of the
following forms:  CellSubResponseType , CoauthSubResponseType ,

SchemalLockSubResponseType , ExclusiveLockSubResponseType ,

ServerTimeSubResponseType , WhoAmISubResponse Type , EditorsTableSubResponseType ,
GetDocMetalnfoSubResponseType , GetVersionsSubResponseType,

VersioningSubResponseType , FileOperationSubResponseType , AmlAloneSubResponseType ,
LockStatusSubResponseType , or PropertiesSubResponseType . CellSubResponseType is
specified in section  2.3.1.4 . CoauthSubResponseType is specified in section  2.3.1.8 .
ExclusiveLockSubResponseType is specified in se ction 2.3.1.12 . SchemalLockSubResponseType
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is specified in section  2.3.1.16 . ServerTimeSubResponseType is specified in section  2.3.1.19 .

WhoAmISubResponseType is specified in section  2.3.1.22 . EditorsTableSubResponseType is
specified in section  2.3.1.25 . GetDocMetalnfoSubResponseType is specified in section  2.3.1.30 .
GetVersionsSubResponseType is specified in section  2.3.1.32 . FileOperationSubResponseType

is specified in section 2.3.1.35. VersioningSubResponseType is specified in section  2.3.1.39 .
AmlAloneSubResponseType is specified in se ction 2.3.1.48 . LockStatusSubResponseType is
specified in section  2.3.1.51 . PropertiesSubResponseType is specified in section  2.3.1.55 .

<xs:complexType name="SubResponseType">
<xs:attribute name="SubRequestToken" type="xs:nonNegativelnteger" use="required"/>
<xs:attribute name="ServerCorrelationld" type="tns:guid" us e="optional"/>
<xs:attribute name="ErrorCode" type="tns:ErrorCodeTypes" use="required" />
<xs:attribute name="HResult" type="xs:integer" use="required"/>
<xs:attribute name="ErrorMessage" type="xs:string" use="optional"/>

<I/xs:complexType>

SubReq uestToken: A nonnegative integer that specifies a number that uniquely identifies the

SubRequest  element whose subresponse is being generated as part of the SubResponse  element.
The mapping subresponse that gets generated for the subrequest  references the SubRequestToken
to indicate that it is the response for that subrequest. The SubRequestToken attribute MUST be

specified fora SubResponse element. The SubResponse element is defined in section 2.2.3.10 .The
SubRequest  element is defined in section 2238 .

ServerCorrelationld: A guid that specifies a unique identifier that equa Is to the Correlationld as
specified in section 2.2.3.3 .<18>

ErrorCode:  An ErrorCodeTypes that specifies an error code value indic ating the type of error that
occurred during the processing of the corresponding SubRequest element. The SubRequest element
is defined in section 2.2.3.8. ErrorCodeTypes is defined in section  2.2. 5.4 . The ErrorCode attribute

MUST be specified fora SubResponse element.

HResult:  An integer that specifies an error code specific to the subrequest that failed and that gives
more hints about the cause of failure.

ErrorMessage: A string that specifies a description of the error code value and also provides

additional information related to the error code. If the error code value is set to

"FileAlreadyLockedOnServer", the protocol server returns the user name of the client that i s currently
holding the lock on the file.

2.2.49 VersionType

The VersionType  complex type contains information about the version of the cell storage servi ce
message.

<xs:complexType name="VersionType">
<xs:attribute name="Version" type="tns:VersionNumberType" use="required" />
<xs:attribute name="MinorVersion" type="tns:MinorVersionNumberType" use="required" />
</xs:complexType>

Version: A VersionNumb  erType that specifies the major version number. VersionNumberType is
defined in section  2.2.5.13 .

MinorVersion: A MinorVersionNumberType that specifies the minor version number.
MinorVersion is re served. MinorVersionNumberType is defined in section  2.2.5.10 .
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225 Simple Types

The following table summarizes the set of common

XML schema  simple type definitions defined by

this specification. XML schema simple type definitions that are specific to a particular operation are

described with the operation.

Simple type Description

CoauthStatusType The type of the  CoauthStatus attribute of a
coauthoring subrequest  or exclusive lock
subrequest. CoauthStatusType is an enumeration

of the coauthoring statuses of a file.

DependencyCheckRelatedErrorCodeTypes

An enumeration of error codes for errors that occur
during subrequest dependency checks.

DependencyTypes The type of the  DependencyType attribute of the
SubReq uest element, which is part of the cell
storage service request message.

DependencyTypes is an enumeration of all the
dependency conditions supported for the execution
of a subrequest.

ErrorCodeTypes The type of the  ErrorCode  attribute of the
SubResponse  element. ErrorCodeTypes isa

union of all the possible error codes, including
success, for the cell storage service response
message.

ExclusiveLockReturnReasonTypes

An enumeration of values that indicate an exclusive
lock granted on a file.

GenericErrorC  odeTypes A subset of error codes returned as part of a cell
storage service response message.
GenericErrorCodeTypes is an enumeration of all
the generic error code types.

GUID A GUID value.

LockAndCoauthRelatedErrorCodeTypes

A subset of error codes returned as part of a cell
storage service response message.
LockAndCoauthRelatedErrorCodeTypes is an
enumeration of error codes specific to a coauthoring
subrequest, schema lock subrequest, or exc lusive
lock subrequest.

LockTypes

The type of the  LockType attribute, which is part of
a SubResponse  and SubRequest the element.
LockTypes is an enumeration of all file lock types.

MinorVersionNumberType

The type of the  MinorVersion attribute of the
Req uestVersion  elementand ResponseVersion
element. The RequestVersion element and
ResponseVersion element are used in cell storage
service request and cell storage service response
messages, respectively.

SubRequestAttribute Type

The type ofthe Type attribu te of the SubRequest
element. SubRequestAttributeType is an
enumeration of all the types of cell storage service
subrequest.
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Simple type Description
TRUEFALSE This type is used to specify a Boolean value.
VersionNumberType The type of the  Version attribute of the

RequestVersion elementand ResponseVersion
element. The RequestVersion element and
ResponseVersion element are used in cell storage
service request and cell storage service response
messages, respectively.

NewEditorsTableCategoryErrorCodeTypes

A subset of error codes returned as part of a cell
storage service response message.

NewEditorsTableCategoryErrorCodeTypes is an

enumeration of error codes specific to an editors
table subrequest.

FileVersionNumberType

The type that specifies a unique v ersion of the file

used in a versioning subrequest.

VersioningRelatedErrorCodeTypes

A subset of error codes returned as part of a cell
storage service response message.

VersioningRelatedErrorCodeTypes is an
enumeration of error codes specific to a version ing
subrequest.

2251 CoauthStatusType

The CoauthStatusType
the file as part of processing a coauthoring
to schema lock with coauthori

schema lock with coauthoring transition tracked" is defined in section

<xs:simpleType name="CoauthStatusType">
<xs:restriction base="xs:string">
<! -- None-- >
<xs:enumeration value="None"/>

<! -- Alone -- >
<xs:enumeration value="Alone"/>

<! -- Coauthoring -- >
<xs:enumeration value="Coauthoring"/>
</xs:restriction>
</x s:simpleType>

The value of CoauthStatusType

subrequest

simple type is used to represent the coauthoring status of a targeted
or exclusive lock subrequest of type "Convert
ng transition tracked". The exclusive lock subrequest of type "Convert to

2334 .

MUST be one of the values in the following table.

URL for

Value Meaning
"None" None.
"Alone" A string value of "Alone", indicating a coauthoring

status of alone. The alone status specifies that there
is only one user in the coauthoring session who is
editing the file.

"Coauthoring"

A string value of "Coauthoring", indicating a

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023

38 /178




Value Meaning

coauthoring status  of coauthoring. The coauthoring
status specifies that the targeted URL for the file has
more than one user in the coauthoring session and
that the file is being edited by more than one user.

2.25.2 DependencyCheckRelatedErrorCodeTypes

The DependencyCheckRelatedErrorCodeTypes simple type is used to represent error codes that
occur during dependency checks done during the processing of a cell storage service request.

<xs:simpleType name="DependencyCheckRelatedErrorCodeTypes">
<xs:restriction base="xs:string">
<xs:enum eration value="DependentRequestNotExecuted"/>
<xs:enumeration value="DependentOnlyOnSuccessRequestFailed"/>
<xs:enumeration value="DependentOnlyOnFailRequestSucceeded"/>
<xs:enumeration value="DependentOnlyOnNotSupportedRequestGetSupporte d"/>
<xs:enumeration value="InvalidRequestDependencyType"/>
</xs:restriction>
<Ixs:simpleType>

The value of DependencyCheckRelatedErrorCodeTypes MUST be one of the values in the following
table.

Value Meaning

"DependentRequestNotExecuted" Indica tes an error when the  subrequest  on which

this specific subrequest is dependent has not been
executed and the  DependencyType attribute in this
subrequest is set to "OnExecute".

"DependentOnlyOnSuccessRequestFailed" Indicates an error when the subrequest on which this
specific subrequest is dependent has failed and the
DependencyType attribute in this subrequest is set
to "OnSuccess" or "OnSuccessOrNotSupported".

"DependentOnlyO nFailRequestSucceeded" Indicates an error when the subrequest on which this
specific subrequest is dependent has succeeded and
the DependencyType attribute in this subrequest is
set to "OnFail".

"DependentOnlyOnNotSupportedRequestGetSupported” Indicates a n error when the subrequest on which this
specific subrequest is dependent is supported and the
DependencyType attribute in this subrequest is set
to "OnNotSupported" or
"OnSuccessOrOnNotSupported”.

"InvalidRequestDependencyType" Indicates an error when a subrequest dependency
type that is not valid is specified.

DependencyTypes is defined in section  2.2.5.3 .

2.2.5.3 DependencyTypes

The DependencyTypes simple type is used to represent the type of dependency that a cell storage
service subrequest  has o n another cell storage service subrequest. The other cell storage service
subrequest is identified by the DependsOn  attribute of the  SubRequest element. DependsOn s
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defined in section 2.2.4.5 . De pending on the dependency type, a cell storage service subrequest is
either processed or not.

<xs:simpleType name="DependencyTypes">
<xs:restriction base="xs:string">
<xs:enumeration value="OnExecute"/>
<xs:enumeration value="OnSuccess"/>
<xs:enumeration value="OnFail"/>
<xs:enumeration value="OnNotSupported"/>
<xs:enumeration value="OnSuccessOrNotSupported"/>
</xs:restriction>
</xs:simpleType>

The value of DependencyTypes MUST be one of the values in the following table.
Value Meaning
"OnExecute" Indicates that the subrequest MUST be processed

only on the execution of the other subrequest.

If RequestB has an OnExecute dependency on
RequestA, the dependency succeeds if RequestA
succeeds OR (RequestA failed NOT because an
OnSuccess dependency failed ~ AND RequestA failed
NOT because an OnFail dependency failed AND
RequestA failed NOT because an OnExecute
dependency failed)

"OnSuccess" Indicates that the subrequest MUST be processed
only on the successful execution of the oth er
subrequest.

"OnFail" Indicates that the subrequest MUST be processed

only on the failed execution of the other subrequest.

"OnNotSupported" Indicates that the subrequest MUST be processed
only if the other subrequest is not supported.

"OnSuccessOrNotSupported" Indicates that the subrequest MUST be processed
only when one of the following conditions is true:

A On the successful execution of the other
subrequest.

A If the other subrequest is not supported.

2254 ErrorCodeTypes

The ErrorCodeTypes simple type is used to represent the error codes in a subresponse.
ErrorCodeTypes is the type definition of the ErrorCode  attribute, which is part of a cell storage
service subresponse operation. ErrorCodeTypes is a union of simple types, namely
GenericErrorCodeTypes , CellRequestErrorCodeTypes ,
DependencyCheckRelatedErrorCodeTypes , LockAndCoauthRelatedErrorCodeTypes and
NewE ditorsTableCategoryErrorCodeTypes

<xs:simpleType name="ErrorCodeTypes">

40 / 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



<xs:union memberTypes="tns:GenericErrorCodeTypes tns:CellRequestErrorCodeTypes
tns:DependencyCheckRelatedErrorCodeTypes tns:LockAndCoauthRelatedErrorCodeTypes
tns:NewEditorsTableCate goryErrorCodeTypes tns:VersioningRelatedErrorCodeTypes"/>
<Ixs:simpleType>

GenericErrorCodeTypes is defined in section  2.2.5.6 . CellRequestErrorCodeTypes is defined in
section 2.3.2.1 . DependencyCheckRelatedErrorCodeTypes is defined in section  2.2.5.2 .
LockAndCoauthRelatedErrorCodeTypes is defined in section 2.2.5.8 .
NewEditorsTableCategoryErrorCodeTypes is defined in section  2.2.5.14 .
VersioningRelatedErrorCodeTypes is defined in section  2.2.5.16 .

2255 ExclusiveLockReturnReasonTypes

The ExclusiveLock ReturnReasonTypes simple type is used to represent string values that indicate
the reason why an exclusive lock is granted on a file in a cell storage service response message.

<xs:simpleType name="ExclusiveLockReturnReasonTypes">
<xs:restriction base=" xs:string">
<xs:enumeration value="CoauthoringDisabled" />
<xs:enumeration value="CheckedOutByCurrentUser" />
<xs:enumeration value="CurrentUserHasExclusiveLock" />
<Ixs:restriction>
<Ixs:simpleType>

The value of ExclusiveLockReturnReasonTypes MUST be one of the values in the following table.
Value Meaning
"CoauthoringDisabled" The string value "CoauthoringDisabled", indicating

that an exclusive lock is granted on a file because
coauthoring is disabled.

"CheckedO utByCurrentUser" The string value "CheckedOutByCurrentUser",
indicating that an exclusive lock is granted on the file
because the file is checked out by the current user
who sent the cell storage service request message.

"CurrentUserHasExclusiveLock" The string value "CurrentUserHasExclusivelLock",
indicating that an exclusive lock is granted on the file
because the current user who sent the cell storage
service request message already has an existing
exclusive lock on the file  <19> .

2.25.6 GenericErrorCodeTypes

The GenericErrorCodeTypes simple type is used to represent generic error code types that occur
during cell storage service subrequest  processing.

<xs:simpleType name="GenericErrorCodeTypes">
<xs:restriction base="x s:string">

<xs:enumeration value="Success"/>
<xs:enumeration value="IncompatibleVersion"/>
<xs:enumeration value="InvalidUrl"/>
<xs:enumeration value="FileNotExistsOrCannotBeCreated"/>
<xs:enumeration value="FileUnauthorizedAc cess"/>
<xs:enumeration value="PathNotFound"/>
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<xs:enumeration value="ResourceldDoesNotExist"/>
<xs:enumeration value="ResourceldDoesNotMatch"/>
<xs:enumeration value="InvalidSubRequest"/>
<xs:enumeration value="SubRequestFail ">
<xs:enumeration value="BlockedFileType"/>
<xs:enumeration value="DocumentCheckoutRequired"/>
<xs:enumeration value="InvalidArgument"/>
<xs:enumeration value="RequestNotSupported"/>
<xs:enumeration value="InvalidWebUrl"/>
<xs:enumeration value="WebServiceTurnedOff"/>
<xs:enumeration value="ColdStoreConcurrencyViolation"/>
<xs:enumeration value="HighLevelExceptionThrown"/>
<xs:enumeration value="Unknown"/>
</xs:restriction>
</xs:simpleType>

The value of GenericErrorCodeTypes MUST be one of the values in the following table.

Value Meaning

"Success" Indicates that the cell storage service subrequest

succeeded for the given ~ URL for the file.

"IncompatibleVersion" Indicates an error when any an incompatible version
number is specified as part of the RequestVersion

element of the cell storage service.

"InvalidUrl" Indicates that the associated protocol server site URL

is empty.

"FileNotExistsOrCannotBeCreated" Indicates an error when either the targeted URL for
the file specified as part of the Request element does

not exist or file creation failed on the protocol server.

"FileUnauthorizedAccess" Indicates an error when the targeted URL for the file
specified as part of the Request element does not

have correct authorization.

"PathNotFound" <20> Indicates an error when the file path is not found.

"ResourceldDoesNotEXxist" Indicates an error when neither of the ResourcelD
and Url attributes identify valid files.

"ResourceldDoesNotMatch" Indicates an error when the ResourcelD  does not
identify a valid file but Url attribute identify a  valid
file.

"InvalidSubRequest" Indicates an error when one or more SubRequest

elements for a targeted URL for the file were unable
to be parsed.

"SubRequestFail"

Indicates an unknown error when processing any

"DocumentCheckoutRequired"

SubRequest  element for a targeted URL for th e file.
"BlockedFileType" Indicates an error when the targeted URL to the file's

file type is blocked on the protocol server.

Indicates an error when the targeted URL for the file

is not yet checked out by the current client before
sending a lock request on the file. The client sends a
CheckoutFile  web service request, as specified in
MS -LISTSWS] , before the protocol client gets a lock
on the file. If the document is not checked out by the
current client, the protocol server MUST return an
error code value set to "DocumentCheckoutRequired”
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Value

Meaning

in the cell storage service response message.

"InvalidArgument”

Indicates an error when any of the cell storage
service subrequests for the targeted URL for the file
contains input parameters that are not valid.

"RequestNotSupported” Indicates an error when the targeted cell storage
service subrequest is a valid subrequest, but the
server does not support that subrequest.

"InvalidWebUrl" Indicates an error when the associated protocol

server site URL is not found.

"WebServiceTurnedOff" <21>

Indicates an error when the web service is turned off
during the processing of the cell storage service
request.

"ColdStoreConcurrencyViolation

Indicates an error when the file that is correctly
stored on the server is modified by another user
befor e the current user finished writing to the
underlying store. The
"ColdStoreConcurrencyViolation" error code value
MUST only be sent as part of processing one of the
following types of cell storage service request

messages:
A Caell
A Coauth

A SchemaLock
A ExclusiveLock

The protocol client can retry the request if this error
occurs.

"HighLevelExceptionThrown"

<22>

Indicates any undefined error that occurs during the
processing of the cell stor  age service request. This
could be caused by a temporarily unavailable
resource such as a network or machine.

"Unknown"

Indicates any undefined error that occurs during the
processing of the cell storage service request.

2257 GUID

The guid type specifies a representation of a

<xs:simpleType name="guid">

<xs:restriction base="xs:string">
<xs:pat tern value="[0

F{12}" 1>
</xs:restriction>
<Ixs:simpleType>

- 9a- fA - F|{8}

GUID value.

-[0 -9a-fA-F}{4} -[O - 9a-fA-FJ{4} -[0-9a-fA-F}{4} -[0-9a-fA-
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2258 LockAndCoauthRelatedErrorCodeTypes

The LockAndCoauthRelatedErrorCodeTypes simple type is used to represent error codes that
occur during the processing of a coauthoring, schema lock, or exclusive lock subrequest

<xs:simpleType name="LockAndCoauthRelatedErrorCodeTypes">
<xs:restriction base="xs:string">
<xs:enumeration value="LockRequestFail"/>
<xs:enumeration value="FileAlreadyLockedOnServer"/>
<xs:enumeration value="FileNotLockedOnServer"/>
<xs:enumeration value="FileNotLockedOnServerAsCoauthDisabled"/>
<xs:enumeration value="LockNotConvertedAsCoauthDisabled"/>
<xs:enumeration value="FileAlreadyCheckedOutOnServer"/>
<xs:enumeration value="ConvertToSchemaFailedFileCheckedOutByCurrentUser"/>
<xs:enumeration value="CoauthRefblobConcurrencyViolation"/>
<xs:enumeration value="MultipleClientsinCoauthSe ssion"/>
<xs:enumeration value="InvalidCoauthSession"/>
<xs:enumeration value="NumberOfCoauthorsReachedMax"/>
<xs:enumeration value="ExitCoauthSessionAsConvertToExclusiveFailed"/>
</xs:restriction>
<Ixs:simpleType>

The value of LockAnd CoauthRelatedErrorCodeTypes MUST be one of the values in the following
table.

Value Meaning

"LockRequestFail" Indicates an undefined error that occurs during the

processing of lock operations requested as part of a
cell storage service subrequest.

"FileAlreadyLockedOnServer" Indicates an error when there is an already existing
exclusive lock on the targeted URL for the file or a
schema lock on the file with a different schema lock
identif ier. When the "FileAlreadyLockedOnServer"

error code is returned as the error code value in the
SubResponse  element, the protocol server returns

the identity of the users who are currently holding the

lock on the file in the ErrorMessage  attribute. The
Err orMessage and ErrorCode  attributes are defined
in section 2.2.4.8 .

"FileNotLockedOnServer" Indicates an error when no exclusive lock exists on a

file and a release of the lock or a conversion of the
lock is requested as part of a cell storage service
request.

"FileNotLockedOnServerAsCoauthDisabled" Indicates an error when no shared lock exists on a file
because coauthoring of the file is disabled on the
server.

"LockNotConvertedAsCoauthDisabled " Indicates an error when a protocol server fails to
process a lock conversion request sent as part of a
cell storage service request because coauthoring of
the file is disabled on the server.

"FileAlreadyCheckedOutOnServer" Indicates an error when the fi le is checked out by
another client, which is preventing the file from being
locked by the current client. When the
"FileAlreadyCheckedOutOnServer" error code is
returned as the error code value in the

SubResponse  element, the protocol server returns
the i dentity of the user who has currently checked out
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Value Meaning

the file in the error message attribute. The
ErrorMessage  and ErrorCode attributes are defined
in section 2.2.4.8.

"ConvertToSchemaFailedFileCheckedOutByCurrentUser" Indicates an error when converting to a shared lock
fails because the file is checked out by the current
client.

"CoauthRefblobConcurrencyViolation" Indicates an error when a save of the File
coauthoring tracker , which is maintained by the
protocol server, fails after some other client edited
the File coauthoring tracker before the save is
done by the current client. The File coauthoring
tracker is defined in section  3.1.1 .

"MultipleClientsInCoauthSession" Indicates an error when all of the following conditions
are true:

A A coauthoring subrequest of type "Convert to
exclusive lock" or schema lock subrequest of type
"Convert to exclusive lock" is requested on a file.

A There is more than one client in the current
coauthoring session for that file.

A The
ReleaselLockOnConversionToExclusiveFailur
e attribute specified as part of the subrequest is
setto false .

"InvalidCoauthSession" Indicates an error when one of the following
conditions is true when a coauthori ng subrequest or
schema lock subrequest is sent:

A No coauthoring session exists for the file.

A The current client does not exist in the
coauthoring session for the file.

A The current client exists in the coauthoring
session, but protocol server is unable to r emove
it from the coauthoring session for the file.

A coauthoring session indicates a shared lock on the
coauthorable file that is shared by one or more
clients.

"NumberOfCoauthorsReachedMax" Indicates an error when the number of users that
coauthor a fil e has reached the threshold limit. The
threshold limit specifies the maximum number of
users allowed to coauthor a file at any instant in time.
The threshold limit MUST be set to an integer value
with a minimum allowed value of 2 and maximum
allowed value of 99.

ExitCoauthSessionAsConvertToExclusiveFailed Indicates an error when a coauthoring subrequest or
schema lock subrequest of type "Convert to exclusive
lock" is sent by the client with the
ReleaseLockOnConversionToExclusiveFailure
attribute setto  tru e, and there is more than one
client editing the file.
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2259 LockTypes

The LockTypes simple type is used to represent the type of file lock. LockTypes specifies the type of
lock requested or granted in a cell storage service request or cell storage service response message.

<xs:simpleType name="LockTypes">
<Xs:union>
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="None" />
<xs:enumeration value="Schemalock" />
<xs:enumeration value="ExclusiveLock" />
</xs:restriction>
</xs:simpleType>
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0" />
<xs:enumeration value="1" />
<xs:enumeration value="2" />
</xs:restriction>
</xs:simpleType>
</xs:union>
<Ixs:simpleType>

The value of LockTypes MUST be one of the values in the following table.

Value Meaning

"None", "0" The string value "None" or integer value "0",
indicating no type of file lock on the file. This value is
only for server internal use, it will not appear in the
response.

"Schemalock", "1" The string value "Schemal.ock" or integer value "1",
indicating a shared lock on the file. In a cell storage
service request message, a shared lock indicates a
request for sharing the lock on the file, which allows

for coauthoring the file. In a cell storage service

response message, a shared lock indicates th at the
current client is granted a shared lock on the file,

which allows for coauthoring the file along with other
clients.

"ExclusiveLock", "2" The string value "ExclusiveLock" or integer value "2",
indicating an exclusive lock on the file. In a cell
storage service request message, an exclusive lock
indicates a request for exclusive access to the file. In
a cell storage service response message, an exclusive
lock indicates that an exclusive lock is granted to the
current client for that specific file. | n a cell storage
service response message, an exclusive lock also
indicates that all other clients requesting an exclusive
lock on that file MUST be allowed to open this file only
in read -only mode.
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22510

The MinorVersionNumberType
unsigned short values.

<xs:simpleType name="MinorVersionNumbe

<xs:restriction base="xs:unsignedShort">

<xs:mininclusive value="0"/>
<xs:maxinclusive value="3"/>
</xs:restriction>
<Ixs:simpleType>

The value of MinorVersionNumberType

MinorVersionNumberType

simple type is used to represent the minor version number as

MUST be the value that is listed in the following table.

Value

Meaning

0

In requests, indicates that the protocol client will
manage the editors table through PutChanges

requests as specified in MS -FSSHTTPB].

In responses, indicates that the protocol server is not
capable of managing the editors table and expects
the protocol client to do so through PutChanges
requests.

In requests, indicates that the protocol client is
capable of managing the editors table.

In responses, indicates that the protocol server is
capable of managing the editors table.

In requests, indicates that the protocol client is
capable of performing ResourcelD specific behavior.

In responses, indicates that the protocol server is
capa ble of performing ResourcelD specific behavior.

22511

The SubRequestAttributeType

SubRequestAttribute Type

simple type is used to represent the type of cell storage service

subrequest . Depending on the type of subrequest, the subrequest is processed as one of the

following types of subrequest operat ions:
A Cell

A Coauthoring

A Schema lock

A Exclusive lock

A Who Am |

A Servertime

A Editors Table

A Get Doc Meta Info
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b=

Get Versions

A File Operation
A Versioning

A Am | Alone

A Lock Status
A Properties

<xs:simpleType name="SubRequestAttribute Type">

<xs:restriction base="xs:string">
<xs:enumeration value="Cell" />
<xs:enumeration value="Coauth" />
<xs:enumeration value="Schemalock" />
<xs:enumeration value="WhoAml" />
<xs:enumeration value="ServerTime" />

<xs:enumera tion value="ExclusiveLock" />

<xs:enumeration value="EditorsTable" />

<xs:enumeration value="GetDocMetalnfo" />

<xs:enumeration value="GetVersions" />
<xs:enumeration value="FileOperation" />
<xs:enumeration value="Versioning" />
<xs:enumeration value="AmlAlone" />
<xs:enumeration value="LockStatus" />
<xs:enumeration value="Properties" />
</xs:restriction>
<Ixs:simpleType>

The value of SubRequestAttributeType

MUST be one o fthe values in the following table.

Value

Meaning

"Cell"

The string value "Cell", indicating the cell storage
service subrequest is to be processed as a cell
subrequest operation.

"Coauth"

The string value "Coauth", indicating the cell storage
service s ubrequest is to be processed as a
coauthoring subrequest operation.

"Schemalock"

The string value "The schemaLlock", indicating the cell
storage service subrequest is to be processed as a
schema lock subrequest operation.

" WhoAml"

The string value "WhoAml", indicating the cell storage
service subrequest is to be processed as a Who Am |
subrequest operation.

"ServerTime"

The string value "ServerTime", indicating the cell
storage service subrequest is to be processed as a
server time subrequest operation.

"ExclusiveLock"

The string value "ExclusiveLock", indicating the cell
storage service subrequest is to be processed as an
exclusive lock subrequest operation.

"EditorsTable"

The string value "EditorsTable", indicating the cell
stor age service subrequest is to be processed as an
editors table subrequest operation.
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Value Meaning

"GetDocMetalnfo" The string value "GetDocMetalnfo", indicating the cell
storage service subrequest is to be processed as a
Get Doc Meta Info subrequest operation.

"GetVersions" The string value "GetVersions", indicating the cell
storage service subrequest is to be processed as a
Get Versions subrequest operation.

"FileOperation" The string value "FileOperation", indicating the cell
storage service subrequest is to be processed as a
File Operation subrequest operation.

"Versioning" The string value "Versioning", indicating the cell
storage service subrequest is to be processed as a
versioning subrequest operation.

"AmlAlone" The string value "AmlAlone", indicating the cell
storage service subrequest is to be processed as an
Am | Alone subrequest operation.

"LockStatus” The string value "LockStatus”, indicating the cell
storage service subrequest is to be processed as a
Lock S tatus subrequest operation.

"Properties" The string value "Properties”, indicating the cell
storage service subrequest is to be processed as a
Properties subrequest operation.

22512 TRUEFALSE

This type is used to specify a Boolean value.

<xs:simpleType name="TRUEFALSE">
<xs:restriction base="xs:string">
<xs:pattern value="[Tt][Rr][Uu][Ee]|[F][Aa][LI][Ss][Ee]"/>
</xs:restriction>
</xs:simpleTyp e>

22513 VersionNumberType
The VersionNumberType simple type is used to represent a version number as an unsigned short
value.

<xs:simpleType name="VersionNumberType">
<xs:restriction base="xs:unsignedShort">
<xs:mininclusive value="2"/>
<xs:maxInclusive value="2"/>
</xs:restriction>
</xs:simpleType>

The value of VersionNumberType MUST be the value that is liste d in the following table.
Value Meaning
2 A version number of 2.
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22514 NewEditorsTableCategoryErrorCodeTypes

The NewEditorsTableCategoryErrorCodeTypes simple type is used to represent error codes for the
processing of an EditorsTable subrequest .<23>

<xs:simpleType name="NewEditorsTableCategoryErrorCodeTypes">
<xs:restriction base="xs:string">
<xs:enumeration value="EditorMetadataQuotaReached"/>
<xs:enumeration value="EditorMetadataStringExceedsLengthLimit"/>
<xs:enumeration value="EditorClientldNotFound"/>
</xs:restriction>
<Ixs:simpleType>

The value of NewEditorsTableCategoryErrorCodeTypes MUST be one of the values in the following
tab le.
Value Meaning
"EditorMetadataQuotaReached" Indicates an error when the protocol client has
already exceeded its quota for number of key/value
pairs.
"EditorMetadataStringExceedsLengthLimit" Indicates an error when the key and value exceeds
theserve r 6s | ength | i mit.
"EditorClientldNotFound" Indicates an error when the specify client does not
currently exist in the editors table.

2.25.15 FileVersionNumberType

The FileVersionNumberType simple type is used to represent the unique version number on the
server for a version of a file.

<xs:simpleType name="FileVersionNumberType">
<xs:restriction base="xs:string">
<xs:pattern value="[0 -9+[J0  -9]+"/>
</xs:restriction>
</xs:simpleType>

The value of a  FileVersionNumberType is typically in the form major.minor  (for example, 1.0).
2.25.16 VersioningRelatedErrorCodeTypes

The VersioningRelatedErrorCodeTypes simple type is used to represent error codes that occur
during the processing of a versioning subrequest

<xs:simpleType name="VersioningRelatedErrorCodeTypes">
<xs:restriction base="xs:string">
<xs:enumeration value="VersionNotFound"/>
</xs:restriction>
</xs:simpleType>

The value of VersioningRelatedErrorCodeTypes MUST be one of value in the following table.
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Value Meaning

"VersionNotFound" Indicates that the version number specified by the
protocol client doesndt matc
the protocol server.

2.2.6  Attributes

This specification does not define any common XML schema  attribute definitions.

2.2.7 Groups

This specification d oes not define any common XML schema  group definitions.

2.2.8 Attribute Groups

The following table summarizes the set of common XML schema  attribute group definitions defined
by this specification. XML schema attribute group definitions that are specific to a particular operation

are described with the operation.

Attribute Groups Des cription

SubRequestDataOptionalAttributes Contains XML schema attributes used in all
SubRequestData elements. It is a union of
subrequest  data attributes used for all types of
subrequests.

SubResponseDataOptionalAttributes Contains XML schema attributes used in all
SubResponseData elements. It is a union of
subresponse data attributes used for all types of
subresponses.

2281 SubRequestDataOptionalAttributes
The SubRequestDataOptionalAttributes attribute group contains attributes t hat are used in
SubRequestData elements of all types of subrequests . The attributes in
SubRequestDataOptionalAttributes are used as input parameters for processing the data
associated with subre  quests. The definition of the SubRequestDataOptionalAttributes attribute
group is as follows:
<xs:attributeGroup name="SubRequestDataOptionalAttributes">

<xs:attributeGroup ref="tns:CellSubRequestDataOptionalAttributes"/>

<xs:attributeGroup ref="tn s:CoauthSubRequestDataOptionalAttributes"/>

<xs:attributeGroup ref="tns:SchemaLockSubRequestDataOptionalAttributes"/>

<xs:attributeGroup ref="tns:ExclusiveLockSubRequestDataOptionalAttributes"/>

<xs:attributeGroup ref="tns:EditorsTableSubReques tDataOptionalAttributes"/>

<xs:attributeGroup ref="tns:FileOperationSubRequestDataOptional Attributes"/>

<xs:attributeGroup ref="tns:VersioningSubRequestDataOptionalAttributes"/>

<xs:attributeGroup ref="tns:PropertiesSubRequestDataOptionalAttributes"/>

<xs:attribute name="ClientID" type="xs:string" use="optional"/>

<xs:attribute name="AllowFallbackToExclusive" type="xs:boolean" use="optional" />

<xs:attribute name="Relea seLockOnConversionToExclusiveFailure" type="xs:boolean"

use="optional"/>

<xs:attribute name="SchemalockID" type="xs:string" use="optional" />

<xs:attribute name="Timeout" type="xs:integer" use="optional" />

<xs:attribute name="ExclusiveLockID" type="xs:string" use="optional"/>

<xs:attribute name="BinaryDataSize" type="xs:long" use="optional" />
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<xs:attribute name="AsEditor" type="xs:boolean" use="optional" />

<xs:attribute name="Key" type="xs:string" use="optional" />

<xs:attribu te name="Value" type="xs:base64Binary" use="optional" />

<xs:attribute name="NewFileName" type="xs:string" use="optional" />

<xs:attribute name="Version" type="tns:FileVersionNumberType" use="optional"/>

<xs:attribute name="TransitionID" type ="tns:guid" use="optional"/>
<Ixs:attributeGroup>

CellSubRequestDataOptionalAttributes: An attribute group that specifies attributes that MUST be

used only for SubRequestData elements whose parent  SubRequest e | e me Mypé sttribute is set
to "Cell". This  attribute group is defined in section 2331 .

CoauthSubRequestDataOptionalAttributes: An attribute group that specifies attributes that MUST

be used only for SubRequestData elements whose parent  SubRequest e | e me Mypé sttribute is
set to "Coauth”. This  attribute group is defined in section 2333 .
SchemalockSubRequestDataOptionalAttributes: An attribute group that specifies attributes that
MUST be used only for  SubRequestData elements whose parent  SubRequest e | e me Mypd s
attribute is set to "Schemalock". This attribute group is defined in section 2335 .
ExclusiveLockSubRequestDataOptionalAttributes: An attribute group that specifies attributes

that MUST be used only for SubRequestData elements whose parent  SubRequest e | e me Mypd s
attribute is set to "ExclusiveLock". This attrib ute group is defined in section 2334 .
EditorsTableSubRequestDataOptionalAttributes: An attribute group that specifies attributes that
MUST be used only for ~ SubRequestData elements whose parent  SubRequest e |l e me Aypé s
attribute is set to "EditorsTable". This attribute group is defined in section 2.33.7 .
FileOperationSubRequestDataOptionalAttributes: An attribute group that specifies a ttributes that
MUST be used only for ~ SubRequestData elements whose parent  SubRequest e | e me Typé s
attribute is set to "FileOperation”. This attribute group is defined in section 2338 .

Version ingSubRequestDataOptionalAttributes: An attribute group that specifies attributes that

MUST be used only for  SubRequestData elements whose parent  SubRequest e | e me Typé s
attribute is set to "Versioning". This attribute group is defined in section 2.3.39 .
PropertiesSubRequestDataOptionalAttributes: An attribute group that specifies attributes that

MUST be used only for  SubRequestData elements whose parent  SubRequest el e me Mypé s
attribute is s et to "Properties”. This attribute group is defined in section 2.3.3.10 .

ClientID: A string that serves to uniquely identify each client that has access to a shared lock on a
coauthorable file.

AllowFallbackToExclusive: A Boolean value that specifies to a protocol server whether a
coauthoring subrequest of type "Join coauthoring session" or a schema lock subrequest of type "Get

lock” is allowed to fall back to an exclusive lock subrequest when sh ared locking on the file is not
supported. When shared locking on the file is not supported:

A An AllowFallbackToExclusive attribute value set to true indicatesthata coauthoring subrequest
of type "Join coauthoring session” or a schema lock subrequest of t ype "Get lock" is allowed to fall
back to an exclusive lock subrequest.

A An AllowFallbackToExclusive attribute value set to false indicatesthata coauthoring

subrequest of type "Join coauthoring session” or a schema lock subrequest of type "Get lock" is
not allowed to fall back to an exclusive lock subrequest.

ReleaseLockOnConversionToExclusiveFailure: A Boolean value that specifies to the protocol
server whether the server is allowed to remove the ClientID  entry associated with the current client
in the File coauthoring tracker when all of the following conditions are true:
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A Either the type of coauthoring subrequest is "Convert to an exclusive lock" or the type of the
schema lock subrequest is "Convert to an Exclusive Lock"
A The conversion to an exclusive | ock failed.

When all the preceding conditions are true:

A A ReleaselLockOnConversionToExclusiveFailure attribute setto  true indicates that the
protocol server is allowed to remove the ClientID  entry associated with the current client in the
File coauthoring tracker

A A ReleaseLockOnConversionToExclusiveFailure attribute set to a value of false indicates that
the protocol server is not allowed to remove the ClientID  entry associated with the current client

in the File coauthoring tracker

SchemalocklID: A strin g that is globally unique and known among all protocol clients that share the

same protocol version. This schema lock identifier is used by the protocol server to block other clients

that have different schema lock identifiers. After a protocol client is a ble to get a shared lock for a file
with a specific schema lock identifier, the server MUST allow only other protocol clients that specify

the same schema lock identifier to share the file lock. The protocol server ensures that at any instant

of time, only  clients having the same schema lock identifier can lock the file. After all the protocol

clients have released their lock for that file, the protocol server MUST allow a protocol client with a

different schema lock identifier to get a shared lock for that file. The string "29358EC1  -E813-4793 -
8E70-EDO0344E7B73C" has been reserved for use for this attribute. <24>
Timeout:  An integer that specifies the time, in seconds, after which the shared loc k or exclusive lock

for a specific file expires for a specific protocol client. When more than one client is editing the file, the
protocol server MUST maintain a separate timeout value for each client.

ExclusiveLockID: A string that serves as a unique ide ntifier for the exclusive lock on the file.

BinaryDataSize: A long value that specifies the number of bytes of data in the SubRequestData
element of a cell subrequest. It MUST be present in the SubRequestData element of a cell
subrequest. The BinaryDataSiz e attribute MUST be set to a value ranging from 1 through
9,223,372,036,854,775,807. It is ignored by the server. The SubRequestData element is defined in
section 2.2.3.9 .

If text is specified in the SubRequestData element, that text is base64 binary encoded data and

indicates if the cell subrequest is for the upload or download of data in a partition. This is passed to

the component on the protocol server responsible for implementing the protocols as specified in  [MS -
FSSHTTPB] section 3.1.4.2 and [MS  -FSSHTTPB] section 3.1.4.4. The encoded data is opaque to the

protocol.

AsEditor: A Boolean value that specifies to the protocol server whether the protocol client is opening

the document as an editor or as a reader. The server MUST NOT allow a user with read -only access to
join the editing session as a reader. The AsEditor attribute M UST be specified in all of the following
types of editors table subrequests:

A Join editing session
A Refresh editing session

The types of editors table subrequests are defined in section 2.3.3.7.

Key: A string that specifies a unique key in an arbitrary key/v alue pair of the protocol cl
The server stores this key/value pair for that particular file for that specific protocol client. These pairs
are visible to other clients editing or reading the same document. The Key attribute MUST be specified

in all of the following types of editors table subrequests:
A Update Editor Metadata

A Remove Editor Metadata
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The types of editors table subrequests are defined in section 2.3.3.7.

Value: A binary value that is associated with a key in an arbitrary key/value p air of the protocol
clientds choice. The server stores this key/value pair for
client. These pairs are visible to other clients editing or reading the same document. The Value

attribute MUST be specified in a n editors table subrequest type of "Update Editor Metadata".
The types of editors table subrequests are defined in section 2.3.3.7.

NewFileName: This string MUST only contain a valid file name, with no relative path. The
NewFileName attribute MUST be sent  only when the file operation subrequest has a
FileOperationSubRequestType attribute set to "Rename".

Version : A FileVersionNumberType that serves to uniquely identify a version of a file on the

server. FileVersionNumberType is defined in section  2.2.5.15 . Version MUST be specified when the
versioning subrequest has a VersioningSubRequestType attribute set to "RestoreVersion". The

types of versioning subrequest are defined in section 2.3.3.9.

TransitionlD: A guid that specifies the unique file identifier for that file in the protocol server.

2.2.8.2 SubResponseDataOptionalAttributes

The SubResponseDataOptionalAttributes attribute group contains attributes that are used in
SubResponseData elements associated with a SubResponse  element. The SubResponse element
is a subrespon se for any type of cell storage service subrequest . The attributes in
SubResponseDataOptionalAttributes provide the data that was requested as part of the

subrequest. The definition of the SubRe sponseDataOptionalAttributes attribute group is as

follows:

<xs:attributeGroup nhame="SubResponseDataOptionalAttributes">
<xs:attributeGroup ref="tns:CellSubResponseDataOptionalAttributes"/>
<xs:attributeGroup ref="tns:WhoAmISubResponseDataOptional A ttributes"/>
<xs:attribute name="ServerTime" type="xs:positivelnteger" use="optional"/>
<xs:attribute name="LockType" type="tns:LockTypes" use="optional" />
<xs:attribute name="CoauthStatus" type="tns:CoauthStatusType" use="optional"/>
<xs:attribute name="TransitionID" type="tns:guid" use="optional"/>
<xs:attribute name="ExclusiveLockReturnReason" type="tns:ExclusiveLockReturnReasonTypes"
use="optional" />
<xs:attribute name="AmlAlone" type="tns: TRUEFALSE" use="optional" />
<xs:attribute name="LocklID" type="tns:guid" use="optional" />
<xs:attribute name="LockedBy" type="xs:string" use="optional" />
<Ixs:attributeGroup>

CellSubResponseDataOptionalAttributes: An attribute group that specifies attributes that MUST
be used onl y for SubResponseData elements associated with a subresponse for a cell subrequest.
The CellSubResponseDataOptionalAttributes attribute group is defined in section 2332 .

WhoAmISubResponseDataOp tionalAttributes: An attribute group that specifies attributes that
MUST be used only for ~ SubResponseData elements associated with a subresponse for a WhoAml
subrequest. The WhoAmISubResponseDataOptionalAttributes attribute group is defined in
section 2.3.3.6 .

ServerTime: A positive integer that specifies the server time, which is expressed as a tick count. A

single tick represents 100 nanoseconds, or one ten -millionth of a second. ServerTime  specifies the
number of 100 -nanosecond intervals that have elapsed since 00:00:00 on January 1, 0001, which
SHOULD<25> be Coordinated Universal Time (UTC) . The ServerTime  attribute MUST be specified

in a server time subresponse that is generated in response to a server time subrequest.

LockType: A LockTypes that specifies the type of lock granted in a coauthoring subresponse or a
schema lock subresponse. LockTypes is defined in section 2.2.5.9 .Ifthe ErrorCode attribute that is
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part of the SubResponse elementis set to a value of "Success", the LockType attribute MUST be
specif ied in a subresponse that is generated in response to one of the following types of cell storage
service subrequest operations:

A A coauthoring subrequest of type "Join coauthoring session"

A A coauthoring subrequest of type "Refresh coauthoring session"

A A schema lock subrequest of type "Get lock"

A Aschema lock subrequest of type "Refresh lock"

A Alock status subrequest

The types of coauthoring subrequests are defined in section 2.3.3.3 . The types of schema lock
subrequests are defined in section 2335 .

CoauthStatus: A CoauthStatusType that specifies the coauthoring status in either a coauthoring
subresponse or an exclusive lock subresponse. The CoauthStatusType is defined in section  2.2.5.1 .

Ifthe ErrorCode attribute thatis  part ofthe SubResponse elementis set to a value of "Success",
the CoauthStatus attribute MUST be specified in a subresponse that is generated in response to one
of the following types of cell storage service subrequest operations:

A coauthoring  subrequest of type "Join coauthoring session" <26>

A coauthoring subrequest of type "Refresh coauthoring session"

A coauthoring subrequest of type "Get coauthoring status"

An exclusive lock s ubrequest of type "Convert to schema lock with coauthoring transition tracked"

> > >

The types of coauthoring subrequests are defined in section 2.3.3.3. The types of exclusive lock
subrequests are defined in section 2334 .

TransitionlD: A guid that specifies the unique file identifier stored for that file on the protocol server.
This transition identifier serves as an input parameter to the IsOnlyClient , as specified in  [MS -
SHDACCWS] . The guid type is defined in section 2.25.7 .

ExclusiveLockReturnReason: An ExclusiveLockReturnReasonTypes that specifies the reas  on
why an exclusive lock is granted in either a coauthoring subresponse or a schema lock subresponse.
ExclusiveLockReturnReasonTypes is defined in section  2.2.5.5 . The

ExclusiveLockReturnReason attribute MUST be specified in a subresponse that is generated in

response to one of the following types of cell storage service subrequest operations when the

LockType attribute in the subresponse is set to "ExclusiveLock™:

A A coauthoring subrequest of type "Join coauthoring session"
A A schema lock subrequest of type "Get lock"

The types of coauthoring subrequests are defined in section 2.3.3.3. The types of schema lock
subrequests are defined in section 2.3.3.5.

AmlAlone: A TRUEFALSE value that specifies wh  ether the user is alone in the coauthoring session.
LockedID: A guid that specifies the id of the lock.

LockedBy: A string that specifies the user that has the file locked, if any.

2.2.9 Common Data Structures

This specification does not define any common XML schema  data structures.

2.3  Subsidiary Message Syntax

This section contains definitions that are used by this protocol. The syntax of the definitions uses XML
schema , specifiedin [XMLSC HEMA1] and [XMLSCHEMAZ?2] ,and WSDL , as specifiedin [WSDL] .
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231 Compl ex Types

The following table summarizes the set of other
specificat ion.

XML schema  complex type definitions defined by this

Complex type

Description

CellSubRequestDataType

The type definition for cell subrequest  data.

CellSubRequestType

The type definition for a cell subrequest when the
Type attribute is set to "Cell".

CellSubResponseDataType

The type definition for cell subresponse data.

CellSubResponseType

The type definition for a cell subresponse.

CoauthSubRequestDataType

The type definition for coauthoring subrequest data.

CoauthSubRequestType

The type definition for a coauthoring subrequest when
the Type attribute is set to "Coauth".

CoauthSubResponseDataType

The type definition for coauthoring subresponse data.

CoauthSubResponseType

The type definition for a coauthoring subresponse.

ExclusiveLockSubRequestDataType

The type definition for exclusive lock subrequest data.

ExclusiveLockSubRequestType

The type definition for an exclusive lock subrequest
when the Type attribute is set to "ExclusiveLock".

ExclusiveLockSubResp onseDataType

The type definition for exclusive lock subresponse
data.

ExclusiveLockSubResponseType

The type definition for an ExclusiveLock subresponse.

SchemalockSubRequestDataType

The type definition for schema lock subrequest data.

SchemalockSubReque stType

The type definition for a schema lock subrequest when
the Type attribute is set to "SchemalLock".

SchemalockSubResponseDataType

The type definition for schema lock subresponse data.

SchemalockSubResponseType

The type definition for a schema lock subresponse.

ServerTimeSubRequestType

The type definition for a server time subrequest when
the Type attribute is set to "ServerTime".

ServerTimeSubResponseDataType

The type definition for server time subresponse data.

ServerTimeSubResponseType

The type definition for a server time subresponse.

WhoAmISubRequestType

The type definition for a Who Am | subrequest when
the Type attribute is set to "WhoAml".

WhoAmISubResponseDataType

The type definition for Who Am | subresponse data.

WhoAmISubResponseType

The type definition for a Who Am | subresponse.

EditorsTableSubRequestDataType

The type definition for editors table subrequest data.

EditorsTableSubRequestType

The type definition for an editors table subrequest
when the Type attribute is set to "EditorsTable".

EditorsTableSubResponseType

The type definition for an editors table subresponse.
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Complex type

Description

GetDocMetalnfoSubRequestType

The type definition for a Get Doc Meta Info subrequest
when the Type attribute is set to "GetDocMetalnfo"

GetDocMetalnfoSubResponseDataType

The type definition for Get Doc Meta Info subresponse
data.

GetDocMetalnfoPropertySetType

Describes the set of metainfo related to the file.

GetDocMetalnfoProperty Type

Contains a metainfo key/value pair that is related
either to the file against which the request is made or
its parent directory as part of the corresponding
GetDocMetalnfo subrequest.

GetDocMetalnfoSubResponseType

The type definition for a Get Doc Meta Info
subresponse.

GetVersionsSubRequestType

The type definition for a Get Versions subrequest when
the attribute is set to "GetVersions"

GetVersionsSubResponseType

The type definition for a Get Versions subresponse.

FileOperationSubRequestDataType

The type definition for File Operation subrequest data.

FileOperationSubRequestType

The type definition for a File Operation subrequest
when the Type attribute is set to "FileOperation”.

FileOperationSubResponseType The type definition for File Operation subresponse
data.

VersioningSubRequestDataType The type definition for Versioning subrequest data.

VersioningSubRequestType The type definition for a Versioning subrequest when

the Type attribute is set to "Versioning".

VersioningSubResponseDataType

The type definition for Versioning subresponse data.

VersioningSubResponseType

The type definition for a Versioning subresponse.

VersioningUserTableType

Specifies the information about users that are
represented in the versions of the file.

VersioningVersionListType

Specifies a list describing the versions of the file.

UserDataType

Describes the details of a user.

FileVersionDataType

Describes the details about a single version of the file.

FileVersionEventDataType

Describes the details about a file event that happened
to a specific version of a file.

AmlAloneSubRequestDataType

The type definition for Am | Alone subrequest data.

AmlAloneSubRequestType

The type definition for an Am | Alone subrequest when
the Type attribute is set to "AmlAlone".

AmlAloneSubResponseDataType

The type definition ~ for Am | Alone  subresponse data.

AmlAloneSubResponseType

The type definition for an Am | Alone subresponse.

LockStatusSubRequestType

The type definition for Lock Status subrequest when
the Type attribute is set to "LockStatus".

LockStatusSubResponseData Type

The type definition for Lock Status subresponse data.
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Complex type Description

LockStatusSubResponseType The type definition for a Lock Status subresponse.

PropertiesSubRequestDataType The type definition for a Properties subrequest data.

PropertiesSubRequestType The type definition for Properties subrequest when the
Type attribute is set to "Properties".

PropertiesSubResponseDataType The type definition for Properties subresponse data.

PropertiesSubResponseType The type definition for a Properties subresponse.

PropertyldsType The type definition for property Ids.

PropertyldType The type definition for a property Id.

PropertyValuesType The type definition for property values.

PropertyValueType The type definition for a property value.

23.11 CellSubRequestDataType

The CellSubRequestDataType complex type contains information about data or input parameters
used in processingac ell subrequest

<xs:complexType name="CellSubRequestDataType" mixed="true">

<xs:all>
<xs:element ref="i:Include" minOccurs="0" maxOccurs="1" />
</xs:all>
<xs:attributeGroup ref ="tns:CellSubRequestDataOptionalAttributes" />

<xs:attribute name="SchemalockID" type="xs:string" use="optional" />

<xs:attribute name="ExclusiveLockID" type="xs:string" use="optional"/>

<xs:attribute name="Timeout" type="xs:integer" use="optional" />

<xs:attribute name="BinaryDataSize" type="xs:long" use="required" />
</xs:complexType>

Include: A complex type, as specified in XOP10] section 2.1, that is used for encapsulating and

sending large amounts of binary data. The referenced Include element is specified in section 2231 .
The referenced Include element MUST be sent as part of the SubRequestData element in a cell
storage service request message only if the cell subrequest

metadata contents.

CellSub RequestDataOptionalAttributes: An attribute group that specifies the set of attributes that
is provided fora  SubRequestData element whose parent  SubRequest e | e me Aypé sttribute is
setto "Cell". CellSubRequestDataOptionalAttributes is defined in secti on 2.3.3.1 .

SchemalockID: A string that is globally unique and known among all protocol clients that share the

same protocol version. This schema lock identifier is used by the protocol server to block other clients
with a different schema lock identifier, if the ByPassLockID is not set or not same with this schema

lock identified, the SchemaLockID will be ignored by the server. After a protocol client is able to get a

shared lock for a file with a specific schema lock identifier, the server MUST allow only other protocol

clients that specify the same schema lock identifier to share the file lock. The protocol server ensures

that at any instant in time, only clients having the same schema lock ident ifier can lock the file. After
all the protocol clients have released their lock for that file, the protocol server MUST allow a protocol

client with a different schema lock identifier to get a shared lock for that file. The SchemalockID
attribute MUST be  specified in a cell subrequest if both of the following conditions are true :
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A The Coalesce attribute is set to true , and the protocol client holds a shared lock on the file. The
Coalesce attribute is defined in section 2.3.3.1.

A The cell subrequestis forup  loading binary file contents in a partition.

The string "29358EC1 -E813-4793 -8E70-ED0344E7B73C" has been reserved for use for this
attribute. <27>

ExclusiveLocklID: A string that serves as a un ique identifier for the type of exclusive lock on the file

when a cell subrequest with the Coalesce attribute set to true is requested. The Coalesce attribute is
defined in section 2.3.3.1. ExclusiveLockID is sent only if the protocol server supports file locking
and the celll subrequest is for the first time upload

Timeout:  An integer that specifies the time, in seconds, after which the exclusive lock on the file will
expire. The Timeout attribute MUST be set to a value rangin g from 60 through 120,000. The
Timeout attribute MUST be specified if the ExclusiveLockID attribute is specified.

BinaryDataSize: A long value that specifies the number of bytes of data in the SubRequestData
element of a cell subrequest. It MUST be present inthe SubRequestData element of a cell
subrequest. The BinaryDataSize attribute MUST be set to a value ranging from 1 through
9,223,372,036,854,775,807. It is ignored by the server. The SubRequestData element is defined in
section 2.2.3.9 .

If text is specified in the SubRequestData element, that text is base64 binary encoded data and

indicates if the cell subrequest is for the upload or download of data in a partition. This i s passed to
the component on the protocol server responsible for implementing the protocols as specified in MS -
FSSHTTPB] section 3.1.4.2and [MS  -FSSHTTPB] section 3.1.4.3.  The encoded data is opaque to the
protocol.

2.3.1.2 CellSubRequestType

The CellSubRequestType complex type contains information about acell subrequest .The
SubRequestType definition from which CellSubRequestType is extended is defined in section
2.24.5 .

<xs:complexT ype name="CellSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:CellSubRequestDataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required" fixed="Cell"
/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: A CellSubRequestDataType that specifies the data or input parameters needed

in processing the cell subrequest. If no SubRequestData element is specified in the cell subrequest,
the protocol server MUST process this as a no -operation instruction. CellSubRequestDataType is
defined insection 2.3.1.1 .

Type: A SubRequestAttributeType that specifies the type of subrequest. The Type attribute MUST
be set to "Cell" for a cell subrequest. SubRequestAttribute Type is defined in sec tion 2.2.5.11 .

2.3.1.3 CellSubResponseDataType

The CellSubResponseDataType complex type contains information requested as part of the
corresponding cell  subrequest
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<xs:complexType name="CellSubResponseDataType" mixed="true">
<xs:all>
<xs:element ref="i:Include" minOccurs="0" maxOccurs="1" />
</xs:all>
<xs:attributeGroup ref="tns:CellSubResponseDataOptionalAttributes" />
<xs:attribute name="LockType" type="tns:LockTypes" use="optional" />
</xs:complexType>

Include: A compl ex type, as specified in XOP10] section 2.1, that is used for encapsulating and

sending large amounts of binary data. The referenced Include element is specified in section 2231 .

As part of processing the cell subrequest, the referenced Include element MUST be sent as part of

the SubResponseData element in a cell storage service response message only if the cell subre quest

is for the download of a fileés binary or metadata contents
empty.

CellSubResponseDataOptionalAttributes: An attribute group that specifies the set of attributes

that is provided for a SubResponseData element whos e parent SubResponse el ement 6s mapping
SubRequest  element is a cell subrequest. CellSubResponseDataOptionalAttributes is defined in

section 2.3.3.2 .

LockType: A LockTypes that specifies the type o flock granted in a cell subresponse. LockTypes is
defined in section 2.2.5.9 . The LockType attribute MUST be set to "ExclusiveLock" in the cell

subresponse if the  ExclusiveLockID attribute is sen tin the cell subrequest and the protocol server is
successfully able to take an exclusive lock. The condition under which the ExclusiveLockID attribute
is sent in the cell subrequest is specified in section 2311 .

2.3.14 CellSubResponseType

The CellSubResponseType complex type contains information about the success or fai lure in
processing the cell  subrequest . In the case of success, it contains information requested as part of
the cell subrequest.  SubResponseType definition from which CellSubResponseType is extended is

defined in section 2.2.4.8 .

<xs:complexType name="CellSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:sequence>
<xs:el ement name="SubResponseData" type="tns:CellSubResponseDataType" minOccurs="0"
maxOccurs="1" />
<xs:element name="SubResponseStreamInvalid" minOccurs="0" maxOccurs="1" />
</xs:sequence>
</xs:extension>
<Ixs:complexContent>
<Ixs:comp lexType>

SubResponseData: A CellSubResponseDataType that specifies the file contents or specific file
metadata information provided by the protocol server that was requested as part of the cell
subrequest. CellSubResponseDataType is defined in section  2.3.1.3 .

SubResponseStreaminvalid: An empty element that indicates the binary data in the
SubResponseData is not valid because of a server race condition. The protocol client can retry the
request if it sees this error indication element.

2.3.15 CoauthSubRequestDataType

The CoauthSubRequestDataType complex type contains information about data or input
parameters used in processing a coauthoring subrequest . The SchemalockID attribute and the
CoauthRequestType attribute specified in the CoauthSubRequestDataOptionalAttributes
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attribute group MUST both be specified for a coauthoring subrequest. The SchemalockID attribute

and the CoauthRequestType attribute is specif ied as part ofthe  SubRequestData element

associated with a coauthoring SubRequest  element. CoauthSubRequestDataOptionalAttributes is
defined in section 2.3.3.3 . Ifthe CoauthRequestType attribute is not provided, an error code
SHOULD<28> be returned. If other attributes are not provided, an "InvalidArgument" error code

MUST be returned as part of the SubResponseData element associated with the coauthoring

subresponse.

<xs:complexType name="CoauthSubRequestDataType">

<xs:attributeGroup ref="tns:CoauthSubRequestDataOptionalAttributes" />

<xs:attribute name="ClientID" type="xs:string" use="required"/>

<xs:at tribute name="AllowFallbackToExclusive" type="xs:boolean" use="optional" />

<xs:attribute name="ReleaseLockOnConversionToExclusiveFailure" type="xs:boolean"
use="optional"/>

<xs:attribute name="SchemalockID" type="xs:string" use="required" />

<xs:attribute name="Timeout" type="xs:integer" use="optional" />

<xs:attribute name="ExclusiveLockID" type="xs:string" use="optional"/>
<I/xs:complexType>

CoauthSubRequestDataOptionalAttributes: An attribute group that specifies the set of attributes

thatis provided fora  SubRequestData element whose parent  SubRequest e | e me Aypd sttribute
is set to "Coauth". The attributes CoauthSubRequestDataOptionalAttributes is defined in section
2.3.3.3.

ClientID: A string that serves to uniquely identify each cl ient that has access to a shared lock on a
coauthorable file.  ClientiID MUST be specified on all types of coauthoring subrequests. The types of
coauthoring subrequest are defined in section 2.3.3.3.

AllowFallbackToExclusive: A Boolean value that specifies t 0 a protocol server whether a
coauthoring subrequest is allowed to fall back to an exclusive lock subrequest provided shared locking
on the file is not supported. When shared locking on the file is not supported:

A An AllowFallbackToExclusive attribute value  setto true indicatesthata coauthoring subrequest
is allowed to fall back to an exclusive lock subrequest.

A An AllowFallbackToExclusive attribute value set to false indicatesthata coauthoring
subrequest is not allowed to fall back to an exclusive lock subrequest.

The AllowFallbackToExclusive attribute is specified as part of a coauthoring subrequest of type

"Join coauthoring session". The types of coauthoring subrequest are defined in section 2.3.3.3.

ReleaseLockOnConversionToExclusiveFailure: A Boolea n value that specifies to the protocol
server whether the server is allowed to remove the ClientID  entry associated with the current client
in the File coauthoring tracker , provided that all of the following conditions are true:

A The type of coauthoring sub  request is "Convert to an exclusive lock".
A The conversion to an exclusive lock failed.

When all the preceding conditions are true, the following apply:

A A ReleaseLockOnConversionToExclusiveFailure attribute set to a value of true indicates that
the protocol server is allowed to remove the ClientID  entry associated with the current client in
the File coauthoring tracker

A A ReleaselLockOnConversionToExclusiveFailure attribute set to a value of false indicates that
the protocol server is not allowed to remove th e ClientID  entry associated with the current client
in the File coauthoring tracker

A A ReleaselLockOnConversionToExclusiveFailure attribute MUST be sent only when the
coauthoring subrequest  type is set to "Convert to exclusive lock". The types of coauthoring
subrequest are defined in section 2.3.3.3. The File coauthoring tracker is defined in section
3.1.1.
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SchemalockID: A string that is globally unique and known among all protocol clients that share the
same protocol version. The schema lock identifier is used by the protocol server to block other clients

with different schema identifiers. After a protocol client is able to get a shared lock for a file with a
specific schema lock identifier, the server MUST allow only other protocol clients that specify the same
schema lock identifier to share the file lock. The protocol server ensures that at any instant of time,

only cl ients having the same schema lock identifier can lock the file. After all the protocol clients have
released their lock for that file, the protocol server MUST allow a protocol client with a different

schema lock identifier to get a shared lock for that fi le. The SchemalockID attribute MUST be sent
on all types of coauthoring subrequests. The string "29358EC1 -E813-4793 -8E70-EDO0344E7B73C" has
been reserved for use for this attribute. <29>

Timeo ut: An integer that specifies the time, in seconds, after which the shared lock for that particular

file will expire for that specific protocol client. The Timeout attribute MUST be set to a value ranging

from 3,600 to 120,000. When the Timeout attribute i s set to a value ranging from 60 to 3600, the

server also returns success but sets Timeout to an implementation  -specific default value. When more

than one client is editing the file, the protocol server MUST maintain a separate timeout value for each

clientinthe File coauthoring tracker . The File coauthoring tracker is defined in section 3.1.1.

The clientb6s timeout on a shared lock for a file is refreshe
type, "Refresh coauthoring session". The Timeout attribute MUS T be sent in the following types of

coauthoring subrequests:

A Join coauthoring session
A Refresh coauthoring session
A Convert to exclusive lock

The types of coauthoring subrequests are defined in section 2.3.3.3.

ExclusiveLockID: A string that serves as a uniq ue identifier for the exclusive lock on the file when a
coauthoring request of type "Convert to exclusive lock" is requested. ExclusiveLockID MUST be sent
when the type of the coauthoring subrequest is "Convert to exclusive lock" or "Join coauthoring

session” and the  AllowFallbackToExclusive attribute is setto  true .

2.3.16 CoauthSubRequestType

The CoauthSubRequestType complex typ e contains information about a coauthoring subrequest
The SubRequestType definition from which CoauthSubRequestType is extended is defined in
section 2.2.4.5 .

<xs:complexType name="CoauthSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:CoauthSubRequestD ataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttribute Type" use="required"
fixed="Coauth" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: A CoauthSubRequestDataType that specifies the data or input parameters
needed for processing the coauthoring subrequest. CoauthSubRequestDataType is defined in
section 2.3.1.5 .

Type: A SubRequestAttributeType that specifie s the type of the subrequest. The Type attribute
MUST be set to "Coauth" for a coauthoring subrequest. SubRequestAttribute Type is defined in
section 2.2.5.11 .
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2.3.1.7 CoauthSubResponseDataType

The CoauthSubResponseDataType complex type contains information requested as part of the
corresponding coauthoring subrequest

<xs:complexType name="CoauthSubResponseDataType">

<xs:attribute name="LockType" type="tns:LockTypes" use="optional" />

<xs:attribute name="CoauthStatus" type="tns:CoauthStatusType" use="optional"/>

<xs:attribute name="TransitionID" type="tns:guid" use="optional"/>

<xs:attribute name="ExclusiveLockReturnReason" type="tns:ExclusiveLockReturnReasonTypes"
use="optional" />
<I/xs:complexType>

LockType: A LockTypes that specifies the type of lock granted in a coauthoring subresponse.

LockTypes s defined in section 2.2.5.9 .Ifthe ErrorCode attribute that is part o fthe SubResponse
element is set to a value of "Success", the LockType attribute MUST be specified in a coauthoring
subresponse that is generated in response to all of the following types of coauthoring subrequests:

A Join coauthoring session
A Refresh coauth oring session

The different types of coauthoring subrequests are defined in section 2333 .

CoauthStatus: A CoauthStatusType that specifies the coauthoring status in a coauthoring

subresponse. Th e CoauthStatusType is defined in section  2.2.5.1 .Ifthe ErrorCode attribute that is
part of the SubResponse elementis set to a value of "Success", CoauthStatus MUST be specified in
a coauthoring subresponse that is generated in response to all of the following types of coauthoring

subrequests:

A Join coauthoring session  <30>
A Refresh coauthoring sessi  on
A Get coauthoring status.

The different types of coauthoring subrequest are defined in section 2.3.3.3.

TransitionlD: A guid that specifies the unique file identifier stored for that file on the protocol server.

The guid type is defined in section 2.2.5.7 . TransitionID serves as an input parameter to the
IsOnlyClient web service request as specified in [MS - SHDACCW S] . The transition identifier MUST be
returned by a coauthoring subrequest of type "Join coauthoring session".

ExclusiveLockReturnReason: An ExclusiveLockReturnReasonTypes that specifies the reason
why an exclusive lock is granted in a coauthoring subrespo nse. ExclusiveLockReturnReasonTypes

is defined in section  2.2.5.5 . The ExclusiveLockReturnReason attribute MUST be specified in a
coauthoring subresponse that is generated in response to the JoinC oauthoring  type of coauthoring
subrequest whenthe  LockType attribute in the subresponse is set to "ExclusiveLock".

The types of coauthoring subrequests are defined in section 2.3.3.3.

2.3.1.8 CoauthSubResponseType

The CoauthSubResponseType complex type contains information about the success or failure in
processing the coauthoring subrequest . In the case of success, it contains coauthoring information
requested as part of the coauthoring subrequest. In the case of failure, the ErrorCode  attribute that
is part ofa SubResponse element specifies the error code result fo r this subrequest.  ErrorCode is
specified in section  2.2.4.8 . The SubResponseType definition from which

CoauthSubResponseType is extended is defined in section 2.2.4.8.

<xs:complexType name="CoauthSubResponseType">
<xs:complexContent>
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<xs:extension base="tns:SubResponseType">
<xs:seguence minOccurs="0" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:CoauthSubResponseDataType" />
</xs:sequence>
</xs:extension>
<Ixs:complexContent>
<I/xs:complexType>

SubResponseData: A CoauthSubResponseDataType that specifies coauthoring  -related

information provided by the protocol server that was requested as part of the coauthoring subrequest.
CoauthSubResponseD ataType is defined in section  2.3.1.7 . As part of processing the coauthoring
subrequest, the SubResponseData element MUST be sent as part of the SubResponse elementina
cell storage service respo  nse message only if the following condition is true:

A The ErrorCode attribute that is part of the SubResponse  element is set to a value of "Success".
The protocol server sets the value of the ErrorCode attribute to "Success" only if the protocol server
succ eeds in processing the coauthoring subrequest. ErrorCode s specified in section 2.2.4.8.

2.3.1.9 ExclusiveLockSubRequestDataType

The ExclusiveLockSubRequestDataType complex type contains information about data or input

parameters used in processing an exclusive lock subrequest . The Exclu siveLocklD  attribute and the
ExclusiveLockRequestType attribute specified in the

ExclusiveLockSubRequestDataOptionalAttributes attribute group MUST both be specified for an
exclusive lock subrequest. The ExclusiveLockID attribute and the  ExclusiveLockReque stType
attribute are specified as part of the SubRequestData element associated with an exclusive lock
SubRequest element. ExclusiveLockSubRequestDataOptionalAttributes is defined in section

2.3.3 .4.Ifthe ExclusiveLockRequestType attribute is not provided, an error code SHOULD <31> be
returned. If other attributes are not provided, an "InvalidArgument" error code MUST be returned as

part of the SubResponseData element associated with the exclusive lock subresponse.

<xs:complexType name="ExclusiveLockSubRequestDataType">
<xs:attributeGroup ref="tns:ExclusiveLockSubRequestDataOptionalAttributes"/>
<xs:attribute name="ClientID" type="xs:string" use="optional"/>
<xs:attribute name="SchemalockID" type="xs:string" use="optional" />
<xs:attribute name="Timeout" type="xs:integer" use="optional" />
<xs:attribute name="ExclusiveLockID" type="xs:s tring" use="required"/>
</xs:complexType>

ExclusiveLockSubRequestDataOptionalAttributes: An attribute group that specifies the set of
attributes that are provided only for a SubRequestData element whose parent ~ SubRequest
el e me Mypéd sttribute issetto  "ExclusiveLock".
ExclusiveLockSubRequestDataOptionalAttributes is defined in section 2.3.3.4.

ClientID: A string that serves to uniquely identify each client that has access to a shared a lock on a
coauthorable file.  ClientlD MUST be specified when the exc  lusive lock subrequest has an
ExclusiveLockSubRequestType attribute set to "ConvertToSchemalLock” or
"ConvertToSchemaJoinCoauth". ExclusiveLockSubRequestType specifies the different types of
exclusive lock subrequest and is defined in section 2.3.3.4.

Sche malLockID: A string that is globally unique and known among all the protocol clients that share

the same protocol version. The schema lock identifier is used by the protocol server to block other

clients that have different schema identifiers. After a proto col client is able to get a shared lock for a

file with a specific schema lock identifier, the server MUST allow only other protocol clients that specify

the same schema lock identifier to share the file lock. The protocol server ensures that at any instan t
in time, only clients having the same schema lock identifier can lock the document. After all the

protocol clients have released their lock for that file, the protocol server MUST allow a protocol client
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with a different schema lock identifier to geta s hared lock for that file. The SchemalockID attribute
MUST be sent when the exclusive lock subrequest has an ExclusiveLockSubRequestType attribute
set to "ConvertToSchemalock" or "ConvertToSchemaJoinCoauth". ExclusiveLockSubRequestType
specifies the differe  nt types of exclusive lock subrequests and is defined in section 2.3.3.4. The string
"29358EC1 -E813-4793 -8E70-ED0344E7B73C" has been reserved for use for this attribute. <32>

Timeout:  Aninte ger that specifies the time, in seconds, after which the exclusive lock for that

particular file will expire for that specific protocol client. The Timeout attribute MUST be set to a value
ranging from 60 to 120,000. The Timeout attribute MUST be sent when an exclusive lock subrequest
is one of the following types:

A Getlock

A Refresh lock

A Convert to schema lock

A Convert to schema lock with coauthoring transition tracked

The types of exclusive lock subrequest are defined in section 2.3.3.4.

ExclusiveLockID: A string that serves as a unique identifier for the exclusive lock on the file when an
exclusive lock is requested. ExclusiveLockID MUST be specified on all types of exclusive lock
subrequests.

2.3.1.10 ExclusiveLockSubRequestType

The ExclusiveLockSubRequestType complex type contains information about an exclusive lock
subrequest . The SubRequestType definition from which ExclusiveLockSubRequestType is
extended is defined in section 2245 .

<xs:complexType name="ExclusiveLockSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:ExclusiveLockSubRequestDataType" / >
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required"
fixed="ExclusiveLock" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: An ExclusiveLockSubRequestDataType that speci fies the data or input
parameters needed for processing the exclusive lock subrequest.

ExclusiveLockSubRequestDataType is defined in section  2.3.1.9 .

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "ExclusiveLock" for an exclusive lock subrequest. SubRequestAttributeType is

defined in section 2.2.5.11 .

23111 ExclusiveLockSubResponseDat aType
The ExclusiveLockSubResponseDataType complex type contains information request ed as part of
the corresponding exclusive lock subrequest

<xs:complexType name="ExclusiveLockSubResponseDataType">
<xs:attribute name="CoauthStatus" type="tns:CoauthStatusType" use="option al'/>
<xs:attribute name="TransitionID" type="tns:guid" use="optional"/>
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</xs:complexType>

CoauthStatus: A CoauthStatusType that specifies the coauthoring status in an exclusive lock
subresponse. CoauthStatusType is defined in section  2.2.5.1 . CoauthStatus MUST be specified only
in an exclusive lock subresponse that is generated in response to an exclusive lock subrequest of type

"Convert to schema lock with coauthoring transition tracked" if t he ErrorCode attribute that is part of
the SubResponse elementis set to a value of "Success". The types of exclusive lock subrequest are

defined in section 2.3.3.4 .

TransitionlD: A guid that specifies the unique file identifier for that file in the protocol server. The

guid type is defined in section 2.2.5.7 . TransitionID MUST be returned as part of the response for an
exclusive lock subrequest of type "Convert to Schema lock with coauthoring transition tracked" if the
ErrorCode  attribute that is part of the SubResponse  element is set to a value of "Success".
TransitionID serves as an input parameter to the IsOnlyClient web servi ce request as specified in
[MS - SHDACCWS] .

23112 ExclusiveLockSubResponseType
The ExclusiveLockSubResponseType complex type contains information about the success or
failure in processing the exclusive lock subrequ est . In the case of success, it contains information
requested as part of the exclusive lock subrequest. In the case of failure, the ErrorCode attribute that
is partofa SubResponse element specifies the error code result for this subrequest. ErrorCode is
specified in section  2.2.4.8 . The SubResponseType definition from which
ExclusiveLockSubResponseType is extended is defined in section 2.2.4.8.

<xs:complexType name="ExclusiveLockSubResponseType" >

<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:ExclusiveLockSubResponseDataType" />
</xs:sequence>
<Ixs:extension>
</xs:complexContent>

</xs:complexType>

SubResponseData: An ExclusiveLockSubResponseDataType that specifies exclusive lock 7 related
information provided by the protocol server that was requested as part of the exclusive lock

subrequest. ExclusiveLockSubRespon seDataType is defined in section 2.3.1.11 .

2.3.1.13 SchemalockSubRequestDataType

The SchemalockSubRequestDataType complex type contains information about data or input

parameters used in processing a schema lock subrequest . The SchemalLockID attribute and the
SchemalockRequestType attribute specified in the

SchemalockSubRequestDataOptionalAttributes attribute group MUST both be specified for a

schema lock subrequest. The SchemalockID attribute and the SchemalockRequestType att ribute
are specified as part of the SubRequestData element associated with a schema lock SubRequest
element. SchemalockSubRequestDataOptionalAttributes is defined in section  2.3.3.5 . Ifthe
Schema LockRequestType attribute is not provided, an error code SHOULD <33>_ be returned. If

other attributes are not provided, an "InvalidArgument" error code MUST be returned as part of the
SubResp onseData element associated with the schema lock subresponse.

<xs:complexType name="SchemalLockSubRequestDataType">
<xs:attributeGroup ref="tns:SchemalLockSubRequestDataOptionalAttributes"/>
<xs:attribute name="ClientID" type="xs:string" use="optiona I"/>
<xs:attribute name="AllowFallbackToExclusive" type="xs:boolean" use="optional" />
<xs:attribute name="ReleaseLockOnConversionToExclusiveFailure" type="xs:boolean"
use="optional"/>
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<xs:attribute name="SchemalockID" type="xs:string" use="req uired" />

<xs:attribute name="Timeout" type="xs:integer" use="optional" />

<xs:attribute name="ExclusiveLockID" type="xs:string" use="optional"/>
<I/xs:complexType>

SchemalockSubRequestDataOptionalAttributes: An attribute group that specifies the se t of
attributes that are provided only for a SubRequestData element whose parent ~ SubRequest
el e me AMypd sttribute is set to "SchemalLock". SchemalockSubRequestDataOptionalAttributes

is defined in section 2.3.3.5.

ClientID: A string that serves to uniquel y identify each client that has access to a shared lock on a
coauthorable file.  ClientiD MUST be specified on all types of schema lock subrequests. The different
types of schema lock subrequest are defined in section 2.3.3.5.

AllowFallbackToExclusive: A Boolean value that specifies to a protocol server whether a schema
lock subrequest is allowed to fall back to an exclusive lock subrequest provided that shared locking on
the file is not supported. When shared locking on the file is not supported:

A An AllowFa llbackToExclusive attribute value set to true indicates that a schema lock
subrequest is allowed to fall back to an exclusive lock subrequest.
A An AllowFallbackToExclusive attribute value set to false indicatesthata schema lock

subrequest is not allowed to fall back to an exclusive lock subrequest.

The AllowFallbackToExclusive attribute is specified as part of a schema lock subrequest of type
"Get Lock". The types of schema lock subrequest are defined in section 2.3.3.5.

ReleaseLockOnConv ersionToExclusiveFailure: A Boolean value that specifies to the protocol
server whether the server is allowed to remove the ClientID  entry associated with the current client
in the File coauthoring tracker , provided that all of the following conditions are true:

A The type of the schema lock subrequest is "Convert to an Exclusive Lock".
A The conversion to an exclusive lock failed.

When all the preceding conditions are true, the following apply:

A A ReleaseLockOnConversionToExclusiveFailure attribute set to a value of true indicates that
the protocol server is allowed to remove the ClientID  entry associated with the current client in
the File coauthoring tracker

A A ReleaseLockOnConversionToExclusiveFailure attribute set to a value of false indicates that
the protocol server is not allowed to remove the ClientID  entry associated with the current client

in the File coauthoring tracker

The ReleaseLockOnConversionToExclusiveFailure attribute MUST be sent only when the schema
lock subrequest type  is set to "Convert to exclusive lock”. The types of schema lock subrequests are
defined in section 2.3.3.5. The File coauthoring tracker is defined in section  3.1.1 .

SchemalockID: A string thati s globally unique and known among all protocol clients that share the

same protocol version. The schema lock identifier is used by the protocol server to block other clients

that have different schema identifiers. After a protocol client is able to geta s hared lock for a file with
a specific schema lock identifier, the server MUST allow only other protocol clients that specify the

same schema lock identifier to share the file lock. The protocol server ensures that at any instant in

time, only clients havin g the same schema lock identifier can lock the file. After all the protocol clients

have released their lock for that file, the protocol server MUST allow a protocol client with a different

schema lock identifier to get a shared lock for that file. The Sch emalLockID  attribute MUST be sent
on all types of schema lock subrequests. The string "29358EC1 -E813-4793 -8E70 -ED0344E7B73C" has
been reserved for use for this attribute. <34>

Timeout:  Aninte ger that specifies the time, in seconds, after which the shared lock for that particular
file will expire for that specific protocol client. The Timeout attribute MUST be set to a value ranging
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from 3,600 to 120,000. When the Timeout is set to a value rang ing from 60 to 3600, the server also
returns success but sets the Timeout to an implementation -specific default value. When more than
one client is editing the file, the protocol server MUST maintain a separate timeout value for each

cl i ent . Thieeoatlon assmtedlsck for a file is refreshed by sending a schema lock subrequest

of type "Refresh lock". The Timeout attribute MUST be specified in all of the following types of

schema lock subrequests:

A Getlock
A Refresh lock
A Convert to exclusive lock

The types of schema lock subrequests are defined in section 2.3.3.5.

ExclusiveLockID: A string that serves as a unique identifier for the exclusive lock on the file when a

schema lock subrequest of type "Convert to exclusive lock" is requested. ExclusiveLock ID MUST be
specified when the type of the schema lock subrequest is "Convert to exclusive lock" or "Get lock" and

the AllowFallbackToExclusive attribute is setto  true .

23.1.14 SchemalockSubRequestType

The SchemalockSubRequestType complex type contains information about a schema lock

subrequest . The SubRequestType definition from which Schemal ockSubRequestType is

extended is defined in section 2.245 .

<xs:complexType name="SchemalLockSubRequestType">
<xs:complexContent>
<xs:extension base= "tns:SubRequestType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:SchemalLockSubRequestDataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttribute Type" use="required"
fixed="Sch emalock" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: A SchemalLockSubRequestDataType that specifies the data or input
parameters needed for processing the schema lock subrequest. SchemalockSubRequestDataType
is defined in section  2.3.1.13 .

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "Schemalock" for a schema lock subrequest. SubRequestA ttributeType is defined in
section 2.2.5.11 .

2.3.1.15 SchemalockSubResponseDataType

The SchemalockSubResponseDataType complex type contains information requested as part of
the corresponding schema lock subrequest

<xs:complexType name=  "SchemalockSubResponseDataType">

<xs:attribute name="LockType" type="tns:LockTypes" use="optional" />

<xs:attribute name="ExclusiveLockReturnReason" type="tns:ExclusiveLockReturnReasonTypes"
use="optional" />
</xs:complexType>

LockType: A LockTypes that specifies the type of lock granted in a schema lock subresponse.
LockTypes is defined in section 2.2.5.9 .Ifthe ErrorCode attribute that is part of the SubResponse
element is set to a value of "Success"”, LockType MUST be specified in a schema lock subresponse
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that is generated in response to a schema lock subrequest of type "Get lock" or "Refresh lock". The
types of schema lock subrequests are defined in section 2335 .

ExclusiveLockReturnReason: An ExclusiveLockReturnReasonTypes that specifies the reason
why an exclusive lock is granted in a schema lock subresponse. ExclusiveLockReturnReasonTypes
is defined in section  2.2.5.5 . The ExclusiveLockReturnReason attribute MUST be specified in a
schema lock subresponse that is generated in response to a schema lock subrequest of type "Get lock”

when the LockType attribute inthe s  ubresponse is set to "ExclusiveLock". The types of schema lock
subrequests are defined in section 2.3.3.5.

2.3.1.16 Schemal.ockSubResponseType

The SchemalLockSubResponseType complex type contains information about the success or failure

in processing the schema lock subrequest . In the case of success, it cont ains information requested
as part of the schema lock subrequest. In the case of failure, the ErrorCode  attribute that is part of a
SubResponse  element specifies the error code result for this subrequest. ErrorCode s specified in
section 2.2.4.8 . The SubResponseType definition from which SchemalockSubResponseType is
extended is defined in section 2.2.4.8.

<xs:complexType name="SchemalLockSubResponseType">
<xs:complexContent>
<xs:extension base=" tns:SubResponseType'">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:SchemalLockSubResponseDataType" />
<Ixs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubResponseData: A Schemalock SubResponseDataType that specifies schema lock 1 related
information provided by the protocol server that was requested as part of the schema lock subrequest.
SchemalockSubResponseDataType is defined in section ~ 2.3.1.15 .

2.3.1.17 ServerTimeSubRequestType

The ServerTimeSubRequestType complex type contains information about a server time

subrequest . The SubRequestType definition from which ServerTimeSubRequestType is extended
is defined in section  2.2.4.5 . The SubRequestData element is not contained in a SubRequest

element of type  ServerTimeSubRequestType

<xs:complexType name="ServerTimeSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required"
fixed="ServerTime" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

Type: A SubRequestAttributeType that specifies the  type of subrequest. The Type attribute MUST
be set to "ServerTime" for a server time subrequest. SubRequestAttribute Type is defined in section
22511 .
2.3.1.18 ServerTimeSubResponseDataType
The ServerTimeSubResponseDataType complex type contains server time T specific information
requested as part  of the corresponding server time subrequest
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<xs:complexType name="ServerTimeSubResponseDataType">
<xs:attribute name="ServerTime" type="xs:positivelnteger" use="optional"/>
<Ixs:complexTyp e>

ServerTime: A positive integer that specifies the server time, which is expressed as a tick count. A

single tick represents 100 nanoseconds, or one ten -millionth of a second. ServerTime  specifies the
number of 100 -nanosecond intervals that have elapsed since 00:00:00 on January 1, 0001, which
SHOULD<35> be Coordinated Universal Time (UTC) . If the request for server time information

from the server is successful, the ServerTime  attribute MUST be specified in a server time

subresponse that is generated in response to a server time subrequest.

2.3.1.19 ServerTimeSubResponseType

The ServerTimeSubResponseType complex type contains information about the success or failure

in processing the server time subrequest . In the case of success, it contains information requested

as part of a server time subrequest. In the case of failure, the ErrorCode  attribute that is part of a
SubResponse  element speci fies the error code result for this subrequest. ErrorCode s specified in
section 2.2.4.8 . The SubResponseType definition from which ServerTimeSubResponseType is
extended is defined in section 2.2 4.8.

<xs:complexType name="ServerTimeSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:ServerTimeSubResponseDataType"/>
<Ixs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubResponseData: A ServerTimeSubResponseDataType that specifies server time i specific
information provided by the protocol server that was requested as part of the server time subrequest.
ServerTimeSubResponseDataType is defined in section  2.3.1.18 .

2.3.1.20 WhoAmISubRequestType

The WhoAmISubRequestType complex type contains information about Who Am | subrequest

The SubRequestType definition from which WhoAmISubRequestType is extended is defined in

section 2.2.4.5 . The SubRequestData element is not contained in a SubRequest  element of type,
WhoAmISubRequestType

<xs:complexType name="WhoAmISubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required"
fixed="WhoAml" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

Type: A SubRequestAttributeT ype that specifies the type of subrequest. The Type attribute MUST
be set to "WhoAml" for a Who Am | subrequest. SubRequestAttribute Type is defined in section
2.25.11 .
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23121 WhoAmISubResponseDataType

The WhoAmISubResponseDataType complex type contains client  -specific information requested as
part of the ¢ orresponding WhoAml subrequest

<xs:complexType name="WhoAmISubResponseDataType">
<xs:attributeGroup ref="tns:WhoAmISubResponseDataOptionalAttributes"/>
</xs:complexType>

WhoAmISubRespo nseDataOptionalAttributes: An attribute group that specifies the set of

attributes that are provided for a SubResponseData element whose parent  SubResponse el ement 6 s
mapping SubRequest elementisa WhoAml subrequest.

WhoAmISubResponseDataOptionalAttributes is defined in section  2.3.3.6 .

2.3.1.22 WhoAmISubResponseType

The WhoAmISubResponseType complex type contains information about the success or failure in
processinga WhoAml subrequest . Inthe case of success, it contains information requested as part

of WhoAml  subrequest. In the case of failure, the ErrorCode  attribute that is part of a

SubResponse  element specifies the error code result for this subrequest. ErrorCode is specified in
section 2.2. 4.8 . The SubResponseType definition from which WhoAmISubResponseType is
extended is defined in section 2.2.4.8.

<xs:complexType name="WhoAmISubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:seguence minOccurs=" 0" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:WhoAmISubResponseDataType"/>
</xs:sequence>
</xs:extension>
<Ixs:complexContent>
</xs:complexType>

SubResponseData: A WhoAmISubResponseDataType that specifies client  -specific information
provided by the protocol server that was requested as part of the WhoAml  subrequest.
WhoAmISubResponseDataType is defined in section  2.3.1.21 . Asparto fprocessingthe WhoAml
subrequest, the  SubResponseData element MUST be sent as part of the SubResponse elementin a
cell storage service response message only if the following condition is true:

A The ErrorCode attribute that is part of the SubResponse  elem entis set to a value of "Success".

The protocol server sets the value of the ErrorCode  attribute to "Success" only if the protocol server
succeeds in processing the  WhoAml  subrequest. ErrorCode s specified in section 2.2.4.8.

2.3.1.23 EditorsTableSubRequestDataTy pe

The EditorsTableSubRequestDataType complex type contains information about data or input

para meters used in processing an editors table subrequest . The ClientlD attribute and the
EditorsTableRequestType attribute specified in the

EditorsTableSubRequestDataOptionalAttributes attribute gr oup MUST both be specified for an
editors table subrequest. ClientlD and EditorsTableRequestType are specified as part of the
SubRequestData element associated with an editors table SubRequest  element.
EditorsTableSubRequestDataOptionalAttributes is defined in section  2.3.3.7 . If the specified
attributes are not provided, an "InvalidArgument" error code MUST be returned as part of the
SubResponseData element associated with the editors ta ble subresponse.

<xs:complexType name="EditorsTableSubRequestDataType" mixed="true">
<xs:attributeGroup ref="tns:EditorsTableSubRequestDataOptionalAttributes"/>
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<xs:attribute name="ClientID" type="xs:string" use="required"/>

<xs:attribute name= "AsEditor" type="xs:boolean" use="optional" />

<xs:attribute name="Timeout" type="xs:integer" use="optional" />

<xs:attribute name="Key" type="xs:string" use="optional" />

<xs:attribute name="Value" type="xs:base64Binary" use="optional" />
</xs :complexType>

EditorsTableSubRequestDataOptionalAttributes: An attribute group that specifies the set of
attributes that are provided only for a SubRequestData element whose parent  SubRequest
el e me Mypé sttribute is set to "EditorsTable". EditorsTableS  ubRequestDataOptionalAttributes

is defined in section 2.3.3.7.

ClientID: A string that serves to uniquely identify each client that has access to an editors table on a
coauthorable file.  ClientID MUST be specified on all types of editors table subrequests. The different
types of editors table subrequest are defined in section 2.3.3.7.

AsEditor: A Boolean value that specifies to the server whether the protocol client is opening the

document as an editor or as a reader. The server MUST NOT allow a user with r ead -only access to join
the editing session as a reader. The AsEditor attribute MUST be specified in all of the following types

of editors table subrequests:

A Join editing session
A Refresh editing session
The types of editors table subrequests are defined in section 2.3.3.7.

Timeout:  An integer that specifies the time, in seconds, after which the editors table entry for that

particular file will expire for that specific protocol client. The Timeout attribute MUST be set to a value

ranging from 3,600 to 120,00 0. When the Timeout is set to a value ranging from 60 to 3600, the

server also returns success but sets the Timeout to an implementation - specific default value. When

more than one client is editing the file, the protocol server MUST maintain a separate tim eout value

for each client. The clientés timeout on an editors table en
editors table subrequest of type "Refresh editing session”. The Timeout attribute MUST be specified in

all of the following types of editors ta ble subrequests:

A Join editing session
A Refresh editing session
The types of editors table subrequests are defined in section 2.3.3.7.

Key: A string that specifies a unique key in an arbitrary key/
the length for  Key is limited to 64 bytes and at most 4 key/value pairs can be associated with a given

editor. The server stores this key/value pair for that particular file for that specific protocol client.

These pairs are visible to other clients editing or reading the same document. The  Key attribute MUST

be specified in all of the following types of editors table subrequests:

A Update Editor Metadata
A Remove Editor Metadata
The types of editors table subrequests are defined in section 2.3.3.7.

Value: A binary value that is associated with a key in an arbit:
The length for  Value is limited to 1024 bytes. The server stores this key/value pair for that particular

file for that specific protocol client. These pairs are visible to other clients editing or reading the same

document. The text of the SubRequestData element MUST be specified in an EditorsTable  (section

3.1.4.8 ) subrequest type of "Update Editor Metadata". This text is base64 binary encoded data and

indicates the value of the Value attribute.
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The types of EditorsTable  subrequests are defined in section 2.3.3.7.

23124 EditorsTableSubRequestType
The EditorsTableSubRequestType complex type contains information about an editors table
subrequest . The SubRequestType definition from which WhoAmISubRequestType is extended is

defined in section 2.2.4.5 .

<xs:complexType name="  EditorsTableSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:seguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:EditorsTableSubRequestDataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttribute Type" use="required"
fixed="EditorsTable" />
</xs:extension>
</xs:complexContent>
<I/xs:complexType>

SubRequestData: An EditorsTableSubRequestDataType that specifies the data or input
parameters needed for proces  sing the editors table subrequest. EditorsTableSubRequestDataType
is defined in section  2.3.1.23 .

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "EditorsTable" for an editors table subrequest. SubRequestAttribute Type is defined
in section 2.2.5.11 .

2.3.1.25 EditorsTableSubResponseType

The EditorsTableSubResponseType complex type contains information about the success or failure

in processing an  EditorsTable  (section 3.1.4.8 ) subrequest . Inthe case of failure, the ErrorCode
attribute that is part of a SubResponse  element specifies the error code resu It for this subrequest.
The ErrorCode attribute is specified in section 2.2.4.8 . The SubResponseType definition from which
EditorsTableSubResponseType is extended is defined in section 2.2.4.8.

<xs:complexType name="EditorsTableSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:seqguence minOccurs="0" maxOccurs="1">
<xs:element name="SubResponseData">
<xs:complexType>
<xs:complexContent>
<xs:restriction base="xs:anyType"/>
<Ixs:complexContent>
</xs:complexType>
<I/xs:element>
<Ixs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubResponseData: It MUST be an empty element without any attributes. As part of processing the
EditorsTable  subrequest, the SubResponseData element MUST be sent as part of the

SubResponse  element in a cell storage service response message only if the follo wing condition is
true:

A The ErrorCode attribute that is part of the SubResponse  element is set to a value of "Success".
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The protocol server sets the value of the ErrorCode  attribute to "Success" only if the protocol server
succeeds in processing the editor s table subrequest.  ErrorCode s specified in 2.2.4.8.

2.3.1.26 GetDocMetalnfoSubRequestType

The GetDocM etalnfoSubRequestType complex type contains information about a

GetDocMetalnfo subrequest . The SubRequestType definition from which
GetDocMetalnfoSubRequestType is extended is defined in section 2.2.4.5 . The SubRequestData

element is not contained in a SubRequest element of type  GetDocMetalnfoSubRequestType

<xs:complexType name="GetDocMetalnfoSubRequest Type">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required"
fixed="GetDocMetalnfo" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

Type : A SubRe questAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "GetDocMetalnfo" for a Get Doc Meta Info subrequest. SubRequestAttribute Type is
defined in section 2.2.5.11 .

2.3.1.27 GetDocMetalnfoSubResponseDataType
The GetDocMetalnfoSubResponseDataType complex type contains no additional data beyond the
SubResponseDataGenericType that it extends.  SubResponseDataGenericType is defined in

section 2.2.4.6 .

<xs:complexType name="GetDocMetalnfoSubResponseDataType">
<xs: sequence>
<xs:element name="DocProps" type="tns:GetDocMetalnfoPropertySetType"/>
<xs:element name="FolderProps" type="tns:GetDocMetalnfoPropertySetType"/>
</xs:sequence>
</xs:complexType>

DocProps: Anelement of type  GetDocMetalnfoPropertyS etType (section 2.3.1.28 ) that specifies
metadata properties pertaining to the server file.

FolderProps:  Anelement oftype  GetDocMetalnfoPropertySetType (section 2.3.1.28) that
specifies metadata properties pertaining to the parent directory of the server file.

2.3.1.28 GetDocMetalnfoPropertySetType

The GetDocMetalnfoPropertySetType complex type contains a sequence of Property  elements to
describe the set of metainfo related to the file.

<xs:complexType name="GetDocMetalnfoPropertySetType">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:element name="Property" type="tns:GetDocMetalnfoPropertyType"/>
</xs:sequence>
</xs:complexType>

Property : A given metainfo property. GetDocMetalnfoPropertyType is defined in section  2.3.1.29 .
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2.3.1.29 GetDocMetalnfoProperty Type

The GetDocMetal nfoPropertyType complex type contains a metainfo key/value pair that is related
either to the file against which the request is made or its parent directory as part of the corresponding
GetDocMetalnfo subrequest

<xs:complexType name="GetDocMetalnfoPropertyType">
<xs:attribute name="Key" type="xs:string" use="required"/>
<xs:attribute name="Value" type="xs:string" use="required"/>
</xs:complexType>

Key : A string as specified in MS - FPSE] section 2.2.4 that describes the metainfo described in this
property.

Value : A string as specified in [MS -FPSE] section 2.2.4 that describes the value of this property.

2.3.1.30 GetDocMe talnfoSubResponseType

The GetDocMetalnfoSubResponseType complex type contains information abo ut the success or
failure in processing  GetDocMetalnfo subrequest . In the case of success, its child elements contain
information requested as part of the GetDocMetalnfo subrequest. In the case of failure, the
ErrorCode  attribute that is part of a SubResponse  element specifies the error code result for this
subrequest. The ErrorCode attribute is specified in section 2.2.4.8 . SubResponseType is defined in
section 2.2.4.8.

<xs:complexType name="GetDocMetalnfoSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:sequence minOccurs="0" maxOccurs="1">
<xs:element name="SubResponse Data" type="tns:GetDocMetalnfoSubResponseDataType"/>
<Ixs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubResponseData  : A GetDocMetalnfoSubResponseDataType whose child nodes contain
information provided by the pro tocol server that was requested as part of the GetDocMetalnfo
subrequest. As part of processing the GetDocMetalnfo subrequest, the  SubResponseData element
MUST be sent as part of the SubResponse  element in a cell storage service response message only if

th e following condition is true:

A The ErrorCode attribute that is part of the SubResponse  element is set to a value of "Success".
The protocol server sets the value of the ErrorCode  attribute to "Success" only if the protocol server
succeeds in processing the  GetDocMetalnfo subrequest. The ErrorCode  attribute is specified in

section 2.2.4.8.

23131 GetVersionsSubRequestType

The GetVersionsSubRequestType complex type contains information about the GetVersions
subrequest . The SubRequestType definiti on from which  GetVersionsSubRequestType is
extended is defined in section 2245 .

<xs:complexType name="GetVersionsSubRequestType">

<xs:complexContent>
<xs:extension base="tns:SubRequestTy pe">
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<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required"
fixed="GetVersions" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "GetVersions" for a Get Versions subrequest. SubRequestAttributeType is defined in
section 2.2.5.11 .

2.3.1.32 GetVersionsSubResponseType

The GetVersionsSubResponseType complex type contains information about the success or failure

in processing the  GetVersions  subrequest . In the case of success, it contains information requested

as part of the GetVersions  subrequest. In the case of failure, the ErrorCode  attribute that is part of

a SubResponse  element specifies the error code resul t for this subrequest. ErrorCode s specified in
section 2.2.4.8 . The SubResponseType definition from which GetVersionsSubResponseType is
extended is defined in section 2.2.4.8.

<xs:complexType na  me="GetVersionsSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:seguence minOccurs="0" maxOccurs="1">
<xs:element ref="tns:GetVersionsResponse"/>
<Ixs:sequence>
</xs:extension>
</xs:comple xContent>
</xs:complexType>

GetVersionsResponse: An element that specifies information about a file's versions, as specified in
MS -VERSS] section 3.1.4.3.2.2.

2.3.1.33 FileOperationSub RequestDataType

The FileOperationSubRequestDataType complex type contains information about data or input
parameters used in processing a file operation subrequest . The FileOperation attribute specified in
the FileOperationSubRequestDataOptionalAttributes attribute group (section 2.3.3.8 ) MUST be
specified for a file operation subrequest. The FileOperation attribute is specified as part of the
SubRequestData element associated with a file operation SubRequest  element. If the

FileOperation attribute is not provided, an error code SHOULD <36>__ be returned. If other attributes

are not provided, an "InvalidArgument” error code MUST be returned as part of the
SubRespo nseData element associated with the file operation subresponse.

<xs:complexType name="FileOperationSubRequestDataType">
<xs:attributeGroup ref="tns:FileOperationSubRequestDataOptionalAttributes"/>
<xs:attribute name="NewFileName" type="xs:string" use="optional" />
<xs:attribute name="ExclusiveLockID" type="xs:string" use="optional"/>
</xs:complexType>

FileOperationSubRequestDataOptionalAttributes: An attribute group that specifies the set of
attr ibutes that are provided only for a SubRequestData element whose parent  SubRequest
el e me Mypd sttribute is set to "FileOperation”.

FileOperationSubRequestDataOptionalAttributes is defined in section 2.3.3.8.
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NewFileName: A string that specifies a new n ame for the file on the server. This string MUST only
contain a valid filename, with no relative path. The NewFileName  attribute MUST be sent only when
the file operation subrequest has a FileOperationSubRequestType attribute set to "Rename".

ExclusiveLock ID: A string that serves as a unique identifier for the exclusive lock on the file at the

time the file operation request is executed. This parameter is used to validate that the file operation

can be performed even though the file is under exclusive lock. The ExclusiveLockID attribute can be
optionally sent only when the file operation subrequest has a FileOperationSubRequestType

attribute set to "Rename”.

23.1.34 FileOperationSubRequestType

The FileOperationSubRequestType complex type contains information about a file operation
subrequest . The SubRe questType definition, from which FileOperationSubRequestType is
extended, is defined in section 2.2.4.5 .

<xs:complexType name="FileOperationSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:FileOperationSubRequestDataType" />
<Ixs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAtt ributeType" use="required"
fixed="FileOperation" />
</xs:extension>
<Ixs:complexContent>
</xs:complexType>

SubRequestData: A FileOperationSubRequestDataType that specifies the data or input

parameters needed for processing the file operation subreq uest.

FileOperationSubRequestDataType is defined in section 2.3.1.33.

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "FileOperation" for a file operation subrequest. SubRequestAttributeType is d efined

in section 2.2.5.11 .

2.3.1.35 FileOperationSubResponseType

The FileOperationSubResponseType complex type contains information about the success or failure

in processing the file operation subrequest . In the case of success, it contains infor mation requested
as part of a file operation subrequest. In the case of failure, the ErrorCode attribute that is part of a
SubResponse  element specifies the error code result for this subrequest. ErrorCode s specified in
section 2.2.4.8 . The SubResponseType definition from which FileOperationSubResponseType is
extended is defined in section 2.2.4.8.

<xs:complexType name="FileOperationSubResponseType">
<xs:complexContent>
<xs:extension base=" tns:SubResponseType'">
<xs:element name="SubResponseData"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

The SubResponseData element is empty in a SubResponse  element of type
FileOperationSubRequestType
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2.3.1.36 VersioningSubRequestDataType

The Versio ningSubRequestDataType complex type contains information about data or input
parameters used in processing a versioning subrequest

<xs:complexType name="VersioningSubRequestDataType">
<xs: attributeGroup ref="tns:VersioningSubRequestDataOptionalAttributes"/>
<xs:attribute name="Version" type="tns:FileVersionNumberType" use="optional"/>
</xs:complexType>

VersioningSubRequestDataOptionalAttributes: An attribute group that specifies the se t of
attributes that are provided only for a SubRequestData element whose parent ~ SubRequest
el e me Mypéd sttribute is set to "Versioning". VersioningSubRequestDataOptionalAttributes is

defined in section 2.3.3.9 .

Version: A FileVersionNumberType that serves to uniquely identify a version of a file on the
server. FileVersionNumberType is defined in section  2.2.5.15 . Version MUST be specif ied when the
versioning subrequest has a VersioningSubRequestType attribute set to "RestoreVersion". The

types of versioning subrequest are defined in section 2.3.3.9.

2.3.1.37 VersioningSubRequestType
The VersioningSubRequestType complex type contains information about a versioning
subrequest . The SubRequestType  definition from which  VersioningSubRequestType is extended

is defined in section  2.2.45 .

<xs:complexType name="VersioningSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:VersioningSubRequestDataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttrib uteType" use="required"
fixed="Versioning" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: A VersioningSubRequestDataType that specifies the data or input parameters
needed for processing the versioning subrequest. Version ingSubRequestDataType is defined in
section 2.3.1.36

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "Versioning" for a versioning subr equest. SubRequestAttributeType is defined in
section 2.2.5.11 .

2.3.1.38 VersioningSubResponseDataType
The VersioningSubResponseDataType complex type contains no additional data beyond the
SubResponseDataGenericType that it extends.  SubResponseDataGenericType is defined in

section 2.2.4.6 .

<xs:complexType name="VersioningSubResponseDataType">

<xs:element name="UserTable" type="tns:VersioningUserTableType"/>
</xs:sequence>
<xs:element name="Versions" type="tns:VersioningVersionListType"/>

78 | 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



<Ixs:sequence>
</xs:complexType>

UserTable:  Anelement oftype  VersioningUserTableType (sectio n 2.3.1.40 ) that specifies data for
the users represented in the version list. The UserTable element MUST be included in the response if
the SubResponseType of the parent VersioningSubResponseType is of type "GetVersionList."

Versions: An element of type  VersioningVersionListType (section 2.3.1.41 ) that specifies the list
of versions of this file that exist on the server. The Versions element MUST be included in the
response if the SubResponseType of the parent VersioningSubResponseType is of type
"GetVersionList."

2.3.1.39 VersioningSubResponseType

The VersioningSubResponseType complex type contains information about the success or failure in
processing the versioning subrequest . Inth e case of success, it contains information requested as

part of a versioning subrequest. In the case of failure, the ErrorCode attribute that is part of a
SubResponse  element specifies the error code result for this subrequest. ErrorCode is specified in
section 2.2.4.8 . The SubResponseType definition from which ~ VersioningSubResponseType is
extended is defined in  _section 2.2.4.8.

<xs:complexType name="VersioningSubResponseType">
<xs:complexContent >
<xs:extension base="tns:SubResponseType">
<xs:sequence minOccurs="0" maxOccurs="1">
<xs:element nhame="SubResponseData" type="tns:VersioningSubResponseDataType" />
</xs:sequence>
<Ixs:extension>
<Ixs:complexContent>
<Ixs:com plexType>

SubResponseData: A VersioningSubResponseDataType that specifies versioning related
information provided by the protocol server that was requested as part of the versioning subrequest.
VersioningSubResponseDataType is defined in section  2.3.1.38 .

2.3.1.40 VersioningUserTableType

The VersioningUserTableType complex type contains information about users that are represented
in the versions of the file described by the VersioningVersionListType.

<xs: complexType name="VersioningUserTableType">
<xs:seguence>
<xs:element name="User" maxOccurs="unbounded" minOccurs="1" type="tns:UserDataType" />
</xs:sequence>
</xs:complexType>

User: Anelementoftype  UserDataType  (section 2.3.1.42 ) which describes a single user.

23141 VersioningVersionListType

The VersioningVersionListType complex type contains a list describing the versions of the file.

<xs:complexType name="VersioningVe rsionListType">
<xs:seguence>
<xs:element name="Version" maxOccurs="unbounded" minOccurs="1"
type="tns:FileVersionDataType" />

79/ 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023



<Ixs:sequence>
</xs:complexType>

Version: Anelement of type  FileVersionDataType (section 2.3.1.43 ) which describes a single
version of the file on the server.

2.3.1.42 UserDataType

The UserDataType complex type describes the details of a user represented in the
VersioningVersionListType

<xs:complexType name="UserDataTy pe"™>
<xs:attribute name="Userld" type="xs:integer" use="required" />
<xs:attribute name="UserLogin" type="tns:UserLoginType" use="required" />
<xs:attribute name="UserName" type="tns:UserNameType" use="optional" />
<xs:attribute name="UserEmail Address" type="xs:string" use="optional" />
<Ixs:complexType>

Userld:  An integer that uniquely specifies the user in this user table. The Userld is only used to
identify users in attributes of the FileVersionDataType and FileVersionEventDataType and only
needs to be consistent within the VersioningSubRequestDataType structure.

UserLogin: A UserLoginType that specifies the user login alias of the protocol client.
UserLoginType is defined in section  2.3.2.6 .

UserName: A UserNameType  that specifies the user name for the protocol client. UserNameType
is defined in section  2.3.2.7 .

UserEmailAddress: A string that specifies the email address as sociated with the protocol client. The
format of the email address MUST be as specified in RFC2822] section 3.4.1.

2.3.1.43 FileVersionDataType

The FileVersionDataType complex type describes the details about a single version of the file.

<xs:complexType name="FileVersionDataType">
<xs:seguence>
<xs:element name="Events" minOccurs="0" maxOccurs="1" >
<xs:complexType>
<xs:seguence>
<xs:element name="Event" minOccurs="1" maxOccurs="unbounded"
type="tns:FileVersionEventDataType" />
</xs:sequence>
</xs:complexType>
<I/xs:element>
<Ixs:sequence>
<xs:attribute name="IsCurrent" type="tns: TRUEFALSE" use="optional" />
<xs:attribute name="Number" type="tns:FileVersionNumberType" use="required" />
<xs:attribute name="LastModifiedTime" type="xs:positivelnteger" use="optional" />
<xs:attribute name="Userld" type="xs:integer" use="optional" />
</xs:complexType>

IsCurrent : A TRUEFALSE value that specifies if this version is the most recent version of the file. This
attribute is not present if this version is not the most recent version of the file.

Number: A FileVersionNumberType (section 2.2.5.15 ) that specifies the unique version number of
the version of the file.
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LastModifiedTime: A positive integer that specifies the last modified time of the version of the file,

which is expressed as a tick count. A single tic k represents 100 nanoseconds, or one ten -millionth of a
second. LastModifiedTime specifies the number of 100  -nanosecond intervals that have elapsed since
00:00:00 on January 1, 1601, which MUST be Coordinated Universal Time (UTC)

Userld:  An integer that specifies the user that last modified the version of the file. The number MUST
match the Userld attribute ofa UserDataType  (section 2.3.1.42 ) described in the
VersioningUserTableType in the current  VersioningSubResponseDataType.

Events: An array of events of type FileVersionEventDataType that represents an event that
happened to the version of the file.

2.3.1.44 FileVersionEventDataType

The FileV ersionEventDataType complex type describes the details about a file event that happened
to a specific version of a file.

<xs:complexType name="FileVersionEventDataType">
<xs:attribute name="ld" type="xs:integer" use="required" />
<xs:attribute name= "Type" type="xs:integer" use="required" />
<xs:attribute name="CreateTime" type="xs:positivelnteger" use="optional" />
<xs:attribute name="Userld" type="xs:integer" use="optional" />
<I/xs:complexType>

Id: An integer that uniquely identifies an event among all events to all versions of the file.

Type: An integer that identifies the type of event that occurred to the file. The value MUST be one of
the values in the following table.

Value Meaning

1 A user shared the file with another user.

2 A user renamed the file.

3 A user restored the file content to its state at a previous version.

CreateTime: A positive integer that specifies the time when this event occurred, which is expressed

as a tick count. A single tick represents 100 nanoseconds, or one ten -millionth of a second.
CreateTime  specifies the number of 100  -nanosecond intervals that have elapsed since 00:00:00 on
January 1, 1601, which MUST be Coordinated Universal Time (UTC)

Userl d: An integer which specifies which user performed this event. The Userld MUST match the

Userld attribute ofa  UserDataType (section 2.3.1.42 ) described inthe VersioningUserTableType
in the curre nt VersioningSubResponseDataType.

2.3.1.45 AmlAloneSubRequestDataType

The AmlAloneSubRequestDataType comp lex type contains information about data or input
parameters used in processing an AmlAlone subrequest

<xs:complexType name="AmlAloneSubRequestDataType">
<xs:attribute name="TransitionID" type="tns:guid" use="optional"/>
</xs:complexType>

TransitionlD: A guid that specifies the unique file identifier for that file in the protocol server.
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2.3.1.46 AmlAloneSubRequestType

The AmlAloneSubRequestType complex type contains information about an AmlAlone subrequest
The SubRequestType definition from which AmlAloneSubRequestType is extended is defined in
section 2.2.4.5 .

<xs:complexType name="AmlAloneSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:seguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:AmlAloneSubRequestDataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttribute Type" use="required"
fixed="AmlAlone" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: An AmlAloneSubRequestDataType that specifies the data or input parameters
needed for processing the AmlAlone subrequest. AmlAloneSubRequ estDataType s defined in
section 2.3.1.45 .

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "AmIAlone" for an AmlAlone subrequest. SubR equestAttributeType is defined in
section 2.2.5.11 .

2.3.1.47 AmlAloneSubResponseDataType

The AmlAloneSubResponseDataType complex type contains information requested as part of the
corresponding AmlAlone  subrequest

<xs:complexType name="AmlAloneSub ResponseDataType">
<xs:attribute name="AmlAlone" type="tns: TRUEFALSE" use="optional" />
</xs:complexType>

AmlAlone: A TRUEFALSE value that specifies whether the user is alone in the coauthoring session.

2.3.1.48 AmlAloneSubResponseType

The AmlAloneSubResponseType complex type contains information about the success or failure in
processing the AmlAlone subrequest . In the case of success, it contains information requested as

part of an AmlAlone  subrequest. In the case of failure, the ErrorCode  attribute that is part of a
SubRespon se element specifies the error code result for this subrequest. ErrorCode s specified in
section 2.2.4.8 . The SubResponseType definition from which AmlAloneSubResponseType is
extended is defined  in section 2.2.4.8.

<xs:complexType name="AmlAloneSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:element name="SubResponseData" type="tns:AmlAloneSubRespons eDataType" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
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SubResponseData: An AmlAloneSubResponseDataType that specifies the information about
whether the user is alone that was requested as part of the AmIAlone subreq uest.
AmlAloneSubResponseDataType is defined in section  2.3.1.47 .

2.3.1.49 LockStatusSubRequestType

The LockStatusSubRequestType complex type contains information about a LockStatus

subrequest . The SubRequestType definition from which LockSta tusSubRequestType is extended
is defined in section  2.2.4.5 . The SubRequestData element is not contained in a SubRequest
element of type,  LockStatusSubRequestType

<xs:complexType name="LockStatusSubRequestType">
<xs:complexContent>
<xs:extension base="tns:SubRequestType">
<xs:attribute name="Type" type="tns:SubRequestAttributeType" use="required"
fixed="LockStatus" />
</xs:extension>
<I/xs:complexContent>
<Ixs:comp lexType>

Type: A SubRequestAttributeType that specifies the type of subrequest. The Type attribute MUST
be set to "LockStatus" for a LockStatus subrequest. SubRequestAttributeType is defined in section
2.25.11 .

2.3.1.50 LockStatusSubResponseDataType

The LockStatusSubResponseDataType complex type contains inf  ormation requested as part of the

corresponding LockStatus  subrequest

<xs:complexType name="LockStatusSubResponseDataType">
<xs:attribute name="LockType" type="tns:LockTypes" use="optional" />
<xs:attribute name="LockID" type="tns:guid" use="optional" />
<xs:attribute name="LockedBy" type="xs:string" use="optional" />
</xs:complexType>

LockType: A LockTypes that specifie s the type of lock granted in a coauthoring subresponse or a
schema lock subresponse. LockTypes is defined in section 2.2.5.9 .
LockedID: A guid that specifies the id of the lock.

LockedBy: A strin g that specifies the user that has the file locked, if any.

23151 LockStatusSubResponseType

The LockStatusSubRe  sponseType complex type contains information about the success or failure in
processing the LockStatus  subrequest . In the case of success, it contains information requested as

partofa LockStatus subrequest. In the case of failure, the ErrorCode attribute that is part of a
SubResponse  element specifies the error code result for this subrequest. ErrorCode s specified in
section 2.2.4.8 . The SubResponseType definition from which LockStatusSubResponseType is

extended is defined in section 2.2.4.8.

<xs:complexType name="LockStatusSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:sequence  minOccurs="0" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:LockStatusSubResponseDataType" />

</xs:sequence>
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</xs:extension>
</xs:complexContent>
<I/xs:complexType>

SubResponseData: A LockStatusSubResponseDataType that sp ecifies the information about the
lock status of a file that was requested as part of the LockStatus subrequest.
LockStatusSubResponseDataType is defined in section  2.3.1.50 .

2.3.152 PropertiesSubRequestD ataType

The PropertiesSubRequestDataType complex type contains information about data or input
parameters used in processing a Properties subrequest . The Properties  attribute specified in the
PropertiesSubRequestDataOptionalAttributes attribute group (section 2.3.3.10 ) MUST be

specified for a Properties subrequest.

<xs:complexType name="PropertiesSubRequestDataType">
<xs:sequence>
<xs:element name="Propertylds" minOccurs="0" maxOccurs="1" type="tns:PropertyldsType"/>
</xs:sequence>
<xs:attributeGroup ref="tns:PropertiesSubRequestDataOptionalAttributes"/>
</xs:complexType>

Propertylds: An element of type  PropertyldsType (section 2.3.1.56 ) that specifiesthe  set of
properties. This element MUST only be included in the request if the Properties  attribute value is set
to "PropertyGet".

PropertiesSubRequestDataOptionalAttributes: An attribute group that specifies the set of
attributes that are provided only for a SubRequestData element whose parent  SubRequest
el e me Mypé sttribute is set to "Properties”. PropertiesSubRequestDataOptionalAttributes is

defined in section 2.3.3.10.

2.3.153 PropertiesSubRequestType
The PropertiesSubRequestType complex type contains information about a Properties subrequest
The SubRequestType definition from which PropertiesSubRequestType is extended is defined in

section 2.2.4.5 .

<xs:complexType name="PropertiesSubRequestType">
<xs:complexContent>
<xs:extensio  n base="tns:SubRequestType">
<xs:seqguence minOccurs="1" maxOccurs="1">
<xs:element name="SubRequestData" type="tns:PropertiesSubRequestDataType" />
</xs:sequence>
<xs:attribute name="Type" type="tns:SubRequestAttribute Type" us e="required"
fixed="Properties" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

SubRequestData: A PropertiesSubRequestDataType that specifies the data or input parameters
needed for processing the Properties subrequest. PropertiesSubReque stDataType is defined in
section 2.3.1.52 .

Type: A SubRequestAttributeType that specifies the type of the subrequest. The Type attribute
MUST be set to "Properties” for a Properties subrequest. Su bRequestAttribute Type is defined in
section 2.2.5.11 .
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2.3.1.54 PropertiesSubResponseDataType

The PropertiesSubResponseDataType complex type contains information requested as part of the
corresponding Properties  subrequest

<xs:complexType  name="PropertiesSubResponseDataType">
<xs:sequence>
<xs:element name="Propertylds" minOccurs="0" maxOccurs="1" type="tns:PropertyldsType"/>
<xs:element name="PropertyValues" minOccurs="0" maxOccurs="1"
type="tns:PropertyValuesType"/>
<Ixs:seque nce>
<I/xs:complexType>

Propertylds: An element of type  PropertyldsType (section 2.3.1.56 ) that specifies the set of
properties. This element MUST only be included in the response if the Properties  attribute value is
set to "PropertyEnumerate".

PropertyValues: An element of type  PropertyValuesType (section 2.3.1.58 ) that specifies the
property values. This element MUST only be included in t he response if the  Properties  attribute value
is set to "PropertyGet".

2.3.155 PropertiesSubResponseType

The Prop ertiesSubResponseType complex type contains information about the success or failure in
processing the Properties  subrequest . In the case of success, it contains information requested as

part of a Properties subrequest. In the case of failure, the ErrorCode attribute that is part of a
SubResponse  element specifies the error code result for this subrequest. ErrorCode is specified in
section 2.2.4.8 . The SubResponseType definition from which PropertiesSubResponseType is
extended is defined in section 2.2.4.8.

<xs:complexType name="PropertiesSubResponseType">
<xs:complexContent>
<xs:extension base="tns:SubResponseType">
<xs:seque nce minOccurs="0" maxOccurs="1">
<xs:element name="SubResponseData" type="tns:PropertiesSubResponseDataType" />
</xs:sequence>
</xs:extension>
<I/xs:complexContent>

</xs:complexType>

SubResponseData: A PropertiesSubResponseDataType that specifies the information about the
properties for the resource that was requested as part of the Properties subrequest.
PropertiesSubResponseDataType is defined in section  2.3.1.54 .

2.3.1.56 Propert yldsType

The PropertyldsType complex type represents the type of the property Ids.

<xs:complexType name="PropertyldsType">
<xs:sequence>

type="tns:PropertyldType" />
</xs:sequence>

</xs:complexType>

Propertyld : A PropertyldType (section 2.3.1.57 ) that specifies a property Id.
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2.3.157 PropertyldType

The PropertyldType complex type represents the type of a single property Id.

<xs:compl exType name="PropertyldType">
<xs:attribute name="id" type="xs:string" use="required" />
</xs:complexType>

id : A string that identifies a property.

2.3.1.58 PropertyValuesType

The PropertyValuesType complex type represents the type of the property values.

<xs:com plexType name="PropertyValuesType">
<xs:sequence>
<xs:element name="PropertyValue" minOccurs="0" maxOccurs="unbounded"
type="tns:PropertyValueType" />
</xs:sequence>
<I/xs:complexType>

PropertyValue  : A PropertyValueType (section 2.3.1.59 ) that specifies a property.

2.3.1.59 PropertyValueType

The PropertyValueType complex type represents a single property value.

<xs:complexType name="PropertyValueType">
<xs:attribute name="id" type="xs:string" use="required" />
<xs:attribute name="value" type="xs:string" use="required" />
<I/xs:complexType>

id: A string that identifies a property.

value: A string that identifies the value of the property.

2.3.2 Simple Types

The following table summarizes the set of other XML schema  simple type definitions defined by this
specification.

Simple type Description

CellRequestErrorCodeTypes A subset of error codes returned for a cell

subrequest  as part of a cell storage service response
message. CellRequestErrorCodeTypes is an
enumeration of  error codes specific to a cell
subrequest.

CoauthRequestTypes The type of the  CoauthRequestType attribute,
which is part of a coauthoring subrequest.
CoauthRequestTypes is an enumeration of all the
coauthoring request types.

ExclusiveLockRequestTypes The type of the  ExclusiveLockRequestType
attribute, which is part of an exclusive lock
subrequest. ExclusiveLockRequestTypes is an
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Simple type Description

enumeration of all the exclusive lock request types.

SchemalockRequestTypes The type of the  SchemalockRequestType attribute,
which is part of a schema lock subrequest.
SchemalockRequestTypes is an enumeration of all

the schema lock request types.

EditorsTableRequestTypes The type of the  EditorsTableRequestType attribute,
which is part of an editors table subrequest.

EditorsTab leRequestTypes is an enumeration of all
the editors table request types.

UserLoginType A user login value.

UserNameType A user name value.

FileOperationRequestTypes The type of the  FileOperation attribute, which is
part of a file operation subrequest.
FileOperationRequestTypes is an enumeration of

all the file operation request types.

VersioningRequestTypes The type of the  VersioningRequestType attribute,
which is part of a versioning subrequest.
VersioningRequestTypes is an enumeration of all

the vers ioning request types.

PropertiesRequestTypes The type of the  Properties  attribute, which is part of
a Properties subrequest. PropertiesRequestTypes
is an enumeration of all the Properties request types.

2.3.2.1 CellRequestErrorCodeTypes

The CellRequestErrorCodeTypes simple type is used to represent error codes that occur during cell
subrequest  processing.

<xs:simpleType name="CellRequestErrorCodeTypes">
<xs:restriction base="xs:string">

<! -- cell request fail - >
<xs:enumeration value="CellRequestFail"/>
<! -- cellrequ estetag not matching - >

<xs:enumeration value="IRMDocLibarysOnlySupportWebDAV"/>
</xs:restriction>
</xs:simpleType>

The value of CellRequestErrorCodeTypes MUST be one of the values in the following table.
Value Meaning
"CellRequestFail" Indicates an error when processing a cell subrequest

for the given URL for the file.

"IRMDocLibarysOnlySupportWebDAV" Indicates an error when the requested file is an
Information Rights Management (IRM) protected
document that is supported only through Web
Distributed Authoring and Versioning Protocol
(WebDAV)
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2.3.2.2 CoauthRequestTypes

The CoauthRequestTypes
CoauthRequestTypes is the type definition of the
coauthoring subrequest operation.

<xs:simpleType name="CoauthRequestTypes">
<xs:restriction base="xs:string">
<! -- JoinCoauthoring  -- >
<xs:enumeration value="JoinCoauthoring"/>
<! -- ExitCoauthoring - >
<xs:enumeration value="ExitCoauthoring"/>
<! -- RefreshCoauthoring - >
<xs:enumeration value="RefreshCoauthoring"/>
<! --  ConvertToExclusive - >
<xs:enumeration value="ConvertToExclusive"/>
<! -- CheckLockAvailability - >
<xs:enumeration value="CheckLockAvailability"/>
<! -- MarkTransitionComplete - >
<xs:enumeration value="MarkTransitionComple
<! --  GetCoauthoringStatus - >
<xs:enumeration value="GetCoauthoringStatus"/>
</xs:restriction>
<Ixs:simpleType>

The value of CoauthRequestTypes

simple type is used to represent the type of coauthoring

subrequest

CoauthRequestType attribute, which is part of a

te"/>

MUST be one of the values in the following table.

Value

Meaning

"JoinCoauthoring”

The st ring value "JoinCoauthoring", specifying a
coauthoring subrequest of type Join Coauthoring
Session.

"ExitCoauthoring"

The string value "ExitCoauthoring", specifying a
coauthoring subrequest of type Exit Coauthoring
Session.

"RefreshCoauthoring "

The string value "RefreshCoauthoring”, specifying a
coauthoring subrequest of type Refresh Coauthoring
Session.

"ConvertToExclusive"

The string value "ConvertToExclusive", specifying a
coauthoring subrequest of type Convert To Exclusive
Lock.

"CheckLockA vailability"

The string value "CheckLockAvailability", specifying a
coauthoring subrequest of type Check Lock
Availability.

"MarkTransitionComplete"

The string value "MarkTransitionComplete ",
specifying a coauthoring subrequest of type Mark
Transition To Complete.

"GetCoauthoringStatus"

The string value "GetCoauthoringStatus", specifying a
coauthoring subrequest of type Get Coauthoring
Status.
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2.3.2.3 ExclusiveLockRequestTypes

The ExclusiveLockRequestTypes simple type is used to represent the type of exclusive lock
subrequest . ExclusiveLockRequestTypes is the type definition of the
ExclusiveLockRequestType attribute, which is part of an exclusive lock subrequest operation.

<xs:simpleType name="ExclusiveLockRequestTypes">
<xs:restriction base="xs:string">
<! -- GetLock -- >
<xs:enumeration value="GetLock"/>
<! -- ReleaseLock -- >
<xs:enumeration value="ReleaseLock"/>
<! -- RefreshLock -- >
<xs:enumeration value="RefreshLock"/>
<! -- ConvertToSchemaJoinCoauth  -- >
<xs:enumeration val ue="ConvertToSchemalJoinCoauth"/>
<! -- ConvertToSchemaLock -- >
<xs:enumeration value="ConvertToSchema"/>
<! -- CheckLockAvailability - >
<xs:enumeration value="CheckLockAvailability"/>
</xs:restriction>
</xs:simpleType>

The value of ExclusiveLockRequestTypes MUST be one of the values in the following table.
Value Meaning
"GetLock" The string value "GetLock", indicating an exclusive

lock subrequest of type Get Lock.

"ReleaseLock" The string value "ReleaselLock", indicating an
exclusive lock subrequest of type Release Lock.

"RefreshLock" The string value "RefreshLock", indicating an
exclusive lock subrequest of type Refresh Lock.

"ConvertToSchemaJoinCoauth" The string value "Conver  tToSchemaJdoinCoauth”,
indicating an exclusive lock subrequest of type
Convert To Schema Lock With Coauthoring Transition

Tracked.
"ConvertToSchema" The string value "ConvertToSchema", indicating an
exclusive lock subrequest of type Convert To Schema
Lock.
"CheckLockAvailability" The string value "CheckLockAvailability", indicating an
exclusive lock subrequest of type Check Lock
Availability.
2.3.24  SchemalockRequestTypes
The SchemalockRequestTypes simple type is used to represent the type of schema lock
subrequest . SchemalLockRequestTypes is the type definition of the SchemalLockRequestType

attribute, which is part of a schema lock subrequest operation.

<xs:simpleType name="SchemalockRequestTypes">
<xs:restriction base="xs:string">
<! -- GetLock -- >
<xs:enumeration value="GetL ock"/>
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<! -- ReleaseLock -- >

<xs:enumeration value="ReleaselLock"/>

<! -- RefreshLock -- >

<xs:enumeration value="RefreshLock"/>

<! -- ConvertToExclusiveLock, - >

<xs:enumeration value="ConvertToExclusive"/>

<! -- CheckLockAvailability - >

<xs:enumeration value="CheckLockAvailability"/>
</xs:restriction>

</xs:simpleType>

The value of SchemalockRequestTypes

MUST be one of the values in the following table.

Value

Meaning

"GetLock"

The string value "GetLoc
subrequest of type Get Lock.

k", indicating a schema lock

"ReleaselLock"

The string value "ReleaselLock", indicating a schema
lock subrequest of type Release Lock.

"RefreshLock"

The string value "RefreshLock ", indicating a schema
lock subrequest of type Refresh Lock.

"ConvertToExclusive"

The string value "ConvertToExclusive", indicating a
schema lock subrequest of type Convert To Exclusive
Lock.

"CheckLockAvailability"

The string value "CheckLockAvailability", indicating a
schema lock subreques t of type Check Lock
Availability.

23.25

The EditorsTableRequestType
subrequest

EditorsTableRequestTypes

. EditorsTableRequestTypes

simple type is used to repr
is the type definition of the

esent the type of editors table
EditorsTableRequestType

attribute, which is part of an editors table subrequest operation.

<xs :simpleType name="EditorsTableRequestTypes">

<xs:restriction base="xs:string">
<! -- JoinEditingSession - >
<xs:enumeration value="JoinEditingSession"/>
<! -- LeaveEditingSession - >
<xs:enumeration value="LeaveEditingSession"/>
<! -- RefreshEditingSession - >
<xs:enumeration value="RefreshEditingSession"/>
<! -- UpdateEditorMetadata - >
<xs:enumeration value="UpdateEditorMetadata"/>
<! -- RemoveEditorMetadata -- >
<xs:enumeration value="RemoveEditorMetadata"/>
</xs:restriction>

<Ixs:simpleType>

The value of EditorsTableRequestType MUST be one of the values in the following table.
Value Meaning
"JoinEditingSession" The string value "JoinEditingSession”, indicatin gan
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Value Meaning
editors table subrequest of type Join Editing Session.

"LeaveEditingSession" The string value "LeaveEditingSession", indicating an
editors table subrequest of type Leave Editing
Session.

"RefreshEditingSession” The string value "RefreshEditingSession”, indicating
an editors table subrequest of type Refresh Editing
Session.

"UpdateEditorMetadata” The string value "UpdateEditorMetadata”, indicating
an editors table subrequest of type Update Editor
Metadata.

"Remo veEditorMetadata" The string value "RemoveEditorMetadata", indicating
an editors table subrequest of type Remove Editor
Metadata.

2.3.2.6 UserLoginType

The UserLoginType simple type specifies a representation of a user login value as specified in

RFC2822] .

<xs:simpleType name="UserLoginType">
<xs:restriction base="xs:string">
</xsir estriction>

<Ixs:simpleType>

UserLoginType is the type definition for the UserLogin  attribute. <37> For example,
"contoso \user01".
2.3.2.7 UserNameType

The UserNameType simple type specifies a representation of a user name value as specified in

RFC2822] .

<xs:simpleType name="UserNameType">
<xs:restriction base="xs:string">
</xs:restriction>

</xs:simpleType>

UserNameType is the type definition of the UserName attribute.

2.3.2.8 FileOperationRequestTypes

The FileOperationRequestTypes simple type is used to represent the type of file operation
subrequest . FileOperationRequestTypes is the type definition of the FileOperation attribute,
which is part of a file operation subrequest operation.

<xs:simpleType name="FileOperationRequestTypes">
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<xs:restriction base="xs:string">
<! -- Rename- >
<Xs: enumeration value="Rename"/>
</xs:restriction>
</xs:simpleType>

The value of FileOperationRequestTypes

MUST be the value in the following table.

Value Meaning
"Rename" The string value "Rename", indicating a file operation
subrequest of type Rename.
2.3.29 VersioningRequestTypes

The VersioningRequestTypes simple type is used to represent the type of versioning
VersioningRequestTypes is the type definition of the VersioningRequestType
part of a versioning subrequest operation.

subrequest
attribute, which is

<xs:simpleType name="VersioningRequestTypes">
<xs:restriction base="xs:string">

<! -- GetVersionList - >
<xs:enumeration value="GetVersionList"/>
<! -- RestoreVersion -- >

<xs:enumeration value="RestoreVersion"/>
</xs:restriction>
</xs:simpleType>

The value of VersioningReque stTypes MUST be one of the values in the following table.
Value Meaning
"GetVersionList" The string value "GetVersionList", indicating a
versioning subrequest of type GetVersionList.
"RestoreVersion" The string value "RestoreVersion", indicating a
versioning subrequest of type RestoreVersion.
2.3.2.10 PropertiesRequestTypes

The PropertiesRequestTypes simple type is used to represent the type of Properties subrequest
PropertiesRequestTypes is the type definition of the Properties  attribute, which is part ofa
Properties subrequest operation.

<xs:simpleType name="PropertiesRequestTypes">
<xs:restriction base="xs:string">

<! -- Property Enumerate - >
<xs:enumeration value="PropertyEnumerate"/>
<!'-- Property Get -- >

<xs:enumeration val
</xs:restriction>
<Ixs:simpleType>

ue="PropertyGet"/>
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The value of PropertiesRequestTypes MUST be one of the values in the following table.
Value Meaning
"PropertyEnumerate" The string value "PropertyEnumerate”, indicating a
Properties subrequest  of type PropertyEnumerate.
"PropertyGet" The string value "PropertyGet", indicating a Properties
subrequest of type PropertyGet.
2.3.3  Attribute Groups
The following table summarizes the set of other XML schema  attribute group definitions defined by
this specification.
Attribute Description

CellSubRequestDataOptionalAttributes

Contains XML schema attributes that are used in cell
subrequests

CellSubResponseDataOptionalAttributes

Contains XML schema attributes that are used in cell
subresponses.

CoauthSubRequestDataOptionalAttributes

Contains XML schema attributes that are used in
coauthoring subrequests.

ExclusiveLockSubRequestDataOptionalAttributes

Contains XML schema attributes that are used in
exclusive lock subrequests.

SchemalockSubRequestDataOptionalAttributes

Contains XML sch ema attributes that are used in
schema lock subrequests.

WhoAmISubResponseDataOptionalAttributes

Contains XML schema attributes that are used in Who
Am | subresponses.

EditorsTableSubRequestDataOptionalAttributes

Contains XML schema attributes that are u sed in

Editors Table subrequests.

FileOperationSubRequestDataOptionalAttributes

Contains XML schema attributes that are used in File
Operation subrequests.

VersioningSubRequestDataOptionalAttributes

Contains XML schema attributes that are used in
Version ing subrequests.

PropertiesSubRequestDataOptionalAttributes

Contains XML schema attributes that are used in
Properties subrequests.

2331

The CellSubRequestDataOptionalAttributes
only for SubRequestData
Type attribute has a value of
CellSubRequestDataOptionalAttributes
associated with a cell ~ subrequest
attribute group is as follows:

elements asso ciated with the parent
CellSubRequestType

. The definition of the

CellSubRequestDataOptionalAttributes

attribute group contains attributes that MUST be used
SubRequest  element where the
. The attributes in

are used as input parameters for processing the data
CellSubRequestDataOptionalAttributes
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<xs:attributeGroup name="CellSubRequestDataOptionalAttributes">
<xs:attribute name="Coalesce" type="xs:boolean" use="optional" />
<xs:attribute name="GetFileProps" type="xs:boolean" use="optional" />
<xs:attribute name="CoauthVersioning" type="xs:boolean" use="optional" />
<xs:attribute name="Etag" type="xs:string" use="optional" />
<xs:attribute n ame="ContentChangeUnit" type="xs:string" use="optional" />
<xs:attribute name="ClientFilelD" type="xs:string" use="optional" />
<xs:attribute name="PartitionID" type="tns:guid" use="optional" />
<xs:attribute name="ExpectNoFileExists" type="xs: boolean" use="optional" />
<xs:attribute name="BypassLockID" type="xs:string" use="optional" />
<xs:attribute name="LastModifiedTime" type="xs:integer" use="optional"/>
<Ixs:attributeGroup>

Coalesce: A Boolean value that specifies whether the protocol server SHOULD <38> fully save all
changes to the underlying store without storing the changes in any intermediate write cache after

proces sing the subrequest. If the Coalesce attribute issetto  true in a cell subrequest, the protocol
server persists all changes to the file after processing the subrequest. The Coalesce attribute is set to
false in the cell subrequest for updates to other par titions that do not contain binary file contents.

GetFileProps: A Boolean value that specifies whether the file properties have been requested. When

setto true , file properties have been requested as part of the cell subrequest. When set to false , file
properties have not been requested as part of the cell subrequest. When set to true , the protocol
server MUST return  CreateTime  and LastModifiedTime as attributes in the cell SubResponseData

element. <39>

CoauthVersioning: A Boolean value. If the coauthoring status of a client is "Coauthoring”, this value
MUST be true for upload requests, which helps prevent the protocol server from doing multiple

version updates in a short period of time. Other wise, it MUST be false . For more details about the
coauthoring status, see section 2251 .

Etag: A unique string value that gets updated every time the file contents are changed. The unique

strin g gets updated irrespective of which protocol client updated the file contents in a coauthorable

file. Any time the protocol client specifies the Etag attribute in a cell subrequest, the server MUST
check to ensure that the Etag sent by the protocol client matches the Etag specified for that file on
the server. If there is a mismatch, the protocol server MUST send an error code value set to

"CellRequestFail" in the cell subresponse message. The protocol server processes this value as

specified in [RFC2616] .

ContentChangeUnit: A string value that uniquely identifies the synchronization version of the file
contents. It is the value of the vti_contentchangeunit property, as specified in MS -LISTSWS] .

ClientFilelD: A string value that uniquely identifies the file contents on the protocol client and that is

stored by the protocol server. When a protocol client sends req uests for the upload of these file

contents, the protocol server uses the unique ClientFileID  to identify the specific file content to which

the cell subrequest applies. It is the value of the vti_clientid property, as specified in [MS -LISTSWS].

PartitionID: A guid that specifies a unique identifier for the Partition  -block in which the file
contents or file metadata contents has been requested to be updated. The guid type is defined in
section 2.2.5.7 . The Partition -block is defined in section  3.1.1 . A protocol client using a value of 2.2
or greater forthe  VersionNumberType , as specified in section  2.2.4.9 , MUST specify the Target
Partition Id attribute in a cell subrequest, as specified in [MS -FSSHTTPB] section 2.2.2.1.1, and
MUST NOT include this attribute if communicating with a protocol server that has a version number of

2.2 or greater. The protocol client MUST specify the PartitionID attribute if communicating with a
protocol server that has a versions numb er of 2.0. A protocol server that has a version number of 2.2
MUST accepta PartitionID attribute from clients using protocol numbers of 2.0 and 2.2. The value of
PartitionID for the file contents is "00000000 -0000 -0000 -0000 -000000000000".

The value of Par titionID  MUST be one of the values in the following table.
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Value Description

"00000000 -0000 -0000 -0000 -000000000000" Default. The partition identifier for the file contents.

"383adcOb -e66e -4438 -95e6 -e39ef9720122" The partition identifier for metadata.

"7808f4dd -2385 -49d6 -b7ce -37aca5e43602" The partition identifier for editors table.
ExpectNoFileExists: A Boolean value that specifies whether the protocol server can expect that no
file contents can be found when an empty Etag is sent by a client during a n upload of file content.
BypassLockID: A unique string value. If a client has got an exclusive lock, this value MUST be the
same as the value of  ExclusiveLockID , as specified in section 2.3.1.1 . If a client has got a shared
lock, this value MUST be the same as the value of SchemalockID , as specified in section 2.3.1.1.

The value of LocklD , as specified in[MS -FSSHTTPB] section 2.2.2.1.4.2, is the same as this value if
the value of VersionNumberTyp e, as specified in section 2.2.4.9, is 2.2 or greater. A protocol client

that has a version number of 2.2 MUST specify LockID by using the cell subrequest parameter and
MUST NOT include this attribute if communicating with a protocol server that has a vers ion number of
2.2 or greater. The protocol client MUST specify the BypassLockID attribute if communicating with a

protocol server that has a version number of 2.0. A protocol server that has a version number of 2.2
MUST accept both LocklID and BypassLockID

LastModifiedTime: An integer that specifies the last modified time, which is expressed as a tick

count. A single tick represents 100 nanoseconds, or one ten -millionth of a second. LastModifiedTime
specifies the number of 100  -nanosecond intervals that have elapsed since 00:00:00 on January 1,
1601, which MUST be  Coordinated Universal Time (UTC) . The protocol server MUST save the file
with this value as the LastModifiedTime instead of the current time.

2.3.3.2 CellSubResponseDataOptionalAttributes

The CellSubResponseDataOptionalAttributes attribute group contains attributes that MUST be

used only in  SubResponseData elements associated with a SubResponse  foracell subrequest

The attributesi n CellSubResponseDataOptionalAttributes provide the data that was requested as

part of the cell subrequest. The definition of the CellSubResponseDataOptionalAttributes attribute
group is as follows:

<xs:attributeGroup name="CellSubResponseDataOptionalAttri butes">
<xs:attribute name="Etag" type="xs:string" use="optional" />
<xs:attribute name="CreateTime" type="xs:integer" use="optional"/>
<xs:attribute name="LastModifiedTime" type="xs:integer" use="optional"/>
<xs:attribute name="ModifiedBy" type="tns:UserNameType" use="optional" />
<xs:attribute name="CoalesceErrorMessage" type="xs:string" use="optional"/>
<xs:attribute name="CoalesceHResult" type="xs:integer" use="optional"/>
<xs:attribute name="ContainsHotboxData" type="tns: TRUEFALSE" use="optional"/>
<xs:attribute name="HaveOnlyDemotionChanges" type="tns: TRUEFALSE" use="optional"/>
</xs:attributeGroup>

Etag: A unique string value that is updated every time the file content s are changed. The unique
string gets updated irrespective of which protocol client updated the file contents in a coauthorable
file. Etag defines the file version and allows for the protocol client to know the version of the file.

When the Etag attribute is specified as part of a response to a cell subrequest, the Etag attribute
value specifies the updated file version. The Etag attribute value for that file MUST be used by the
protocol client in the next cell subrequest that it sends for that file. The Etag attribute value is an
opaque string value to the protocol server. The protocol server processes this value as specified in

RFC2616] section 14.19.

CreateTime:  An integer that specifies th e time, which is expressed as a tick count, at which the file

was created. A single tick represents 100 nanoseconds, or one ten -millionth of a second. CreateTime
specifies the number of 100  -nanosecond intervals that have elapsed since 00:00:00 on January 1 ,
1601, which MUST be  Coordinated Universal Time (UTC) . The protocol server MUST return and
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specify the CreateTime  attribute in the cell SubResponseData element only when the
GetFileProps  attrib uteissetto true in the cell subrequest.

LastModifiedTime: An integer that specifies the last modified time, which is expressed as a tick

count. A single tick represents 100 nanoseconds, or one ten -millionth of a second. LastModifiedTime
specifies the nu mber of 100 -nanosecond intervals that have elapsed since 00:00:00 on January 1,

1601, which MUST be Coordinated Universal Time (UTC). The protocol server MUST return and specify

the LastModifiedTime attribute in the cell SubResponseData element only whent he GetFileProps
attribute is setto  true in the cell subrequest.

ModifiedBy: A UserNameType that specifies the user name for the protocol client that last modified
the file. UserNameType is defined in section  2.3.2.7 .

CoalesceErrorMessage: A string that specifies a description of the error that occurs when the
protocol server fully saves all changes with the underlying file provider. CoalesceErrorMessage also
specifies information about what was expected by the protocol server. CoalesceErrorMessage MUST

be sent only when the CoalesceHResult attribute is set to an integer value which is not equal to
0.<40>

CoalesceHResult: An integer that MUST be 0 except when the protocol server attempts to fully save

all the changes in the underlying store. It specifies the HRESULT when the proto col server attempts
to fully save all the changes in the underlying store. CoalesceHResult MUST be set to a value
ranging from -2,147,483,648 through 2,147,483,647. A CoalesceHResult value of 0 indicates

success. If CoalesceHResult is notequal to O, itin  dicates an exception or failure condition that
occurred. <41>

ContainsHotboxData: A TRUEFALSE value that specifies whether the binary contents sent as part of
the cell subresponse contains da  ta that is not fully persisted to the underlying store. If
ContainsHotboxData issetto false , all binary contents sent as part of the cell subresponse contains
data that is persisted to the underlying store. If ContainsHotboxData issetto true ,the binar vy
contents sent as part of the cell subresponse are not persisted to the underlying store.

HaveOnlyDemotionChanges: A TRUEFALSE value that specifies whether the returned binary content

has only protocol server property demotion changes compared to the pro tocol clientédés |l ast syn
status. Property demotion changes are repeatable, automated changes made by a protocol server

following a protocol client's Put Changes request as specified in  [MS -FSSHTTPB] section 2.2.2.1.4. If

the value is setto  False , the returned binary content contains changes other than property demotion

changes.

2.3.3.3 CoauthSubRequestDataOptionalAttributes

The CoauthSubRequestDataOptionalAttributes attribute group contains attributes that MUST be

used only for SubReque stData elements associated with the parent SubRequest  element for a
coauthoring subrequest . The attributesin ~ CoauthSubRequestDataOptionalAttributes are used as
input parameters for processing t he data associated with a coauthoring subrequest. The definition of

the CoauthSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup name="CoauthSubRequestDataOptionalAttributes">
<xs:attribute name="CoauthRequestType" type= "tns:CoauthRequestTypes" use="optional"/>
</xs:attributeGroup>

CoauthRequestType: A CoauthRequestTypes that specifies the type of coauthoring subrequest.
CoauthRequestTypes is defined in section 2.3.2.2 .

Depending on the type of the coauthoring subrequest, the following table shows a mapping between
the type of coauthoring subrequest and the attributes that MUST be specified for that
CoauthRequestType

96 / 178

[MS -FSSHTTP] - v20230221

File Synchronization via SOAP over HTTP Protocol
Copyright © 2023 Microsoft Cor poration
Release: February 21, 2023


%5bMS-FSSHTTPB%5d.pdf#Section_f59fc37d22324b14baac25f98e9e7b5a

In the following table,

Timeout

on conversion failure, and

the SubRequestData

ClientID

, AllowFallba

, and SchemalockID

ckToExclusive

,and ExclusiveLockID
are attributes that MUST be specified for

release the lock

element associated with the coauthoring subrequest, depending on the type of

coauthoring subrequest.

I n the

f ol
SubRequestData

| owi

ng

tabl e,

ifYeso

signifies
element associated with the coauthoring subrequest.

t hat

t

he attri

Value of

CoauthRequest
Type

Timeout

AllowFallbackToE
xclusive

ExclusiveLoc
kID

Release
lock on
conversio
n failure

ClientID

SchemalL
ockID

"JoinCoauthoring

(Join
Coauthoring)

Yes

If
AllowFallbac
kToExclusive
issetto true
the attribute
for the
exclusive lock
identifier
MUST be
specified.

Yes

Yes

"ExitCoauthoring

(Exit
Coauthoring)

Yes

Yes

"RefreshCoautho
ring"

(Refresh
Coauthoring)

Yes

Yes

Yes

"ConvertToExclu
sive"

(Convert To
Exclusive Lock
Coauthoring)

Yes

Yes

Yes

Yes

Yes

"CheckLockAvail
ability"

(Check Lock
Availability)

Yes

"MarkTransitionC
omplete"”

(Mark
Coauthoring
Transition
Complete)

Yes

Yes

"GetCoauthoring
Status”

Yes

Yes
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Release
Value of lock on
CoauthRequest AllowFallbackToE ExclusivelLoc conversio SchemalL
Type Timeout xclusive kID n failure ClientID ocklD
(Get
Coauthoring
status)
2.3.34 ExclusiveLockSubRequestDataOptionalAttributes
The ExclusiveLockSubRequestDataOptionalAttributes attribute group contains attributes that
MUST be used only for ~ SubRequestData elements associated with the parent SubRequest  element
for an exclusive lock  subrequest . The attributes in
ExclusiveLockSubRequestDataOptionalAttributes are used as input parameters for process ing
the data associated with an exclusive lock subrequest. The definition of the
ExclusiveLockSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup name="ExclusiveLockSubRequestDataOptionalAttributes">

<xs:attribute n ame="ExclusiveLockRequestType" type="tns:ExclusiveLockRequestTypes"
use="optional"/>
</xs:attributeGroup>

ExclusiveLockRequestType : An ExclusiveLockRequestTypes that specifies the type of exclusive
lock subrequest.  ExclusiveLockRequestTypes is defined ins ection 2.3.2.3 .

The following table shows a mapping between the type of exclusive lock subrequest and the attributes
that MUST be specified for that ExclusiveLockRequestType

In the following tab  le, Timeout , SchemalLocklD , ClientlD , and ExclusiveLocklD are attributes
that MUST be specified for the SubRequestData element associated with the exclusive lock
subrequest, depending on the type of exclusive lock subrequest.

I n the foll owi nignifiesghatithe attribity MWSH besspecified as part of the
SubRequestData element associated with the exclusive lock subrequest.

Value of Exclusive Timeout SchemalockID ClientID ExclusivelockID
LockRequestType

"GetLock" Yes Yes

(Get Lock)

"Releasel.ock" Yes

(Release Lock)

"RefreshLock" Yes Yes
(Refresh Lock)

"ConvertToSchemal Yes Yes Yes Yes
oinCoauth"

(Convert To Schema
Lock With
Coauthoring
Transition Tracked)

"ConvertToSchema" Yes Yes Yes Yes

(Convert To Schema
Lock)
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Value of Exclusive Timeout Schemal.ockID ClientID ExclusivelockiD
LockRequestType

"CheckLockAvailabili Yes
ty"

(Check Lock
Availability)

2.3.35 SchemalockSubRequestDataOptionalAttributes

The SchemalLockSubRequestDataOptionalAttributes attribute group contains attributes that

MUST be used only for ~ SubRequestData elements associated with parent SubRequest  element for a
schema lock subrequest . The attributesin ~ SchemalLockSubRequestDataOptionalAttributes are
used as input parameters for processing the data associated with a schema lock subrequest. The

definition of the  SchemalLoc kSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup nhame="SchemalLockSubRequestDataOptionalAttributes">

<xs:attribute name="SchemalLockRequestType" type="tns:SchemaLockRequestTypes"
use="optional"/>
</xs:attributeGroup>

SchemalockRequestType: A SchemalockRequestTypes that specifies the type of schema lock
subrequest. SchemalockRequestTypes is defined in section  2.3.2.4 .
The following table shows a mapping between the type of schema lock subrequest and the attributes

that MUST be specified for that SchemalockRequestType

In the following table, Timeout , AllowFallbackToExclusive ,and ExclusiveLockID release the lock
on conversion failure, and ClientlD ,and SchemalLoc kID are attributes that MUST be specified for

the SubRequestData element associated with the coauthoring subrequest, depending on the type of
coauthoring subrequest.

In the following table, fAiYesd signifies thatethe attri

SubRequestData element associated with the schema lock subrequest.

Value of Time AllowFallbackToE ExclusiveLockID Release ClientID Schemalo
SchemaLockRe out xclusive lock on ckiD
questType conversio

n failure
"GetLock" Yes If Yes Yes
(Get Lock) AllowFallbackToE

xclusive is set to
true , the attribute
for the exclusive
lock identifier
MUST be specified.

"Releaselock" Yes Yes
(Release Lock)

"RefreshLock" Yes Yes Yes
(Refresh Lock)

"ConvertToExclu Yes Yes Yes Yes Yes
sive"

(Convert To
Exclusive Lock)
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Value of Time AllowFallbackToE ExclusiveLockID Release ClientID Schemalo
SchemaLockRe out xclusive lock on ckiD
questType conversio

n failure
"CheckLockAvail Yes
ability"
(Check Lock
Availability)

2.3.3.6  WhoAmISubResponseDataOptionalAttributes

The WhoAmISubResponseDataOptionalAttributes attribute group contains attributes that MUST
be used only in  SubResponseData elem ents associated with a subresponse for a Who Am |
subrequest . The attributesin ~ WhoAmISubResponseDataOptionalAttributes provide the data
that was requested as part of the Who Am | subrequest. Th e schema definition of the
WhoAmISubResponseDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup name="WhoAmISubResponseDataOptionalAttributes">
<xs:attribute name="UserName" type="tns:UserNameType" use="optional"/>
<xs:attribut e name="UserEmailAddress" type="xs:string" use="optional"/>
<xs:attribute name="UserSIPAddress" type="xs:string" use="optional" />
<xs:attribute name="UserlsAnonymous" type="xs:boolean" use="optional" />
<xs:attribute name="UserLogin" type="tns :UserLoginType" use="optional" />
</xs:attributeGroup>

UserName: A UserNameType that specifies the user name for the protocol client. UserNameType
is defined in section  2.3.2.7 .

UserEmailAddress: A string that specifies the email address associated with the protocol client. The
format of the email address MUST be as specified in RFC2822] section 3.4.1.
UserSIPAddress: A string that s pecifies the Session Initiation Protocol (SIP) address associated

with the protocol client.

UserlsAnonymous: A Boolean value that specifies whether the protocol client is an anonymous
guest user . Protocol servers SHOULD return TRUE if the user is an anonymous guest user. <42>

UserLogin: A UserLoginType that specifies the user login alias of the protocol client.
UserLoginType is defi ned in section 2.3.2.6 . The UserLogin attribute MUST be specified in a
WhoAml  subresponse that is generated in response to a WhoAml  subrequest.

2.3.3.7 EditorsTableSubRequestDataOptionalAttributes

The EditorsTableSubRequestDataOptionalAttrib utes attribute group contains attributes that
MUST be used only for  SubRequestData elements associated with the parent SubRequest  element
for an editors table  subrequest . The attributes in
Edito rsTableSubRequestDataOptionalAttributes are used as input parameters for processing the
data associated with an editors table subrequest. The definition of the
EditorsTableSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup n ame="EditorsTableSubRequestDataOptionalAttributes">

<xs:attribute name="EditorsTableRequestType" type="tns:EditorsTableRequestTypes"
use="optional"/>
</xs:attributeGroup>
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EditorsTableRequestType: An EditorsTableRequestTypes that specifies the type of editors table

subrequest. EditorsTableRequestTypes is defined in section  2.3.2.5 .

Depending on the type of the editors table subrequest, the following table shows a map ping be
the type of editors table subrequest and the attributes that MUST be specified for that
EditorsTableRequestType

tween

In the following table, Timeout , ClientID , AsEditor , Key , and Value are attributes that MUST be

specified for the  SubRequestData element associated with the editors table subrequest, depending
on the type of editors table subrequest.

In the following table, fiYes0o signifies that the attri
SubRequestData element associated with the editors table sub request.

Value of Timeout ClientID AsEditor Key Value

EditorsTableRe

questType

"JoinEditingSessi Yes Yes Yes

on"

(Join Editing

Session)

"LeaveEditingSes Yes

sion"

(Leave Editing

Session)

"RefreshEditingS Yes Yes Yes

ession”

(Refresh Editing

Session)

"UpdateEditorMe Yes Yes Yes

tadata”

(Update Editor

Metadata)

"RemoveEditorM Yes Yes

etadata”

(Remove Editor

Metadata)
2.3.3.8 FileOperationSubRequestDataOptionalAttributes
The FileOperationSubRequestDataOptionalAttributes attribute group contains attributes that
MUST be used only for SubRequ estData elements associated with the parent SubRequest  element
for a file operation ~ subrequest . The attributes in
FileOperationSubRequestDataOptionalAttributes are used as input parameters for p rocessing the
data associated with a file operation subrequest. The definition of the
FileOperationSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup name="FileOperationSubRequestDataOptionalAttributes">
<xs:attribute name="FileOperation" type="tns:FileOperationRequestTypes" use="optional"/>
</xs:attributeGroup>
FileOperation: A FileOperationRequestTypes that specifies the type of file operation subrequest.
FileOperationRequestTypes is defined in section  2.3.2.8 .
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Depending on the type of the file operation subrequest, the following table shows a mapping between
the type of file operation subrequest and the attributes that MUST be specified for that

FileOperaton , signi fied by fAYeso.

Value of FileOperation NewFileName ExclusiveLockID
"Rename" Yes

(Rename)

2.3.3.9 VersioningSubRequestDataOptionalAttributes

The VersioningSubRequestDataOptionalAttributes attribute group contains attributes that MUST

be used only for SubRequest Data elements associated with the parent SubRequest  element for a
versioning subrequest . The attributes in  VersioningSubRequestDataOptionalAttributes are used
as input parameters for processing the data associated with a versioning subrequest. The definition of

the VersioningSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup name="VersioningSubRequestDataOptionalAttributes">

<xs:attribute name="VersioningReques tType" type="tns:VersioningRequestTypes"
use="optional"/>
</xs:attributeGroup>

VersioningRequestType: A VersioningRequestTypes that specifies the type of versioning
subrequest. VersioningRequestTypes is defined in section  2.3.2.9 .

Depending on the type of the versioning subrequest, the following table shows a mapping between the
type of versioning subrequest and the attributes that MUST be specified for that

VersioningRequestType , signifiéd by AYes
Value of Version
VersioningRequestType

"GetVersionList"
(Get Version List)

"RestoreVersion" Yes

(Restore Version)

2.3.3.10 PropertiesSubRequestDataOptionalAttributes

The PropertiesSubRequestDataOptionalAttributes attribute group contains attributes that MUST

be used only for SubRequest Data element associated with the parent SubRequest  element for a
Properties subrequest . The attributesin  PropertiesSubRequestDataOptionalAttributes are used
as input parameters for processing t he data associated with a Properties subrequest. The definition of

the PropertiesSubRequestDataOptionalAttributes attribute group is as follows:

<xs:attributeGroup name="PropertiesSubRequestDataOptionalAttributes">
<xs:attribute name="Properties" type= "tns:PropertiesRequestTypes" use="optional"/>
</xs:attributeGroup>

Properties: A PropertiesRequestTypes (section 2.3.2.10 ) that specifies the type of Properties
subrequest.
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Depending on the type of the Properties subrequest, the following table shows a mapping between the
type of Properties subrequest and the elements that MUST be specified for that Properties , signified
by fAYeso.

Value of Properties Propertylds
"PropertyEnumerate”
"PropertyGet" Yes
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3 Protocol Details

The client side of this protocol is simply a pass -through. That is, no additional timers or other state is
required on the client side of this protocol. Calls made by the higher -layer protocol or application are
passed directly to the transport, and the results returned by the transport are passed directly back to

the higher -layer protocol or application.

Except where specified, protocol clients MUST interpret HTTP status codes returned by the protocol
server as specified in RFC2616] section 10.

This protocol allows protocol servers to notify protocol cl ients of request -specific or subrequest -
specific error codes as part of the message itself and not via a SOAP fault message.

3.1 Server Detalils

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation

maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations

adhere to this model as long as their external behavior is consistent with that described in this

document.

The following states specify the data or ganization that a protocol server maintains to participate in the
protocol:

A Partition -block: A partition that contains binary file data in the abstract data model as specified
in [MS -FSSHTTPB]. A file is associated with one or more partitions. The server stores the binary

file contents and file format T specific data in partitions. File contents are stored in the default

partition. Each partition is uniquely identified by a par tition identifier.
A File coauthoring tracker: A tracking mechanism that the protocol server uses for coauthoring.

For each file, the protocol server keeps track of the protocol client identifier associated with each

client that is coauthoring the file, the type of lock on the file 9 thatis, an exclusive lock or a shared

lockdand the timeout associated with each clientoés shared
3.1.2 Timers
None.

3.1.3 Initialization

None.

3.1.4 Message Processing Events and Sequencing Rules

The following table summarizes the list of operations as defined by this specification.
Operation Description
Cell subrequest Retrieves or uploads a filebd

metadata contents.

Coauth subrequest Gets a shared lock on a coauthorable file that allows
for all clients with the same schema lock identifier to
share the lock. The protocol server also keeps track
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Operation Description

of the protocol clientds sha
any instant of time.

Schemalock s ubrequest Gets a shared lock on a coauthorable file that allows
all clients with the same schema lock identifier to
share the lock.

ExclusiveLock subrequest Gets an exclusive lock on the file, which ensures only
one client edits the file at an instant in time.
WhoAml subrequest Retrieves the protocol client's friendly name and

other client -specific information for a client with a
unique client identifier.

ServerTime subrequest Retrieves the se rver time.

EditorsTable subrequest Adds the protocol client to the editors table, which is
accessible to all clients editing or reading a document.

GetDocMetalnfo subrequest Retrieves various properties for the file and the
parent folder as a series of string pairs.

GetVersions subrequest Sends back information about the previous versions
of afile.
Versioning subrequest Requests information on versions of a file or different

types of versioning related operations on a file.

FileOperation subrequest Operates on a file.

AmlAlone subrequest Finds out if the user is alone in a coauthoring session.
LockStatus subrequest Gets the lock status.

Properties subrequest Gets the information on properties.

3.14.1 Common Message Processing Rules and Events

The protocol server MUST follow the following common processing rules for all types of subrequests

A The Url attribute in the cell storage service Request element specifies the unique URL for the file
that the request is to be processed for. The Url attribute is specified in section 2232 .

A The SubRequestToken attribute in the cell storage service SubRequest  element uniquely
identifies a subrequest for a file. The SubRequestToken attribute is specified in section  2.2.4.5 .

A The Type attribute in the cell storage service SubRequest  element specifies the type of cell
storage service subrequest. The protocol server uses the Type attribute to identify the type of cell
storage service subrequest. The Type attribute is specified in section 2244 .

A The DependencyType attribute in the cell storage service SubRequest element specifies the
type of dependency that a subrequest has on another subrequest. DependencyType attribute
fora SubRequest element is specified in section 2.2.4.5. The protocol server identifies the
dependency type to check if the subrequest is to be process ed.

A The DependsOn attribute specifies the SubRequestToken of the subrequest that this
subrequest depends on. The DependsOn  attribute fora  SubRequest element is specified in
section 2.2.4.5.
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The protocol server uses a combination of the DependsOn and Dep endencyType  attributes for a
specific subrequest to decide if a cell storage service subrequest will be executed. The protocol server

sends a Response elementforeach Request elementanda SubResponse element corresponding
to each SubRequest elementconta ined withina Request element.

If the protocol server supports shared locking, the protocol server MUST support at least one of the
following subrequests:

A The coauthoring subrequest
A The schema lock subrequest

If the protocol server supports the coauthoring subrequest, it MUST support tracking the coauthoring
transition. The coauthoring transition allows for the number of users editing the file to increase from 1

to n orto decrease from n to 1, where n isthe maximum number of users who are allowed to edit a
single file at an instant in time. If the protocol server supports the coauthoring subrequest, it MUST

return a coauthoring status as specified in section 23.1.7 .

A shared lock on a file is granted by sending one of the following subrequests to the protocol server:

>

A coauthoring subrequest

A A schema lock subrequest

A An exclusive lock subrequest of type "Convert to schema lock"

A Anexclusive lo ck subrequest of type "Convert to schema lock with coauthoring transition tracked"

An exclusive lock on a file is granted by sending one of the following subrequests to the protocol

server:
A An exclusive lock subrequest

A A coauthoring subrequest of type "Con vert to exclusive lock"
A A schema lock subrequest of type "Convert to exclusive lock"

The protocol server does the following to decide when to release the lock on the file: When the

timeout expires for a client, and no refresh on the timeout was received, t he protocol server MUST

release that clientds |l ock on the shared file. When the ti me
the file expire, the shared lock on the file MUST be released by the protocol server. To prevent the

lock on the file from exp  iring, the protocol client MUST send a request to refresh the timeout at a

regular interval that is shorter than the lock timeout.

The protocol server is used by clients to synchronize both coauthorable files and files that are not
coauthorable. The protoc ol server is also used by clients to synchroni ze

The protocol server MAY return an error code value set to "RequestNotSupported” for a cell storage
service subrequest if the following conditions are all true:

>

The protocol clients  ent a coauthoring subrequest.

>

The protocol server supports shared locking with tracking of the coauthoring transition.

A The coauthoring administrator setting for the server is turned off.

3.1.4.2 Cell Subrequest

This operation is used to retrieve or upload the binary or metadata contents of a file. The contents are
uploaded or downloaded fully or partially. The download or upload of the contents is accomplished by
indicating the partition id entifier whose contents are to be uploaded or downloaded. The cell
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subrequest  acts as a wrapper around the actual file synchronization processing logic as specified in
[MS -FSSHTTPB].

The protocol client sends a cell SubRequest  message, which is of type CellSubRequestType as
specified in section  2.3.1.2 . The protocol server responds with a cell SubResponse  message, which is
of type CellSubResponseType as specified in section  2.3.1.4 . This is done as follows:

A The protocol client prepares a reques tcontaininga URL for the file, a unique Request token, and
one or more SubRequest elements, as defined in section 2.2.3.2 andsectio n 2.2.3.8 . The
SubRequest  element is of type "Cell", and the SubRequestData element contains attributes that
are input parameters used by the server when processing the cell subrequest. The
SubRequestData elementis of type  Cell[SubRequestDataType and is defined in section
231.1 .

A The binary data sent in the SubRequestData element indicates if this is a file content upload or
downloa d. The meaning of the data is as specified in [MS -FSSHTTPB] section 2.2.3.1.3. The cell
subrequest for an upload of the file contents is processed as specified in [MS -FSSHTTPB] section
3.1.4.3. The cell subrequest for a download of the file contents is pro cessed as specified in [MS -
FSSHTTPB] section 3.1.4.2. The schema lock identifier MUST be specified in a cell subrequest if
the current client already shared the lock on the file and is in a coauthoring session. The schema
lock identifier is defined in sect ion 2.3.1.1. When the schema lock identifier is specified in the cell
subrequest, the protocol server returns a success error code if the file currently has a shared lock
with the specified schema lock identifier.

A The bypass lock identifier MUST be present when uploading the binary or metadata contents of a
file. It MUST NOT be present when retrieving the binary or metadata contents of a file. The bypass
lock identifier is defined in section 2.3.3. 1. When the bypass lock identifier is specified in a cell
subrequest, exactly one of the following is true:

A The file is schema locked. In this case, the bypass lock identifier MUST be the same as the
schema lock identifier. They have the same semantics, in this case.
A The file is exclusive locked. In this case, the bypass lock identifier MUST be the same as the

exclusive lock identifier. They have the same semantics, in this case. The exclusive lock
identifier is defined in section 2.3.3.1.

A Ifthe ExpectNoFi leExists attribute issetto  true in afile content upload cell subrequest, the
Etag attribute MUST be an empty string. In this case, the protocol server MUST cause the cell

subrequest to fail with a coherency error if and only if the file already exists o n the server. The
ExpectNoFileExists attribute is defined in section 2.3.3.1. The Etag attribute is defined in
section 2.3.3.1. Coherency failure error codes are as specified in [MS -FSSHTTPB].

A Ifthe Coalesce attributeissetto  true ina cell subrequest, the protocol server persists all
changes to the file in the underlying store. The Coalesce attribute is defined in section 2.3.3.1.
Forallfirst -t i me saves of the fileds binary file contents
specified:

A The ExclusiveLo ckID attribute (section 2.3.1.1) is set to a unique lock identifier.

A When the protocol server receives the ExclusiveLockID in a cell subrequest, the server performs
the following steps as an atomic operation:

1. Get an exclusive lock on the file.

2. Committhef i | eds binary cont ent sESSHISPBEspcion 8.1.4.3e(Moteithat [ MS
for updates to other partitions that do not contain binary file contents, the Coalesce attribute
is setto false in the cell subrequest.)

A The protocol server receives the requ est and parses the logic to send the information to the
underlying store. If the request is a download request, the encoded file contents are sent back to
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the protocol client. If file properties T specific information is requested, the file properties are
prepared as a response and sent back to the protocol client.

A The Response element is defined in section 2.2.3.5 ,andthe SubResponse elementis
defined in section  2.2.3.10 . The CellSubResponseDataType specifies the type of the
SubResponseData element inside the cell SubResponse  element. The
CellSubResponseDataType is defined in section  2.3.1.3 . In the case where the protocol
server finishes performing the request but in the middle of generating the SubResponseData
data, another request changes the file content or metadata, the pro tocol server returns an
additional SubResponseStreamlinvalid element to indicate that the binary data in the
SubResponseData is not valid. The protocol client can resend the request to get the data.

The SubResponseStreamlinvalid element is defined in 2.3.1.4

A The protocol server returns results based on the following conditions:

A If the protocol server was unable to find the URL for the file specified in the Url attribute, the
protocol server reports a failure by returning an error code value set to "CellRequ estFail" in
the ErrorCode attribute sent back in the SubResponse  element, and the binary data in the
returned SubRequestData elementindicatesan HRESULT Error as described in [MS -
FSSHTTPB] section 2.2.3.2.4. But for Put Changes subrequest, as described in [MS -

FSSHTTPB] section 2.2.2.1.4, the protocol server creates a new file using the specified Url .
A Depending on the type of error, the ErrorCode returned as an attribute of the SubResponse
element is updated with a specific error code as specified in sectio n2254 .

A ErrorCode includes "Success" to indicate success in processing the file upload or download
request.

3.1.4.3 Coauth Subrequest

This operation is used to make a request to the protocol server for a shared lock on the file or for

shared lock operations on a file. A protocol server that supports a coauthoring subrequest ~ MUST also
support tracking the coauthoring transition. Depending on the CoauthRequestType attribute value,
the protocol server interprets the subrequest as one of the following types of shared lock operations:

A Join coauthoring session

A Exit coaut horing session
A Refresh coauthoring session
A Convert to exclusive lock

A Check lock availability

A Mark transition to complete

A Get coauthoring status

The CoauthRequestType attribute is defined in section 2.3.3.3 . The CoauthRequestType attribute
is one of the attributes for the coauthoring SubRequestData element, which is of type
CoauthSubRequestDataType as specified in section  2.3.1.5 .

The protocol client sends a coauthoring SubRequest  message, which is of type
CoauthSubRequestType as specified in section  2.3.1.6 . The protocol server responds with a
coauthoring SubResponse  message, which is of type CoauthSubResponseType as specified in
section 2.3.1.8 . This is done as follows:

A The protocol client prepares arequest containinga  URL for the file, a unique Request token, and
one or more SubRequest elements, as defined in section 2.2.3.2 and section 2.2.3.8 .The
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SubRequest  element is of type "Coauth”, and the SubRequestData element contains attributes

that are input parameters used by the server when processing the coauthoring subr equest. The
SubRequestData elementis of type = CoauthSubRequestDataType and is defined in section
2.3.1.5.

A The protocol server receives the request and parses the logic. Depending on the type of
coauthoring request, the protocol server processes the subrequ est as specified in section
3.1431 ,31432 ,31433 ,3.1434 ,31435 ,3.1.4.3.6 ,or 3.1.4.3.7 .The protocol server
uses the ClientID attribute sent in a coauthoring subrequest to do the following:

A Uniquely identify each client
A Keep track of each client and its timeout on the shared lock for the file
A Decide when to release the shared lock on the file

A The Response element is defined in section 2.2.3.5 ,andthe SubResponse elementis defined in
section 2.2.3.10 . CoauthS ubResponseDataType defines the type of the SubResponseData
element inside the coauthoring SubResponse  element. CoauthSubResponseDataType is
defined in section 2.3.1.7 .

A If the coauthoring subreques tis of type "Join coauthoring session" or "Refresh coauthoring
session", the protocol server MUST return the lock type granted to the protocol client as part of

the response message to the protocol client o if the ErrorCode attribute that is part of the
SubResponse  element is set to a value of "Success". The lock type is specified in the LockType
attribute in the coauthoring SubResponseData element. The SubResponseData element
returned for a coauthoring subrequest is of type CoauthSubResponseDataType and i s defined

in section 2.3.1.7. The LockType attribute is specified in section 2.3.1.7.

A The protocol server returns results based on the following conditions:

A Depending on the type of error, ErrorCode s returned as an attribute of the SubResponse
element. T he ErrorCode attribute that is part of the SubResponse  element is updated with a
specific error code as specified in section 2254 .

A If the protocol server was unable to find the URL for the file specified inthe  Url attribute, the
protocol server reports a failure by returning an error code value set to
"FileNotExistsOrCannotBeCreated" in the ErrorCode  attribute sent back in the SubResponse
element.

A The protocol server returns an error code value set to "CoauthRefblobConcurrencyViolation"
when there is a concurrency violation and the coauthoring subrequest is one of the following
types:

A Join coauthoring session
A Exit coauthoring session
A Refresh coauthoring session
A Convert to an exclusive lock

A Mark in transition complete

A A concurrency violation happens when a current cl
tracker fails because another clientds request t
progress on the server before the save is done by the current client.
"CoauthRefblobConcurrencyViolation" is specified in section 2.2.5.8 . The file coauthoring
tracker is defined in section 3.1.1 .
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A The protocol server returns an error code value set to "RequestNotSupported" if the server
does not support this request type.

A An ErrorCode value of "Success" indicates success in processing the coauthoring request.

3.1.4.3.1 Join Coauthoring Session

If the CoauthRequestType attribute is set to "JoinCoauthoring”, the protocol server considers the
coauthoring subrequest  to be of type "Join coauthoring session". The pr otocol server processes this
request to get a shared lock on the coauthorable file and joins the coauthoring session of the file by
adding the cl i eCliedb arg Snoeouttathedild coauthoring tracker. The protocol

server also checks and get s the coauthoring status of the file.

If the file already has a shared lock on the server with the given schema lock identifier, and the client
has already joined the coauthoring session, the protocol server does both of the following:

A Refreshes the timeout value associated with the ClientID in the file coauthoring tracker.
A Returns an error code value set to "Success".

If the coauthoring feature is disabled on the protocol server, it does one of the following:

A Ifthe AllowFallbackToExcl usive attribute is setto  true , the protocol server gets an exclusive
lock on the file.
A Ifthe AllowFallbackToExclusive attribute is setto  false , the protocol server returns an error
code value set to "FileNotLockedOnServer". <43>
The AllowFallbackToExclusive attribute is defined in section 2.3.1.5 . The result of the lock type
gotten by the server MUST be sent as the LockType attrib ute in the
CoauthSubResponseDataType . The CoauthSubResponseDataType is defined in section  2.3.1.7 .
LockType attribute values are defined in section 2259 .

To get the coauthoring status, the protocol server checks the number of clients editing the file at that
instant in time. If the current client is the only client editing the file, the protocol server MUST return a
CoauthStatus  setto "Alone", which indicates that no one else is editing the file. If the current client

is the second, third, or later coauthor joining the coauthoring session, the protocol server MUST return

a CoauthStatus  set to "Coauthoring”, which indicates that the curr ent client is coauthoring when
editing the document. A CoauthStatus of "None" can be returned in situations where coauthoring is
not achieved because an exclusive lock is returned instead of a shared lock. This can happen when 1.

the file is checked out by the current user or 2. an exclusive lock is held by the current user or 3. the
coauthoring feature is disabled and the AllowFallbackToExclusive attribute is set to true on the
request. The CoauthStatus attribute sent as part of the SubResponseData element is defined in
section 2.2.8.2 .

If the current client is the second client to join the coauthoring session, the server creates a hew

transition request by using the TransitionlD attribute for the file. TransitionID is defined in section
2.3.1.7. Since there is a transition request present for the file, when the first client that was added to

the coauthoring session makes the IsOnlyClient web service request, the server returns "f alse". The
descriptions of the transition request and the IsOnlyClient web service request are as specified in

[MS -SHDACCWS] . This sequence of subrequests is described in th e figure in section  3.1.4.3.6 .

If there is a current exclusive lock on the file or a shared lock on the file with a different schema lock
identifier, the protocol server returns an error code valu e set to "FileAlreadyLockedOnServer". If the
coauthorable file is checked out on the server and checked out by a client with a different user name

than the current client, the protocol server returns an error code value set to
"FileAlreadyCheckedOutOnServe  r".

The protocol server returns an error code value set to "NumberOfCoauthorsReachedMax" when all of
the following conditions are true:
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A The maximum number of coauthorable clients allowed to join a coauthoring session to edit a
coauthorable file has beenr  eached.

A The current client is not allowed to edit the file because the limit has been reached.

If any failure occurs such that the subrequest cannot be processed successfully, the protocol server

returns an error. The error that the protocol server returns is implementation -specific. Errors that are
directly returned by the protocol server are implementation - specific.
LockAndCoauthRelatedErrorCodeTypes is defined in section  2.2.5.8 , and generic err  or code types

are defined in section  2.2.5.6 . For other unknown error types, the protocol server returns an error
code value set to "LockRequestFail".

3.1.4.3.2 Exit Coauthoring Session

Ifthe CoauthRequest Type attribute is set to "ExitCoauthoring", the protocol server considers this
coauthoring subrequest  to be of type, "Exit coauthoring session". The protocol server processes the
request to exit  the coauthoring session and checks the number of clients editing the document at that
instant in time. When the protocol server receives a coauthoring subrequest of type "Exit coauthoring
session" from the last and only client editing the document, the pr otocol server does both of the
following:

A Delete the client identifier entry associated with the client in the file coauthoring tracker. The file
coauthoring tracker is defined in section 3.1.1 .

A Delete the coauthoring session and the shared lock on the file if the client that sent the subrequest
of type "Exit coauthoring session" is the last client in the file coauthoring tracker.

If the current client is not already present in the coauthoring sess ion, the protocol server does one of
the following:
A Return an error code of "Success" <44> | if there are other clients present in the coauthoring
session.
A Return an error code of "FileNotLoc kedOnServer" if no clients are present in the coauthoring

session.

The protocol server SHOULD  <45> return an error code of "FileAlreadyLockedOnServer" if there is a
current exclusive lock on the file or a shared lock on the file with a different schema lock identifier.

If the coauthoring session has already been deleted, the protocol server returns an error code value
set to "Success", as specified in section 2.25.6 .

If any failure occurs such that the subrequest cannot be processed successfully, the protocol server

returns an error. The error that the protocol server returns is implementation -specific. Errors that are
directly returned by the protocol server are implementation -specific.
LockAndCoauthRelatedErrorCodeTypes is defined in section  2.2.5.8 , and generic error code types

are defined in section 2.2.5.6. For other unknown error types, the protocol server returns an error
code value set to "LockRequestFail".

3.1.4.3.3 Refresh Coauthoring Session

If the CoauthRequestType attribute is set to "RefreshCoautho ring", the protocol server considers
this coauthoring  subrequest  to be of type, "Refresh coauthoring session". The protocol server
refreshes the clientds ti meout wfablefile and shhchsrthe doadthorindk o0 n

status of the file.

The protocol server refreshes the shared lock on the file. If the refresh of the shared lock on the file
for that specific client fails because the file is no longer locked since the timeout value expired on the
lock in the file coauthoring tracker, the protocol server does one of the following:
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A If the coauthoring feature is enabled on the protocol server, the server considers this coauthoring
subrequest to be of type, "Join coauthoring session", and it gets a new shared lock on the file.

A If the coauthoring feature is disabled, then the protocol server returns an error code value set to
"FileNotLockedOnServer". <46>

The Timeout attrib ute is defined in section 2.3.1.5 , and the file coauthoring tracker is defined in
section 3.1.1 .

After the protocol server has ensured t hat there is a shared lock with the same schema lock identifier

used by the current client and that the client is sharing the shared lock on the file, the protocol server

MUST wupdate the clientds timeout on t he s haredsdhe tinceauk
value sent as part of the coauthoring subrequest. If the client is sending a request to refresh the

shared lock with a timeout value less than or equal to the current timeout on the shared lock, the

protocol server considers the coauthorin g subrequest of type "Refresh coauthoring session” to be a
no-operation instruction and does nothing. If the client is sending a request to refresh the shared lock

with a timeout value greater than the current timeout on the shared lock, the protocol serve r updates
the file coauthoring tracker with the new timeout value for that specific client and that specific file.

The Timeout attribute is defined in section 2.3.1.5, and the file coauthoring tracker is defined in

section 3.1.1.

To get the coauthoring sta  tus, the protocol server checks the number of clients editing the file at that

instant in time. If the current client is the only client editing the file, the protocol server MUST return a

CoauthStatus  set to "Alone", which indicates that no one else is ed iting the file. If the current client

is the second, third, or later coauthor joining the coauthoring session, the protocol server MUST return

a CoauthStatus  set to "Coauthoring”, which indicates that the current client is coauthoring when

editing the docu ment. The CoauthStatus  attribute sent as part of the SubResponseData elementis
defined in section 2.2.8.2 .

If there is a current exclusive lock on the file or a shared lock on the file with a dif ferent schema lock
identifier, the protocol server returns an error code value set to "FileAlreadyLockedOnServer". If the
coauthorable file is checked out on the server and checked out by a client with a different user name

than the current client, the pro tocol server returns an error code value set to
"FileAlreadyCheckedOutOnServer".

If any failure occurs such that the subrequest cannot be processed successfully, the protocol server

returns an error. The error that the protocol server returns is implementa tion - specific. Errors that are
directly returned by the protocol server are implementation -specific.
LockAndCoauthRelatedErrorCodeTypes is defined in section  2.2.5.8 , and generic error code types
are defined in section  2.2.5.6 . For other unknown error types, the protocol server returns an error

code value set to "LockRequestFail".

3.1.4.3.4 Convert to Exclusive Lock

If the CoauthRequestType attribut e is set to "ConvertToExclusive", the protocol server considers this
coauthoring subrequest  to be of type, "Convert to Exclusive lock". The protocol server processes the
request to convert asha  red lock on the coauthorable file to an exclusive lock on the file.

The protocol server performs the following two operations:
A The conversion of the shared lock to an exclusive lock.
A The deletion of coauthoring session.

The protocol server returns an error code value set to "InvalidCoauthSession" to indicate a failure if
any of the following conditions is true:

A There is no shared lock.

A There is no coauthoring session for the file.

on
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A The current client is not present in the coauthoring session.

If there i s a current exclusive lock on the file or if there is a shared lock on the file from another client
with a different schema lock identifier, the request cannot be processed successfully so the protocol
server returns "InvalidCoauthSession" as defined in se ction 2.2.5.8 .

The shared lock is converted to an exclusive lock only if one client is currently editing the document. If

the shared lock is successfully converted to an exclusive lock, the protoc ol server MUST use the
unique value of the  ExclusiveLockID attribute sent by the client to identify the lock. The
ExclusiveLockID attribute is specified in section 23.15 .

If there is more than one client currently editing the file and the
ReleaseLockOnConversionToExclusiveFailure attribute is setto  false , the protocol server returns
an error code value set to "MultipleClientsinCoauthSession" to indicate the failure to convert to an

exclusive lo ck. The protocol server returns an error code value set to

"ExitCoauthSessionAsConvertToExclusiveFailed" when the following conditions are both true :
A The ReleaselLockOnConversionToExclusiveFailure attribute is setto  true in the coauthoring
subrequest.

A Multiple clients are in the coauthoring session.

When the ReleaseLockOnConversionToEXxclusiveFailure attribute is setto  true and the
conversion to an exclusive lock failed, the protocol server removes the client from the coauthoring

session forthe file,a nd it removes t he Clenlbr &amtthe filé coamthoriny sracker that
was associated with that file. The ReleaselLockOnConversionToExclusiveFailure attribute is
specified in section 2.3.1.5.

If any failure occurs such that the subrequest cannot be processed successfully, the protocol server
returns an error. The error that the protocol server returns is implementation - specific. Errors that are
directly returned by the protocol server are implementation - specific.
LockAndCoauthRelatedErrorCodeType s is defined in section 2.2.5.8, and generic error code types

are defined in section  2.2.5.6 . For other unknown error types, the protocol server returns an error

code value set to "LockRequestFail

3.1.4.35 Check Lock Availability

If the CoauthRequestType attribute is set to "CheckLockAvailability", the protocol server considers
this coauthoring  subrequest  to be of type, "Check lock availability ". The protocol server checks if a
file is available to take a shared lock or exclusive lock.

If there is a current exclusive lock on the file or if there is a shared lock on the file with a different

schema lock identifier, the protocol server returns an error code value set to
"FileAlreadyLockedOnServer". If the coauthorable file is checked out on the server and it is checked

out by a client with a different user name than the current client, the protocol server returns an error

code value set to "FileAlr  eadyCheckedOutOnServer". In all other cases, the protocol server returns an
error code value set to "Success" to indicate the availability of the file for locking.

3.1.4.3.6 Mark Transition to Complete

If the CoauthRequestType attribute is set to "MarkTransitionComp lete", the protocol server
considers this coauthoring subrequest  to be of type, "Mark transition to complete". The protocol

server deletes the transition request for the file using the Transitio nID . The description of when the
transition request is created for the file is specified in section 3.143.1 .

A coauthoring subrequest of type "Mark transition to complete” is requested by a prot ocol client that
first joined a coauthoring session or by a protocol client that has a coauthoring status of "Alone". The
request is sent by the protocol client when it receives "false" from the protocol server as a response to
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the 1sOnlyClient web service request. The IsOnlyClient web service request is as specified in MS -

SHDACCWS] .

The following diagram specifies a sequence in which a coauthoring subrequest of type "Mark transition
to complete” is sent by Clientl (C1). C1 is the first client that joined the coauthoring session to edit
the file. Client2 (C2) is the second client sharing the lock and joining the coauthoring session.

Figure 3: Sequence of coautho ring subrequest types

The coauthoring subrequest of type, "Join coauthoring session" is defined in section 3.1.4.3.1. The
IsOnlyClient web service request sent by the client is as specified in [MS -SHDACCWS].

The CoauthStatus attribute is not set by the se rver in the subresponse returned for this subrequest.
The client MUST set its local coauthoring status to "Coauthoring” 0 ifthe ErrorCode attribute in the
subresponse is set to "Success" to indicate the successful processing of this subrequest.

The protocol server returns an error code value set to "InvalidCoauthSession" to indicate failure if any
of the following conditions is true:

A Thereis no shared lock. <47>
A There is no coauthoring sessio  n for the file. <48>
A The current client is not present in the coauthoring session.

If any failure occurs such that the subrequest cannot be processed successfully, the protocol server

returns an error. The error that the protocol server returns is implementation -specific. Errors that are
directly returned by the protocol server are implementation -specific.
LockAndCoauthRelatedErrorCodeTypes is defined in section  2.2.5.8 , and generic error code types
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