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1 Introduction

This document specifies the Excel Services Publishing Protocol, which enables a protocol client to
form the protocol server URL and associated query string parameters to display the workbook in the
browser after the workbook is published to the protocol server.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also

normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary

The following terms are defined in [MS-GLOS]:

authentication
Hypertext Transfer Protocol (HTTP)
Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS)

The following terms are defined in [MS-OFCGLOS]:

permission
Request-URI
site

The following terms are specific to this document:

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the technical documents, which are updated frequently. References
to other documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-WEBSS] Microsoft Corporation, "Webs Web Service Protocol Specification".

[RFC1738] Berners-Lee, T., Masinter, L., and McCahill, M., "Uniform Resource Locators (URL)", RFC
1738, December 1994, http://www.ietf.org/rfc/rfc1738.txt

[RFC1945] Berners-Lee, T., Fielding, R., and Frystyk, H., "Hypertext Transfer Protocol -- HTTP/1.0",
RFC 1945, May 1996, http://www.ietf.org/rfc/rfc1945.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
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[RFC2396] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI):
Generic Syntax", RFC 2396, August 1998, http://www.ietf.org/rfc/rfc2396.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.ietf.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-OFCGLOS] Microsoft Corporation, "Microsoft Office Master Glossary".

1.3 Overview

This protocol specifies how the protocol server URL that is used for displaying the workbook in the
browser is formed. At a high level, the protocol involves the following operations:

= Discovery of the URL that is used to display the workbook in the browser given the URL to the
workbook.

= Setting the appropriate query string parameters in the URL for displaying the workbook in the
browser.

The following sequence diagram illustrates the operations of the protocol.

Protocol Client Protocol Server

i URL with Query String Parameters

Figure 1: This protocol message processing sequence

1.4 Relationship to Other Protocols

This protocol uses HTTP 1.0, as described in [RFC1945], HTTP 1.1, as described in [RFC2616], or
Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS), as described in [RFC2818],
for message transport.

The following diagram shows the underlying messaging and transport stack used by the protocol:
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Excel Servicgs Publishing This Protocol

HTTP | HTTPS
TCP Industry Standard
P

Figure 2: This protocol in relation to other protocols

1.5 Prerequisites/Preconditions

This protocol operates against a site (2) identified by a URL that is known by protocol clients. The
protocol server endpoint is formed by appending /_layouts/xlviewer.aspx to the URL of the site (2),
for example: http://www.contoso.com/Repository/_layouts/xlviewer.aspx.

The protocol assumes that authentication (2) has been performed by the underlying protocols.

1.6 Applicability Statement

This protocol is for providing protocol clients access to an HTML rendering of a workbook.

1.7 Versioning and Capability Negotiation

Versioning and capability negotiation for this protocol is handled by either the HTTP protocols as
described in [RFC1945] and [RFC2616], or the HTTPS protocol as described in [RFC2818].

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

All protocol messages MUST use HTTP 1.0 (as specified in [RFC1945]), HTTP 1.1 (as specified in
RFC2616]), or the HTTPS protocol (as specified in [RFC2818]) for message transport.

2.2 Message Syntax

All messages in this protocol MUST be valid HTTP requests and responses as specified in [RFC2616].
2.2.1 Request Syntax

2.2.1.1 Request HTTP Version

The HTTP version MUST be either HTTP 1.0 or HTTP 1.1, as specified in [REC2616] section 3.1.

2.2.1.2 Request HTTP Method

The protocol client MUST use the HTTP GET method as specified in [RFC2616] section 9.

2.2.1.3 Request-URI Syntax
The Request-URI MUST adhere to the following rules:
= The Request-URI sent in the HTTP request MUST be a valid URI as specified in [RFC1738].
= The Scheme Component MUST be either HTTP or HTTPS, as specified in [RFC2396] section 3.1.

= The protocol client MUST generate the Request-URI by appending "/_layouts/xlviewer.aspx" to
the site (2) URI to which the workbook was published. The protocol client MUST determine the
site (2) URI by calling WebUrlFromPageUrl (as specified in [MS-WEBSS] section 3.1.4.21) with
the full URI to which the workbook was published. Therefore the Path Component of the Request-
URI MUST end with "/_layouts/xlviewer.aspx", as specified in [RFC2396] section 3.3.

= The Query Component of the Request-URI MUST be present and follow the rules specified in
section 2.2.1.3.1 and [RFC2396] section 3.4.

The complete contents of the Request-URI MUST be negotiated prior to initiating the protocol as
described in section 1.5. This includes the Authority Component as specified in [RFC2396] section
3.2 and the Path Component specified in [RFC2396] section 3.3.

2.2.1.3.1 Query Segment

The Query Component of the Request-URI MUST contain three query string parameters with the
following names:

= ID
= DefaultltemOpen
= Cookie

The value for each query string parameter MUST be a non-empty string and a valid query string
parameter value as specified in [REC2396]. The Query Component MUST NOT contain query string
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parameters other than the three required parameters, as specified in [RFC2396] section 3.4. The
protocol server MUST NOT require the query string parameters to appear in any particular order.

The protocol client and protocol server MUST interpret the query string parameters as defined in the
following table.

Parameter
name Description
ID The location to which the workbook is published. The value for this parameter MUST

be a valid URL as specified in [REC1738]. The Scheme Component as specified in
RFC2396] section 3.1 of the ID URL MUST be either "HTTP" or "HTTPS".

DefaultlitemOpen The value for this parameter MUST be set to 1.

Cookie An identifier used to make the Request-URI unique. SHOULD be ignored by the
protocol server. The protocol client MUST set the value for this parameter to a unique
value across all requests from that protocol client.

Table 1: Query Parameters

2.2.1.4 Request Header Syntax
The protocol client MUST provide valid Message Headers as specified in [RFC2616] section 4.2.

2.2.2 Response Syntax

2.2.2.1 Response Status
The protocol server MUST provide a valid status code as specified in [RFC2616] section 6.1.1.

2.2.2.2 Response Header Syntax
The protocol server MUST provide valid message headers as specified in [RFC2616] section 4.2.

2.2.2.3 Response Body Syntax
The protocol server MUST provide a valid message body as specified in [RFC2616] section 4.3.
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3 Protocol Details
3.1 Common Details

3.1.1 Abstract Data Model

None.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message Processing Events and Sequencing Rules
The message processing events and sequencing rules are as follows:
= The protocol client MUST generate a valid Request-URI as specified in section 2.2.1.3.
*= The protocol client MUST issue the HTTP GET request to the generated URL.

= The protocol server MUST verify that the client has permission to access the specified URL and
MUST return the appropriate Status Code as specified in [RFC2616] section 6.1.1 if the protocol
client does not have permissions. The client MUST be prepared to accept all status codes
specified in [RFC2616] section 6.1.1.

= After performing any implementation specific processing, the protocol server MUST return a valid
HTTP response as specified in section 2.2.2.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.
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4 Protocol Examples

The following is an example of this protocol usage. In this example, the workbook is published to the
following location:

http://server-name/Site/Dir/Bookl.xlsx

The URL generated by this protocol that will render the workbook in HTML is as follows:

http://server-name/Site/ layouts/xlviewer.aspx?id=http://server-
name/Site/Dir/Bookl.xlsx&DefaultItemOpen=1&Cookie=0

http://server-name/Site is the URL of the site (2) to which the workbook was published. Protocol
clients determine the site (2) URL by calling WebUrlFromPageUrl (as described in [MS-WEBSS])
with the full URL to which the workbook was published.

HTTP request

GET

/team/mysite/ layouts/xlviewer.aspx?id=http%3a%2f%2fServerName$2fSite%2fDocument$20Library%2f
Example.xlsx&DefaultItemOpen=1&Cookie=2 HTTP/1.1

Accept: */*

Host: ServerName

HTTP response

HTTP/1.1 200 OK
Date: Fri, 22 Jan 2010 20:46:55 GMT
Server: Microsoft-IIS/6.0
MicrosoftSharePointTeamServices: 12.0.0.4017
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Set-Cookie: WSS KeepSessionAuthenticated=80; path=/
Set-Cookie: MSOWebPartPage AnonymousAccessCookie=80; expires=Fri, 22-Jan-2010 21:16:55 GMT;
path=/ B
Cache-Control: private, max-age=0
Expires: Thu, 07 Jan 2010 20:46:55 GMT
Last-Modified: Fri, 22 Jan 2010 20:46:55 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 20300
<html id="m htmlTag" dir="1ltr">
<head>
<meta name="WebPartPageExpansion" content="full" />
<meta name="GENERATOR" content="Microsoft SharePoint" />
<meta name="ProgId" content="SharePoint.WebPartPage.Document" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title id="m title">Excel Web Access - http://ServerName/Site/Document
Library/Example.xlsx</title>
<link rel="stylesheet" type="text/css"
href="/ layouts/1033/styles/EWRDefault.css?rev=0Iw8MMnEVJ5jKs65UzX4cw%3D%3D" />
<link rel="stylesheet" type="text/css"
href="/ layouts/1033/styles/core.css?rev=5msmprmeONfN61J3wtbAlA%3D%3D" />
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<script type="text/javascript" language="Jjavascript"
src="/ layouts/1033/init.js?rev=ck%2BHdHQ8ABQHif7kr%2Bj7iQ%3D%3D"></script>
<script src="/ layouts/1033/core.js?rev=S5dt4K8TJIGVTYUIHrW6enws3D%3D"></script>
<script src="/ layouts/1033/owsbrows.js?rev=%2FOcWXc03f8AvVMOC%2F2LOCJA%3D%3D"></script>
<script src="/ layouts/EWRScripts.js?rev=ycNXUsNKKdlghl2ZwFcmTQ%3D%3D"></script>
<script type="text/javascript" language="javascript"
src="/ layouts/portal.js?rev=cRI8b5r5N%2BkLhIuWR03ICg%3D%3D"></script>

<meta name="Microsoft Theme" content="default" />

<meta name="Microsoft Border" content="none" />

<link type="text/xml" rel="alternate" href=" vti bin/spdisco.aspx" />
</head>

<body style="overflow:auto;">

<form name="ctl05" method="post"
action="xlviewer.aspx?id=http%3a%2f%2fServerName%2fSite%2fDocument+Library%2fExample.xlsx&amp
;DefaultItemOpen=1l&amp;Cookie=2" onsubmit="javascript:return WebForm OnSubmit ();" id="ctl05"
dir="1tr">

<div>

<input type="hidden" name="__ EVENTTARGET" id="__ EVENTTARGET" value="" />
<input type="hidden" name="__ EVENTARGUMENT" id="__ EVENTARGUMENT" value="" />
<input type="hidden" name="_ REQUESTDIGEST" id="_ REQUESTDIGEST"

value="0x287836C9DDD259475E14616190CA7036C18EBEF6F4F6F9AFB1ID46B8A3C0OD763F5CCFEC4B5ESC51BCBLEL
C4AF4E6327C0CT726F3A1C10D7ECIEF9726A135AE3F55,22 Jan 2010 21:28:17 -0000" />

<input type="hidden" name="_VIEWSTATE" id="  VIEWSTATE"
value="/wEPDWUKLTI5NzU2NDc5NwIkFgImDxYCHgNkaXIFA2x0chYEAgGEPFgIeCWlubmVyaHRtbAVNRXh) ZWwgV2ViIE
FjY2VzcyAtIGhOdHAGLY94bHN1cnZpY2VZzL3R1YWOVDLXNI cmkvU2hhemVKkIERVY3VtZW50cy9FeGFtcGx1Lnhsc3hkAg0
PFgIfAAUDbHRYFgoCBQ8PFgQeBFR1eHQFDk1hbnByYXRhcCBTAXJpHgtOYXZpZ2F0ZVVybAUcaHROcDovL3hsc2Vydml J
ZXMvdGVhbS9tc3VyaWRkAgkPDXYEHWIFEFNOYXJ1ZCBEL2N1bWVUdHMfAWUWL3R1IYWOVvbXN1cmkvU2hhemVkIERVY3VtZ
W50cy9Gb3Jtcy9BbGxIdGVtcyS5he3B4ZGOCCwIkFgImD2QWBmMYPFgI fAGUMPHNWYW4gc3R5bGU9JI3BhZGRpbmctbGVmdD
0zcHgnPjwvc3Bhbj5kAgIPDXYEHWIFBOL5IFNpdGUfAwWUraHROcDovL3hsc2Vydml jZXM6NTYyNSOfbGF5b3V0cyINeVN
pdGUuYXNweGRkAgQPFgIfAgUSPHNwYW4gc3R5bGUSI3BhZGRpbmctbGVmdDoOcHg7cGFkzZGluZzylyaWdodDozcHgnPnw8
L3NwYW4+ZAIND2QWAmMYPZBYCAGMPFgI fAGUBEGQOCDWSPFgIeEFByZXZpb3VzV29ya2Jvb2sF+AFscGxTSGowSWk2N0J1lc
zNCaW9tdmxhNXZ0aUlhSzBkUnc4Q3dCKONiWEFhcEhrRVhBZjZoYmJ1UHABS11XaUdGVTh1UD1sZ1FiUG56¢c2gvMWVmbV
J4MFY4enQ5SFIxXNG56Um8vQVVXavVk5MXJ5¢Gs0Yzk0alBybWFSeHFNRWx2Yk5TbTMyRHRMRjVKaWdSU3RsczRxVkMxU0Q
wRmw2YyszM2FaczJ4WHAgTmICT1FYS1dLSOtRAOSKYXZgTkISQWVLRUQ4N1dkUU9wWCW1KeWI FT2tKRWoxN1hSNjJJZjJ1
T3dzZEdxTjkORmYxY302b1hORkxJY3cIPWOWBMYPDxYOHgJobQsgMINS5c3R1bS5XZWIuvVUkuv2viQ2 9udHIvbHMuvV2vViUu
GFydHMuV2ViUGFydEh1bHBNDb2R1ARSACYMFAUlpY3Jve29mdC5TaGFyZVBvaW50L1d1Y1BhenRQYWdlcy5EaXJlY3Rpb2
4sIE1pY3Jvec29mdC5TaGFyZVBvaWS0LCBWZXJzaWIuPTEYyLJAUMC4wLCBDAWx0dXJ1PW51dXRyYWws IFBl1YmxpYOtleVR
vaz2VuPTcxZT1iY2UxXMTF10TQyOWMAHgJobGUeBnVybGIyZwWMAWhOdHA6LYy94bHN1cnZpY2VzL3R1YWOVvbXNlcmkvX2xh
eW91dHMveGx2aWV3ZXIuYXNweD9pZDlodHRwOi8veGxzZXJ2aWN1cy90ZWFtL21zdXJpL1NoYXJ1ZCBELb2N1bWVudHMVR
XhhbXBsZS54bHN4JkR1ZmF1bHRIAGVtLT3B1lbj0xJkNvb2tpZTO0yHgd1ld3IndW1kBRItX2V4Y2VsV2ViUmVuzZGVyZXIeA3
VzcGgeCmNvb2tpZWS5hbWUFATIJkZAIBDxYCHgR3YmM1kBRttX2V4Y2VsV2ViUmVuzZGVyZXJEfRUNTRNThbWVkAgIPZBYCAQE
PZBYCZg9kFgJImD2QWBmMYPDxYCHgINZXNzYWA1SUQLKZUBTW1jcm9zb2Z0Lk9ImZml JZS5FeGN1bCOTZXI2ZXIuRXhj ZWxT
ZXJ2ZXINZXNzYWA1SWOsSIElpY3Jvec29mdC5PZmZpY2UuRXhj ZWwuU2VydmVyLCBWZXJzaW9uPTEyLjAuUMC4wLCBDdAWx0d
XJ1PW51dXRyYWwsIFBlYmxpY0tleVRva2VuPTcxZT1iY2UxMTF10TQyOWNEFFgYeBXdpZHROBQOxXxMDA1HgZoZW1lnaHQFBD
EwMCUeBXNOeWx1BQp6LW1uZGV40jA7ZAIBDxYCHWSFF3dpZHR0OJEWMCU7aGVpZ2h003EwMCU7FgJImDxYUHhZTY 3JpcHR
Gb3JJRnIhbWVDb250ZW50BAMTDQo8aHRtbD4NCgk8Ym9Oke SBIQW1UaGVIbml 0aWFsUGFNZTOnVHJI1ZSc+DQoJCTxmb3Jt
IG11dGhvzD0ncG9zdCcgYWNOaWIuPScvdGVhbS9tc3VyaS9£fbGF5b3V0cy9FeGN1bFJ1lbmRlcmVyLmFzcHg/JWNhbmN1b
CUlcmVsb2FkJIScgc3R5bGUIJT2Rpc3BsYXkobmOuzZSc+DQoJCQk8aWswdXQgbmFtZTOnZXdyUG9zdERhdAGENIHZhbHV1PS
dscGxTSG5wSWk2N0J1czNCaW9tdmxhNXZ0aUlhSzBkUnc4Q3dCKONiWEFhcEhrRVhBZ§Z0oYmJ1UHABS11XaUdGVTh1UD1
sZ1FiUG56c2gvMWVmbVJ4NERvcGxIVFhsQOnZiVDQvRDBUaFhmVHFVSDNuUN1BMK1V6U3dsbXM2Nz1RWV1Db1htWDJPAVVs
RHprZVpvNDNTZ3BoUmR60FVrclRaaDRhRmEzZEgzUFZEWWRtMXZoOVNXTESrSjZkUjJFZDZvViBkULIFKAOxpVnFTL1MzO
HRrSTIyYXozVnJIhbVVJRDJOOCIGRGNI3QUNZaWZHZ2dQ0dUVhb09Zc2toNmMvR2 ZMOHBPWNZCAFNSU3UzL2E2bjBHSXAKK2
9zYzBGOE9wb11mMOQ5SREhxXxWVM2d0VpUOprYkRrTzBPdGswMEgrVEhNNmwyc2FmMkhBcGxZcWR1M21z205xaDV5Sy9HS1Q
rRHFTNzVKeTVJTUdECX1DRO1vUXZFdkU1Tml1cEtXa2VEWi 9WVEIMT1ZnSG5UUWRSVNRTT1 tGLOduNVpBTUpvRzIJRNVAX
RWhscm5VQjNGNH1oUEFz ZHNtVXhgUWxoYX130UO30E1sOWI0SUOvQ104Z3JKZDZpRO91eXBBY0Z3VzVOQndjTGdCbnUra
WM2UHZISjVDek54WU10enBLME t HOURGMmMRJIVDh3Snhna DRWVmMh1VDJICM1FMRG56THRYyZWxsZDdjdTNJNUJ6dDJItU2RMZE
c2YV1IhTVRWAFd4WTBocUIHWUhGbXYxaml jTTNxdTYORDZyaFhFMEZFT104Z3JxalNPSW1kVTcvOT1MRGhzcml rOQnd5NFR
vbXRgaEdmbFMyMDARZGhjTkg5VUlsUH1gqcDMySHk1Z21ZwaTU2ME1zalh5eWJEcCUJGb1JLNDZhRTY5dXIwbUZYZnhvVDRS
TEV6dWR1cXJhTHV2R1JUai9502U3VU1JaENFVDVoU1lVzUkKkhPADBYaWzZUQzFgTm4 zZTR2VnBRT JNaSHZNMTF6QO0ES5ULRXC
UJsQmVJIYXRRa3BKcCtVMVg3QVBhdENMUjhjR1pvdkZoSjkyQlgwRjEWRD1ITcCOjY3JyTkFjOEFtQTNnemITVGIzbmlvRy
91ejR1eGlTZFNZd3VkNTk2dHhIV1FFOHRHOX11VmIhWESRQORDA2psOGIJUMJILRNVOZH12T3N4bE]l ye HRNWmcwWE840UR
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SaFglYmloNDVnV1d0enAzMEVEdAW] JMF1nbWSmWWNBVMXTZFJDUZZHZJV2RONhNV1IgR2dzVEIyQjZuaWIXY2FzYXRva2NZz
cU50TV14NOQVMUtVREY rdm5SUk4wY2t2Y0ZJIPSc+DQoJCTwvZm9ybT4NCgk8L2JvZHk+DQoJPHN]cmlwdCB0eXB1PSA0Z
XhOL2phdmFzY3JpcHONIGxhbmdlYWd1PSAdgYXZhc2NyaXB0Jyd0ZXh0L2phdmFzY3JpcHONPgOKCQk8ISO0tDQoJCQlmdW
53dG1lvbiBMb2NhbFNjcmlwdEd1dEFO0dHIpYnV0ZShjdHIsLCBhdHRyaWIpDQoJCQ17DQoJCOkJIJaWYgKGNOcmwuaGFzOXR
0cmlidXRIICE9IG51bGwgKQOKCQkJICQlyZXR1cm4gKGNOcmwuaGFzQXR0Ocml idXR1IKGFOdHIpYikpID8gY3RybC5nZXRB
dHRyaWJ1dGUoYXR0Ocm1liKSA6IG51bGw7DQoJCQkIZWxzZQOKCQkICQlyZXR1cmd4gY3RybCo5nZXRBAHRyaWJ1dGUoYXR0OC
mliKTsNCgkJCXONCgOKCQkJIZnVuY3Rpb24gU2V0UGIzdGVkOmFjalFscmVhZHkodmEFsKQOKCQkJewOKCQkJIJCXRyeQOKCQ
kJCXsNCgkJIJCQkJd21uZG93LmZyYW1 I1RWx1bWVudC5zZXRBAHRyaWJ1dGUoJ1Bvc3R1ZEJhY2tBbHI1YWR5JywgdmFsKTs
NCgkJCQ19DQoJICQkJIY2F0Y2g0ZXgpDQoJCQkIJew0KCQkJICXONCgkIJCXONCgOKCQkIZnVuY 3Rpb24gRXdyRnThbWVQb3N0
VGITZXJI2ZXIoKQOKCQkJIJewOKCQkICXZhciB2YWwgPSANU3VyZURpPZCc7DQoJCQkIAHIS5DQoICQkIJew0KCQkICQ12YWwgP
SBMb2NhbFNjcmlwdEd1dEFOdHIpYnV0ZSh3aW5kb3cuZnIhbWVFbGVtZWS50LCAQb3NOZWRCYWNrQWxyZWEke ScpOwOKCQ
kJCXONCgkJICQ1jYXRjaCA0ZXgpDQoJCQkJew0OKCQkIJCXONCgkJIJCQ12YXTIgc3B1lY21hbFJ1cG9zdCASICI1Y2FuY2VsJST
gPTOgImNhbmN1bD1UcnV1JiIgfHwgIiVyZWxvYWQIIiA9PSAIicmVsb2FkPVRydWUmMIjsNCgkJCQlpZiAodmFsIDO9IGS1
bGwgfHwgc3BlY21hbFJ1cG9zdCkNCgkJCQ17DQoJCQkJIJCWImICghc3BlY21hbFJ1cG9zdCkNCgkIJCQkJIJewOKCQkJICQkJU
2V0UG9zdGVkOmFja0FscmVhZHkoJ1IN1cmVEaWQNKTsNCgkJCQkJEfQOKCQkJIJCQL1bHNIDQoJCQkJIJCXsNCgkJIJCQkJIJCVNLIAF
Bvc3R1ZEJhY2tBbHI1YWR5KG51bGwpOw0KCQkICQkJId21uZG93LmZyYW11RWx1bWVudC5zZXRBAHRyaWJ1dGUoIkV3clN
0YXR1cyIsICJIsb2FkaW5nIik7DQoJCQkICXONCgkICQkIZGIjdWllbnQuZmiybXMuaXR1bSgwKS5zdWJItaXQoKTsNCgkJ
CQ19DQoJCQkIZWxzZQOKCQkICXsNCgkICQkJU2VOUGIzdGVkOmFjal0FscmVhzZHkobnVsbCk7DQoJCQkIJCWhpc3RvenkuY
mFjaygpOwOKCQkJCQ13aW5bkb3cuc2VOVGltZW91dCgid21uzZG93LmxvY2F0aWoulnJlbGOhZChmYWxzZSk7I1iwwKTsNCg
kJCQ19DQoICO19DQoJCQ13aWbkb3cuc2VOVGltZW9I1dCgiRXdyRnIJhbWVQb3NOVGITZXI2ZXIoKSIsMCk7DQoJCS8vICO
tPgO0KCTwvc2NyaXBOPgOKPC90dG1l sPh8NBQOxMDAIHhBFA3JXYW1 ORWx1bWVUdE1 kBRxtX2V4Y2VsV2ViUmVuzZGVyzZXJ £
V2FpdEl1tYWd1HW4FBDEWMCUeC2ZyYW11Ym9yZGVyBOEWHW8FHHOtaWbkZXg6oMTt2aXNpYmlsaXR50mhpZGR1bjseCVNjc
m9sbGluZwUCbm8eD01zRXdyTWFpbklmcmEFt ZQUEAHJI1 ZR4JRXAyU3RhdHVZZR4JRHVtbX1QYWA1ZWQCBASWBB8PBQO1kaX
NwbGF50m5vbmU7HxZ1ZGRcHUXjujvvxiWWe+rd32TChvadEaw==" />

</div>

<script type="text/javascript">

//<! [CDATA[

var theForm = document.forms['ctl05'];
if (!'theForm) {

theForm document.ctl05;
}
function _ doPostBack (eventTarget, eventArgument) {
if (!'theForm.onsubmit || (theForm.onsubmit () != false)) {

theForm. EVENTTARGET.value = eventTarget;
theForm. EVENTARGUMENT.value = eventArgument;
theForm.submit () ;

}
/711>
</script>

<script src="/WebResource.axd?d=e0GKyGKnuokxMgqsPUJZAlQ2&amp; t=633911231850302493"
type="text/javascript"></script>

<script> var MSOWebPartPageFormName = 'ctl05';</script>
<script type="text/javascript">
/ /<! [CDATA[

var originalFormAction = document.forms[0].action;
function FetchCallbackMenuItems (menutemplate)

{

var template=document.getElementById (menutemplate);

if (template == null || (template != null && template.hasChildNodes()))
{
return;
}
__theFormPostData = '';

WebForm InitCallback();
var lastFormAction = document.forms[0].action;
document.forms[0].action = originalFormAction;
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WebForm DoCallback ('ctll0$MyLinksMenu','',PopulateCallbackMenultems,'~R","F",ct110 MyLinksMen
uMenu, ct1l10 MyLinksMenuMenuTemplate',null, false);
document.forms[0].action = lastFormAction;
}
/711>
</script>
<script type="text/JavaScript" language="JavaScript">
<l==
var L Menu BaseUrl="/Site";
var L Menu LCID="1033";
var L Menu SiteTheme="";
//==>
</script>
<script src="/ layouts/EWRScripts.js?rev=ycNXUsNKKdlghl2ZwFcmTQ%3D%3D"
type="text/javascript"></script>
<script type="text/javascript">
/ /<! [CDATA[
function WebForm OnSubmit () {
UpdateFormDigest ('"\u002£f\u002f"', 1440000);
return true;
}
//11>
</script>

<div>

<input type="hidden" name=" EVENTVALIDATION" id=" EVENTVALIDATION"
value="/wEWAgL85K7DAGLDP935A227vZTrpVx+IX91EASATIKYOVXMc" />
</div>

<table cellpadding="0" cellspacing="0" width="100%" height="100%" border="0">
<tr>
<td>
<!-- begin global breadcrumb -->
<table width="100%" cellpadding="3" cellspacing="0" border="0" class="ms-
globalbreadcrumb">
<tr>
<td nowrap="nowrap">
<span id="GlobalNavigationSiteMap"><a
href="#GlobalNavigationSiteMap SkipLink"><img alt="Skip Navigation Links" height="0"
width="0" src="/WebResource.axd?d=1eQdCimhkLaqCJVEiXyRrQ2&amp;t=633911231850302493"
style="border-width:0px;" /></a><span><a href="/">Excel Services</a></span><span> &gt;
</span><span><a href="/team">Team</a></span><span> &gt; </span><span></span><a
id="GlobalNavigationSiteMap SkipLink"></a></span>
</td>
<td nowrap="nowrap">
<a id="m_webLink" href="http://ServerName/Site">Site Name</a>
</td>
<td nowrap="nowrap">
<span id="m backLinkSeparator"> &gt; </span>
</td>
<td nowrap="nowrap">
<a id="m backLink"
href="/site/Document%20Library/Forms/AllItems.aspx">Shared Documents</a>

</td>

<td width="100%">
&#160;

</td>
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<td nowrap="nowrap" class="ms-globallinks" align="right" style="padding-
left: bSpx;padding-right: 5px">
<table cellspacing="0" cellpadding="0">
<tr>
<td class="ms-globallinks" nowrap="nowrap">
<span style='padding-left:3px'></span>
<a id="ctl1l08 hlMySite" href="http://ServerName:5625/ layouts/MySite.aspx">My Site</a>
<span style='padding-left:4px;padding-right:3px'>|</span>
</td>
<td class="ms-globallinks" nowrap="nowrap">
<table>
<tr>
<td class="ms-globallinks"><span
id="ctl10 MyLinksMenu"><span style="display:none"><menu type='ServerMenu'
id="ct110 MyLinksMenuMenuTemplate" largeIconMode="true"></menu></span><span title="Open
Menu"><span id="ctll0_ MyLinksMenuMenu_ t" class="ms-SPLink ms-hovercellinactive"
onmouseover="MMU PopMenulfShowing(this) ;MMU EcbTableMouseOverOut (this, true)"
hoverActive="ms-SPLink ms-hovercellactive" hoverInactive="ms-SPLink ms-hovercellinactive"
onclick="javascript:FetchCallbackMenulItems (&#39;ct110 MyLinksMenuMenuTemplate&#39;) ;
MMU Open (byid('ctll0 MyLinksMenuMenuTemplate'),
MMU GetMenuFromClientId('ctll0 MyLinksMenuMenu'),event,true, null, 0);"
foa="MMU GetMenuFromClientId('ctll0 MyLinksMenuMenu')" oncontextmenu="this.click(); return
false;" nowrap="nowrap"><a id="ctll0 MyLinksMenuMenu" accesskey="M" href="#"
onclick="javascript:return false;" style="cursor:hand;white-space:nowrap;"
onfocus="MMU EcbLinkOnFocusBlur (byid('ctl1l0 MyLinksMenuMenuTemplate'), this, true);"
onkeydown="MMU EcbLinkOnKeyDown (byid('ctl1l10 MyLinksMenuMenuTemplate'),
MMU GetMenuFromClientId('ctll0 MyLinksMenuMenu'), event);"
onclick="javascript:FetchCallbackMenulItems (&#39;ct110 MyLinksMenuMenuTemplate&#39;) ;
MMU Open (byid('ctll0 MyLinksMenuMenuTemplate'),
MMU GetMenuFromClientId('ctll0 MyLinksMenuMenu'),event,true, null, 0);"
oncontextmenu="this.click(); return false;"
menuTokenValues="MENUCLIENTID=ct1l10 MyLinksMenuMenu, TEMPLATECLIENTID=ctl110 MyLinksMenuMenuTem
plate" serverclientid="ctl1l0 MyLinksMenuMenu">My Links<img src="/ layouts/images/blank.gif"
border="0" alt="Use SHIFT+ENTER to open the menu (new window) ."/></a><img align="absbottom"

src="/ layouts/images/menudark.gif" alt="" /></span></span></span></td>
<td class="ms-globallinks">|</td>
</tr>
</table>
</td>
</tr>
</table>
</td>
</tr>
</table>
<!-- end global breadcrumb -->
</td>
</tr>
<tr>
<td id="webpartContainerCell" height="100%" valign="top">
<!-- begin Excel Web Renderer -->
<table TOPLEVEL border="0" cellpadding="0" cellspacing="0" width="100%">
<tr>

<td valign="top"><div WebPartID="00000000-0000-0000-0000-000000000000"

HasPers="true" id="WebPartm excelWebRenderer" width="100%" OnlyForMePart="true"
allowMinimize="false" allowRemove="false" allowDelete="false" style="height:100%;" ><div
id="m excelWebRenderer" style="height:100%;">

<span></span><input name="m excelWebRenderer$wbid" type="hidden"
id="m excelWebRenderer wbid" wbid="m excelWebRenderer ECSFrame" /><table cellpadding="0"
cellspacing="0" border="0" style="border-
collapse:collapse;width:100%;height:100%;border:0;overflow:auto; ">

<tr>
<td><span></span></td>
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</tr>
<tr>

<td style="height:100%;"><div style="overflow:hidden;height:100%;"><div
id="m_ excelWebRenderer WaitImage" width="100%" height="100%" style="z-
index:0;width:100%;height:100%;0overflow:auto; ">

<table style="height:100%;width:100%;">

<tr style="height:48%;">
<td>

<div style="height:100%;;overflow:hidden;">&nbsp;</div>

</td>
</tr>
<tr>

<td>

<table style="height:100%;width:100%;">

<tr>

<td width="100%" valign="top" style="height:2%">

<table width="100%" border="0" cellspacing="0" cellpadding="0"

propertysheet">
<tr>

class="ms-

<td align="center" valign="middle">
<table cellpadding="0" cellspacing="0">

<tr>
<td>

<table cellpadding="0" cellspacing="0">

padding-right: 20px;">

alt="Progress icon" />

right:20px;" vertical-align="middle">

progress...</span>

width="1px" height="8px" alt=""></td>

colspan="2">

width="1px" height="1px" alt="">

width="1px" height="8px" alt="">

text="" alt="" />

<tr>

<td style="padding-top: Opx; padding-left: 20px;

<img src="/ layouts/images/ewrl33.gif" text=""

</td>
<td MessagelID = "Ewr LoadProgress" style="padding-

<span class='ewr-progress-msg-font'>Operation in

</td>
</tr>
<tr>
<td colspan="2" style="height: lpx">
<img src="/ layouts/images/blank.gif"

</tr>
<tr>
<td class="ms-sectionline" height="1px"

<img src="/_ layouts/images/blank.gif"

</td>
</tr>
<tr>
<td colspan="2" style="height: lpx">
<img src="/ layouts/images/blank.gif"

</td>
</tr>
<tr>
<td>
<img src="/ layouts/images/ewr034.gif"

</td>
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<td>
<table cellpadding="0"
cellspacing="0"><tr><td style="width:100%;">
</td>
<td>
<input id="ServerMessage2"
type="button" class="ewr-dialog-button" wvalue="Cancel"
onclick="javascript:EwrCancelRequest (event, 'm excelWebRenderer ECSFrame', 'm excelWebRenderer
ctl06') ;" />

</tad>
</tr>
</table>
</td>
</tr>
</table>
</td>
</tr>
</table>
</td>
</tr>
</table>
</td>
</tr>
</table>
</td>
</tr>
<tr style="height:48%;">
<td>
<div style="height:100%;overflow:hidden;">&nbsp;</div>
</td>
</tr>
</table>

</div><div style="width:100%;height:100%;"><IFrame id="m excelWebRenderer ECSFrame"
ScriptForIFrameContent="
&lt;html>
&lt;body IAmTheInitialPage='True'>
&1t; form method='post' action='/Site/ layouts/ExcelRenderer.aspx?%cancel%%reload$"’
style='display:none'>
&1lt;input name='ewrPostData'
value="'lplSHnpIi67Bus3Biomvla5vtiMaKOdRw8CwB+CbXAapHKEXAf6hbbuPwAJYWiGFU8eP91gQbPnzsh/lefmRx4
DoplITX1BvbT4/DOThXEfTqUH3n7PL+UzSwlms679QYYCnXmX20uUlDzkeZo43SgphRdz8UksTZh4aFasdH3PVEYdmlvh9
SWLOkJ6dR2Ed60VOdRQIWLiVQS/S38tkI22az3VramUID2N8/jDcwACYifGggPuEaoOYskh6c/GEL8pOZvBtSRSu3/a6n
0GIwJ+0scOF80poYf3DIDHQYS6wWELSJTkbDkOOOtk0OOH+THM612saf2HAplYgde3msgNgh5yK/GIT+DgS75Jy5IMGDgyCG
MoQVEVESNmupKWkeDZ /VTMLNVgHNTQdRVE SN+F/Gn5Z2AMJoG2Q5P1Eh1 rnUB3F4yhPAsdsmUxjQlhayw9M78M1 9ot IM/C
28grJd6iGObypAcFWWSNBwcLgBnu+ic6PvHISCzZNXYMNzZpKOKGmMD] 2dIT8wJIxgh4VVhuT2B2QLDnzLtrelld7cu3c5Bzt
2mSdLdW6aYaMTVtWxYOhgqOGYHFmv1jicM3qu64D6rhXEOFEOT8grqjS0Iidu7/99LDhsrikBwy4Tomt JhGE1S207QdheN
HO9UM1Pyjp32Hy5gVpi560IsjXyybDgBFoRK46aE69urOmFXfxoT4RLEzudugraLuvFRT]j/yCe7UMIhCETShRUSRHOt0X1
fTC1jNn3e4vVpQON3ZHvM11zCAISTWgBlBeIatQkpJp+UlX7APatHLR8cFZovFhJ92CX0F10D9Sp/ccrrNAC8AMA3gzbST
bsnioG/bz4uxmSdSYwud596txHVQE8tGIybVmaXNQCDCw]j1l8bIRbKFutdyvOsx1MrxtMZg0X089DRhX5b1ih45gWitzp30
EDuic0YgmnfYcAV1ISARCS6GE5vGCa5YjGgsTB2B6nibWcasatokcYgNhMYx7D/1KoDF+vnRRNOckvcFI=">
&lt;/form>
&lt; /body>
&lt;script type='text/javascript' language='javascript''text/javascript'>
&lt;!--
function LocalScriptGetAttribute (ctrl, attrib)
{
if (ctrl.hasAttribute != null )
return (ctrl.hasAttribute (attrib)) ? ctrl.getAttribute(attrib) : null;
else
return ctrl.getAttribute (attrib);
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function SetPostedBackAlready(val)
{
try
{
window.frameElement.setAttribute ('PostedBackAlready', val);
}
catch (ex)
{
}

function EwrFramePostToServer ()

{

var val
try
{

'SureDid';

val = LocalScriptGetAttribute (window.frameElement, 'PostedBackAlready');
}

catch (ex)
{
}
var specialRepost = &quot;%cancel%&quot; == &quot;cancel=True&amp; &quot; ||
&quot; sreload%&quot; == &quot;reload=True&amp; &quot; ;
if (val == null || specialRepost)
{
if (!specialRepost)
{
SetPostedBackAlready ('SureDid"') ;
}
else
{
SetPostedBackAlready (null) ;

window.frameElement.setAttribute (&quot;EwrStatus&quot;,
&quot;loadingé&quot;) ;

}
document.forms.item(0) .submit () ;
}
else
{
SetPostedBackAlready (null) ;
history.back();

window.setTimeout (&quot;window.location.reload (false);&quot;,0);

}
window.setTimeout (&quot;EwrFramePostToServer () &quot;,0);
/] ==>
&lt;/script>
&1lt;/html>" width="100%" EwrWaitElementId="m excelWebRenderer WaitImage" height="100%"
frameborder="0" style:"z—index:1;visibility:Hidden;" Scrollingz"no"
EwrStatus="" DummyPage=""></IFrame></div>

<script type='text/javascript' language='javascript'>
<l--

IsEwrMainIframe="true"

FillIFrameWithForm('m excelWebRenderer ECSFrame',6 false, '');
/] ==>
</script>
<script type='text/javascript' language='javascript'>
<I--
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PollForDocumentCompletion ('m excelWebRenderer ECSFrame', false);
/] ==>
</script><IFRAME id="m excelWebRenderer ctl06" style="display:none;" DummyPage=""></IFRAME>
<script type='text/javascript' language='Jjavascript'>

<!--
function OpenEwrToolpaneForEditm excelWebRenderer ()
{
MSOT1Pn_ ShowToolPane2 ('Edit', 'm excelWebRenderer');
}
/] ==>
</script></div></td>
</tr>
</table>
</div></div></td>
</tr>
</table>
<!-- end Excel Web Renderer -->
</td>
</tr>
</table>

<script type="text/javascript">
/ /<! [CDATA[
DoEwrResizeViewerPage () ;
WebForm_ InitCallback();//11>
</script>

<script type='text/javascript' language='javascript' for='window' event='onbeforeunload'>
<!I--
EwrMainPageBeforeUnload () ;
/] ==>
</script></form>
</body>
</html>
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5 Security

5.1 Security Considerations for Implementers

When using this protocol over an untrusted network, an HTTPS (as described in [RFC2818])
connection can help mitigate risks of protocol messages being intercepted or tampered with.

The information contained in the workbook identified by the ID query string parameter is likely to be
security sensitive. For example, it could contain confidential data such as financial records.
Therefore it is recommended that the protocol server establish that the protocol client has
permissions to access the workbook in any implementation in which the contents of this workbook
are returned in the message body as specified in section 2.2.2.3.

There are no restrictions on the protocol server regarding the message header content type, as
described in section 2.2.2.2 and in [RFC2616] section 14.17. Therefore, it is recommended that the
protocol client checks the Content-Type to avoid running any executable file that could pose a
security risk.

5.2 Index of Security Parameters

None.
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Microsoft® Office Excel® 2007

= Microsoft® Excel® 2010

= Microsoft® Office SharePoint® Server 2007
= Microsoft® SharePoint® Server 2010

= Microsoft® Excel® 2013

= Microsoft® SharePoint® Server 2013

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.
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7 Change Tracking

This section identifies changes that were made to the [MS-ESURL] protocol document between the
September 2012 and October 2012 releases. Changes are classified as New, Major, Minor, Editorial,
or No change.

The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.
= An extensive rewrite, addition, or deletion of major portions of content.

* The removal of a document from the documentation set.

= Changes made for template compliance.

The revision class Minor means that the meaning of the technical content was clarified. Minor
changes do not affect protocol interoperability or implementation. Examples of minor changes are
updates to clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the language and formatting in the technical content was
changed. Editorial changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical or language changes were introduced.
The technical content of the document is identical to the last released version, but minor editorial
and formatting changes, as well as updates to the header and footer information, and to the revision
summary, may have been made.

Major and minor changes can be described further using the following change types:
= New content added.

= Content updated.

= Content removed.

= New product behavior note added.

= Product behavior note updated.

* Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

= Protocol syntax removed.

= New content added due to protocol revision.
» Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.
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Protocol syntax updated due to protocol revision.

Protocol syntax removed due to protocol revision.

New content added for template compliance.

Content updated for template compliance.

Content removed for template compliance.

Obsolete document removed.

Editorial changes are always classified with the change type Editorially updated.

Some important terms used in the change type descriptions are defined as follows:

Protocol syntax refers to data elements (such as packets, structures, enumerations, and
methods) as well as interfaces.

Protocol revision refers to changes made to a protocol that affect the bits that are sent over

the wire.

The changes made to this document are listed in the following table. For more information, please
contact protocol@microsoft.com.

Major
change
Tracking number (if applicable) (Y or
Section and description N) Change type
1.1 Added the glossary term "Hypertext Transfer N New content added.
lossary Protocol over Secure Sockets Layer (HTTPS)".
1.1 Removed the glossary terms "published", "Uniform N Content removed.
Glossary Resource Locator (URL)", and "workbook".
1.3 Changed the name from 'Protocol Overview N Content updated for
Overview (Synopsis)' to 'Overview'. template
compliance.
6 Added Microsoft® Excel® 15 Technical Preview and N New content added.
Appendix A: Microsoft® SharePoint® Server 15 Technical
Product Preview to the list of applicable product versions.
Behavior
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