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[bookmark: section_1ba23828e61643ab9fa52939d1c2386e][bookmark: _Toc32918568]Introduction
The SharePoint Document Sharing Web Service Protocol allows protocol clients to enable sharing of documents stored in a document library and to generate or retrieve tokenized sharing links to access content.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_333d776b279a4a3fabfd7061eed09c1d][bookmark: _Toc32918569]Glossary
This document uses the following terms:
[bookmark: gt_b581857f-39aa-4979-876b-daba67a40f15]access control entry (ACE): An entry in an access control list (ACL) that contains a set of user rights and a security identifier (SID) that identifies a principal for whom the rights are allowed, denied, or audited.
[bookmark: gt_9f92aa05-dd0a-45f2-88d6-89f1fb654395]access control list (ACL): A list of access control entries (ACEs) that collectively describe the security rules for authorizing access to some resource; for example, an object or set of objects.
[bookmark: gt_5b7f827f-f888-4b60-93da-dca8ebffe30b]anonymous access link: An implementation of tokenized sharing link that can allow users to gain guest access to content, such as a document or folder, without sign-in when using the specific tokenized sharing link.
[bookmark: gt_7b9a05f4-888b-4176-b00a-115046299e1b]document: An object in a content database such as a file, folder, list, or site. Each object is identified by a URI.
[bookmark: gt_d9f07822-aeb0-4642-ab51-95cb724fbf35]document library: A type of list that is a container for documents and folders.
[bookmark: gt_6afebb3e-5358-4ab8-b0fc-fcc8de47fcc1]folder: A file system construct. File systems organize a volume's data by providing a hierarchy of objects, which are referred to as folders or directories, that contain files and can also contain other folders.
[bookmark: gt_f49694cc-c350-462d-ab8e-816f0103c6c1]globally unique identifier (GUID): A term used interchangeably with universally unique identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not imply or require a specific algorithm or mechanism to generate the value. Specifically, the use of this term does not imply or require that the algorithms described in [RFC4122] or [C706] must be used for generating the GUID. See also universally unique identifier (UUID).
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_a4deed41-cb76-4fbe-8e86-aae7b59c0b70]organization access link: An implementation of tokenized sharing link that can grant a signed-in user explicit access to content, such as a document or folder, when using the specific tokenized sharing link, so that they can directly access the content in future requests.
[bookmark: gt_12f72ec4-f971-4a49-b1da-7b81b8e3e20b]permission: A rule that is associated with an object and that regulates which users can gain access to the object and in what manner. See also rights.
[bookmark: gt_8492780e-99e2-47ba-8553-aedb8de9f9c0]principal: An authenticated entity that initiates a message or channel in a distributed system.
[bookmark: gt_63d70240-3bed-4377-9c62-2879a0fd9eff]securable object: An object that can have unique security permissions associated with it.
[bookmark: gt_8abdc986-5679-42d9-ad76-b11eb5a0daba]site: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and web site.
[bookmark: gt_c1c313af-2310-4380-a6ea-c2cedc115958]SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed environment. SOAP uses XML technologies to define an extensible messaging framework, which provides a message construct that can be exchanged over a variety of underlying protocols. The framework has been designed to be independent of any particular programming model and other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-1/2003].
[bookmark: gt_c1358651-96c1-4ce0-8e1f-b0b7a94145e3]SOAP action: The HTTP request header field used to indicate the intent of the SOAP request, using a URI value. See [SOAP1.1] section 6.1.1 for more information.
[bookmark: gt_57cdf8ab-8d79-462d-a446-5d85632a7a04]SOAP body: A container for the payload data being delivered by a SOAP message to its recipient. See [SOAP1.2-1/2007] section 5.3 for more information.
[bookmark: gt_ec8728a8-1a75-426f-8767-aa1932c7c19f]SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-1/2007] section 5.4 for more information.
[bookmark: gt_ff431ec2-008f-483e-a437-e81dff8fa3c6]tokenized sharing link: A specialized URL where a unique server generated opaque string value for a resource is embedded within the path or as a parameter, for the purposes of granting access whenever the URL is used to access the content. Depending on the supported abilities of the server, a tokenized sharing link can potentially behave like an anonymous access link, an organization access link, or with other behaviors as defined by the implementor.
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_a96bfb18-c329-40f5-89fd-df7a94b89882]web service: A unit of application logic that provides data and services to other applications and can be called by using standard Internet transport protocols such as HTTP, Simple Mail Transfer Protocol (SMTP), or File Transfer Protocol (FTP). Web services can perform functions that range from simple requests to complicated business processes.
[bookmark: gt_5a824664-0858-4b09-b852-83baf4584efa]Web Services Description Language (WSDL): An XML format for describing network services as a set of endpoints that operate on messages that contain either document-oriented or procedure-oriented information. The operations and messages are described abstractly and are bound to a concrete network protocol and message format in order to define an endpoint. Related concrete endpoints are combined into abstract endpoints, which describe a network service. WSDL is extensible, which allows the description of endpoints and their messages regardless of the message formats or network protocols that are used.
[bookmark: gt_d5ccdf11-3f53-4118-a845-dfaca61838fb]WSDL message: An abstract, typed definition of the data that is communicated during a WSDL operation [WSDL]. Also, an element that describes the data being exchanged between web service providers and clients.
[bookmark: gt_3f81265d-5456-4bfe-b795-ac5bf522b299]WSDL operation: A single action or function of a web service. The execution of a WSDL operation typically requires the exchange of messages between the service requestor and the service provider.
[bookmark: gt_485f05b3-df3b-45ac-b8bf-d05f5d185a24]XML namespace: A collection of names that is used to identify elements, types, and attributes in XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and local name allows XML documents to use elements, types, and attributes that have the same names but come from different sources. For more information, see [XMLNS-2ED].
[bookmark: gt_b9a20be7-31d9-4dcd-9cb9-ba72302857a2]XML namespace prefix: An abbreviated form of an XML namespace, as described in [XML].
[bookmark: gt_bd0ce6f9-c350-4900-827e-951265294067]XML schema: A description of a type of XML document that is typically expressed in terms of constraints on the structure and content of documents of that type, in addition to the basic syntax constraints that are imposed by XML itself. An XML schema provides a view of a document type at a relatively high level of abstraction.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_e6503c9ecf1b485d839cc9d1e7134966][bookmark: _Toc32918570]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_c231a19b035a4e82b8c1d89109d013d5][bookmark: _Toc32918571]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1", W3C Note, May 2000, http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
[SOAP1.2-1/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1: Messaging Framework (Second Edition)", W3C Recommendation, April 2007, http://www.w3.org/TR/2007/REC-soap12-part1-20070427/
[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.org/TR/2001/NOTE-wsdl-20010315
[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC-xml-names-20091208/
[XMLSCHEMA1/2] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 1: Structures Second Edition", W3C Recommendation, October 2004, http://www.w3.org/TR/2004/REC-xmlschema-1-20041028/
[XMLSCHEMA2/2] Biron, P., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes Second Edition", W3C Recommendation, October 2004, http://www.w3.org/TR/2004/REC-xmlschema-2-20041028/
[bookmark: section_30bd8bbb5761492996454a83439b4177][bookmark: _Toc32918572]Informative References
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[SOAP1.2-2/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2: Adjuncts (Second Edition)", W3C Recommendation, April 2007, http://www.w3.org/TR/2007/REC-soap12-part2-20070427
[bookmark: section_07d1174cb4d649ffaa26e668b5ccf298][bookmark: _Toc32918573]Overview
This protocol enables protocol clients to share documents that are stored on a protocol server. The protocol allows a client to control who to share a document with and what role to assign to each sharee. A typical scenario for using this protocol is a document sharing application where a user wants to see various sharing features displayed in the user interface (UI). The user can access a document on a remote server and is able to grant new users the right to share the document as well as update the existing users’ sharing permissions.
The protocol also provides methods for a protocol client to retrieve a document’s Tokenized sharing links. If the Tokenized sharing link is an Anonymous access link then it allows guest users to access the document through the anonymous access link without being authenticated by a protocol server. If the Tokenized sharing link is an Organization access link then it allows any members of the organization to access the document through the organization access link.
[bookmark: section_1635392055b24750ba4253fc77376844][bookmark: _Toc32918574]Roles
This protocol assumes two roles whenever this protocol is used. The protocol client issues requests to a protocol server and the protocol server receives, processes and responds to the requests of the protocol clients.
[bookmark: section_42c6a0241e684c45b304b8166ec37ee5][bookmark: _Toc32918575]Protocol Server
The protocol server implements the Web service described by this protocol. It also maintains documents, a permission model that controls how documents can be accessed, and other data that are retrieved or manipulated through the Web service.
[bookmark: section_aeb31f70233a4780bbb648bc1c9b7d64][bookmark: _Toc32918576]Protocol Clients
Protocol clients issue commands to the protocol server using the Web service methods described in this protocol specification.
[bookmark: section_b12ac41e2958493b9e01c75927641787][bookmark: _Toc32918577]Scenarios
The methods described by this protocol enable two types of document sharing scenarios: document sharing role assignments and document Tokenized sharing link retrieval.
[bookmark: section_f2228e58c8754dffbf96b543aaaff8fe][bookmark: _Toc32918578]Document Sharing Role Assignments
Protocol clients can find out who is currently sharing a document and then assign new users to share or update existing users’ sharing roles. A common usage of the protocol’s methods is as follows:
1. The protocol client requests protocol versions supported by the protocol server.
2. The protocol server responds with a set of supported protocol versions.
3. The protocol client asks the protocol server for a summary of all sharing capabilities that are provided by the server. 
4. The protocol server responds with a collection of information about the server’s sharing capabilities.
5. The protocol client asks the protocol server for detailed information about a particular document. 
6. The protocol server responds with detailed information about the document’s sharing attributes.
7. The protocol client asks the protocol server for detailed information about all users who currently have permissions to access the document.
8. The protocol server responds with detailed information about all users who currently have access to the document.
9. The protocol client sends a request to the protocol server to grant new users a sharing role or update existing users’ role.
10. The protocol server responds with information about any user who fails to be granted new roles or whose existing role fails to be updated.
The following diagram shows the exchange.
[image: Path of information about document sharing role assignments.]
Figure 1: Path of information about document sharing role assignments.
[bookmark: section_8b34b76e6d654d2480465c0e96baf17d][bookmark: _Toc32918579]Document Tokenized Sharing Link Retrieval
Protocol clients can find out if a protocol server has enabled tokenized sharing links, and whether existing tokenized sharing links are available for a particular document. The client can retrieve existing tokenized sharing links or generate new ones, and then share the links with other users who can attempt to use them to gain access to the document. In the case of an anonymous access link the users can be guest users, who can then access the document through the link without being authenticated by the server. A common usage of the protocol’s methods is as follows:
1. The protocol client requests protocol versions supported by the protocol server.
2. The protocol server responds with a set of supported protocol versions.
3. The protocol client asks the protocol server for a summary of all sharing capabilities that are provided by the server. 
4. The protocol server responds with a collection of information about the server’s sharing capabilities.
5. The protocol client asks the protocol server for detailed information about a particular document. 
6. The protocol server responds with detailed information about the document’s sharing attributes.
7. The protocol client sends a request to the protocol server to retrieve tokenized sharing links for a document.
8. The protocol server responds with information about the requested tokenized sharing links.
9. The protocol client sends a request to the protocol server to generate new tokenized sharing links or clear the links for a document.
10. The protocol server responds with results about the request to generate or clear tokenized sharing links
The following diagram shows the exchange.
[image:  Path of information about document tokenized sharing link retrieval.]
Figure 2:  Path of information about document tokenized sharing link retrieval.
[bookmark: section_ca318b2659864953bd7c1d5c90bb2de1][bookmark: _Toc32918580]Relationship to Other Protocols
This protocol uses the SOAP message protocol for formatting request and response messages, as described in [SOAP1.1], [SOAP1.2-1/2007] and [SOAP1.2-2/2007]. It transmits those messages by using HTTP, as described in [RFC2616], or Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS), as described in [RFC2818].
The following diagram shows the underlying messaging and transport stack used by the protocol:
[image: This protocol in relation to other protocols]
Figure 3: This protocol in relation to other protocols
[bookmark: section_21ddcf2db8c24d209c7c88511a9f9f0e][bookmark: _Toc32918581]Prerequisites/Preconditions
This protocol operates against a site that is identified by a URL that is known by protocol clients. The protocol server endpoint is formed by appending "_vti_bin/DocumentSharing.svc" to the URL of the site, for example http://www.contoso.com/my/_vti_bin/DocumentSharing.svc.
This protocol assumes that authentication has been performed by the underlying protocols.
[bookmark: section_af102f546b5947c6a932560bc72e1986][bookmark: _Toc32918582]Applicability Statement
This protocol can be used to build a document sharing client application by leveraging server sharing capabilities and integrated features.
[bookmark: section_a54992d446334e79aeb945900e1a01fe][bookmark: _Toc32918583]Versioning and Capability Negotiation
This document covers versioning issues in the following areas:
Supported Transports: This protocol uses multiple transports with SOAP as described in section 2.1.
[bookmark: section_3670a9763d7a45e38bcfd4eb943f2e6e][bookmark: _Toc32918584]Vendor-Extensible Fields
None.
[bookmark: section_0660c890aea64645b0886ecb42554e0c][bookmark: _Toc32918585]Standards Assignments
None.
[bookmark: section_7f2c6c04562f4f08b1da1c33b53aca68][bookmark: _Toc32918586]Messages
[bookmark: section_6db7a5ec856e4c14b8c83784b247b6a6][bookmark: _Toc32918587]Transport
Protocol servers MUST support SOAP over HTTP. Protocol servers SHOULD additionally support SOAP over HTTPS for securing communication with protocol clients.
Protocol messages MUST be formatted as specified either in [SOAP1.1] section 4, "SOAP Envelope", or in [SOAP1.2-1/2007] section 5, "SOAP Message Construct". Protocol server faults MUST be returned either by using HTTP Status Codes as specified in [RFC2616], section 10, "Status Code Definitions", or by using SOAP faults as specified either in [SOAP1.1], section 4.4, "SOAP Fault", or in [SOAP1.2-1/2007], section 5.4, "SOAP Fault".
[bookmark: section_cfa0baf94ee14a378b2199cabaa170a1][bookmark: _Toc32918588]Common Message Syntax
This section contains common definitions that are used by this protocol. The syntax of the definitions uses XML schema, as specified in [XMLSCHEMA1/2] and [XMLSCHEMA2/2], and WSDL, as specified in [WSDL].
[bookmark: section_ee296ab365d541eaa4d4923e7b8e89af][bookmark: _Toc32918589]Namespaces
This specification defines and references various XML namespaces using the mechanisms specified in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML namespace that is used, the choice of any particular XML namespace prefix is implementation-specific and not significant for interoperability.
	Prefix
	Namespace URI
	Reference

	soap
	http://schemas.xmlsoap.org/wsdl/soap/
	[SOAP1.1]

	tns
	http://schemas.microsoft.com/clouddocuments
	[bookmark: CC_5499370183e0334e35518612cc9e4de2]

	tns1
	http://schemas.microsoft.com/2003/10/Serialization/Arrays
	[bookmark: CC_12743fd0725e165eb9b97da88b87eb71]

	tns2
	http://schemas.microsoft.com/2003/10/Serialization/
	[bookmark: CC_8408ba3e9a34d9da55141cb2986f143c]

	tns3
	http://schemas.microsoft.com/clouddocuments/Imports
	[bookmark: CC_2bb4500ef9d0c65c130b403d20ccd0ae]

	wsaw
	http://www.w3.org/2006/05/addressing/wsdl
	[bookmark: CC_027255e82651cba70c2b170e47643fc2]

	wsdl
	http://schemas.xmlsoap.org/wsdl/
	[WSDL]

	xs
	http://www.w3.org/2001/XMLSchema
	[XMLSCHEMA1/2]
[XMLSCHEMA2/2]



[bookmark: section_52565d9a87384578bb85aac3b5cc3d29][bookmark: _Toc32918590]Messages
This specification does not define any common WSDL message definitions.
[bookmark: section_60a1d440c8874e248bbb2022b6805aec][bookmark: _Toc32918591]Elements
This specification does not define any common XML schema element definitions.
[bookmark: section_daa6f84529f441519117660a63629f50][bookmark: _Toc32918592]Complex Types
The following table summarizes the set of common XML schema complex type definitions defined by this specification. XML schema complex type definitions that are specific to a particular operation are described with the operation.
	Complex type
	Description

	ArrayOfRole
	The ArrayOfRole complex type defines a set of sharing roles.

	Document
	The Document complex type defines a document’s identifier and its identifier type.

	IdentityInfo
	The IdentityInfo complex type contains properties about an identity which represents an individual or a group.

	PictureInfo
	The PictureInfo complex type defines a picture with its URL and dimensions.

	PrincipalAttributes
	The PrincipalAttributes complex type defines additional attributes for a principal which is an identity with additional attributes.

	PrincipalInfo
	The PrincipalInfo complex type defines a principal user which represents an identity with additional information.

	SharingOperationBaseRequest
	The SharingOperationBaseRequest complex type contains request parameters that are common to many requests. 

	SharingServerError
	The SharingServerError complex type defines information about an error reported by a server. A SharingServerError object is sent back to the protocol client along with a SOAP fault.



[bookmark: section_c6d45ebce60949ec829613365868c54d][bookmark: _Toc32918593]ArrayOfRole
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_032d83dc5b36a6ed8747e821c7d5b865]The ArrayOfRole complex type defines a set of sharing roles.
[bookmark: CC_fe9b265d28c8fde48a86b0b6b9000124]<xs:complexType name="ArrayOfRole" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="Role" type="tns:Role"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_137546110493f65c02d4d97c8efee79e]Role: This element indicates the level of access permissions that are assigned to a user. A role can be one of the following: ‘Owner’, ‘Edit’, ‘View’, or ‘None’.
[bookmark: section_dbc6fbe57e5143d69351536724c69b76][bookmark: _Toc32918594]Document
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_ad579f0b0972acc24c06ce811f68cd10]The Document complex type defines a document’s identifier and its identifier type.
[bookmark: CC_b867c30eb7a75aa41c1805c2ce63efe4]<xs:complexType name="Document" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="Identifier" nillable="true" type="xs:string"/>
    <xs:element name="IdentifierType" type="tns:DocumentIdentifierType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_0b81907a35262db1c2950e5ef76936ff]Identifier: This element contains an identifier that is used to locate a document in a protocol server. The identifier MUST be a web URL.
[bookmark: CC_a1355fd60624738b147db1a87dafeda7]IdentifierType: This element represents the type of the identifier. The IdentifierType MUST be set to ‘WebUrl’. 
[bookmark: section_a3f29742baa44cb99592f8a8bc021833][bookmark: _Toc32918595]IdentityInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_35aa398ef10a745dfd935055494198cf]The IdentityInfo complex type contains properties about an identity which represents an individual or a group.
[bookmark: CC_aa5d5d7f96bdc5cdf2bc74e22f6434a4]<xs:complexType name="IdentityInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="EmailAddress" nillable="true" type="xs:string"/>
    <xs:element name="Identifier" nillable="true" type="xs:string"/>
    <xs:element name="IdentityType" type="tns:IdentityType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_ccae9f15d79215e527a897179dbf5e80]EmailAddress: The email address of an identity. 
[bookmark: CC_208e913e7062f68528ffcb42eefcab5e]Identifier: The identifier of an identity.
[bookmark: CC_e5378ae53f488c9002b7281f2add44f7]IdentityType: The type of an identity. The IdentityType MUST be one of the following: ‘Individual’, ‘IndividualEmail’, ‘Group’, or ‘GroupEmail’. 
[bookmark: section_11c65bb5fa1141d1969d400553f36696][bookmark: _Toc32918596]PictureInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_45f324a9b1ba01c28721c302767185af]The PictureInfo complex type defines a picture with its URL and dimensions.
[bookmark: CC_d7c089fc0242bc3df9a470a2d0ddbeba]<xs:complexType name="PictureInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="Height" type="xs:int"/>
    <xs:element name="ImageType" nillable="true" type="xs:string"/>
    <xs:element name="Url" nillable="true" type="xs:string"/>
    <xs:element name="Width" type="xs:int"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_c2ec9f29d365fc92b95de558fa9ba6c0]Height: The pixel height of a picture. 
[bookmark: CC_a7865c0e8d1002a92fd40b77c0ae748e]ImageType: The type of an image such as ‘.jpeg’ or ‘.gif’. 
[bookmark: CC_03cac3d8a6df0236086b141b6a99da61]Url: A URL that represents the location of a picture on a server. 
[bookmark: CC_56f61dd4b653c92bef0032f2c86dbe0e]Width:  The pixel width of a picture. 
[bookmark: section_e538a2b59ec54d2fa4d7b16ab77fc2b5][bookmark: _Toc32918597]PrincipalAttributes
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_e0771fa9cbab036f6a5aa30b32ef80a9]The PrincipalAttributes complex type defines additional attributes for a principal which is an identity with additional attributes.
[bookmark: CC_bd3638b41f77d8ffca1f0b0e53667162]<xs:complexType name="PrincipalAttributes" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="Picture" nillable="true" type="tns:PictureInfo"/>
    <xs:element name="ProfileUrl" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_e0f1dfbee8f7d8e09de973987624e550]Picture: The PictureInfo attribute of a principal. 
[bookmark: CC_b338a4c4ff5a28caf173f63a6c525c06]ProfileUrl: The URL to a principal’s profile page.
[bookmark: section_436960d943374087a551b11bad2f48a0][bookmark: _Toc32918598]PrincipalInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_ca927e0116e265650061c0bdf684a7a0]The PrincipalInfo complex type defines a principal user which represents an identity with additional information.
[bookmark: CC_62e72be3a9d98889381103d98f152894]<xs:complexType name="PrincipalInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="Attributes" nillable="true" type="tns:PrincipalAttributes"/>
    <xs:element name="DisplayName" nillable="true" type="xs:string"/>
    <xs:element name="IdentityInfo" nillable="true" type="tns:IdentityInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_fd385937786fb0ce807cf016a36344b7]Attributes: Additional attributes for a principal. 
[bookmark: CC_542f187617c7bd4ba569aacb862d4c59]DisplayName: The display name of a principal.
[bookmark: CC_fd6d5dda32cffc415bd25a12d1b6d769]IdentityInfo: Identity information for a principal. 
[bookmark: section_f9882888530249e099a4ab0744341666][bookmark: _Toc32918599]SharingOperationBaseRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_9e6f38308163d5f7bcc5b3d7b9f00517]The SharingOperationBaseRequest complex type contains request parameters that are common to many requests. 
[bookmark: CC_2d7bf4ecbc7779c5787cc880274e592d]<xs:complexType name="SharingOperationBaseRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="ClientAppId" nillable="true" type="xs:string"/>
    <xs:element name="Market" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_b1790031ac51580f9366d7dee47df89a]ClientAppId: The identifier of a client application. 
[bookmark: CC_a9ab54d471282cc880b08ab368cd3c0f][bookmark: Appendix_A_Target_1]Market: The locale of the client in the format of "en-US". This is used to localize strings<1>.
[bookmark: section_5bf5aaefd393450ca152c1e4dffc1e22][bookmark: _Toc32918600]SharingServerError
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_04e3aa9a92d08884d7839619acfe6a94]The SharingServerError complex type defines information about an error reported by a server. A SharingServerError object is sent back to the protocol client along with a SOAP fault.
[bookmark: CC_201aa3a2e87328479e35d24d786794a4]<xs:complexType name="SharingServerError" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="ErrorCode" type="xs:int"/>
    <xs:element minOccurs="0" name="MachineName" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="ServerData" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_b8403600a3e9f38a94b6d7bf2162afb7]ErrorCode: An integer that indicates the type of error. See section 8.
[bookmark: CC_ffd03d8d50868881f96dba92f9c1037c]MachineName: The name of the server that reports the error. 
[bookmark: CC_2d79fe7f220059e42a646e73bbedecda]ServerData: Additional information about the error, if available. 
[bookmark: section_5793011461a44f7488e57d4e9a31a932][bookmark: _Toc32918601]Simple Types
The following table summarizes the set of common XML schema simple type definitions defined by this specification. XML schema simple type definitions that are specific to a particular operation are described with the operation.
	Simple type
	Description

	char
	A simple type used to represent a Unicode character. This type MUST NOT be used by this protocol.

	DocumentIdentifierType
	An enumeration type used to represent the type of a document identifier.

	duration
	A simple type used to represent a duration. This type MUST NOT be used by this protocol.

	guid
	A simple type used to represent a GUID. This type MUST NOT be used by this protocol.

	IdentityType
	An enumeration type used to represent the type of a server entity’s identity.

	PermissionMode
	An enumeration type used to represent the type of permission change requested.

	Role
	An enumeration type used to represent the type of a sharing role.



[bookmark: section_e8a1f21add974c5faec194441d42cdbd][bookmark: _Toc32918602]char
Namespace: http://schemas.microsoft.com/2003/10/Serialization/
[bookmark: CC_58e90bce833b7025b3a4de7d0ac2b9a8]A simple type used to represent a Unicode character. This type MUST NOT be used by this protocol.
[bookmark: CC_685ded0fa23b5e17d0b3daadc23a0b36]<xs:simpleType name="char" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:int"/>
</xs:simpleType>
[bookmark: section_c5102210bdc04d9c8c5a1f3d7bb03c0a][bookmark: _Toc32918603]DocumentIdentifierType
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_9456c58996270961da3fd4b7bf3c1e76]An enumeration type used to represent the type of a document identifier.
[bookmark: CC_ec546336a2a9040d14e454244d500330]<xs:simpleType name="DocumentIdentifierType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="ResourceId"/>
    <xs:enumeration value="DavUrl"/>
    <xs:enumeration value="WebUrl"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the DocumentIdentifierType simple type.
	Value
	Meaning

	ResourceId
	[bookmark: CC_b504d285db5f8e437ba2002bcfc6e7cb]Not used.

	DavUrl
	[bookmark: CC_dd24d5f56f6675b4f2ef5d91619350c7]Not used.

	WebUrl
	[bookmark: CC_fbbb030cfd99beb5bb1b4987f7f456d7]A URL to represent a document’s location.



[bookmark: section_e07e391d0105425290bd2c060ebd501c][bookmark: _Toc32918604]duration
Namespace: http://schemas.microsoft.com/2003/10/Serialization/
[bookmark: CC_fd4f3e868c3a32e40f958936da399b7f]A simple type used to represent a duration. This type MUST NOT be used by this protocol.
[bookmark: CC_8687770b4f7b1ae2b1da93954880bdc3]<xs:simpleType name="duration" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:duration">
    <xs:pattern value="\-?P(\d*D)?(T(\d*H)?(\d*M)?(\d*(\.\d*)?S)?)?"/>
    <xs:minInclusive value="-P10675199DT2H48M5.4775808S"/>
    <xs:maxInclusive value="P10675199DT2H48M5.4775807S"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_2dc80f92fdea413797ecb718edbef0df][bookmark: _Toc32918605]guid
Namespace: http://schemas.microsoft.com/2003/10/Serialization/
[bookmark: CC_df5e5d7adb9b76a4c8d22a0ceed8dfdb]A simple type used to represent a GUID. This type MUST NOT be used by this protocol.
[bookmark: CC_7bc2d09ce6ddf4c12a855305ac99ddf4]<xs:simpleType name="guid" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:pattern value="[\da-fA-F]{8}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{12}"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_f4998b4c3f5345d0a0471eb3a9edd016][bookmark: _Toc32918606]IdentityType
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_d39092161880c1a52a77cd9f3dc4ea57]An enumeration type used to represent the type of a server entity’s identity.
[bookmark: CC_3775d8e26689a674d6b54d61a4ed05a4]<xs:simpleType name="IdentityType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="Individual"/>
    <xs:enumeration value="IndividualEmail"/>
    <xs:enumeration value="Group"/>
    <xs:enumeration value="GroupEmail"/>
    <xs:enumeration value="Network"/>
    <xs:enumeration value="Link"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the IdentityType simple type.
	Value
	Meaning

	Individual
	[bookmark: CC_945bc597ed870801e08c7b93c7b10694]Denotes an individual identifier.

	IndividualEmail
	[bookmark: CC_17ecf932890f061fc97947f4f5633bd6]Denotes an individual email identifier.

	Group
	[bookmark: CC_ddbaa206e71f4454c062f7c1e76e9bd3]Denotes a group identifier.

	GroupEmail
	[bookmark: CC_049e91e2d5d3f62002e9542fd17c790d]Denotes a group email identifier.

	Network
	[bookmark: CC_7233ab8d4cda5fa9cb386c396337d075]Not used.

	Link
	[bookmark: CC_b049e3502010dc51138519bc2623f8d8]Not used.



[bookmark: section_65091d94f8b048a4a15312228a401b04][bookmark: _Toc32918607]Role
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_c1c433061d8941e128d5c5baed95f89c]An enumeration type used to represent the type of a sharing role.
[bookmark: CC_43d529e2cf5c915e9fbff411ab26fddc]<xs:simpleType name="Role" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="None"/>
    <xs:enumeration value="View"/>
    <xs:enumeration value="Edit"/>
    <xs:enumeration value="Owner"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the Role simple type.
	Value
	Meaning

	None
	[bookmark: CC_ccb6c0a05293567ce1af563ed855f1ca]No sharing allowed.

	View
	[bookmark: CC_6b633430ae8ea3b09a449084074d483b]Can view a document.

	Edit
	[bookmark: CC_19313a184c7e805eec1d725841661592]Can edit a document.

	Owner
	[bookmark: CC_4e85b6109a6ed4a4b3ba6b34b57a58ba]An owner of a document.



[bookmark: section_5fffe0a2e7d349268b4c6140481a2536][bookmark: _Toc32918608]PermissionMode
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_632d31912c632f865a26259743b9f324]An enumeration type used to represent the type of permission change requested.
[bookmark: CC_f389efb61599801ff151f83c19dc3eab]<xs:simpleType name="PermissionMode" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="Strict"/>
    <xs:enumeration value="Additive"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the PermissionMode simple type.
	Value
	Meaning

	Strict
	[bookmark: CC_61688722aff3d16de77ddcecb2010ab6]Indicates that the new permissions to be applied to the securable object MUST replace any existing permissions already present on the securable object.

	Additive
	[bookmark: CC_35dff4c572ffc18bf6bf641a20fe8bb1]Indicates that the new permissions to be applied to the securable object MUST be added to any existing permissions already present on the securable object.



[bookmark: section_51a38098f95345358bc9b4d178fd1865][bookmark: _Toc32918609]Attributes
This specification does not define any common XML schema attribute definitions.
[bookmark: section_9afa81284aa442428e2992daa399997c][bookmark: _Toc32918610]Groups
This specification does not define any common XML schema group definitions.
[bookmark: section_8bfbc789a48e41eba1988347a016db3f][bookmark: _Toc32918611]Attribute Groups
This specification does not define any common XML schema attribute group definitions.
[bookmark: section_28fead58f7f34c0f82b5c67ae30ad55d][bookmark: _Toc32918612]Protocol Details
The protocol client side of this protocol is simply a pass-through.  That is, no additional timers or other state is required on the protocol client side of this protocol.  Calls made by the higher-layer protocol or application are passed directly to the transport, and the results returned by the transport are passed directly back to the higher-layer protocol or application.
Except where specified, protocol clients SHOULD interpret HTTP Status Codes returned by the protocol server as specified in [RFC2616], section 10, "Status Code Definitions".
This protocol allows protocol servers to notify protocol clients of application-level faults by using SOAP faults. Except where specified, these SOAP faults are not significant for interoperability, and protocol clients can interpret them in an implementation-specific manner.
This protocol allows protocol servers to perform implementation-specific authorization checks and notify protocol clients of authorization faults either by using HTTP Status Codes or by using SOAP faults as specified previously in this section.
[bookmark: section_c0a71996b0a644b1a8bb5ae303e78600][bookmark: _Toc32918613]Protocol Server Details
[bookmark: section_1567b989ded447088360c8bffadf2620][bookmark: _Toc32918614]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
This protocol deals with sharing documents and folders in a document library. A server MUST maintain a repository of documents and folders that are organized hierarchically. A document library contains documents and folders that, in turn, can contain other documents and folders.
A protocol server MUST provide a permission-based access model on securable objects such as documents and folders in the server. This access model specifies which user or system entity has been granted access to an object and the level of permitted access, and SHOULD maintain a list of access control entries (ACEs) where each entry specifies the access permissions granted to a particular user or entity. An access control list (ACL) can be updated by adding, changing or deleting an entry from the list. 
This protocol specifies four abstract sharing roles as shown in the following table.
	Role Name
	Description

	Owner
	Permissions to edit, view and delete an object.
Permissions to manage an object ACL.

	Edit
	Permissions to edit and view an object, but no permission to delete the object.

	View
	Permissions to only view an object.

	None
	No permission to access an object.


A protocol server MUST map the preceding four roles to appropriate permissions on the server and allow access control entries to be created to match each of these roles.
A protocol server SHOULD also support an access model to allow Tokenized sharing links, to allow user to gain access to objects through Tokenized sharing links.
A protocol server MAY support an anonymous access model by providing anonymous access to objects through tokenized sharing links. These anonymous access links allow guest users with no prior granted permission to an object to gain access the object anonymously, and also allow authenticated users with no prior granted permission to an object to gain access the object using their authenticated account.
[bookmark: Appendix_A_Target_2]A protocol server MAY support an organization access model by providing authenticated access to objects through tokenized sharing links. These organization access links<2> allow authenticated users with no prior granted permission to an object to gain access the object using their authenticated account.
The server SHOULD allow a user with appropriate permissions to retrieve, generate or clear tokenized sharing links to an object.
This protocol supports features to notify users of changes in their sharing roles on a server object. A protocol server SHOULD provide a form of server-based notifications such as email or MicroBlog feed notifications, in order to provide a rich sharing experience to users.
[bookmark: section_795caaab8eaa4c3585d4dff2bceb7684][bookmark: _Toc32918615]Timers
None.
[bookmark: section_b4db75fe2a7e4c4bbd9bcec49b3c1707][bookmark: _Toc32918616]Initialization
At initialization time, the protocol server MUST begin listening for requests at the respective URL addresses given in the message transport (as specified in section 2.1).
[bookmark: section_37cdec0ef4d848fca5445a727d4986b9][bookmark: _Toc32918617]Message Processing Events and Sequencing Rules
The following table summarizes the list of operations as defined by this specification.
	Operation
	Description

	GetHostSharingCapabilities
	The GetHostSharingCapabilities operation is used by a protocol client to retrieve a server’s current sharing capabilities.

	GetLinks
	The GetLinks operation is used by a protocol client to retrieve existing tokenized sharing links for a document.

	GetPermissions
	The GetPermissions operation is used by a protocol client to retrieve detailed sharing information including the current access control list (ACL) for a document.

	GetUserSharingAttributes
	The GetUserSharingAttributes operation is used by a protocol client to retrieve the current sharing attributes for a document. 

	GetVersions
	The GetVersions operation is used by a protocol client to retrieve a list of protocol versions that the server currently supports.

	SetLinks
	The SetLinks operation is used by a protocol client to generate or clear tokenized sharing links for a document. The calling user MUST be a document owner in order to call this method successfully.

	SetPermissions
	The SetPermissions operation is used by a protocol client to share a document with other users.



[bookmark: section_e511bc9b741145e689bc6358b3cf9d45][bookmark: _Toc32918618]GetHostSharingCapabilities
[bookmark: CC_2f173771219c78af68fb714708b19863]The GetHostSharingCapabilities operation is used by a protocol client to retrieve a server’s current sharing capabilities.
[bookmark: CC_963937da4285a0b6cfe798b7b08b38b9]The following is the WSDL port type specification of the GetHostSharingCapabilities WSDL operation.
<wsdl:operation name="GetHostSharingCapabilities" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilities" message="tns:DocumentSharing_GetHostSharingCapabilities_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilitiesResponse" message="tns:DocumentSharing_GetHostSharingCapabilities_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilitiesSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetHostSharingCapabilities_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_2e16360a59e70592bab84bda12037975]The protocol client sends a DocumentSharing_GetHostSharingCapabilities_InputMessage request message, and the protocol server responds with a DocumentSharing_GetHostSharingCapabilities_OutputMessage response message, as follows:
1. Validates every element in the input message, and sends a SOAP fault message with an error code 1 (section 8) if any element is invalid.
2. Retrieves server capabilities, and returns a GetHostSharingCapabilities response element containing the server’s sharing capabilities.
[bookmark: section_477d900b17764c0fa0b4d1f47689845a][bookmark: _Toc32918619]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_GetHostSharingCapabilities_InputMessage
	The request WSDL message for the GetHostSharingCapabilities WSDL operation.

	DocumentSharing_GetHostSharingCapabilities_OutputMessage
	The response WSDL message for the GetHostSharingCapabilities WSDL operation.



[bookmark: section_92b84859560e48b8aafe880e7529e7fa][bookmark: _Toc32918620]DocumentSharing_GetHostSharingCapabilities_InputMessage
The request WSDL message for the GetHostSharingCapabilities WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilities
The SOAP body contains the GetHostSharingCapabilities element.
[bookmark: section_c3eafefeaca7400d90be47c535c6f6f1][bookmark: _Toc32918621]DocumentSharing_GetHostSharingCapabilities_OutputMessage
The response WSDL message for the GetHostSharingCapabilities WSDL operation.
The SOAP body contains the GetHostSharingCapabilitiesResponse element.
[bookmark: section_f8c5be5236584ecd874f37436cde16cc][bookmark: _Toc32918622]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetHostSharingCapabilities
	The input data for the GetHostSharingCapabilities WSDL operation.

	GetHostSharingCapabilitiesResponse
	The result data for the GetHostSharingCapabilities WSDL operation.



[bookmark: section_887a1a9fcd144d249076cdc2df17c8a9][bookmark: _Toc32918623]GetHostSharingCapabilities
The GetHostSharingCapabilities element specifies the input data for the GetHostSharingCapabilities WSDL operation.
<xs:element name="GetHostSharingCapabilities" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="getHostSharingCapabilitiesRequest" nillable="true" type="tns:GetHostSharingCapabilitiesOperationRequest"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_03f76696dc47cd192b7f6d992e582be1]getHostSharingCapabilitiesRequest: This element contains details of the protocol client’s request to retrieve the server’s current sharing capabilities. 
[bookmark: section_b9bcae3a3ffd4729b058993c3249eb62][bookmark: _Toc32918624]GetHostSharingCapabilitiesResponse
The GetHostSharingCapabilitiesResponse element specifies the result data for the GetHostSharingCapabilities WSDL operation.
<xs:element name="GetHostSharingCapabilitiesResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="GetHostSharingCapabilitiesResult" nillable="true" type="tns:GetHostSharingCapabilitiesOperationResponse"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_a179e3c14346014af1ccdfb3101aa83a]GetHostSharingCapabilitiesResult: This element contains the server’s response to the client’s request. 
[bookmark: section_430fd80aa20042368ba8098b830a0de1][bookmark: _Toc32918625]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	ArrayOfDocumentIdentifierType
	[bookmark: CC_29bacaef1fed5b4e4cf6e1ee72efa9ba]A list of document identifier types that the server supports.

	ArrayOfPermissionMode
	[bookmark: CC_ff1c9de4780bc4ec258985f54e7c86be]A list of permission modes that the server supports.

	GetHostSharingCapabilitiesOperationRequest
	[bookmark: CC_109e6459c2f1971e5f41cb402d0ec985]A user’s request to retrieve a server’s sharing capabilities. It contains a base request with the client’s application identifier and locale.

	GetHostSharingCapabilitiesOperationResponse
	[bookmark: CC_b23110ff0f58be253cacf878f2b0d078]A server’s response to the request to retrieve the server’s sharing capabilities.

	HostSharingCapabilities
	[bookmark: CC_cecff642e5cc66aa384c15170cb40015]An entity that contains a server’s sharing capability attributes.



[bookmark: section_11e629835c444bc1802e5e22b4bb4bb6][bookmark: _Toc32918626]GetHostSharingCapabilitiesOperationRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_8fbf1223643fe97949248078735871c1]The GetHostSharingCapabilitiesOperationRequest complex type contains the protocol client’s request to retrieve the server’s current sharing capabilities.
[bookmark: CC_9e49b97d6a7b9266cafd672476e8d9c6]<xs:complexType name="GetHostSharingCapabilitiesOperationRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
    <xs:element name="Document" nillable="true" type="tns:Document"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_62bd9f18733931715d59e83a0cfed2e9]BaseRequest: A base request embedded in the operation request. It contains a client application identifier and locale.
[bookmark: CC_a20a36598d0755d38e01b62559ab0e13]Document:  A Document complex object that specifies a document’s identifier and its type. 
[bookmark: section_3b4d48afee13403aa1071db5a5f2fadd][bookmark: _Toc32918627]GetHostSharingCapabilitiesOperationResponse
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_4de3a379e1486b991c9f8017a6cc2ca1]The GetHostSharingCapabilitiesOperationResponse complex type contains the server’s response to the protocol client’s GetHostSharingCapabilitiesOperationRequest.
[bookmark: CC_96fb58055a64bd6a99be5f8a8273e76b]<xs:complexType name="GetHostSharingCapabilitiesOperationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="HostSharingCapabilities" nillable="true" type="tns:HostSharingCapabilities"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_1ffd4de719447922002ab4477a420bbc]HostSharingCapabilities: A complex type that contains a server’s sharing capability attributes. 
[bookmark: section_fd9d40faa6844ec7a91acfeadb6a12b4][bookmark: _Toc32918628]HostSharingCapabilities
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_e43c1db430cb895e9874b6cc3762a615]The HostSharingCapabilities complex type contains all of the sharing capability attributes that the protocol server returns.
[bookmark: CC_2c1b6793cfed8c4ca1968d236d84e954]<xs:complexType name="HostSharingCapabilities" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="CustomMessageMaxLength" type="xs:int"/>
    <xs:element name="DefaultsToTokenizedLinksInServerNotifications" type="xs:boolean"/>
    <xs:element name="SupportedDocumentIdentifierTypes" nillable="true" type="tns:ArrayOfDocumentIdentifierType"/>
    <xs:element name="SupportedPermissionModes" nillable="true" type="tns:ArrayOfPermissionMode"/>
    <xs:element name="SupportedRoles" nillable="true" type="tns:ArrayOfRole"/>
    <xs:element name="SupportsCustomMessages" type="xs:boolean"/>
    <xs:element name="SupportsDisablingFeedNotifications" type="xs:boolean"/>
    <xs:element name="SupportsDisablingServerNotifications" type="xs:boolean"/>
    <xs:element name="SupportsFeedNotifications" type="xs:boolean"/>
    <xs:element name="SupportsNetworkSharing" type="xs:boolean"/>
    <xs:element name="SupportsResettingTokenizedEditLinks" type="xs:boolean"/>
    <xs:element name="SupportsResettingTokenizedViewLinks" type="xs:boolean"/>
    <xs:element name="SupportsServerNotifications" type="xs:boolean"/>
    <xs:element name="SupportsTogglingOfLinkTypesInServerNotifications" type="xs:boolean"/>
    <xs:element name="SupportsTokenizedEditLinks" type="xs:boolean"/>
    <xs:element name="SupportsTokenizedViewLinks" type="xs:boolean"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_afc58e4c446eeae2f6612b9ca10c4256]CustomMessageMaxLength: The maximum length of a custom message that a user can provide in a server-distributed sharing notification. 
[bookmark: CC_b6cd52ba213c99b015b2b86489c0a490]DefaultsToTokenizedLinksInServerNotifications: A Boolean flag that indicates whether to include tokenized sharing links as the default instead of regular links in server-distributed sharing notifications. Set to true indicates to include tokenized sharing links as the default, otherwise set to false.
[bookmark: CC_89bdced4e8a86ba647184d3ff5f37180]SupportedDocumentIdentifierTypes: A list of document identifier types that are supported by the server. 
[bookmark: CC_67728ca1c5daa3379d6c4e75fc74151c]SupportedPermissionModes: A list of permission modes that are supported by the server. 
[bookmark: CC_d08814fdac5d048601ce20b27ebb38bb]SupportedRoles: A list of sharing roles that are supported by the server. 
[bookmark: CC_25a53e8654b3f200c473a9306b63db2a]SupportsCustomMessages: A Boolean flag indicating whether the server supports custom messages in server-distributed sharing notifications. 
[bookmark: CC_318bed9804070678fe9230079ade749d]SupportsDisablingFeedNotifications: A Boolean flag indicating whether the server supports disabling feed notifications. MUST be set to false.
[bookmark: CC_2b47571651985f6c7425a26a5de382a6]SupportsDisablingServerNotifications: A Boolean flag indicating whether the server supports disabling server-based notifications.
[bookmark: CC_26c4a3df103b07738f65017ab9d17a35]SupportsFeedNotifications: A Boolean flag indicating whether the server supports feed notifications. 
[bookmark: CC_6aadf710d13c4972a3c59b6a10683e22]SupportsNetworkSharing: A Boolean flag indicating whether the server supports network sharing. MUST be set to false.
[bookmark: CC_0294591904d31e83aeeecad9b274b2bf]SupportsResettingTokenizedEditLinks: A Boolean flag indicating whether the server supports resetting tokenized sharing links with edit access.  
[bookmark: CC_f1a5b172d54aba1800117a9e53d00d2c]SupportsResettingTokenizedViewLinks: A Boolean flag indicating whether the server supports resetting tokenized sharing links with view access. 
[bookmark: CC_69cf71ea89d5e6563900a36d24013a9e]SupportsServerNotifications: A Boolean flag indicating whether the server supports server-based notifications. 
[bookmark: CC_096da633bac64ba8562b63d11c9c6570]SupportsTogglingOfLinkTypesInServerNotifications:  A Boolean flag indicating whether the server supports toggling link types in the server-based notifications. 
[bookmark: CC_d39614b6e425eacda9ff4b50c4f7a2ae]SupportsTokenizedEditLinks: A Boolean flag indicating whether the server supports tokenized sharing links with edit access. 
[bookmark: CC_81e668f98b779cb344a21bb0dde846f5]SupportsTokenizedViewLinks: A Boolean flag indicating whether the server supports tokenized sharing links with view access. 
[bookmark: section_c44b39aab9b44eea9711364ffb418254][bookmark: _Toc32918629]ArrayOfDocumentIdentifierType
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_69cacc0a43c1f98785e787cf47e0555b]The ArrayOfDocumentIdentifierType complex type represents a list of document identifier types that the server supports.
[bookmark: CC_d60ab35ceffd49e111191ca2e13ab059]<xs:complexType name="ArrayOfDocumentIdentifierType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="DocumentIdentifierType" type="tns:DocumentIdentifierType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_bf8fc4d083c26c271233a954879fbf65]DocumentIdentifierType: This element represents the type of a document identifier. MUST be ‘WebUrl’. 
[bookmark: section_4af6674afe0f44e6bc4a86f1b4b8d7af][bookmark: _Toc32918630]ArrayOfPermissionMode
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_e22f822b127c7d4348b27b5eb2ab708b]The ArrayOfPermissionMode complex type represents a list of permission modes that the server supports.
[bookmark: CC_6fb51588f25b3d775f2e26c8158d4f48]<xs:complexType name="ArrayOfPermissionMode" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="PermissionMode" type="tns:PermissionMode"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_8c43eba5f39461253e4505196ba364b9]PermissionMode: This element represents a permission mode, as specified in section 2.2.5.7, that the server supports. 
[bookmark: section_677606cb422e4c54b162bf772c4dbad7][bookmark: _Toc32918631]Simple Types
None.
[bookmark: section_951bf074a70b4facbe57ae33fbce56f4][bookmark: _Toc32918632]Attributes
None.
[bookmark: section_1a95a0f388fe4161940d5785c0f18f1d][bookmark: _Toc32918633]Groups
None.
[bookmark: section_f1902d7f3eb14604a1c7a38cfddf9252][bookmark: _Toc32918634]Attribute Groups
None.
[bookmark: section_0779dec42bf9415d99cfc23cc1d49253][bookmark: _Toc32918635]GetLinks
[bookmark: CC_7f41d17c57f16b2427baa3cba5ac1fb3]The GetLinks operation is used by a protocol client to retrieve existing tokenized sharing links for a document.
[bookmark: CC_319ea0d95036244ca345bf70ed68bd5b]The following is the WSDL port type specification of the GetLinks WSDL operation.
<wsdl:operation name="GetLinks" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinks" message="tns:DocumentSharing_GetLinks_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinksResponse" message="tns:DocumentSharing_GetLinks_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinksSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetLinks_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_807c0f02ecb74c30983eea25cd3a90a9]The protocol client sends a DocumentSharing_GetLinks_InputMessage request message and the server responds with a DocumentSharing_GetLinks_OutputMessage, as follows:
1. Validates every element in the input message and sends a SOAP fault message with an error code 1 (section 8) if any element is invalid.
2. If the server does not support tokenized sharing links or the specified document does not provide any tokenized sharing links, sends a SOAP fault message with an error code 17 (section 8).
3. Retrieves existing tokenized sharing links for the document and returns a GetLinksResponse element in the DocumentSharing_GetLinks_OutputMessage response message.
4. The GetLinksResponse element SHOULD only contain a tokenized sharing link with View access if the calling user has only the View role on the document.
5. The GetLinksResponse element SHOULD contain both a tokenized sharing link with View access and a tokenized sharing link with Edit access if the calling user has the Edit role or is an owner of the document.
6. If none of the tokenized sharing links exist for the document, the server SHOULD set both links to be empty.
[bookmark: section_9c5662d2617d4c48ab00ed45cae8b56f][bookmark: _Toc32918636]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_GetLinks_InputMessage
	The request WSDL message for the GetLinks WSDL operation.

	DocumentSharing_GetLinks_OutputMessage
	The response WSDL message for the GetLinks WSDL operation.



[bookmark: section_61d95f7e9464468b83de4391ccd34106][bookmark: _Toc32918637]DocumentSharing_GetLinks_InputMessage
The request WSDL message for the GetLinks WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinks
The SOAP body contains the GetLinks element.
[bookmark: section_cbd1c2baf3b24c88a89cbc788610421c][bookmark: _Toc32918638]DocumentSharing_GetLinks_OutputMessage
The response WSDL message for the GetLinks WSDL operation.
The SOAP body contains the GetLinksResponse element.
[bookmark: section_9adc54ab4e6f4b509c2ddda10b2638dc][bookmark: _Toc32918639]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetLinks
	The input data for the GetLinks WSDL operation.

	GetLinksResponse
	The result data for the GetLinks WSDL operation.



[bookmark: section_5f1f3d432ac4471787c87c6b1765dcbe][bookmark: _Toc32918640]GetLinks
The GetLinks element specifies the input data for the GetLinks WSDL operation.
<xs:element name="GetLinks" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="getLinksRequest" nillable="true" type="tns:GetLinksOperationRequest"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_aa9df708d372065421162b5cfe6db60a]getLinksRequest: This element contains the GetLinks operation request. 
[bookmark: section_6456118ee73241708ee6df36bb10b540][bookmark: _Toc32918641]GetLinksResponse
The GetLinksResponse element specifies the result data for the GetLinks WSDL operation.
<xs:element name="GetLinksResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="GetLinksResult" nillable="true" type="tns:GetLinksOperationResponse"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_4a0e477d8216d40d48e8a84f628be915]GetLinksResult: This element contains the operation response from the GetLinks operation request. 
[bookmark: section_d4ba9088dacd4ead98e33b4a5ebc33eb][bookmark: _Toc32918642]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	GetLinksOperationRequest
	[bookmark: CC_7b174fa42c19baf6093f88c360ea6818]Defines a GetLinks operation request.

	GetLinksOperationResponse
	[bookmark: CC_81fd808989b296822afd88173436c4c6]Defines the response to a GetLinks operation request.



[bookmark: section_b381cd6624064730a943ffe29b222693][bookmark: _Toc32918643]GetLinksOperationRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_7438a0971ded0323ebef9ff08671e3d2]The GetLinksOperationRequest complex type defines what is contained in the GetLinks operation request.
[bookmark: CC_de4020777215ec96c9fd56a43b6ca9f7]<xs:complexType name="GetLinksOperationRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
    <xs:element name="Document" nillable="true" type="tns:Document"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_16a67a6fb8805618ecb288267dc585c7]BaseRequest: A base request embedded in the GetLinks request. 
[bookmark: CC_96041218a5bdf61ee64375346a2d5e3b]Document: A Document element that specifies a document’s identifier and its type. 
[bookmark: section_6a4280ed5e4741ef86d6c0f4cdaaced6][bookmark: _Toc32918644]GetLinksOperationResponse
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_f8db0424b5b8e1f9ae587900ba7f5935]The GetLinksOperationResponse complex type defines what is contained in a GetLinks operation response.
[bookmark: CC_6cad80b66096b9e0f4b2cc982a2db9f0]<xs:complexType name="GetLinksOperationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="TokenizedEditLink" nillable="true" type="xs:string"/>
    <xs:element name="TokenizedViewLink" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_80f3aee00cb169688bfa2dcb883352fa]TokenizedEditLink: The tokenized sharing link with edit access for a document, if available. 
[bookmark: CC_26ca7a1b1d24ce70c8776704d330aaf0]TokenizedViewLink: The tokenized sharing link with view access for a document, if available. 
[bookmark: section_46a70c974545487996cdf2c0a73045ff][bookmark: _Toc32918645]Simple Types
None.
[bookmark: section_b3d4d3c56c654ac3b2c1c33c4763c999][bookmark: _Toc32918646]Attributes
None.
[bookmark: section_d6ae66812210421886fe2f92473bb0ff][bookmark: _Toc32918647]Groups
None.
[bookmark: section_db0b20e6abdc491586b8b6aff2f27d29][bookmark: _Toc32918648]Attribute Groups
None.
[bookmark: section_0f8e6072e8714e478e96d929aa8c5624][bookmark: _Toc32918649]GetPermissions
[bookmark: CC_28a0d181783d3f958043ddec901f119c]The GetPermissions operation is used by a protocol client to retrieve detailed sharing information including the current access control list (ACL) for a document.
[bookmark: CC_e2164a0cce814b36673cbf13eb54853a]The following is the WSDL port type specification of the GetPermissions WSDL operation.
<wsdl:operation name="GetPermissions" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissions" message="tns:DocumentSharing_GetPermissions_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissionsResponse" message="tns:DocumentSharing_GetPermissions_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissionsSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetPermissions_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_71f544e029c932458d5c00fec2e06916]The protocol client sends a DocumentSharing_GetPermissions_InputMessage request message and the server responds with a DocumentSharing_GetPermissions_OutputMessage, as follows:
1. Validates every element in the input message, and sends a SOAP fault message with an error code 1 (section 8) if any element is not valid.
2. If the server does not support sharing at the document location, returns a SOAP fault message with an error code 17 (section 8).
3. To complete the operation successfully, the calling user MUST have the permission to manage the document’s ACL. If the user does not have the permission, the server MUST return a SOAP fault with an error code 0 (section 8).
4. Retrieves the current ACL for the specified document, creates a GetPermissionsResponse element with information for every user in the ACL, and returns a DocumentSharing_GetPermissions_OutputMessage response message.
[bookmark: section_dadb3457040842d99bce7bc0f53b55a9][bookmark: _Toc32918650]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_GetPermissions_InputMessage
	The request WSDL message for the GetPermissions WSDL operation.

	DocumentSharing_GetPermissions_OutputMessage
	The response WSDL message for the GetPermissions WSDL operation.



[bookmark: section_d7029edbb92f46e2b4ba9ce8d531dff3][bookmark: _Toc32918651]DocumentSharing_GetPermissions_InputMessage
The request WSDL message for the GetPermissions WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissions
The SOAP body contains the GetPermissions element.
[bookmark: section_88c0bf532317421cb720ba861d0899c3][bookmark: _Toc32918652]DocumentSharing_GetPermissions_OutputMessage
The response WSDL message for the GetPermissions WSDL operation.
The SOAP body contains the GetPermissionsResponse element.
[bookmark: section_0f666e764d274349962b1266913e2840][bookmark: _Toc32918653]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetPermissions
	The input data for the GetPermissions WSDL operation.

	GetPermissionsResponse
	The result data for the GetPermissions WSDL operation.



[bookmark: section_661484bd99624576898f68d0f24fa45f][bookmark: _Toc32918654]GetPermissions
The GetPermissions element specifies the input data for the GetPermissions WSDL operation.
<xs:element name="GetPermissions" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="getPermissionsRequest" nillable="true" type="tns:GetPermissionsOperationRequest"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_57604033207b2a202a6dd3b0f5596280]getPermissionsRequest: This element contains a GetPermissions operation request. 
[bookmark: section_b79047bf1a6f45dda5aafb0f85f89670][bookmark: _Toc32918655]GetPermissionsResponse
The GetPermissionsResponse element specifies the result data for the GetPermissions WSDL operation.
<xs:element name="GetPermissionsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="GetPermissionsResult" nillable="true" type="tns:GetPermissionsOperationResponse"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_f1314eba9424d69f5267ec5fa8600024]GetPermissionsResult: This element contains a response to a GetPermissions operation request. 
[bookmark: section_18ff4bfe796a421fb361fa4236d23360][bookmark: _Toc32918656]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	ArrayOfFolderPermissionInfo
	[bookmark: CC_5979f90c5fc0e7a2564f96b3737ae3cb]A list of folders and their permissions. Not used.

	ArrayOfPermissionInfo
	[bookmark: CC_e346a2aad64742f83e24ba9547106882]A list of access control entries.

	FolderPermissionInfo
	[bookmark: CC_91d2f78f0aad54c689a55d0ad761d964]Defines a folder and its permissions. Not used.

	GetPermissionsOperationRequest
	[bookmark: CC_9cb865b0c04f0d078fde1b5a4d3799cd]A request to retrieve current detailed sharing information for a document.

	GetPermissionsOperationResponse
	[bookmark: CC_d3b7972a37f590527c695751e66a6794]Contains the response to a request to retrieve the current detailed sharing information for a document.

	PermissionInfo
	[bookmark: CC_10e035bf5f1d7e5056959d132ca652c9]An access control entry.



[bookmark: section_3c9f2310027b4f689273cf45e1a3d6be][bookmark: _Toc32918657]GetPermissionsOperationRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_9f3d10e7259d7f4484ee1f212f5fac53]The GetPermissionsOperationRequest complex type contains details for a GetPermissions operation request.
[bookmark: CC_c473ba5296b3e16e7c4357db7533a44f]<xs:complexType name="GetPermissionsOperationRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
    <xs:element name="Document" nillable="true" type="tns:Document"/>
    <xs:element name="PrincipalDetailsView" type="tns:PrincipalDetailsView"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_3785e4cfacce76f0a6cef231161df455]BaseRequest: A base request embedded in a GetPermissions request.
[bookmark: CC_f6f52c21cea8c843aedcc0a0553885ae]Document: A Document complex object that specifies a document’s identifier and its type. 
[bookmark: CC_7f00e3f6c7dbd162a0e57b303404804d]PrincipalDetailsView: This element specifies whether or not additional information will be returned in the response for each principal user in an access control entry. 
[bookmark: section_b9d29ff60e8a449690a45fe5de990185][bookmark: _Toc32918658]GetPermissionsOperationResponse
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_5d7d3acc42c75687b5319b1691b7045a]The GetPermissionsOperationResponse complex type contains details for a response to a GetPermissions operation request.
[bookmark: CC_e3f23a41091ea8e21e583db9f9c0db23]<xs:complexType name="GetPermissionsOperationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="CanEditFileLevelPermissions" type="xs:boolean"/>
    <xs:element name="CanEditInheritedPermissions" type="xs:boolean"/>
    <xs:element name="FileLevelPermissions" nillable="true" type="tns:ArrayOfPermissionInfo"/>
    <xs:element name="InheritedPermissions" nillable="true" type="tns:ArrayOfFolderPermissionInfo"/>
    <xs:element name="Owner" nillable="true" type="tns:PrincipalInfo"/>
    <xs:element name="PermissionsUrl" nillable="true" type="xs:string"/>
    <xs:element name="TokenizedEditLink" nillable="true" type="xs:string"/>
    <xs:element name="TokenizedViewLink" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_a9e250e4df1fefb111ea4f0975075944]CanEditFileLevelPermissions: A Boolean flag that indicates whether returned access control entries (ACEs) can be changed. MUST be true. 
[bookmark: CC_5eaaa46172e9476dfb7e24da4c246d63]CanEditInheritedPermissions:  A Boolean flag that indicates whether inherited folder permissions can be edited. MUST be false.
[bookmark: CC_3a2749ec5147c191e690a9f219f1a6f3]FileLevelPermissions: A list of access control entries for a document. 
[bookmark: CC_db852b186c7242157de5e7eb2609fea6]InheritedPermissions: A list of inherited folder permissions. This list is not automatically populated. 
[bookmark: CC_f03f5920466bbd53af47812927dbe08a]Owner: Information about a document owner. This is the same as site owner information. . 
[bookmark: CC_1e43da505b8c675ac4bab68000d53b13]PermissionsUrl: A URL pointing to a permission management page on the server for the document. 
[bookmark: CC_a40e8971a5897a4aa7b8638c0099799d]TokenizedEditLink: Set to the document’s tokenized sharing link with edit access if the link is available and the calling user has permissions to edit the document. 
[bookmark: CC_6b0789cfdc91039e0cddf6c555433760]TokenizedViewLink:  Set to the document’s tokenized sharing link with view access if the link is available and the calling user has permissions to view the document.
[bookmark: section_60e937b39e9245f1938dacb59df4e78d][bookmark: _Toc32918659]ArrayOfPermissionInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_6b54c1ff7006b9c7b8ed32008d1dbfe2]The ArrayOfPermissionInfo complex type contains a list of access control entries for a document.
[bookmark: CC_a0765a04f7b78cdf3723ce00b52e1ab1]<xs:complexType name="ArrayOfPermissionInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="PermissionInfo" nillable="true" type="tns:PermissionInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_eacec264879574568f407cfd6f150088]PermissionInfo: This element contains information for one access control entry. 
[bookmark: section_8e0760c269de4c9699421725ff9b3e01][bookmark: _Toc32918660]PermissionInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_60d28182c6b03da9da5010c852f6f377]The PermissionInfo complex type defines an access control entry on a document.
[bookmark: CC_d8f961b49d3df360f9857631a165e94e]<xs:complexType name="PermissionInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="CurrentRole" type="tns:Role"/>
    <xs:element name="MaxAllowedRole" type="tns:Role"/>
    <xs:element name="Principal" nillable="true" type="tns:PrincipalInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_71d471fc11f20954fb57a494a828a991]CurrentRole: The current sharing role of a principal user. 
[bookmark: CC_6c59382b54fc4b3df64d9168f660b9e1]MaxAllowedRole: The maximum role that can be assigned to a principal user. 
[bookmark: CC_4708950ec7cf492d1a65a88f66a2c21f]Principal: Information about a principal user. 
[bookmark: section_cc3d902fdda34a1282a0a738c11ff208][bookmark: _Toc32918661]ArrayOfFolderPermissionInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_071f089bbf240c3ab555481fc3f5fcd4]The ArrayOfFolderPermissionInfo complex type contains a list of folders and their access control entries from which the document has inherited.
[bookmark: CC_381ad4244a14015b0e846a0d7c304bbd]<xs:complexType name="ArrayOfFolderPermissionInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="FolderPermissionInfo" nillable="true" type="tns:FolderPermissionInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_c64963f093ea868e1245e67df2fda707]FolderPermissionInfo: This element contains information about a folder and its access control entries. 
[bookmark: section_a27d3df00cdf43009df7fda05adb5a97][bookmark: _Toc32918662]FolderPermissionInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_7562116a59d0b154780a67d57d463470]The FolderPermissionInfo complex type defines a folder and its access control entries.
[bookmark: CC_581b8b7c8c1a19ae7c0b08ec27ab3e1e]<xs:complexType name="FolderPermissionInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="FolderName" nillable="true" type="xs:string"/>
    <xs:element name="FolderUrl" nillable="true" type="xs:string"/>
    <xs:element name="Permissions" nillable="true" type="tns:ArrayOfPermissionInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_ed7c275df24467ae43419d8fa57dc20b]FolderName: The name of a folder. 
[bookmark: CC_6ecea757aee7c8197ee7c0f4ee8141d9]FolderUrl: The folder’s URL. 
[bookmark: CC_7a59d4f813d3c29294cbe51f902531bc]Permissions: A list of access control entries for the folder. 
[bookmark: section_09c4130b0561452e9677df530a9042b2][bookmark: _Toc32918663]Simple Types
The following table summarizes the XML schema simple type definitions that are specific to this operation.
	Simple type
	Description

	PrincipalDetailsView
	[bookmark: CC_435566271f444b50089255633dca0176]An enumeration type that can be either ‘Basic’ or ‘Full’.



[bookmark: section_9dd93d4c030b408587be982022d186a4][bookmark: _Toc32918664]PrincipalDetailsView
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_6795abb741f5adcc3604edcd9541cead]The PrincipalDetailsView simple type is an enumeration type that defines whether the GetPermissions operation will return additional information for each principal user in the access control list. MUST be set to the ‘Basic’ view.
[bookmark: CC_49ef6a9250f5c3c8954a9f0b4595ac92]<xs:simpleType name="PrincipalDetailsView" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="Basic"/>
    <xs:enumeration value="Full"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the PrincipalDetailsView simple type.
	Value
	Meaning

	Basic
	[bookmark: CC_d090bebd4d84d2e15c3c67fb71ad71cb]The Attributes element will not be populated in a PrincipalInfo element.

	Full
	[bookmark: CC_da292e1c2bb87c2d4f17791f6f10f411]The Attributes element will be populated in a PrincipalInfo element.



[bookmark: section_83e7966faa184daea80e5b951dc19076][bookmark: _Toc32918665]Attributes
None.
[bookmark: section_3d5b7b8ce6d74f6a88386ca0fb934dda][bookmark: _Toc32918666]Groups
None.
[bookmark: section_ffd1c8d5ddfe44e087f98a713fe1f786][bookmark: _Toc32918667]Attribute Groups
None.
[bookmark: section_077ea6b2cb544262b4dede146f77bec5][bookmark: _Toc32918668]GetUserSharingAttributes
[bookmark: CC_9829c7d351ea0d4c2572ce74c8c4caf4]The GetUserSharingAttributes operation is used by a protocol client to retrieve the current sharing attributes for a document. 
[bookmark: CC_aabd84a9954f2d65fc9da4eb6d102218]The following is the WSDL port type specification of the GetUserSharingAttributes WSDL operation.
<wsdl:operation name="GetUserSharingAttributes" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributes" message="tns:DocumentSharing_GetUserSharingAttributes_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributesResponse" message="tns:DocumentSharing_GetUserSharingAttributes_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributesSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetUserSharingAttributes_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_a0d211b5985afd4f9f84540dcd0f1fad]The protocol client sends a DocumentSharing_GetUserSharingAttributes_InputMessage request message and the server responds with a DocumentSharing_GetUserSharingAttributes_OutputMessage, as follows:
1. Validates every element in the input message, and sends a SOAP fault message with an error code 1 (section 8) if any element is invalid.
2. If the server does not support sharing at the document location, returns a SOAP fault message with an error code 17 (section 8).
3. Retrieves the document’s sharing attributes, and returns a GetUserSharingAttributesResponse element in the DocumentSharing_ GetUserSharingAttributes_OutputMessage response message.
4. If the server does not support sharing at the document’s location or the calling user has no permissions to share the document, the server SHOULD set the CanShare attribute to false in GetUserSharingAttributesResponse, and provide a DisallowedReason element.
5. If the calling user is an owner of the document, the server SHOULD set the CanShare attribute to true in GetUserSharingAttributesResponse, and set other attributes properly.
[bookmark: section_faf8ff0f384f4e3085c16d115c0be154][bookmark: _Toc32918669]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_GetUserSharingAttributes_InputMessage
	The request WSDL message for the GetUserSharingAttributes WSDL operation.

	DocumentSharing_GetUserSharingAttributes_OutputMessage
	The response WSDL message for the GetUserSharingAttributes WSDL operation.



[bookmark: section_8411a53aca6c4045872fa582753a321b][bookmark: _Toc32918670]DocumentSharing_GetUserSharingAttributes_InputMessage
The request WSDL message for the GetUserSharingAttributes WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributes
The SOAP body contains the GetUserSharingAttributes element.
[bookmark: section_e47126cefa984059853490a10b6931d8][bookmark: _Toc32918671]DocumentSharing_GetUserSharingAttributes_OutputMessage
The response WSDL message for the GetUserSharingAttributes WSDL operation.
The SOAP body contains the GetUserSharingAttributesResponse element.
[bookmark: section_6659f47f29494635a7bc755896e2211c][bookmark: _Toc32918672]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetUserSharingAttributes
	The input data for the GetUserSharingAttributes WSDL operation.

	GetUserSharingAttributesResponse
	The result data for the GetUserSharingAttributes WSDL operation.



[bookmark: section_548d31cad8794488ba0650c8801f86de][bookmark: _Toc32918673]GetUserSharingAttributes
The GetUserSharingAttributes element specifies the input data for the GetUserSharingAttributes WSDL operation.
<xs:element name="GetUserSharingAttributes" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="getUserSharingAttributesRequest" nillable="true" type="tns:GetUserSharingAttributesOperationRequest"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_714c3e5cf864449cb5a54e16e93d5843]getUserSharingAttributesRequest: This element contains details for the GetUserSharingAttributes operation request. 
[bookmark: section_3332cc463dc04b9e9cc3a79795557406][bookmark: _Toc32918674]GetUserSharingAttributesResponse
The GetUserSharingAttributesResponse element specifies the result data for the GetUserSharingAttributes WSDL operation.
<xs:element name="GetUserSharingAttributesResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="GetUserSharingAttributesResult" nillable="true" type="tns:GetUserSharingAttributesOperationResponse"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_c53c87935aa4ea66f7407042717dea0d]GetUserSharingAttributesResult: This element contains details for the GetUserSharingAttributes operation response.
[bookmark: section_2d1f0d15764c4f87a56930ad90b49d28][bookmark: _Toc32918675]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	ArrayOfNetworkInfo
	[bookmark: CC_edd39e8f3dfc1aba3c0d9f692098f52a]A list of supported networks. Not used.

	GetUserSharingAttributesOperationRequest
	[bookmark: CC_81f35362b2ccb4b1bab95fb45bed70fc]Contains a request for the GetUserSharingAttributes operation.

	GetUserSharingAttributesOperationResponse
	[bookmark: CC_fbf3e5e48ae374394aeb6e49b8f036f4]Contains a response from the GetUserSharingAttributes operation.

	NetworkInfo
	[bookmark: CC_fc53a07179b4fdaef8c56536e8ed1998]Information about a supported network. Not used.

	ShareDisallowedReasonInfo
	[bookmark: CC_3f29a9bcd7552681fc216e26a81ac149]Information about the reason why sharing is not allowed at the document location.



[bookmark: section_efd731d8dff442349dee966c6043d545][bookmark: _Toc32918676]GetUserSharingAttributesOperationRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_f2430295986303c947cebe0e32b03961]The GetUserSharingAttributesOperationRequest complex type defines a request for the GetUserSharingAttributes operation.
[bookmark: CC_5e1d0a869605b5cfd561440d048e985d]<xs:complexType name="GetUserSharingAttributesOperationRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
    <xs:element name="Document" nillable="true" type="tns:Document"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_52110284ce1233650c39450e62c1fd1c]BaseRequest: A base request embedded in the request. 
[bookmark: CC_4359729f1e3d1d187553066a46e65223]Document:  A Document element that specifies a document’s identifier and its type.
[bookmark: section_0e406e8e5cd74021a1f62a2f165b0ce0][bookmark: _Toc32918677]GetUserSharingAttributesOperationResponse
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_fc7cd14c935bcb7c969188a41170189c]The GetUserSharingAttributesOperationResponse complex type defines a response from the GetUserSharingAttributes operation.
[bookmark: CC_dfce2dec751c0c7cf2f92d9f975b59d8]<xs:complexType name="GetUserSharingAttributesOperationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="AvailableNetworks" nillable="true" type="tns:ArrayOfNetworkInfo"/>
    <xs:element name="CanAccessTokenizedEditLink" type="xs:boolean"/>
    <xs:element name="CanAccessTokenizedViewLink" type="xs:boolean"/>
    <xs:element name="CanAddCustomMessage" type="xs:boolean"/>
    <xs:element name="CanResetTokenizedEditLink" type="xs:boolean"/>
    <xs:element name="CanResetTokenizedViewLink" type="xs:boolean"/>
    <xs:element name="CanShare" type="xs:boolean"/>
    <xs:element name="MaxRecipientsPerShare" type="xs:int"/>
    <xs:element name="ShareDisallowedReasonInfo" nillable="true" type="tns:ShareDisallowedReasonInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_864d4128c94ed7c425d1087afd29e4ad]AvailableNetworks:  A list of supported networks. MUST be empty. 
[bookmark: CC_3aab48704f90142baaeeca9da8b28c06]CanAccessTokenizedEditLink: A Boolean flag indicating whether the calling user can access the tokenized sharing link with edit access for the document. 
[bookmark: CC_82330b4c13db4f7c5aaf991d72195e58]CanAccessTokenizedViewLink:  A Boolean flag indicating whether the calling user can access the tokenized sharing link with view access for the document. 
[bookmark: CC_527004bc1536327b98fcccb9f1c5cdb1]CanAddCustomMessage:  A Boolean flag indicating whether the calling user can add a custom message in server-based notifications for the document.
[bookmark: CC_2095a0789326a1b45fcbcdd48c83b155]CanResetTokenizedEditLink:  A Boolean flag indicating whether the calling user can reset the tokenized sharing link with edit access for the document. 
[bookmark: CC_27f59b88d155d347d53502d0271d0620]CanResetTokenizedViewLink:  A Boolean flag indicating whether the calling user can reset the tokenized sharing link with view access for the document. 
[bookmark: CC_41dc71750c39ed4b15b5dafe8f871f3c]CanShare:  A Boolean flag indicating whether the calling user can share the document with other users.
[bookmark: CC_c0b6ed591154e682d9582b0c975a6789]MaxRecipientsPerShare: An integer that specifies the maximum number of users that can share the document. 
[bookmark: CC_ec5275f11844556c3aba5a2e482dcf1b]ShareDisallowedReasonInfo: Contains information about why the document cannot be shared. This element is set only if the ‘CanShare’ element is set to false.
[bookmark: section_b9a9b5d03a944d1eb8f0f8177d1b7082][bookmark: _Toc32918678]ArrayOfNetworkInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_f8a02a9aa96fdcc3710bc208cbd840a5]The ArrayOfNetworkInfo complex type defines a list of networks that the protocol server can support for document sharing.
[bookmark: CC_ef01e5101377a20860d620bbf6761138]<xs:complexType name="ArrayOfNetworkInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="NetworkInfo" nillable="true" type="tns:NetworkInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_a32b8565ad1a052a42cc92cb9d38d19a]NetworkInfo: Information about a supported network. 
[bookmark: section_18093960263046488376f2933898f9f4][bookmark: _Toc32918679]NetworkInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_9a32df0f03aeda2b580febaeffdc55b2]The NetworkInfo complex type defines a supported network.
[bookmark: CC_5b225e4c7f9d5e5f03a563706f2b1d26]<xs:complexType name="NetworkInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="AvailableRoles" nillable="true" type="tns:ArrayOfRole"/>
    <xs:element name="Network" nillable="true" type="tns:PrincipalInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_74f6af8afa88c41f55d76a9b0ec0b4bd]AvailableRoles: A list of available roles for the network.
[bookmark: CC_223108e31ec040f63fb25c6960005f8a]Network: Information about the network. 
[bookmark: section_2feefea35e244eb18a314bc17f08c012][bookmark: _Toc32918680]ShareDisallowedReasonInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_492d38692993003b896937c651f937eb]The ShareDisallowedReasonInfo complex type contains information about why a document is not allowed to be shared.
[bookmark: CC_cb104c3d60cc67b1fe9553cfd25ff6ad]<xs:complexType name="ShareDisallowedReasonInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="DisallowedReason" type="tns:ShareDisallowedReason"/>
    <xs:element name="ServerData" nillable="true" type="xs:string"/>
    <xs:element name="ServerType" type="tns:ShareServerType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_ede28c6d30591ae56a76b6ce1ee1ea9f]DisallowedReason: The reason why the document is not allowed to be shared. 
[bookmark: CC_b344bef629d67bb0d7ad98ed1f5da2c7]ServerData: Additional server information. Not used. 
[bookmark: CC_955ae8a332d1b587438703377aa86707]ServerType: The type of server.
[bookmark: section_2ad6462793ea4069a39722c532f111f2][bookmark: _Toc32918681]Simple Types
The following table summarizes the XML schema simple type definitions that are specific to this operation.
	Simple type
	Description

	ShareDisallowedReason
	[bookmark: CC_17e8f0d93e05493d030761cf7a728eb8]An enumeration type that defines reasons for disallowed sharing.

	ShareServerType
	[bookmark: CC_0c2066529cf9f15ba38b4ed527ea8c39]An enumeration type that defines the type of a server.



[bookmark: section_7747f05efddd4a3e9ce4fe6bcdffe9f7][bookmark: _Toc32918682]ShareDisallowedReason
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_b354b81c794caeaa40a215c125ff2087]The ShareDisallowedReason simple type defines reasons why a document is not shareable. 
[bookmark: CC_eb0a4c8977b68e75ad1ea0d2debebf00]<xs:simpleType name="ShareDisallowedReason" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="None"/>
    <xs:enumeration value="UserNoAccessToShare"/>
    <xs:enumeration value="UnshareableLocation"/>
    <xs:enumeration value="UnsupportedLocation"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the ShareDisallowedReason simple type.
	Value
	Meaning

	None
	[bookmark: CC_9ae07fd1010ec3b25a0bb47c649c9090]No known reason.

	UserNoAccessToShare
	[bookmark: CC_11b4678dda94958f8fb8a003898b61f0]The user has no access to the document.

	UnshareableLocation
	[bookmark: CC_9c31d36873523746b915fe4a742e8aa0]The document location is not shareable.

	UnsupportedLocation
	[bookmark: CC_47e9efdd812e4886842225c9aa82d1df]The document location is not supported.



[bookmark: section_4e51ece6c19042dba5be9ac49ceaf343][bookmark: _Toc32918683]ShareServerType
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_93f8c49a795d05839fdd5c84ab754528]The ShareServerType simple type defines the type of a protocol server.
[bookmark: CC_eb82bc8f07da7b80d3fd8471a83b3c50]<xs:simpleType name="ShareServerType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="Generic"/>
    <xs:enumeration value="SharePointTeamSite"/>
    <xs:enumeration value="SharePointMySite"/>
    <xs:enumeration value="SkyDrive"/>
    <xs:enumeration value="WindowsLiveGroup"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the ShareServerType simple type.
	Value
	Meaning

	Generic
	[bookmark: CC_7c953a28fc468108e761b29f9692f570]A generic server.

	SharePointTeamSite
	[bookmark: CC_6a1101a598ac7dc632b546d89cd50d14]A Team Site.

	SharePointMySite
	[bookmark: CC_b0e3f8aecf6e1648d72a982f8456a917]A My Site.

	SkyDrive
	[bookmark: CC_45244d847e30e5b59be597fb76c7006d]A OneDrive server.

	WindowsLiveGroup
	[bookmark: CC_78cf4cd5e44e9ab754ce2fafb8cca8f1]A Live Group server.



[bookmark: section_59ba2c9e4cd34409932eaac569a388ef][bookmark: _Toc32918684]Attributes
None.
[bookmark: section_ca4334b3bb8641c2a862db2b7a5b2bb9][bookmark: _Toc32918685]Groups
None.
[bookmark: section_b89990f47f80488b89d776232faa25bd][bookmark: _Toc32918686]Attribute Groups
None.
[bookmark: section_7c67c7cf03364238ad963e7904e8fe4d][bookmark: _Toc32918687]GetVersions
[bookmark: CC_d699255b863799bc0e86a6b2678837c5]The GetVersions operation is used by a protocol client to retrieve a list of protocol versions that the server currently supports.
[bookmark: CC_ed042ebf5c0298989e7dd2bd1f21771d]The following is the WSDL port type specification of the GetVersions WSDL operation.
<wsdl:operation name="GetVersions" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersions" message="tns:DocumentSharing_GetVersions_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersionsResponse" message="tns:DocumentSharing_GetVersions_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersionsSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetVersions_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_17172521f624bad6275d645fc3e52596]The protocol client sends a DocumentSharing_GetVersions_InputMessage request message and the server responds with a DocumentSharing_GetVersions_OutputMessage, as follows:
· Retrieves a list of versions that the protocol server supports for the sharing web service, and returns a GetVersionsResponse element in the DocumentSharing_GetVersions_OutputMessage response message.
[bookmark: section_d8ef6ecb73fa40f7a165caf512ac33b1][bookmark: _Toc32918688]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_GetVersions_InputMessage
	The request WSDL message for the GetVersions WSDL operation.

	DocumentSharing_GetVersions_OutputMessage
	The response WSDL message for the GetVersions WSDL operation.



[bookmark: section_093c4f8855514193a5c58a972a9f1523][bookmark: _Toc32918689]DocumentSharing_GetVersions_InputMessage
The request WSDL message for the GetVersions WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersions
The SOAP body contains the GetVersions element.
[bookmark: section_2f4b285a10544e3f99a059b89205e3da][bookmark: _Toc32918690]DocumentSharing_GetVersions_OutputMessage
The response WSDL message for the GetVersions WSDL operation.
The SOAP body contains the GetVersionsResponse element.
[bookmark: section_818d81579c2a49028a8a32ea1f59f867][bookmark: _Toc32918691]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetVersions
	The input data for the GetVersions WSDL operation.

	GetVersionsResponse
	The result data for the GetVersions WSDL operation.



[bookmark: section_0847e3b0f8fd4534b49085734f62ac4b][bookmark: _Toc32918692]GetVersions
The GetVersions element specifies the input data for the GetVersions WSDL operation.
<xs:element name="GetVersions" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_c7e47c36da4b4da09bf4c4c497b05c23][bookmark: _Toc32918693]GetVersionsResponse
The GetVersionsResponse element specifies the result data for the GetVersions WSDL operation.
<xs:element name="GetVersionsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns1="http://schemas.microsoft.com/2003/10/Serialization/Arrays" minOccurs="0" name="GetVersionsResult" nillable="true" type="tns1:ArrayOfstring"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_0d8f6d2f3bb4e79682e3607a1c7a0f8b]GetVersionsResult: Contains a list of strings that denote protocol versions that the server currently supports. 
[bookmark: section_37bcead5363041c69af0347c33b1e1c5][bookmark: _Toc32918694]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	ArrayOfstring
	[bookmark: CC_f4234d6b90a4fc9d7675eb9b3614668a]A list of protocol version strings.



[bookmark: section_7f7288eb0dea4f82ae2e6ef10d31e1ed][bookmark: _Toc32918695]ArrayOfstring
Namespace: http://schemas.microsoft.com/2003/10/Serialization/Arrays
[bookmark: CC_328dccaa0829d6a6a4e9d2a723e2b129]The ArrayOfstring complex type defines a list of version strings.
[bookmark: CC_d83d5bdf20276878902186c37399dddd]<xs:complexType name="ArrayOfstring" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="string" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_ff874ef736f140d007880b1415f82bb1]string: A version string in the format of "MajorVersion.MinorVersion", for example, "1.0". 
[bookmark: section_9232ab74ce2b49f18c158ffad8bac096][bookmark: _Toc32918696]Simple Types
None.
[bookmark: section_38c0e8c537eb4ded97be72ffce69c455][bookmark: _Toc32918697]Attributes
None.
[bookmark: section_df5b0dc812b2419e82a40bbc9198f184][bookmark: _Toc32918698]Groups
None.
[bookmark: section_82367421555247f19d5562e5cb420f93][bookmark: _Toc32918699]Attribute Groups
None.
[bookmark: section_fb158f50556848bc85c3718e3eeb11d5][bookmark: _Toc32918700]SetLinks
[bookmark: CC_73ed397d3288503fb89e59d78c5879a9]The SetLinks operation is used by a protocol client to generate or clear tokenized sharing links for a document. The calling user MUST be a document owner in order to call this method successfully.
[bookmark: CC_5bda6fdf51ee3d737c9c2cbf4cdf3e3e]The following is the WSDL port type specification of the SetLinks WSDL operation.
<wsdl:operation name="SetLinks" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinks" message="tns:DocumentSharing_SetLinks_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinksResponse" message="tns:DocumentSharing_SetLinks_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinksSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_SetLinks_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_2020562b34c32f98d62fba7df7d2c8d3]The protocol client sends a DocumentSharing_SetLinks_InputMessage request message and the server responds with a DocumentSharing_SetLinks_OutputMessage, as follows:
1. Validates every element in the input message and sends a SOAP fault message with an error code 1 (section 8) if any element is invalid.
2. If the server does not support sharing, or the calling user has no permissions to call this method, the server MUST return a SOAP fault with an error code 0 (section 8).
3. If the server does not support tokenized sharing link support, or the specified document provides no tokenized sharing links, the server MUST return a SOAP fault with an error code 17 (section 8).
4. Generates or clears corresponding tokenized sharing links for the document depending on the requested actions and then returns a SetLinksResponse element in the DocumentSharing_SetLinks_OutputMessage response message.
5. If the action is to generate links, the server SHOULD check if links already exist, and return existing links before generating new ones.
[bookmark: section_ce8cd9ae8be04f2ca7fe7c0e36d9eb16][bookmark: _Toc32918701]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_SetLinks_InputMessage
	The request WSDL message for the SetLinks WSDL operation.

	DocumentSharing_SetLinks_OutputMessage
	The response WSDL message for the SetLinks WSDL operation.



[bookmark: section_fb0442bbac114805920a1a254fa11f76][bookmark: _Toc32918702]DocumentSharing_SetLinks_InputMessage
The request WSDL message for the SetLinks WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinks
The SOAP body contains the SetLinks element.
[bookmark: section_a3b8d52cc6cb4a0a8b498708002ce4ea][bookmark: _Toc32918703]DocumentSharing_SetLinks_OutputMessage
The response WSDL message for the SetLinks WSDL operation.
The SOAP body contains the SetLinksResponse element.
[bookmark: section_d202993755e245f7991bd80e98a38358][bookmark: _Toc32918704]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetLinks
	The input data for the SetLinks WSDL operation.

	SetLinksResponse
	The result data for the SetLinks WSDL operation.



[bookmark: section_17853b86c2984e89b33ca22592f6a097][bookmark: _Toc32918705]SetLinks
The SetLinks element specifies the input data for the SetLinks WSDL operation.
<xs:element name="SetLinks" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="setLinksRequest" nillable="true" type="tns:SetLinksOperationRequest"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_f97aeb3cb5035b0cf2c40540ffeb0831]setLinksRequest:  This element contains the SetLinks operation request.
[bookmark: section_d0e89d36c3b24cb399c833db7003fdaa][bookmark: _Toc32918706]SetLinksResponse
The SetLinksResponse element specifies the result data for the SetLinks WSDL operation.
<xs:element name="SetLinksResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="SetLinksResult" nillable="true" type="tns:SetLinksOperationResponse"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_43398a0d1b55bc6eaa44b672dbc91e17]SetLinksResult:  This element contains details for the response to a SetLinks operation request. 
[bookmark: section_387b9fa5d2314d90b96cca55a6ea2b9c][bookmark: _Toc32918707]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	SetLinksOperationRequest
	[bookmark: CC_4f5b377fcdad0fca9da0b3555f56d8f0]Defines a request for the SetLinks operation.

	SetLinksOperationResponse
	[bookmark: CC_7aed6a5e36abd65bfe90c1b28409321c]Defines a response to a SetLinks operation request.



[bookmark: section_a843ce142af948c0bd743ac0691eb768][bookmark: _Toc32918708]SetLinksOperationRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_4da5cc6dba9d55fcac89c8d23697e9f8]The SetLinksOperationRequest complex type defines details for a SetLinks operation request.
[bookmark: CC_ee6728cba450e5fe0ec31a3d4717e7f5]<xs:complexType name="SetLinksOperationRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
    <xs:element name="Document" nillable="true" type="tns:Document"/>
    <xs:element name="TokenizedEditLinkAction" type="tns:SetLinkAction"/>
    <xs:element name="TokenizedViewLinkAction" type="tns:SetLinkAction"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_cfbedf166a3fb38c1a9ba163835bdc50]BaseRequest: A base request embedded in the request. 
[bookmark: CC_523801147dae34caf5f5fa00e758657c]Document:  A Document element that specifies a document’s identifier and its type.
[bookmark: CC_b02d5254cbb7dea6deb75fdd5c2fb02f]TokenizedEditLinkAction: Indicates whether to generate or clear the tokenized sharing link with edit access for a document. 
[bookmark: CC_84d6fe78adf5b2bc6b4b65169ab87590]TokenizedViewLinkAction:  Indicates whether to generate or clear the tokenized sharing link with view access for a document. 
[bookmark: section_1c23816309954e9db65973b64f89c674][bookmark: _Toc32918709]SetLinksOperationResponse
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_2c40005985e1efa01e7d68b468063dc0]The SetLinksOperationResponse complex type defines what is contained in the SetLinks operation response.
[bookmark: CC_5c5796fefdf6f01658da11564fdfc466]<xs:complexType name="SetLinksOperationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="TokenizedEditLink" nillable="true" type="xs:string"/>
    <xs:element name="TokenizedEditLinkAction" type="tns:SetLinkAction"/>
    <xs:element name="TokenizedViewLink" nillable="true" type="xs:string"/>
    <xs:element name="TokenizedViewLinkAction" type="tns:SetLinkAction"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_a98d2530b4fbfaa8c59f955c8b372cc9]TokenizedEditLink: The URL for the tokenized sharing link with edit access for a document. 
[bookmark: CC_8971198f2271a1dc89e6b1084a4acebd]TokenizedEditLinkAction: Indicates the action that was taken on the tokenized sharing link with edit access by the server. 
[bookmark: CC_703f35092ef8d6b66c484cb047d2679e]TokenizedViewLink:  The URL for the tokenized sharing link with view access for a document. 
[bookmark: CC_39a342203fc9f754c92f7ea094c915c7]TokenizedViewLinkAction:  Indicates the action that was taken on the tokenized sharing link with view access by the server. 
[bookmark: section_5e435e9e6f444db28042eb5b5f70ad98][bookmark: _Toc32918710]Simple Types
The following table summarizes the XML schema simple type definitions that are specific to this operation.
	Simple type
	Description

	SetLinkAction
	[bookmark: CC_72efff1e323e333fc144b31e517de268]An enumeration type that defines the type of link actions.



[bookmark: section_900ff951ba854d73bf3995542203e129][bookmark: _Toc32918711]SetLinkAction
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_6c4c8b4580c05ce6f990d340ff106944]The SetLinkAction simple type defines the types of actions that are allowed on a SetLinks operation. 
[bookmark: CC_7ea80e89287e38034fcadc9b4385559b]<xs:simpleType name="SetLinkAction" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="None"/>
    <xs:enumeration value="Generate"/>
    <xs:enumeration value="Clear"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the SetLinkAction simple type.
	Value
	Meaning

	None
	[bookmark: CC_f31a6c70b1cbb5557f001a6c654adcb2]No action.

	Generate
	[bookmark: CC_81fc312da623c4515edab9973ff2ac59]Retrieve the existing link if available; otherwise, generate a new link.

	Clear
	[bookmark: CC_b8a7e9b5e4c533eabddb6ac9dfa178c1]Clear the existing link.



[bookmark: section_17d4991637a24329bda4b30ee256f8dd][bookmark: _Toc32918712]Attributes
None.
[bookmark: section_c3c5caecc37142f5a6379f1dc1e75b78][bookmark: _Toc32918713]Groups
None.
[bookmark: section_08887867ecf343178d224e9f7ed731cd][bookmark: _Toc32918714]Attribute Groups
None.
[bookmark: section_edc20122719c413398fb766adab18eb6][bookmark: _Toc32918715]SetPermissions
[bookmark: CC_e6718440071c8dfb7f56230e8a6097e5]The SetPermissions operation is used by a protocol client to share a document with other users.
[bookmark: CC_d3f91496a272bd4de84bc76b30f9a765]The following is the WSDL port type specification of the SetPermissions WSDL operation.
<wsdl:operation name="SetPermissions" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissions" message="tns:DocumentSharing_SetPermissions_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissionsResponse" message="tns:DocumentSharing_SetPermissions_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissionsSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_SetPermissions_SharingServerErrorFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_4843db8fcf7afd6b7320f0c0b2adf02b]The protocol client sends a DocumentSharing_SetPermissions_InputMessage request message and the server responds with a DocumentSharing_SetPermissions_OutputMessage, as follows:
1. The server validates every element in the input message, and sends a SOAP fault message with an error code 1 (section 8) if any element is not valid.
2. If the server does not support sharing at the document location, it returns a SOAP fault message with an error code 17 (section 8).
3. To complete the operation successfully, the calling user MUST have the permission to manage the document’s ACL. If the user does not have the permission, the server MUST return a SOAP fault with an  error code 0 (section 8).
4. For each user in the input request, the server MUST remove the current access control entry for the user, and replace it with permissions that match the new role assigned to the user.
5. If requested, the server creates a notification message that includes any custom messages and any tokenized sharing links or standard links, and sends the message as an email to each user who has been successfully granted its new role.
6. If any user fails to be granted its new role, the server creates a list of failed users and failure reasons, and embeds the list in a SetPermissionsResponse element.
7. The server returns a SetPermissionsResponse element in the DocumentSharing_SetPermissions_OutputMessage response message.
[bookmark: section_faee0cbfa63a4e6082076cf9af42dad5][bookmark: _Toc32918716]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	DocumentSharing_SetPermissions_InputMessage
	The request WSDL message for the SetPermissions WSDL operation.

	DocumentSharing_SetPermissions_OutputMessage
	The response WSDL message for the SetPermissions WSDL operation.



[bookmark: section_8ea5197901874afeb5b88fdc278fed83][bookmark: _Toc32918717]DocumentSharing_SetPermissions_InputMessage
The request WSDL message for the SetPermissions WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissions
The SOAP body contains the SetPermissions element.
[bookmark: section_cd6f88a08aca4776a8407bbaaac8ea48][bookmark: _Toc32918718]DocumentSharing_SetPermissions_OutputMessage
The response WSDL message for the SetPermissions WSDL operation.
The SOAP body contains the SetPermissionsResponse element.
[bookmark: section_658509aec3d4447ea8f294b8e483ca85][bookmark: _Toc32918719]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetPermissions
	The input data for the SetPermissions WSDL operation.

	SetPermissionsResponse
	The result data for the SetPermissions WSDL operation.



[bookmark: section_8bcab830816644869a675e5c484125b7][bookmark: _Toc32918720]SetPermissions
The SetPermissions element specifies the input data for the SetPermissions WSDL operation.
<xs:element name="SetPermissions" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="setPermissionsRequest" nillable="true" type="tns:SetPermissionsOperationRequest"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_634e078c9fef170e6e944b14a0d3d425]setPermissionsRequest: This element contains details for a SetPermissions operation request. 
[bookmark: section_bbfe0a0c25414a74848b07f9ca89f075][bookmark: _Toc32918721]SetPermissionsResponse
The SetPermissionsResponse element specifies the result data for the SetPermissions WSDL operation.
<xs:element name="SetPermissionsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="SetPermissionsResult" nillable="true" type="tns:SetPermissionsOperationResponse"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_777c1d3d03ea9fa5cbeabcf135aaae74]SetPermissionsResult:  This element contains details for the response to a SetPermissions operation request.
[bookmark: section_e4217fa5368d47f08e46a0e25f72a54b][bookmark: _Toc32918722]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	ArrayOfRecipientErrorInfo
	[bookmark: CC_2b4c2f799cef3056bd9a6243962cf17e]Defines a list of failed users and failure reasons.

	ArrayOfRecipientRoleInfo
	[bookmark: CC_abf810a9bad688ac9038bfe78b78c0d0]Contains a list of users and their role assignments.

	RecipientErrorInfo
	[bookmark: CC_33a38bde2050071a32b7c6c990e59ef7]Contains information about one failed user.

	RecipientRoleInfo
	[bookmark: CC_6d29457245b31a83c1ad55ca4c267295]Defines a user and its role assignment.

	SetPermissionsOperationRequest
	[bookmark: CC_282d7e11ca69e47fa98967e7a7b84d4f]Defines a SetPermissions request.

	SetPermissionsOperationResponse
	[bookmark: CC_5ded170ac536f5a9a0b3898fe9b88531]Defines a response to a SetPermissions request.



[bookmark: section_8b1c261ce33b4717b0d39ddb5a6445d3][bookmark: _Toc32918723]SetPermissionsOperationRequest
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_dff3752535c3f25d88369e87703332f0]The SetPermissionsOperationRequest complex type defines details for a SetPermissions operation request.
[bookmark: CC_6a5adbc3f20426e4bea9961cf3110efc]<xs:complexType name="SetPermissionsOperationRequest" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
    <xs:element minOccurs="0" name="CustomMessageText" nillable="true" type="xs:string"/>
    <xs:element name="Document" nillable="true" type="tns:Document"/>
    <xs:element name="PermissionMode" type="tns:PermissionMode"/>
    <xs:element name="Recipients" nillable="true" type="tns:ArrayOfRecipientRoleInfo"/>
    <xs:element name="SendFeedNotification" type="xs:boolean"/>
    <xs:element name="SendServerManagedNotification" type="xs:boolean"/>
    <xs:element name="SendTokenizedLinkInNotifications" type="xs:boolean"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_8eb5d24bae1fddf08890191860c8c133]BaseRequest:  A base request embedded in a SetPermissions request.
[bookmark: CC_a34c52b81846f675a2dd3e4b9e3a98fc]CustomMessageText: A custom message that will be included in a server email notification. 
[bookmark: CC_e6ea2db2c2e2a11942f72eba5c4aca55]Document:  A Document element that specifies a document’s identifier and its type. 
[bookmark: CC_076b58972ab61584f98adb02124b4fa2]PermissionMode: A PermissionMode element which specifies how the newly requested permissions SHOULD be applied to the document. 
[bookmark: CC_09742b4319d68b999036a522aad7603c]Recipients: A list of users to share a document with.
[bookmark: CC_45302eec2400aa268987fa928e301ce0]SendFeedNotification: A Boolean flag indicating whether to generate a sharing feed notification. This flag is currently ignored, and a sharing feed notification is generated for a successful SetPermissions operation. 
[bookmark: CC_30824ddca39711ed4b1c77fad8cd5c7b]SendServerManagedNotification: A Boolean flag indicating whether to send an email notification to each user in the Recipients list. 
[bookmark: CC_27ef078d0554d6f00663b73e852ccb13]SendTokenizedLinkInNotifications: A Boolean flag indicating whether to include tokenized sharing links in email notifications. 
[bookmark: section_21e9d649e1054b1fa3ed3512332aa879][bookmark: _Toc32918724]ArrayOfRecipientRoleInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_296a87e836d5247394e5095e185064b7]The ArrayOfRecipientRoleInfo complex type defines a list of users and their role assignments.
[bookmark: CC_2918701b768cfabf1a1f8937880ddd15]<xs:complexType name="ArrayOfRecipientRoleInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="RecipientRoleInfo" nillable="true" type="tns:RecipientRoleInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_3590c7b517e29e28961e0a88fcacf357]RecipientRoleInfo: Contains a user and its role assignment. 
[bookmark: section_2aa1addc756347118b5dea0b8ce88527][bookmark: _Toc32918725]RecipientRoleInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_6da9c5a35a2760fcf6e35ffe5509ab55]The RecipientRoleInfo complex type defines a user and its role assignment.
[bookmark: CC_271ebf101787c25eedafa0360c79133b]<xs:complexType name="RecipientRoleInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="Recipient" nillable="true" type="tns:IdentityInfo"/>
    <xs:element name="Role" type="tns:Role"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_ca946dcc00021f45cf953e9f4cbbe04d]Recipient: Contains information about a user. 
[bookmark: CC_8b9eecd2ca0598f8ec6fbb33b2554bd9]Role: A sharing role assigned to the user. 
[bookmark: section_e252577aaa5d4bb388fd193f0c96e750][bookmark: _Toc32918726]SetPermissionsOperationResponse
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_b6c131d7e5be0914c23a9bbde96138cf]The SetPermissionsOperationResponse complex type defines details for a response to a SetPermissions operation request.
[bookmark: CC_7c67903e8bdb461d64dc2b302764ca08]<xs:complexType name="SetPermissionsOperationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="FailedRecipients" nillable="true" type="tns:ArrayOfRecipientErrorInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_a4d894711e466eef8090b4edb878eddc]FailedRecipients: Contains a list of users who have failed during role assignments. 
[bookmark: section_44268a66e7da4b329d99c5e54e744650][bookmark: _Toc32918727]ArrayOfRecipientErrorInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_b77fefee0c63d456cb38b068ec3ee24e]The ArrayOfRecipientErrorInfo complex type defines a list of users whose role assignments have failed during the SetPermissions operation.
[bookmark: CC_7c3e664873d21ffbaab5692afe458991]<xs:complexType name="ArrayOfRecipientErrorInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="RecipientErrorInfo" nillable="true" type="tns:RecipientErrorInfo"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_4e9581f1dee9994d146d5405a26bc249]RecipientErrorInfo: Contains information for a failed user. 
[bookmark: section_b90215b55a18491e948f62efef491b2a][bookmark: _Toc32918728]RecipientErrorInfo
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_fb0858d59311be6f7dd4b40ab73460c0]The RecipientErrorInfo complex type defines a failed user and the failure reason.
[bookmark: CC_bd05270dae02f9c6a782bd5ebe663a5f]<xs:complexType name="RecipientErrorInfo" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="ErrorDetail" nillable="true" type="xs:string"/>
    <xs:element name="ErrorReason" type="tns:RecipientErrorReason"/>
    <xs:element name="Recipient" nillable="true" type="tns:IdentityInfo"/>
    <xs:element minOccurs="0" name="ServerData" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_0a240b107d5ad77fe139910bcaa71a34]ErrorDetail: An error message string. 
[bookmark: CC_6ce6c39a8dff6d8668d2ce7df6dba279]ErrorReason: An error reason type. 
[bookmark: CC_c29bbc86c7381e80c646f68e22f36074]Recipient: User information. 
[bookmark: CC_0ba1c7c56736f6f80fdffd5bf4faa238]ServerData: Additional server data if available. Not used. 
[bookmark: section_969aa188d83d44f29128134fd7980807][bookmark: _Toc32918729]Simple Types
The following table summarizes the XML schema simple type definitions that are specific to this operation.
	Simple type
	Description

	RecipientErrorReason
	[bookmark: CC_59a2dafdbfe1f0bd27ac14c31e8c3186]An enumeration type that defines types of error reasons.



[bookmark: section_5a70b08a81644924a0e5b34bc011a05e][bookmark: _Toc32918730]RecipientErrorReason
Namespace: http://schemas.microsoft.com/clouddocuments
[bookmark: CC_676eac2d5096d5e233784ae9515e2b06]The RecipientErrorReason simple type defines the type of reasons why a user role assignment fails.
[bookmark: CC_9f9d5c39d2aee21616dfe248a242d5c7]<xs:simpleType name="RecipientErrorReason" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="UnsupportedRecipientType"/>
    <xs:enumeration value="InvalidRecipientId"/>
    <xs:enumeration value="RecipientUnknown"/>
    <xs:enumeration value="InternalServerError"/>
    <xs:enumeration value="DailySendMailQuotaExceeded"/>
    <xs:enumeration value="HipChallengeRequired"/>
    <xs:enumeration value="BadNetworkState"/>
    <xs:enumeration value="NotInAddressBook"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the RecipientErrorReason simple type.
	Value
	Meaning

	UnsupportedRecipientType
	[bookmark: CC_2770306f923434794e6ce7c12bd2bd20]The user’s type is not supported by the server.

	InvalidRecipientId
	[bookmark: CC_6cb87e110ebf2b3b703e474a3a7b3b46]The recipient Id is invalid.

	RecipientUnknown
	[bookmark: CC_09cd90c165724b3469175d03d833f8f8]The recipient is unknown to the server.

	InternalServerError
	[bookmark: CC_da4aa01d54ab4e2305d86346600d101a]An unknown server error.

	DailySendMailQuotaExceeded
	[bookmark: CC_e36091627bfaeb351962500c1ef712b9]Not used.

	HipChallengeRequired
	[bookmark: CC_1fde47643b75fd908ad9eabee022bd27]Not used.

	BadNetworkState
	[bookmark: CC_ab0126db6037b8d1ae9e82ddb8268c64]The network is in a bad state.

	NotInAddressBook
	[bookmark: CC_34d4d2a2ef1b4b542dd6bfaedbc648ab]The recipient is not in the account's address book.



[bookmark: section_4ae644894e32474eb0ddd96ca1fddecb][bookmark: _Toc32918731]Attributes
None.
[bookmark: section_645611e3c7744c5a933350b59ab7f200][bookmark: _Toc32918732]Groups
None.
[bookmark: section_d0f4d4e857634d27b39bbb046e3b9693][bookmark: _Toc32918733]Attribute Groups
None.
[bookmark: section_0aec53680f244699b1c59e5ebcc8cdc5][bookmark: _Toc32918734]Timer Events
None.
[bookmark: section_7baa0d6d923a418a8ea557010ffa36ae][bookmark: _Toc32918735]Other Local Events
None.
[bookmark: section_7a73f741f16f4ac78869ab830f50a90b][bookmark: _Toc32918736]Protocol Examples
The following sections show examples of protocol requests and responses for scenarios around the document sharing Web service.
[bookmark: section_18ba2543480f4eb1ad4121043ad0b772][bookmark: _Toc32918737]Document Sharing Role Assignment
Overall scenario: A protocol client wants to construct appropriate UI to display sharing features and to allow sharing of documents in a SharePoint server. The client displays users who currently have access to a particular document, and then shares the document with new users or update existing users’ roles. 
[bookmark: section_c98bd2dde26344d8b54ac91d516a1670][bookmark: _Toc32918738]GetVersions
A protocol client calls method GetVersions to find out if the server supports a protocol version that the client is using. If the server does not support the client’s protocol version, the client can upgrade its protocol version to one supported by the server before continuing.
SharePoint currently supports version 1.1 of the document sharing web service protocol.
[bookmark: section_571c24032ffc43a49ed3843055ae6121][bookmark: _Toc32918739]Request
A sample GetVersions request message is as follows:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetVersions xmlns="http://schemas.microsoft.com/clouddocuments"/>
  </s:Body>
</s:Envelope>
[bookmark: section_dda740de29c0430f8d5b7ae950cca5ff][bookmark: _Toc32918740]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetVersionsResponse xmlns="http://schemas.microsoft.com/clouddocuments">
      <GetVersionsResult xmlns:a="http://schemas.microsoft.com/2003/10/Serialization/Arrays" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <a:string>1.1</a:string>
      </GetVersionsResult>
    </GetVersionsResponse>
  </s:Body>
</s:Envelope>
[bookmark: section_6f3e95e39ddf4d6eb1721204ab625e0d][bookmark: _Toc32918741]GetHostSharingCapabilities
A protocol client calls method GetHostSharingCapabilities to find out what sharing capabilities, in general, a protocol server provides. Depending on what capabilities the server supports, the client can pre-configure its UI to display sharing features accordingly. For example, if the server supports server-based notification, and allows a custom message to be included, the client can provide a choice in UI for a user to choose a notification, and then allow the user to enter a custom message. 
[bookmark: section_06a0898e7e9e4491a88abe02d4e5211e][bookmark: _Toc32918742]Request
A sample GetHostSharingCapabilities request message is as follows:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetHostSharingCapabilities 
  xmlns="http://schemas.microsoft.com/clouddocuments">
      <getHostSharingCapabilitiesRequest 
        xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <BaseRequest>
          <ClientAppId i:nil="true"/>
          <Market i:nil="true"/>
        </BaseRequest> 
        <Document>
          <Identifier>http://Contoso/my/personal/RajeshPatel/Documents/Tutorial.docx
          </Identifier>   
          <IdentifierType>WebUrl</IdentifierType>
        </Document>
      </getHostSharingCapabilitiesRequest>
    </GetHostSharingCapabilities>
  </s:Body>
</s:Envelope>
[bookmark: section_10ed57ee79cc4d9da040f5534a516108][bookmark: _Toc32918743]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetHostSharingCapabilitiesResponse 
  xmlns="http://schemas.microsoft.com/clouddocuments">
      <GetHostSharingCapabilitiesResult 
        xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <HostSharingCapabilities>
          <CustomMessageMaxLength>500</CustomMessageMaxLength>
          <DefaultsToTokenizedLinksInServerNotifications>false
          </DefaultsToTokenizedLinksInServerNotifications>
          <SupportedDocumentIdentifierTypes>
            <DocumentIdentifierType>WebUrl</DocumentIdentifierType>
          </SupportedDocumentIdentifierTypes> 
          <SupportedPermissionModes> 
            <PermissionMode>Strict</PermissionMode>
            <PermissionMode>Additive</PermissionMode>
          </SupportedPermissionModes>
          <SupportedRoles>
            <Role>Owner</Role>
            <Role>Edit</Role>
            <Role>View</Role>
            <Role>None</Role>
          </SupportedRoles>
          <SupportsCustomMessages>true</SupportsCustomMessages>
          <SupportsDisablingFeedNotifications>false</SupportsDisablingFeedNotifications>
          <SupportsDisablingServerNotifications>true
          </SupportsDisablingServerNotifications>
          <SupportsFeedNotifications>true</SupportsFeedNotifications>
          <SupportsNetworkSharing>false</SupportsNetworkSharing>
          <SupportsResettingTokenizedEditLinks>true</SupportsResettingTokenizedEditLinks>
          <SupportsResettingTokenizedViewLinks>true</SupportsResettingTokenizedViewLinks>
          <SupportsServerNotifications>true</SupportsServerNotifications>
          <SupportsTogglingOfLinkTypesInServerNotifications>true
          </SupportsTogglingOfLinkTypesInServerNotifications>
          <SupportsTokenizedEditLinks>true</SupportsTokenizedEditLinks>
          <SupportsTokenizedViewLinks>true</SupportsTokenizedViewLinks>
        </HostSharingCapabilities>
      </GetHostSharingCapabilitiesResult>
    </GetHostSharingCapabilitiesResponse>
  </s:Body>
</s:Envelope>
In this example, the protocol server supports toggling link types in a server notification, so the protocol client could display an UI option to include tokenized sharing links in notifications.
[bookmark: section_659bd896861b4f8cbb0d9a292ae37bab][bookmark: _Toc32918744]GetUserSharingAttributes
A protocol client calls method GetUserSharingAttributes to find out what sharing attributes apply to a particular document. For example, if a document is not shareable, the protocol client can disable the sharing action and not allow a sharing dialog to be displayed. 
[bookmark: section_1dc5805958f7412d93e38f141b4950da][bookmark: _Toc32918745]Request
Assuming that a calling user named ‘RajeshPatel’ wants to find out the sharing attributes for a document ‘Tutorial.docx’ in his My Site, the client can send a GetUserSharingAttributes request message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetUserSharingAttributes 
  xmlns="http://schemas.microsoft.com/clouddocuments">
      <getUserSharingAttributesRequest 
        xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <BaseRequest>
          <ClientAppId i:nil="true"/>
          <Market i:nil="true"/>
        </BaseRequest>
        <Document>
          <Identifier>http://Contoso/my/personal/RajeshPatel/Documents/Tutorial.docx
          </Identifier>
          <IdentifierType>WebUrl</IdentifierType>
        </Document>
      </getUserSharingAttributesRequest>
    </GetUserSharingAttributes>
  </s:Body>
</s:Envelope>
[bookmark: section_de1159e75ca54cedad4f94b94042374d][bookmark: _Toc32918746]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetUserSharingAttributesResponse 
  xmlns="http://schemas.microsoft.com/clouddocuments">
      <GetUserSharingAttributesResult 
        xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <AvailableNetworks i:nil="true"/>
        <CanAccessTokenizedEditLink>true</CanAccessTokenizedEditLink>
        <CanAccessTokenizedViewLink>true</CanAccessTokenizedViewLink>
        <CanAddCustomMessage>true</CanAddCustomMessage>
        <CanResetTokenizedEditLink>true</CanResetTokenizedEditLink>
        <CanResetTokenizedViewLink>true</CanResetTokenizedViewLink>
        <CanShare>true</CanShare>
        <MaxRecipientsPerShare>2147483647</MaxRecipientsPerShare>
        <ShareDisallowedReasonInfo i:nil="true"/>
      </GetUserSharingAttributesResult>
    </GetUserSharingAttributesResponse>
  </s:Body>
</s:Envelope>
Here it is assumed that the calling user is the site owner, and the document library supports sharing.
[bookmark: section_600ad4b0e8c14edbb80e2113978e293c][bookmark: _Toc32918747]GetPermissions
A protocol client calls method GetPermissions to find out who currently has permissions to access a document. The client can display this information for a user to decide whether to share the document with new users or update existing user’s roles. 
[bookmark: section_548bd8bc5975425ca55e4a51b963bbc2][bookmark: _Toc32918748]Request
In this example, the user ‘RajeshPatel’ sends a GetPermissions request message similar to the following to request the current sharing users for document ‘Tutorial.docx’.
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetPermissions xmlns="http://schemas.microsoft.com/clouddocuments">
      <getPermissionsRequest xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <BaseRequest>
          <ClientAppId i:nil="true"/>
          <Market i:nil="true"/>
        </BaseRequest>
        <Document>
          <Identifier>http://Contoso/my/personal/RajeshPatel/Documents/Tutorial.docx
          </Identifier>
          <IdentifierType>WebUrl</IdentifierType>
        </Document>
        <PrincipalDetailsView>Basic</PrincipalDetailsView>
      </getPermissionsRequest>
    </GetPermissions>
  </s:Body>
</s:Envelope>
[bookmark: section_e124fe65a4ab45168dcf39c4ba8daaa6][bookmark: _Toc32918749]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetPermissionsResponse xmlns="http://schemas.microsoft.com/clouddocuments">
      <GetPermissionsResult xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <CanEditFileLevelPermissions>true</CanEditFileLevelPermissions>
        <CanEditInheritedPermissions>false</CanEditInheritedPermissions>
        <FileLevelPermissions>
          <PermissionInfo>
            <CurrentRole>View</CurrentRole>
            <MaxAllowedRole>View</MaxAllowedRole>
            <Principal>
              <Attributes>
                <Picture i:nil="true"/>
                <ProfileUrl i:nil="true"/>
              </Attributes>
              <DisplayName>Erin Hagens</DisplayName>
              <IdentityInfo>
                <EmailAddress>ErinHagens@contoso.com</EmailAddress>
                <Identifier>ErinHagens</Identifier>
                <IdentityType>Individual</IdentityType>
              </IdentityInfo>
            </Principal>
          </PermissionInfo>
          <PermissionInfo>
            <CurrentRole>Owner</CurrentRole>
            <MaxAllowedRole>Edit</MaxAllowedRole>
            <Principal>
              <Attributes>
                <Picture i:nil="true"/>
                <ProfileUrl i:nil="true"/>
              </Attributes>
              <DisplayName>Jay Hamlin</DisplayName>
              <IdentityInfo>
                <EmailAddress>JayHamlin@contoso.com</EmailAddress>
                <Identifier>JayHamlin</Identifier>
                <IdentityType>Individual</IdentityType>
              </IdentityInfo>
            </Principal>
          </PermissionInfo>
          <PermissionInfo>
            <CurrentRole>Edit</CurrentRole>
            <MaxAllowedRole>Edit</MaxAllowedRole>
            <Principal>
              <Attributes>
                <Picture i:nil="true"/>
                <ProfileUrl i:nil="true"/>
              </Attributes>
              <DisplayName>Mary Smith</DisplayName>
              <IdentityInfo>
                <EmailAddress>MarySmith@Contoso.com</EmailAddress>
                <Identifier>MarySmith</Identifier>
                <IdentityType>Individual</IdentityType>
              </IdentityInfo>
            </Principal>
          </PermissionInfo>
        </FileLevelPermissions>
        <InheritedPermissions i:nil="true"/>
        <Owner>
          <Attributes>
            <Picture i:nil="true"/>
            <ProfileUrl i:nil="true"/>
          </Attributes>
          <DisplayName>RajeshPatel</DisplayName>
          <IdentityInfo>
            <EmailAddress>RajeshPatel@Contoso.com</EmailAddress>
            <Identifier>Rajesh Patel</Identifier>
            <IdentityType>Individual</IdentityType>
          </IdentityInfo>
        </Owner>
        <PermissionsUrl>http://Contoso/my/personal/RajeshPatel/_Layouts/User.aspx?obj={4ecf9578-5ea9-4e43-a81f-67b99ae8a8ec},9,LISTITEM&amp;LIST={4ecf9578-5ea9-4e43-a81f-67b99ae8a8ec}</PermissionsUrl>
        <TokenizedEditLink>http://Contoso/my/personal/RajeshPatel/_layouts/15/guestaccess.aspx?guestaccesstoken=6vxRgoErUsXGee52gbmJUPLvYRPIc4Xsf3%2bUbH3CJVI%3d&amp;docid=1f11068877bdd47f88ef5d693143fe45c</TokenizedEditLink>
        <TokenizedViewLink>http://Contoso/my/personal/RajeshPatel/_layouts/15/guestaccess.aspx?guestaccesstoken=YJ5tDJXL6z2CQI9XT4R5XCM6kmMYayiMxT0msEPJJus%3d&amp;docid=0f11068877bdd47f88ef5d693143fe45c</TokenizedViewLink>
      </GetPermissionsResult>
    </GetPermissionsResponse>
  </s:Body>
</s:Envelope>
In this example, the response contains a user who is a co-owner of the document, as well as other users who have the Edit or View role. It is assumed that the calling user is the site owner, whose information is in the Owner element.
[bookmark: section_4dc5849ae9b648039278ef87b00f585a][bookmark: _Toc32918750]SetPermissions
A protocol client calls method SetPermissions to assign roles to new users or to update existing users’ roles. 
[bookmark: section_9629421d74bd4ee6bcf96dca07294529][bookmark: _Toc32918751]Request
A protocol client sends a request message similar to the following for user ‘RajeshPatel’ to change the role of a user named ‘ErinHagens@contoso.com’ to ‘Edit’, and assign the View role to users ‘YaelPeled@fabrikam.com’ and ‘JayHamlin@contoso.com’:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <SetPermissions xmlns="http://schemas.microsoft.com/clouddocuments">
      <setPermissionsRequest xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <BaseRequest>
          <ClientAppId i:nil="true"/>
          <Market i:nil="true"/>
        </BaseRequest>
        <CustomMessageText>This is a test</CustomMessageText>
        <Document>
          <Identifier>http://Contoso/my/personal/RajeshPatel/Documents/Tutorial.docx
          </Identifier>
          <IdentifierType>WebUrl</IdentifierType>
        </Document> 
        <PermissionMode>Strict</PermissionMode>
        <Recipients>
          <RecipientRoleInfo>
            <Recipient>
              <EmailAddress i:nil="true"/>
              <Identifier>ErinHagens@contoso.com</Identifier>
              <IdentityType>IndividualMail</IdentityType>
            </Recipient>
            <Role>Edit</Role>
          </RecipientRoleInfo>
          <RecipientRoleInfo>
            <Recipient>
              <EmailAddress i:nil="true"/>
              <Identifier>YaelPeled@fabrikam.com</Identifier>
              <IdentityType>IndividualMail</IdentityType>
            </Recipient>
            <Role>View</Role>
          </RecipientRoleInfo>
          <RecipientRoleInfo>
            <Recipient>
              <EmailAddress i:nil="true"/>
              <Identifier>JayHamlin@contoso.com</Identifier>
              <IdentityType>IndividualMail</IdentityType>
            </Recipient>
            <Role>View</Role>
          </RecipientRoleInfo>
        </Recipients>
        <SendFeedNotification>false</SendFeedNotification>
        <SendServerManagedNotification>true</SendServerManagedNotification>
        <SendTokenizedLinkInNotifications>false</SendTokenizedLinkInNotifications>
      </setPermissionsRequest>
    </SetPermissions>
  </s:Body>
</s:Envelope>
[bookmark: section_af54128f0dd2438b8c3eb3d8541a8823][bookmark: _Toc32918752]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <SetPermissionsResponse xmlns="http://schemas.microsoft.com/clouddocuments">
      <SetPermissionsResult xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <FailedRecipients>
          <RecipientErrorInfo>
            <ErrorDetail>Recipient: 'YaelPeled@fabrikam.com' is unknown to the server.
            </ErrorDetail>
            <ErrorReason>RecipientUnknown</ErrorReason>
            <Recipient>
              <EmailAddress i:nil="true"/>
              <Identifier>YaelPeled@fabrikam.com</Identifier>
              <IdentityType>Individual</IdentityType>
            </Recipient>
            <ServerData i:nil="true"/>
          </RecipientErrorInfo>
        </FailedRecipients>
      </SetPermissionsResult>
    </SetPermissionsResponse>
  </s:Body>
</s:Envelope>
In this example, the new role for user ‘ErinHagens@contoso.com’ and ‘JayHamlin@contoso.com’ was successfully assigned, but the role assignment failed for user ‘YaelPeled@fabrikam.com’, and the failure reason was provided.
[bookmark: section_3d24c5f1dab34fec89760e84467a2386][bookmark: _Toc32918753]Document Tokenized Sharing Link Retrieval
Overall scenario: A protocol client wants to construct appropriate UI to generate or retrieve tokenized sharing links for a document in a SharePoint server. A client sharing application can combine sharing and tokenized sharing link retrieval in one scenario, but depending on the application, they can be separated.
[bookmark: section_5139cdb07ed148748feb7f8b4d1046f2][bookmark: _Toc32918754]SetLinks
A protocol client calls method SetLinks to generate or clear tokenized sharing links for a particular document. 
[bookmark: section_615a44f5a5274b3fa3c9418d63dd8e45][bookmark: _Toc32918755]Request
In this example, the user ‘RajeshPatel’ sends a SetLinks request message similar to the following to request that the tokenized sharing links with edit and view access be generated for document ‘Tutorial.docx’.
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <SetLinks xmlns="http://schemas.microsoft.com/clouddocuments">
      <setLinksRequest xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <BaseRequest>
          <ClientAppId i:nil="true"/>
          <Market i:nil="true"/>
        </BaseRequest>
        <Document>
          <Identifier>http://Contoso/my/personal/RajeshPatel/Documents/Tutorial.docx
   </Identifier>
          <IdentifierType>WebUrl</IdentifierType>
        </Document>
        <TokenizedEditLinkAction>Generate</TokenizedEditLinkAction>
        <TokenizedViewLinkAction>Generate</TokenizedViewLinkAction>
      </setLinksRequest>
    </SetLinks>
  </s:Body>
</s:Envelope>
[bookmark: section_ae8a9769bf9e4bd28753bb61a9190ee3][bookmark: _Toc32918756]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <SetLinksResponse xmlns="http://schemas.microsoft.com/clouddocuments">
      <SetLinksResult xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <TokenizedEditLink>http://Contoso/my/personal/RajeshPatel/_layouts/15/guestaccess.aspx?guestaccesstoken=6vxRgoErUsXGee52gbmJUPLvYRPIc4Xsf3%2bUbH3CJVI%3d&amp;docid=1f11068877bdd47f88ef5d693143fe45c</TokenizedEditLink>
        <TokenizedEditLinkAction>Generate</TokenizedEditLinkAction>
        <TokenizedViewLink>http://Contoso/my/personal/RajeshPatel/_layouts/15/guestaccess.aspx?guestaccesstoken=YJ5tDJXL6z2CQI9XT4R5XCM6kmMYayiMxT0msEPJJus%3d&amp;docid=0f11068877bdd47f88ef5d693143fe45c</TokenizedViewLink>
        <TokenizedViewLinkAction>Generate</TokenizedViewLinkAction>
      </SetLinksResult>
    </SetLinksResponse>
  </s:Body>
</s:Envelope>
Here it is assumed that the calling user is an owner of the document and has permissions to generate links for the document.
[bookmark: section_b675cbb19b104bc09b0228ce3b73b769][bookmark: _Toc32918757]GetLinks
A protocol client calls method GetLinks to retrieve existing links for a particular document. 
[bookmark: section_9ff6c55f6c3241c1a9655bdb82f0d62a][bookmark: _Toc32918758]Request
A protocol client sends a GetLinks request message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetLinks xmlns="http://schemas.microsoft.com/clouddocuments">
      <getLinksRequest xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <BaseRequest>
          <ClientAppId i:nil="true"/>
          <Market i:nil="true"/>
        </BaseRequest>
        <Document>
          <Identifier>http://Contoso/my/personal/RajeshPatel/Documents/Tutorial.docx
   </Identifier>
          <IdentifierType>WebUrl</IdentifierType>
        </Document>
      </getLinksRequest>
    </GetLinks>
  </s:Body>
</s:Envelope>
[bookmark: section_c92df55a54314267981cea249694f4bf][bookmark: _Toc32918759]Response
A protocol server returns a response message similar to the following:
<?xml version="1.0" encoding="utf-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/">
  <s:Body>
    <GetLinksResponse xmlns="http://schemas.microsoft.com/clouddocuments">
      <GetLinksResult xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
        <TokenizedEditLink>http://Contoso/my/personal/RajeshPatel/_layouts/15/guestaccess.aspx?guestaccesstoken=6vxRgoErUsXGee52gbmJUPLvYRPIc4Xsf3%2bUbH3CJVI%3d&amp;docid=1f11068877bdd47f88ef5d693143fe45c</TokenizedEditLink>
        <TokenizedViewLink>http://Contoso/my/personal/RajeshPatel/_layouts/15/guestaccess.aspx?guestaccesstoken=YJ5tDJXL6z2CQI9XT4R5XCM6kmMYayiMxT0msEPJJus%3d&amp;docid=0f11068877bdd47f88ef5d693143fe45c</TokenizedViewLink>
      </GetLinksResult>
    </GetLinksResponse>
  </s:Body>
</s:Envelope>

Here it is assumed that the calling user is an owner or can edit the document, so both of the tokenized sharing links are returned. If the calling user can only view the document, then only the tokenized sharing link with view access will be returned.
[bookmark: section_b63715775cc544b6aebd5cf2efe8e832][bookmark: _Toc32918760]Security
[bookmark: section_48c64fe8aa9048cba4d9ff08f8a929ee][bookmark: _Toc32918761]Security Considerations for Implementers
None.
[bookmark: section_183d64ac4c9a4e4e97ddb2a942cd0ae8][bookmark: _Toc32918762]Index of Security Parameters
None.
[bookmark: section_fec8e3147ef543daa8f6788aa44f311d][bookmark: _Toc32918763]Appendix A: Full WSDL
[bookmark: CC_147d9d426dc561a0f7652ea9a1f653bc]For ease of implementation, the full WSDL is provided in this appendix.
<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://schemas.microsoft.com/clouddocuments" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl" targetNamespace="http://schemas.microsoft.com/clouddocuments" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:types>
    <xs:schema xmlns:tns3="http://schemas.microsoft.com/clouddocuments/Imports" targetNamespace="http://schemas.microsoft.com/clouddocuments/Imports">
      <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/"/>
      <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/Arrays"/>
      <xs:import namespace="http://schemas.microsoft.com/clouddocuments"/>
    </xs:schema>
  </wsdl:types>
  <wsdl:portType name="DocumentSharing">
    <wsdl:operation name="GetHostSharingCapabilities">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilities" message="tns:DocumentSharing_GetHostSharingCapabilities_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilitiesResponse" message="tns:DocumentSharing_GetHostSharingCapabilities_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilitiesSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetHostSharingCapabilities_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetUserSharingAttributes">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributes" message="tns:DocumentSharing_GetUserSharingAttributes_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributesResponse" message="tns:DocumentSharing_GetUserSharingAttributes_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributesSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetUserSharingAttributes_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetPermissions">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissions" message="tns:DocumentSharing_GetPermissions_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissionsResponse" message="tns:DocumentSharing_GetPermissions_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissionsSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetPermissions_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetPermissions">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissions" message="tns:DocumentSharing_SetPermissions_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissionsResponse" message="tns:DocumentSharing_SetPermissions_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissionsSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_SetPermissions_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetLinks">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinks" message="tns:DocumentSharing_GetLinks_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinksResponse" message="tns:DocumentSharing_GetLinks_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinksSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetLinks_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetLinks">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinks" message="tns:DocumentSharing_SetLinks_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinksResponse" message="tns:DocumentSharing_SetLinks_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinksSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_SetLinks_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetVersions">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersions" message="tns:DocumentSharing_GetVersions_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersionsResponse" message="tns:DocumentSharing_GetVersions_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersionsSharingServerErrorFault" name="SharingServerErrorFault" message="tns:DocumentSharing_GetVersions_SharingServerErrorFault_FaultMessage"/>
    </wsdl:operation>
  </wsdl:portType>
  <wsdl:binding name="DefaultBinding_DocumentSharing" type="tns:DocumentSharing">
    <soap:binding transport="http://schemas.xmlsoap.org/soap/http"/>
    <wsdl:operation name="GetHostSharingCapabilities">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetHostSharingCapabilities" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetUserSharingAttributes">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetUserSharingAttributes" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetPermissions">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetPermissions" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="SetPermissions">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetPermissions" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetLinks">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetLinks" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="SetLinks">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/SetLinks" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetVersions">
      <soap:operation soapAction="http://schemas.microsoft.com/clouddocuments/DocumentSharing/GetVersions" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SharingServerErrorFault">
        <soap:fault use="literal" name="SharingServerErrorFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
  </wsdl:binding>
  <wsdl:message name="DocumentSharing_GetHostSharingCapabilities_InputMessage">
    <wsdl:part name="parameters" element="tns:GetHostSharingCapabilities"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetHostSharingCapabilities_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetHostSharingCapabilitiesResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetHostSharingCapabilities_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetLinks_InputMessage">
    <wsdl:part name="parameters" element="tns:GetLinks"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetLinks_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetLinksResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetLinks_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetPermissions_InputMessage">
    <wsdl:part name="parameters" element="tns:GetPermissions"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetPermissions_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetPermissionsResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetPermissions_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetUserSharingAttributes_InputMessage">
    <wsdl:part name="parameters" element="tns:GetUserSharingAttributes"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetUserSharingAttributes_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetUserSharingAttributesResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetUserSharingAttributes_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetVersions_InputMessage">
    <wsdl:part name="parameters" element="tns:GetVersions"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetVersions_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetVersionsResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_GetVersions_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_SetLinks_InputMessage">
    <wsdl:part name="parameters" element="tns:SetLinks"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_SetLinks_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetLinksResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_SetLinks_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_SetPermissions_InputMessage">
    <wsdl:part name="parameters" element="tns:SetPermissions"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_SetPermissions_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetPermissionsResponse"/>
  </wsdl:message>
  <wsdl:message name="DocumentSharing_SetPermissions_SharingServerErrorFault_FaultMessage">
    <wsdl:part name="detail" element="tns:SharingServerError"/>
  </wsdl:message>
</wsdl:definitions>
[bookmark: section_9d9e3800f9c84a1a9844702ddbb71cab][bookmark: _Toc32918764]Appendix B: Full XML Schema
	[bookmark: CC_d9b9049cd4be18534901054c56f30e30]Schema name
	Prefix
	Section

	http://schemas.microsoft.com/2003/10/Serialization/Arrays
	tns1
	7.1

	http://schemas.microsoft.com/2003/10/Serialization/
	tns2
	7.2

	http://schemas.microsoft.com/clouddocuments
	tns
	7.3



For ease of implementation, the following sections provide the full XML schema for this protocol.
[bookmark: section_406f244a66244bff98eef618d61b18c4][bookmark: _Toc32918765]http://schemas.microsoft.com/2003/10/Serialization/Arrays Schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:tns1="http://schemas.microsoft.com/2003/10/Serialization/Arrays" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/2003/10/Serialization/Arrays" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType name="ArrayOfstring">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="string" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfstring" nillable="true" type="tns1:ArrayOfstring"/>
</xs:schema>
[bookmark: section_b556deaa505e4848a68b09a8de715e87][bookmark: _Toc32918766]http://schemas.microsoft.com/2003/10/Serialization/ Schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" attributeFormDefault="qualified" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/2003/10/Serialization/" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:element name="anyType" nillable="true" type="xs:anyType"/>
  <xs:element name="anyURI" nillable="true" type="xs:anyURI"/>
  <xs:element name="base64Binary" nillable="true" type="xs:base64Binary"/>
  <xs:element name="boolean" nillable="true" type="xs:boolean"/>
  <xs:element name="byte" nillable="true" type="xs:byte"/>
  <xs:element name="dateTime" nillable="true" type="xs:dateTime"/>
  <xs:element name="decimal" nillable="true" type="xs:decimal"/>
  <xs:element name="double" nillable="true" type="xs:double"/>
  <xs:element name="float" nillable="true" type="xs:float"/>
  <xs:element name="int" nillable="true" type="xs:int"/>
  <xs:element name="long" nillable="true" type="xs:long"/>
  <xs:element name="QName" nillable="true" type="xs:QName"/>
  <xs:element name="short" nillable="true" type="xs:short"/>
  <xs:element name="string" nillable="true" type="xs:string"/>
  <xs:element name="unsignedByte" nillable="true" type="xs:unsignedByte"/>
  <xs:element name="unsignedInt" nillable="true" type="xs:unsignedInt"/>
  <xs:element name="unsignedLong" nillable="true" type="xs:unsignedLong"/>
  <xs:element name="unsignedShort" nillable="true" type="xs:unsignedShort"/>
  <xs:element name="char" nillable="true" type="tns2:char"/>
  <xs:simpleType name="char">
    <xs:restriction base="xs:int"/>
  </xs:simpleType>
  <xs:element name="duration" nillable="true" type="tns2:duration"/>
  <xs:simpleType name="duration">
    <xs:restriction base="xs:duration">
      <xs:pattern value="\-?P(\d*D)?(T(\d*H)?(\d*M)?(\d*(\.\d*)?S)?)?"/>
      <xs:minInclusive value="-P10675199DT2H48M5.4775808S"/>
      <xs:maxInclusive value="P10675199DT2H48M5.4775807S"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="guid" nillable="true" type="tns2:guid"/>
  <xs:simpleType name="guid">
    <xs:restriction base="xs:string">
      <xs:pattern value="[\da-fA-F]{8}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{12}"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:attribute name="FactoryType" type="xs:QName"/>
  <xs:attribute name="Id" type="xs:ID"/>
  <xs:attribute name="Ref" type="xs:IDREF"/>
</xs:schema>
[bookmark: section_57d46deefc4e40b2a6a88ada19665b6a][bookmark: _Toc32918767]http://schemas.microsoft.com/clouddocuments Schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:tns="http://schemas.microsoft.com/clouddocuments" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/clouddocuments" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/Arrays"/>
  <xs:element name="GetHostSharingCapabilities">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="getHostSharingCapabilitiesRequest" nillable="true" type="tns:GetHostSharingCapabilitiesOperationRequest"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetHostSharingCapabilitiesOperationRequest">
    <xs:sequence>
      <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
      <xs:element name="Document" nillable="true" type="tns:Document"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetHostSharingCapabilitiesOperationRequest" nillable="true" type="tns:GetHostSharingCapabilitiesOperationRequest"/>
  <xs:complexType name="SharingOperationBaseRequest">
    <xs:sequence>
      <xs:element name="ClientAppId" nillable="true" type="xs:string"/>
      <xs:element name="Market" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SharingOperationBaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
  <xs:complexType name="Document">
    <xs:sequence>
      <xs:element name="Identifier" nillable="true" type="xs:string"/>
      <xs:element name="IdentifierType" type="tns:DocumentIdentifierType"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="Document" nillable="true" type="tns:Document"/>
  <xs:simpleType name="DocumentIdentifierType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="ResourceId"/>
      <xs:enumeration value="DavUrl"/>
      <xs:enumeration value="WebUrl"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="DocumentIdentifierType" nillable="true" type="tns:DocumentIdentifierType"/>
  <xs:element name="GetHostSharingCapabilitiesResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="GetHostSharingCapabilitiesResult" nillable="true" type="tns:GetHostSharingCapabilitiesOperationResponse"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetHostSharingCapabilitiesOperationResponse">
    <xs:sequence>
      <xs:element name="HostSharingCapabilities" nillable="true" type="tns:HostSharingCapabilities"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetHostSharingCapabilitiesOperationResponse" nillable="true" type="tns:GetHostSharingCapabilitiesOperationResponse"/>
  <xs:complexType name="HostSharingCapabilities">
    <xs:sequence>
      <xs:element name="CustomMessageMaxLength" type="xs:int"/>
      <xs:element name="DefaultsToTokenizedLinksInServerNotifications" type="xs:boolean"/>
      <xs:element name="SupportedDocumentIdentifierTypes" nillable="true" type="tns:ArrayOfDocumentIdentifierType"/>
      <xs:element name="SupportedPermissionModes" nillable="true" type="tns:ArrayOfPermissionMode"/>
      <xs:element name="SupportedRoles" nillable="true" type="tns:ArrayOfRole"/>
      <xs:element name="SupportsCustomMessages" type="xs:boolean"/>
      <xs:element name="SupportsDisablingFeedNotifications" type="xs:boolean"/>
      <xs:element name="SupportsDisablingServerNotifications" type="xs:boolean"/>
      <xs:element name="SupportsFeedNotifications" type="xs:boolean"/>
      <xs:element name="SupportsNetworkSharing" type="xs:boolean"/>
      <xs:element name="SupportsResettingTokenizedEditLinks" type="xs:boolean"/>
      <xs:element name="SupportsResettingTokenizedViewLinks" type="xs:boolean"/>
      <xs:element name="SupportsServerNotifications" type="xs:boolean"/>
      <xs:element name="SupportsTogglingOfLinkTypesInServerNotifications" type="xs:boolean"/>
      <xs:element name="SupportsTokenizedEditLinks" type="xs:boolean"/>
      <xs:element name="SupportsTokenizedViewLinks" type="xs:boolean"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="HostSharingCapabilities" nillable="true" type="tns:HostSharingCapabilities"/>
  <xs:complexType name="ArrayOfDocumentIdentifierType">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="DocumentIdentifierType" type="tns:DocumentIdentifierType"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfDocumentIdentifierType" nillable="true" type="tns:ArrayOfDocumentIdentifierType"/>
  <xs:complexType name="ArrayOfPermissionMode">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="PermissionMode" type="tns:PermissionMode"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfPermissionMode" nillable="true" type="tns:ArrayOfPermissionMode"/>
  <xs:simpleType name="PermissionMode">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Strict"/>
      <xs:enumeration value="Additive"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="PermissionMode" nillable="true" type="tns:PermissionMode"/>
  <xs:complexType name="ArrayOfRole">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="Role" type="tns:Role"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfRole" nillable="true" type="tns:ArrayOfRole"/>
  <xs:simpleType name="Role">
    <xs:restriction base="xs:string">
      <xs:enumeration value="None"/>
      <xs:enumeration value="View"/>
      <xs:enumeration value="Edit"/>
      <xs:enumeration value="Owner"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="Role" nillable="true" type="tns:Role"/>
  <xs:complexType name="SharingServerError">
    <xs:sequence>
      <xs:element name="ErrorCode" type="xs:int"/>
      <xs:element minOccurs="0" name="MachineName" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="ServerData" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SharingServerError" nillable="true" type="tns:SharingServerError"/>
  <xs:element name="GetUserSharingAttributes">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="getUserSharingAttributesRequest" nillable="true" type="tns:GetUserSharingAttributesOperationRequest"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetUserSharingAttributesOperationRequest">
    <xs:sequence>
      <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
      <xs:element name="Document" nillable="true" type="tns:Document"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetUserSharingAttributesOperationRequest" nillable="true" type="tns:GetUserSharingAttributesOperationRequest"/>
  <xs:element name="GetUserSharingAttributesResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="GetUserSharingAttributesResult" nillable="true" type="tns:GetUserSharingAttributesOperationResponse"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetUserSharingAttributesOperationResponse">
    <xs:sequence>
      <xs:element name="AvailableNetworks" nillable="true" type="tns:ArrayOfNetworkInfo"/>
      <xs:element name="CanAccessTokenizedEditLink" type="xs:boolean"/>
      <xs:element name="CanAccessTokenizedViewLink" type="xs:boolean"/>
      <xs:element name="CanAddCustomMessage" type="xs:boolean"/>
      <xs:element name="CanResetTokenizedEditLink" type="xs:boolean"/>
      <xs:element name="CanResetTokenizedViewLink" type="xs:boolean"/>
      <xs:element name="CanShare" type="xs:boolean"/>
      <xs:element name="MaxRecipientsPerShare" type="xs:int"/>
      <xs:element name="ShareDisallowedReasonInfo" nillable="true" type="tns:ShareDisallowedReasonInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetUserSharingAttributesOperationResponse" nillable="true" type="tns:GetUserSharingAttributesOperationResponse"/>
  <xs:complexType name="ArrayOfNetworkInfo">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="NetworkInfo" nillable="true" type="tns:NetworkInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfNetworkInfo" nillable="true" type="tns:ArrayOfNetworkInfo"/>
  <xs:complexType name="NetworkInfo">
    <xs:sequence>
      <xs:element name="AvailableRoles" nillable="true" type="tns:ArrayOfRole"/>
      <xs:element name="Network" nillable="true" type="tns:PrincipalInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="NetworkInfo" nillable="true" type="tns:NetworkInfo"/>
  <xs:complexType name="PrincipalInfo">
    <xs:sequence>
      <xs:element minOccurs="0" name="Attributes" nillable="true" type="tns:PrincipalAttributes"/>
      <xs:element name="DisplayName" nillable="true" type="xs:string"/>
      <xs:element name="IdentityInfo" nillable="true" type="tns:IdentityInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="PrincipalInfo" nillable="true" type="tns:PrincipalInfo"/>
  <xs:complexType name="PrincipalAttributes">
    <xs:sequence>
      <xs:element name="Picture" nillable="true" type="tns:PictureInfo"/>
      <xs:element name="ProfileUrl" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="PrincipalAttributes" nillable="true" type="tns:PrincipalAttributes"/>
  <xs:complexType name="PictureInfo">
    <xs:sequence>
      <xs:element name="Height" type="xs:int"/>
      <xs:element name="ImageType" nillable="true" type="xs:string"/>
      <xs:element name="Url" nillable="true" type="xs:string"/>
      <xs:element name="Width" type="xs:int"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="PictureInfo" nillable="true" type="tns:PictureInfo"/>
  <xs:complexType name="IdentityInfo">
    <xs:sequence>
      <xs:element name="EmailAddress" nillable="true" type="xs:string"/>
      <xs:element name="Identifier" nillable="true" type="xs:string"/>
      <xs:element name="IdentityType" type="tns:IdentityType"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="IdentityInfo" nillable="true" type="tns:IdentityInfo"/>
  <xs:simpleType name="IdentityType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Individual"/>
      <xs:enumeration value="IndividualEmail"/>
      <xs:enumeration value="Group"/>
      <xs:enumeration value="GroupEmail"/>
      <xs:enumeration value="Network"/>
      <xs:enumeration value="Link"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="IdentityType" nillable="true" type="tns:IdentityType"/>
  <xs:complexType name="ShareDisallowedReasonInfo">
    <xs:sequence>
      <xs:element name="DisallowedReason" type="tns:ShareDisallowedReason"/>
      <xs:element name="ServerData" nillable="true" type="xs:string"/>
      <xs:element name="ServerType" type="tns:ShareServerType"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ShareDisallowedReasonInfo" nillable="true" type="tns:ShareDisallowedReasonInfo"/>
  <xs:simpleType name="ShareDisallowedReason">
    <xs:restriction base="xs:string">
      <xs:enumeration value="None"/>
      <xs:enumeration value="UserNoAccessToShare"/>
      <xs:enumeration value="UnshareableLocation"/>
      <xs:enumeration value="UnsupportedLocation"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="ShareDisallowedReason" nillable="true" type="tns:ShareDisallowedReason"/>
  <xs:simpleType name="ShareServerType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Generic"/>
      <xs:enumeration value="SharePointTeamSite"/>
      <xs:enumeration value="SharePointMySite"/>
      <xs:enumeration value="SkyDrive"/>
      <xs:enumeration value="WindowsLiveGroup"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="ShareServerType" nillable="true" type="tns:ShareServerType"/>
  <xs:element name="GetPermissions">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="getPermissionsRequest" nillable="true" type="tns:GetPermissionsOperationRequest"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetPermissionsOperationRequest">
    <xs:sequence>
      <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
      <xs:element name="Document" nillable="true" type="tns:Document"/>
      <xs:element name="PrincipalDetailsView" type="tns:PrincipalDetailsView"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetPermissionsOperationRequest" nillable="true" type="tns:GetPermissionsOperationRequest"/>
  <xs:simpleType name="PrincipalDetailsView">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Basic"/>
      <xs:enumeration value="Full"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="PrincipalDetailsView" nillable="true" type="tns:PrincipalDetailsView"/>
  <xs:element name="GetPermissionsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="GetPermissionsResult" nillable="true" type="tns:GetPermissionsOperationResponse"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetPermissionsOperationResponse">
    <xs:sequence>
      <xs:element name="CanEditFileLevelPermissions" type="xs:boolean"/>
      <xs:element name="CanEditInheritedPermissions" type="xs:boolean"/>
      <xs:element name="FileLevelPermissions" nillable="true" type="tns:ArrayOfPermissionInfo"/>
      <xs:element name="InheritedPermissions" nillable="true" type="tns:ArrayOfFolderPermissionInfo"/>
      <xs:element name="Owner" nillable="true" type="tns:PrincipalInfo"/>
      <xs:element name="PermissionsUrl" nillable="true" type="xs:string"/>
      <xs:element name="TokenizedEditLink" nillable="true" type="xs:string"/>
      <xs:element name="TokenizedViewLink" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetPermissionsOperationResponse" nillable="true" type="tns:GetPermissionsOperationResponse"/>
  <xs:complexType name="ArrayOfPermissionInfo">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="PermissionInfo" nillable="true" type="tns:PermissionInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfPermissionInfo" nillable="true" type="tns:ArrayOfPermissionInfo"/>
  <xs:complexType name="PermissionInfo">
    <xs:sequence>
      <xs:element name="CurrentRole" type="tns:Role"/>
      <xs:element name="MaxAllowedRole" type="tns:Role"/>
      <xs:element name="Principal" nillable="true" type="tns:PrincipalInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="PermissionInfo" nillable="true" type="tns:PermissionInfo"/>
  <xs:complexType name="ArrayOfFolderPermissionInfo">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="FolderPermissionInfo" nillable="true" type="tns:FolderPermissionInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfFolderPermissionInfo" nillable="true" type="tns:ArrayOfFolderPermissionInfo"/>
  <xs:complexType name="FolderPermissionInfo">
    <xs:sequence>
      <xs:element name="FolderName" nillable="true" type="xs:string"/>
      <xs:element name="FolderUrl" nillable="true" type="xs:string"/>
      <xs:element name="Permissions" nillable="true" type="tns:ArrayOfPermissionInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="FolderPermissionInfo" nillable="true" type="tns:FolderPermissionInfo"/>
  <xs:element name="SetPermissions">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="setPermissionsRequest" nillable="true" type="tns:SetPermissionsOperationRequest"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="SetPermissionsOperationRequest">
    <xs:sequence>
      <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
      <xs:element minOccurs="0" name="CustomMessageText" nillable="true" type="xs:string"/>
      <xs:element name="Document" nillable="true" type="tns:Document"/>
      <xs:element name="PermissionMode" type="tns:PermissionMode"/>
      <xs:element name="Recipients" nillable="true" type="tns:ArrayOfRecipientRoleInfo"/>
      <xs:element name="SendFeedNotification" type="xs:boolean"/>
      <xs:element name="SendServerManagedNotification" type="xs:boolean"/>
      <xs:element name="SendTokenizedLinkInNotifications" type="xs:boolean"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SetPermissionsOperationRequest" nillable="true" type="tns:SetPermissionsOperationRequest"/>
  <xs:complexType name="ArrayOfRecipientRoleInfo">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="RecipientRoleInfo" nillable="true" type="tns:RecipientRoleInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfRecipientRoleInfo" nillable="true" type="tns:ArrayOfRecipientRoleInfo"/>
  <xs:complexType name="RecipientRoleInfo">
    <xs:sequence>
      <xs:element name="Recipient" nillable="true" type="tns:IdentityInfo"/>
      <xs:element name="Role" type="tns:Role"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="RecipientRoleInfo" nillable="true" type="tns:RecipientRoleInfo"/>
  <xs:element name="SetPermissionsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="SetPermissionsResult" nillable="true" type="tns:SetPermissionsOperationResponse"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="SetPermissionsOperationResponse">
    <xs:sequence>
      <xs:element minOccurs="0" name="FailedRecipients" nillable="true" type="tns:ArrayOfRecipientErrorInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SetPermissionsOperationResponse" nillable="true" type="tns:SetPermissionsOperationResponse"/>
  <xs:complexType name="ArrayOfRecipientErrorInfo">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="RecipientErrorInfo" nillable="true" type="tns:RecipientErrorInfo"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfRecipientErrorInfo" nillable="true" type="tns:ArrayOfRecipientErrorInfo"/>
  <xs:complexType name="RecipientErrorInfo">
    <xs:sequence>
      <xs:element name="ErrorDetail" nillable="true" type="xs:string"/>
      <xs:element name="ErrorReason" type="tns:RecipientErrorReason"/>
      <xs:element name="Recipient" nillable="true" type="tns:IdentityInfo"/>
      <xs:element minOccurs="0" name="ServerData" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="RecipientErrorInfo" nillable="true" type="tns:RecipientErrorInfo"/>
  <xs:simpleType name="RecipientErrorReason">
    <xs:restriction base="xs:string">
      <xs:enumeration value="UnsupportedRecipientType"/>
      <xs:enumeration value="InvalidRecipientId"/>
      <xs:enumeration value="RecipientUnknown"/>
      <xs:enumeration value="InternalServerError"/>
      <xs:enumeration value="DailySendMailQuotaExceeded"/>
      <xs:enumeration value="HipChallengeRequired"/>
      <xs:enumeration value="BadNetworkState"/>
      <xs:enumeration value="NotInAddressBook"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="RecipientErrorReason" nillable="true" type="tns:RecipientErrorReason"/>
  <xs:element name="GetLinks">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="getLinksRequest" nillable="true" type="tns:GetLinksOperationRequest"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetLinksOperationRequest">
    <xs:sequence>
      <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
      <xs:element name="Document" nillable="true" type="tns:Document"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetLinksOperationRequest" nillable="true" type="tns:GetLinksOperationRequest"/>
  <xs:element name="GetLinksResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="GetLinksResult" nillable="true" type="tns:GetLinksOperationResponse"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="GetLinksOperationResponse">
    <xs:sequence>
      <xs:element name="TokenizedEditLink" nillable="true" type="xs:string"/>
      <xs:element name="TokenizedViewLink" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="GetLinksOperationResponse" nillable="true" type="tns:GetLinksOperationResponse"/>
  <xs:element name="SetLinks">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="setLinksRequest" nillable="true" type="tns:SetLinksOperationRequest"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="SetLinksOperationRequest">
    <xs:sequence>
      <xs:element name="BaseRequest" nillable="true" type="tns:SharingOperationBaseRequest"/>
      <xs:element name="Document" nillable="true" type="tns:Document"/>
      <xs:element name="TokenizedEditLinkAction" type="tns:SetLinkAction"/>
      <xs:element name="TokenizedViewLinkAction" type="tns:SetLinkAction"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SetLinksOperationRequest" nillable="true" type="tns:SetLinksOperationRequest"/>
  <xs:simpleType name="SetLinkAction">
    <xs:restriction base="xs:string">
      <xs:enumeration value="None"/>
      <xs:enumeration value="Generate"/>
      <xs:enumeration value="Clear"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="SetLinkAction" nillable="true" type="tns:SetLinkAction"/>
  <xs:element name="SetLinksResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="SetLinksResult" nillable="true" type="tns:SetLinksOperationResponse"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:complexType name="SetLinksOperationResponse">
    <xs:sequence>
      <xs:element name="TokenizedEditLink" nillable="true" type="xs:string"/>
      <xs:element name="TokenizedEditLinkAction" type="tns:SetLinkAction"/>
      <xs:element name="TokenizedViewLink" nillable="true" type="xs:string"/>
      <xs:element name="TokenizedViewLinkAction" type="tns:SetLinkAction"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SetLinksOperationResponse" nillable="true" type="tns:SetLinksOperationResponse"/>
  <xs:element name="GetVersions">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetVersionsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns1="http://schemas.microsoft.com/2003/10/Serialization/Arrays" minOccurs="0" name="GetVersionsResult" nillable="true" type="tns1:ArrayOfstring"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>
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The following table contains a list of error codes that a SharePoint server can report.

	Error Code
	Description

	0
	The user does not have permissions to access the resource in the server.

	1
	A base request is not found.

	2
	The server does not support the custom message.

	3
	The server could not locate the document.

	4
	The server does not support clearing a tokenized sharing link with edit access.

	5
	The server does not support resetting a tokenized sharing link with edit access.

	6
	The server does not support feed notification.

	7
	A document is not specified in the input request.

	8
	An unknown server error has occurred.

	9
	The document identifier is not valid.

	10
	The document identifier type is not valid.

	11
	The TokenizedEditLinkAction is not valid.

	12
	The market identifier is invalid.

	13
	The recipient type is invalid. 

	14
	The principal details view is invalid.

	15
	The recipient list is invalid.

	16
	The TokenizedViewLinkAction is not valid.

	17
	The method is not supported by the server.

	18
	Server managed notification is not supported.

	19
	The service has been disabled by the server.

	20
	SendTokenizedLinkInNotifications is not supported by the server.

	21
	The user is unknown to the server.

	22
	The server does not support clearing the view link.

	23
	The server does not support resetting the view link.

	24
	The document is not shareable.

	25
	The request operation is invalid.
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft SharePoint Server 2013
· Microsoft SharePoint Foundation 2013
· Microsoft SharePoint Server 2016
· Microsoft SharePoint Server 2019 
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.4.7:  This element is not used by SharePoint Foundation 2013.
<2> Section 3.1.1:  Support for organization access links is available in SharePoint Server 2019. 
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
	Section
	Description
	Revision class

	6 Appendix A: Full WSDL
	Removed unused section 6.2 http://schemas.microsoft.com/sharepoint/soap/ WSDL
	Minor
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