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1 Introduction

This document specifies the ActiveSync Short Message Service (SMS) protocol, which is an
XML-based format that provides the mechanisms for a mobile device to synchronize SMS
messages with the server and for the server to send SMS messages through the mobile device.

1.1 Glossary
The following terms are defined in [MS-OXGLOS]:

class

code page

conversation

conversation ID

conversation index

Coordinated Universal Time (UTC)
MIME

Short Message Service (SMS)

WAP Binary XML (WBXML) ‘
XML

XML schema

MAY, SHOULD, MUST, SHOULD NOT
as described in [RFC2119]. All statements o
SHOULD, or SHOULD NOT

hese terms (in all caps) are used
avior use either MAY,

1.2 References ‘

1.2.1 Normati

[MS-ASAIRS] Micro "ActiveSync AirSyncBase Namespace Protocol

Specification", Deg

tion, "ActiveSync Command Reference Protocol

-ASWBXML] Microsoft Corporation, "ActiveSync WAP Binary XML (WBXML)
ol Specification", December 2008.
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[MS-OXGLOS] Microsoft Corporation, "Exchange Server Protocols Master Glossary", June
2008.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP
14, RFC 2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt.

[XML] Bray, T., et al., "Extensible Markup Language (XML) 1.0 (Fifth Edition)",
http:/www.w3.org/TR/REC-xml/.

1.2.2 Informative References
None.

1.3 Protocol Overview

The ActiveSync Short Message Service (SMS) protocol is an
to do the following:

¢ Enable a mobile device to synchronize SﬁS essage

e Provision the server to send outgoing

The protocol also includes XML elemen age data. The SMS data is
included in protocol command reques 1
server, and is included in protocol ses when SMS data is retrieved from the
server. SMS data inclu ome of ormation as e-mail data (for details

about the E-mail class, see [ ) such as'to and from, as well as body, flag, and
importance.

es, see [MS-ASCMD)]. The WAP Binary XML (WBXML),
L], is used to transmit the XML markup that constitutes the
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1.6 Applicability Statement

The ActiveSync Short Message Service (SMS) protocol is applicable for mobile devices that
need to synchronize SMS messages with the server and want to allow the server to use it for
relaying outbound SMS messages.

1.7 Versioning and Localization
None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments
None.

2 Messages

2.1 Transport ‘

The ActiveSync Short Message Service (SMS) pro
that are embedded inside a command request o

constitutes the request body or the response
using WAP Binary XML (WBXML), a

The mobile device uses standard mob rotocols, such as GSM and CDMA, to send
outbound SMS message‘

2.2 Message

The XML markup i ¢ Short Message Service (SMS) protocol
ed in [XML].

JetNamespace="EMAIL:" xmlns:xs="http://www.w3.0rg/2001/XMLSchema”
xmlns:A="AirSyncBase:”>
<xs:import namespace="AirSyncBase” />
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<xs:element name="To" type="xs:string" />
<xs:element name="From" type="xs:string" />
<xs:element name="DateReceived" type="xs:dateTime" />
<xs:element name="Importance" type="xs:unsignedByte" />
<xs:element name="Read" type="xs:unsignedByte" />
<xs:element name="Body" type="A:Body” />
<xs:element name="InternetCPID" type="xs:string" />
<xs:element name="Flag”>
<xs:complexType>
<xs:sequence>
<xs:element name="Subject” type="xs:string”
<xs:element name="Status” type="xs:unsig
<xs:element name="FlagType” type="xs:strX
<xs:element name="DateCompleted” type

/>

<xs:element name="CompleteTime” ty
/>

<xs:element name="StartDate”

<xs:element name="DueDate”

<xs:element name="UTCStart eTime”
/>

<xs:element ateTime” />
<xs:element

type="xs:unsignedByte” />
<xs:element i e="xs:dateTime”

/>

<xs:element
/>
<xs:eleme 1Date”
type="xs:dateTime” />
</x’equen
</xs:comp¥exType>
</xs:eleme
<xs:elemé
<xs:elemen
</xs:schema>

d" type="xs:string" />
ndex" type="xs:string" />

2.2.1 Comp
¢ set of common XML schema complex types that are
Email and AirSyncBase namespaces. These complex types
. For more details about these complex types, see [MS-

Description

A description of the body text, along with its
data.

The flag that is associated with the item, along
with its current status.
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2.2.2 FElements

Elements MUST NOT have child elements in either the command request or response.

The following table summarizes the set of common XML schema elements that are defined
by this specification for use in the GetItemEstimate command, Sync command, or Settings

command.

Element

Description

Class (as child of Options)

Specifies the class to which thefoptions
apply in a GetltemEstimate/¢command
request or a Sync command, request.

Class (as child of Add, Change, or Delete)

Specifies the class to ahich the,Add;
Change, or Delete gperation‘appliesina
Sync command request or response.

Devicelnformation.Set.EnableOutboundSMS | Used in a Settingsicommand request to

enable or disable the sendingof
outbouddhSMS messages, through a
mobile device.

The following table summarizes the set of common XMIyschema elements that are defined by

the SMS class in the Email namespace. Thesé elements are used to specify SMS data. The
semantics for all these elements, except From and DateReceived, are the same for both the
SMS class and the E-mail class. The From and DateReceived clements for the SMS class are
further specified in section 2.2.2.1 of this document. For more details about all the other
elements, see [MS-ASEMAIL | section2.2.2.

Element Description

To The list'of recipients.

From The e-mail address of the individual who sent the
message.

DateReceived The date and time that the message was received on the
server.

Importanee The importance of the message, as determined by the
sender.

Read Specifies whether the message has been read.

InternetCPID The original code page ID from the MIME message
representation of the SMS item.

Elag.Subject The subject of the flag as it would appear in a task list.

Flag.Status The current status of the flag.

Flag.FlagType The value of the Flag To: follow up field.

Flag:DateCompleted The date on which the flagged item was completed.

Flag.CompleteTime The time at which the flagged item was marked as

finished.

[MS-ASMS] - v0.1
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Flag.StartDate The start date of the flagged item.

Flag.DueDate The due date of the flagged item.

Flag.UTCStartDate The Coordinated Universal Time (UTC) value of the
local StartDate.

Flag.UTCEndDate The UTC value of the local DueDate.

Flag.ReminderSet Identifies whether a reminder has been set for this
flagged item.

Flag.ReminderTime The date and time that the reminder is supposed 16
occur.

Flag.OrdinalDate The time at which the client set the flag.

Flag.SubOrdinalDate A string used to sort items.

Conversationld Specifies the conversation ID for anfSMS iten.

ConversationIndex Specifies the conversation index for an SMS item.

2.2.2.1 SMS Class

2.2.2.1.1 From
The From element is an optional element that specifiesithe individual who sent the SMS item.

The value of this element is a string that contains enéisendersThe format of the string is as
follows, including the quotes and angle brackets:

"Sender's Name" [MOBILE:Sender's phone number|

Sender's Name specifies the name of theissender and i$optional. Sender's phone number
specifies the mobile telephon€ number of the sender.

2.2.2.1.2 DateReceived

The DateReceivedselementis an optional element that specifies the date and time when the
SMS item is sent, if the item is'in the Sent Items folder.

The valugyof this\cleiment is a date/time type, as specified in [MS-ASDTYPE] section 2.6.
2.2:2.2) Other Eleménts

2.2.2.2.1 Class (as Child of Options)

Thé options Class element is an optional child element of the Options element in the
GetltemEstimate command request or the Sync command request. It specifies the class to
which the options apply. For SMS items, the value is "SMS".

2.2.2.2.2 Class (as Child of Add, Change, or Delete)
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The operations Class element is an optional child element of the Add, Change, or Delete
element in the Syne command. The Class element is used in the Sync command as follows:

¢ Inthe Sync command response from the server to add, change, or delete an item.
e In the Sync command request from the client to add an item.

The Class element specifies the class to which the Add, Change, or Delete operation applies
in a Sync command request or response. For SMS items, the value is "SMS".

2.2.2.2.3 Devicelnformation.Set. EnableOutboundSMS

The Devicelnformation.Set.EnableQutboundSMS element is optional. It is used in a
Settings command request to provision the server for sending outbound SMS messages
through the mobile device. Outbound SMS messages are sent only throdgh mobile devices
that enable it. 4

If this element is set to 1, the mobile device can be used to send outbound SMS messages. If
this element is set to 0, the mobile device will not be used te send outbound SMS messages.
Devices that were previously enabled, but no lodger want to.act as SMS transport agents, can
reset the property to zero on the server by sending a Settings command request with the
Devicelnformation.Set.EnableQutboundSMS element set to 0

3 Protocol Details

3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptuahimodel of possible data organization that an
implementation maintain$yto participate in this protocol. The described organization is
provided to facilitat€the.explanation of Bow the protocol behaves. This document does not
mandate that indplementations adhere to this model as long as their external behavior is
consistent with that deSeribed.in this document.

SMS class: A setof compleX types and elements that specifies an SMS item. SMS class data
1s ineluded in command requests that are sent to the server when SMS items need to be
retrigved or synchronized.

Command request: A WBXML-formatted message that adheres to the command schemas
specified in [MS-ASCMD)].

Relay of outbound SMS messages: The server can use a mobile device client to relay
outbound SMS messages if the mobile device client has provisioned the server to do so.
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3.1.2 Timers
None.

3.1.3 Initialization
None.

3.1.4 Higher-Layer Triggered Events
3.1.4.1 Synchronizing SMS Items

A client initiates synchronization of data with the server by sending a Sync command request
to the server. The Sync command request synchronizes the client's data withsthe,data eurrently
stored by the server.

The Sync command request is further specified in [MS-ASCMD)] section 2.2.1.19.1} y

3.1.4.1.1 Options

If the client wants to synchronize SMS items fop@ given folder, the Optionsiblock of the Sync
request includes the Class element set to the value "SMS". If the:Class element is not included
in the Options block, that set of options applies to the default class of the given folder, in
which case, only the items of the default type fomthe givenfolder are synchronized. If no
Options block is included in the Sync request, onlyitems of the default class for the given
folder are synchronized.

A maximum of two Options blocks,ate allowed within a Collection block, namely one for the
default class of the givenffelder and'one for SMStitems (Class is set to "SMS" to indicate
SMS items).

SMS items can only:be,synchronized withinfolders that natively contain e-mail messages.
For more details abeutthe Class element,for Options, see section 2.2.2.2.1.

3.14.1.1.1 Sticky Options

Sticky options, whi¢h allows a client to send requests that direct the server to use the previous
set of pptions, are supporteds As a result of this, the client MUST send all sets of options if any
option has changed. For example, if the truncation limit has increased for SMS items and the
clientis synehronizing both SMS items and e-mail items for a given folder, the Sync request
MUST includétwo Options blocks. If one set of options is omitted from the request, the
sever presumes that the item type that corresponds to the missing set of options is no longer
desired and soft-deletes are issued for the items of that type.

3.1:4.1.1.2  Filtering

SMS'items can be filtered. The same filter values (0 through 5) that are used to filter e-mail
items are also used to filer SMS items.
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3.1.4.1.2 Making Changes Involving SMS Items

SMS items can be added, changed, or deleted the same way that e-mail items are added,
changed, or deleted. When an SMS item is added, changed, or deleted, the client sends a Syne
command request that includes the Add, Change, or Delete element, respectively. The SMS
data is specified in the SMS class complex types and elements, which MUST be children of
the ApplicationData type, as specified in [MS-ASCMD] section 2.2.1.19.1.6.

See section 2.2 for details about the SMS class complex types and elements. For morgfdetails
about the Add, Change, or Delete elements in the Syne command request, see [MS=
ASCMD] section 2.2.1.19.1.

3.1.4.2 Estimating the Number of Changes

The client sends a GetItemEstimate command request to the server to/get an estimate of the
number of changes (resulting from add, change, and delete operations) t0' SMS items for a
given e-mail folder. The estimate will include changes to SMS itémsfor that e-mail folder
only if the request includes an Options block with the Class ¢lement setto "SMS*

A maximum of two Options blocks are allowed'within a Colleetion block, namely one for the
default class of the given folder and one for SMS iteris, (Class 18 set to "SMS" to indicate
SMS items). An SMS Options block can only be includeéd within a Cellection block that
specifies a folder that natively contains e-maildnessages.

For more details about the Class element#for Options, seesection 2.2.2.2.1. The
GetltemEstimate command request i§ further specified in[MS-ASCMD] section 2.2.1.7.1.

3.1.4.3 Provisioning for Relay of Outbound SMS Messages

The client sends a Settings command request to provision the server for sending outbound
SMS messages through the mobilé,device. Outbound SMS messages are sent only through
mobile devices that enable. it. To enable outbound SMS messages, the following elements are
included as childremsof the Set element i the DeviceInformation block of the Settings
command requgst:

¢ EnableOutboundSMS, set to 1. See section 2.2.2.2.3.
e PhoneNumber, specifying the mobile device's telephone number.

To disable outbound SMS, the EnableOutboundSMS element is set to 0. In this case, the
PheneNumber element is not needed.

For more details about the EnableOutboundSMS element, see section 2.2.2.2.3. For more
details about the Settings command request, see [MS-ASCMD)] section 2.2.1.16.1.
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3.1.5

Message Processing Events and Sequencing Rules

3.1.5.1 Sending Outbound SMS Messages

The mobile device performs the following tasks to send an outgoing SMS message:

1)

2)

3)

4)

5)

3.1.6
None.

3.1.7
None.

The client MUST synchronize the SMS items in the user's Outbox. See section 3.1.4.1
for details about synchronizing SMS items. Any SMS items that are added to the
Outbox are outgoing SMS messages. It is important that the client either synchfonize
this folder at regular, short intervals or retrieve the Outbox SMS items by using
hanging synchronization. Doing so allows the client to send SMS itemsgn the shortest
possible interval.

The client MUST delete the Outbox SMS items by sending a Sync request that
includes the Delete element. See section 3.1.4.1.2 for details about deléting SMS-ifems
from a folder.

The client MUST send the outgoing SMS items viagthe mobile device's wireless
network. The client sends the given SMS item to all‘the recipients provided by the
server. The client MUST logically split the item's body-asmecessary to comply with its
network and MUST enable the reassembling of the body on the receiver's phone.

After the SMS message is sent, the client MUST add the SMS item to the Sent Items
folder by sending a Syne request that includes thé,Add element. See section 3.1.4.1.2
for details about adding SMS items to a folder.

If a problem occuits with the'message delivery, the client MUST generate an NDR and
post it in the user's Inbox by sending a Sync request that includes the Add element.
See sectiod 3.1.4.1.2 fordetails aboubadding SMS items to a folder.

Timer Events

Other Local Events

3.2 Server Details

3.24

Abstract Data Model

This section describes a conceptual model of possible data organization that an
implementation maintains to participate in this protocol. The described organization is
provided to facilitate the explanation of how the protocol behaves. This document does not
mandate that implementations adhere to this model as long as their external behavior is
consistent with that described in this document.
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SMS class: A set of complex types and elements that specifies an SMS item. SMS class data
is included in command requests that are sent to the server when SMS items need to be
retrieved or synchronized.

Command response: A WBXML-formatted message that adheres to the command schemas
specified in [MS-ASCMD)]. The server can return zero or more SMS class blocks in its
command response, depending on how many SMS items match the criteria specified in the
client's command request. The server MUST return an SMS class XML block for every SMS
item that matches the criteria specified in the client command request.

Relay of outbound SMS messages: The server can use a mobile device client to telay
outbound SMS messages if the mobile device client has provisioned the senvéiite, do se.

3.2.2 Timers .
None.

3.2.3 Initialization
None.

3.2.4 Higher-Layer Triggered Events
None.

3.2.5 Message Processing Events and Sequencing Rules

3.2.5.1 Processing aSync Réquest

Synchronization of SMS itemis)is initiated by the client, as specified in section 3.1.4.1. The
server responds with a Sync command response. To send SMS class data back to the client,
the server includes an‘ApplicationData element in the Sync command response. The SMS
class data is specified.in the\SMS class eomplex types and elements (section 2.2), which
MUST be childsén of the ApplicationData type, as specified in [MS-ASCMD)] section
2.2.1.19.1.6.

The server MUST NOT send SMS items to the client if the client did not request them.

If'the Syne,.command request includes more than two Options blocks or if the Sync command
request includes an Options block that specifies a class other than "SMS" or "Email", the
server returns-a status code 4 (protocol error) in the Sync command response.

The Sync command response is further specified in [MS-ASCMD] section 2.2.1.19.2.

3.2.5.1.1 Special Case for Synchronization of Outbox

When a mobile device is enabled to send an outbound SMS message, the mobile device
MUST synchronize the SMS items in the user's Outbox, as specified in section 3.1.5.1. It
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SHOULD do so at regular, short intervals or leverage hanging synchronization to provide the
user with the best experience in sending SMS items.

The Sync command response is further specified in [MS-ASCMD)] section 2.2.1.19.2.

3.2.5.2 Processing a GetltemEstimate Request

The client sends a GetItemEstimate command request, as specified in section 3.1.4.2. The
server sends a GetltemEstimate command response with an estimate of the total number of
changes (resulting from add, change, and delete operations) for a given folder. The@stimate
includes the changes to items of the class types specified in the request. The estimate includes
changes to SMS items for the specified e-mail folders only if the request includes.anOptions
block with the Class element set to "SMS".

The GetltemEstimate command response is further specified in [MS-ASCMD] section, 4
22.1.7.2.

3.2.5.3 Processing a Settings Request

The client sends a Settings command request, as specified inseetion 3.1.4.3, If the Settings
command request includes the EnableOQutboundSMS element'setto 1 and no telephone
number is specified for the mobile device, the server refurns status'eode 5 (invalid arguments)
in the Settings command response.

If the Settings command request indicatesithat the mobiledeviee can be used to send
outbound SMS messages, the server ptopagatesithe mobile device's outbound SMS state and
telephone number to all clients of théserver, allowing any of these clients to send SMS items
via the given mobile deviee.

The Settings command responseiis further'specified in [MS-ASCMD)] section 2.2.1.16.2.

3.2.6 Timer Events
None.

3.2.7 Other Local Events
None.

4 “Protocol Examples

4.4 = Synchronizing E-Mail Items and SMS Items

The following is an example of a how the options are specified when the client wants to
synchronize e-mail items and SMS items.

Client's Syne command request:

<?xml version="1.0" encoding="utf-8"?>
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<Sync xmlns="AirSync:" xmlns:A="AirSyncBase:" xmlns:B="POOMMAIL:"
xmlns:C="POOMTASKS:"> >
<Collections>
<Collection>
<SyncKey>601771687</SyncKey>
<CollectionId>15</CollectionId>
<DeletesAsMoves/>
<GetChanges/>
<WindowSize>100</WindowSize>
<Options>
<Class>SMS</Class>
<FilterType>0</FilterType>
<A:BodyPreference>
<A:Type>1</A:Type>
<A:TruncationSize>102400</A:TruncationSize>
</A:BodyPreference>
</Options>
<Options>
<FilterType>2</FilterType>
<A:BodyPreference><A:Type>1</A:Type></
<A:BodyPreference><A:Type>2< /A‘ype>< /A
<A:BodyPreference>
<A:Type>4</A:Type>
<A:TruncationSize>102400</
</A:BodyPreference>
<MIMESupport>0</MIMESuppo
<Conflict>1</Conflict>
</Options>

<Commands> ‘

</Commands>
<Collectio
<Collections>
</Sync>

c xmlns="AirSync:" xmlns:A="AirSyncBase:" xmlns:B="POOMMAIL:"
ns:C="POOMTASKS:"> >

<Collections>

<Collection>

<SyncKey>601771687</SyncKey>
<CollectionId>15</CollectionId>

<DeletesAsMoves/>
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<GetChanges/>
<WindowSize>100</WindowSize>
<Options>
<Class>SMS</Class>
<FilterType>0</FilterType>
<A:BodyPreference>
<A:Type>1</A:Type>
<A:TruncationSize>102400</A:TruncationSize>
</A:BodyPreference>
</Options>
<Commands>

</Commands>
<Collection>
<Collections>
</Sync>

4.3 SMS Message Added By the Server

The following is an example of an SMS item b added server to
the SMS class data is included within the Applicatio

Client's Synec command request:

<?xml version="1.0" encoding="utf-8
<Sync xmlns="AirSync:" xmlns:A=
xmlns:C="POOMMAIL2:" >

<Collections>

<Collection> ?
<SyncKey>52566

:B="POOMMAIL:"

erverId>

50143" [MOBILE:14255550143]</B:To>
1255550123" [MOBILE:+14255550123]</B:From>

: D& eived>2009-01-08T00:14:36.000Z</B:DateReceived>
: Importance>1</B: Importance>

:Read>0</B:Read>

:Body>

<A:Type>1</A:Type>
<A:EstimatedDataSize>6</A:EstimatedDataSize>
<A:Data>Make sure you get some rest!

</A:Body>
<B:InternetCPID>1252</B:InternetCPID>
<B:Flag/>
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<C:ConversationId>fdadIMDy<doX3&#xF; 06#x0;</C:ConversationId>
<C:ConversationIndex>Eq&amp; HP</C:ConversationIndex>
</ApplicationData>
</Add>
</Commands>
</Collection>
</Collections>
</Sync>

4.4 Enabling Outbound SMS Messages

The following example enables outbound SMS messages to be sent through a

Client's Settings command request:

<?xml version="1.0" encoding="utf-8"7?>
<Settings xmlns="Settings:">
<DeviceInformation>
<Set>
<Model>Manufacturer-Name-Numbe r’)del>
<IMEI>123456789012345</IMEI>
<FriendlyName>My PPC Phone</Friendl
<OS>PPC</0S>
<Language>us-EN</Language>
<PhoneNumber>206-555-0112</Ph
<EnableOutboundSMS>1</Ena
<MobileOperator>T-Mojo</
</Set>
</Device Informati‘
</Settings>

S5 Security

5.1 Security, ns for Implementers

pendix A: Office/Exchange Behavior

¢ information in this specification is applicable to the following versions of
fice/Exchange:

Microsoft Exchange Server 2010
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Exceptions, if any, are noted below. Unless otherwise specified, any statement of optional
behavior in this specification prescribed using the terms SHOULD or SHOULD NOT implies
Office/Exchange behavior in accordance with the SHOULD or SHOULD NOT prescription.
Unless otherwise specified, the term MAY implies Office/Exchange does not follow the

O\Q
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