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1 Introduction

The Exchange ActiveSync: Command Reference Protocol enables a client, typically a mobile device, to
synchronize and exchange objects with a server. These objects include email messages, Short
Message Service (SMS) messages, attachments, folders, contact (2) information, meetings,
calendar data, tasks, notes and documents.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

Active Directory: A general-purpose network directory service. Active Directory also refers to
the Windows implementation of a directory service. Active Directory stores information about
a variety of objects in the network. Importantly, user accounts, computer accounts, groups, and
all related credential information used by the Windows implementation of Kerberos are stored in
Active Directory. Active Directory is either deployed as Active Directory Domain Services (AD
DS) or Active Directory Lightweight Directory Services (AD LDS). [MS-ADTS] describes both
forms. For more information, see [MS-AUTHSOD] section 1.1.1.5.2, Lightweight Directory
Access Protocol (LDAP) versions 2 and 3, Kerberos, and DNS.

address book: A collection of Address Book objects, each of which are contained in any number of
address lists.

address list: A collection of distinct Address Book objects.
alias: An alternate name that can be used to reference an object or element.

ambiguous name resolution (ANR): A search algorithm that permits a client to search multiple
naming-related attributes (2) on objects by way of a single clause of the form "(anr=value)" in a
Lightweight Directory Access Protocol (LDAP) search filter. This permits a client to query for an
object when the client possesses some identifying material related to the object but does not
know which attribute of the object contains that identifying material.

ASCII: The American Standard Code for Information Interchange (ASCII) is an 8-bit character-
encoding scheme based on the English alphabet. ASCII codes represent text in computers,
communications equipment, and other devices that work with text. ASCII refers to a single 8-bit
ASCII character or an array of 8-bit ASCII characters with the high bit of each character set to
zero.

Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF),
commonly used by Internet specifications. ABNF notation balances compactness and simplicity
with reasonable representational power. ABNF differs from standard BNF in its definitions and
uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more

information, see [RFC52341].

Autodiscover server: A server in a managed environment that makes setup and configuration
information available to Autodiscover clients. The location of Autodiscover servers is made
available via the Autodiscover HTTP Service Protocol, as described in [MS-OXDISCO].

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

binary large object (BLOB): A discrete packet of data that is stored in a database and is treated
as a sequence of uninterpreted bytes.
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blind carbon copy (Bcc) recipient: An addressee on a Message object that is not visible to
recipients of the Message object.

calendar: A date range that shows availability, meetings, and appointments for one or more
users or resources. See also Calendar object.

Calendar folder: A Folder object that contains Calendar objects.

Calendar object: A Message object that represents an event, which can be a one-time event or a
recurring event. The Calendar object includes properties that specify event details such as
description, organizer, date and time, and status.

certificate revocation list (CRL): A list of certificates (1) that have been revoked by the
certification authority (CA) that issued them (that have not yet expired of their own accord).
The list must be cryptographically signed by the CA that issues it. Typically, the certificates are
identified by serial number. In addition to the serial number for the revoked certificates, the CRL
contains the revocation reason for each certificate and the time the certificate was revoked. As
described in [RFC3280], two types of CRLs commonly exist in the industry. Base CRLs keep a
complete list of revoked certificates, while delta CRLs maintain only those certificates that have
been revoked since the last issuance of a base CRL. For more information, see [X509] section
7.3, [MSFT-CRL], and [RFC3280] section 5.

certification authority (CA): A third party that issues public key certificates (1). Certificates
serve to bind public keys to a user identity. Each user and certification authority (CA) can decide
whether to trust another user or CA for a specific purpose, and whether this trust should be
transitive. For more information, see [RFC3280].

character set: The range of characters used to represent textual data within a MIME body part,
as described in [RFC2046].

condition: A logical expression comparing one or more properties in all incoming Message objects
against a set of clauses. This logical expression can evaluate to TRUE or FALSE.

contact: (1) An object of the contact class that represents a company or person whom a user can
contact.

(2) A person, company, or other entity that is stored in a directory and is associated with one or
more unique identifiers and attributes (2), such as an Internet message address or login name.

Contacts folder: A Folder object that contains Contact objects.

conversation: A single representation of a send/response series of email messages. A
conversation appears in the Inbox as one unit and allows the user to view and read the series of
related email messages in a single effort.

Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC-0 (or GMT).

Deleted Items folder: A special folder that is the default location for objects that have been
deleted.

distribution list: A collection of users, computers, contacts, or other groups that is used only for
email distribution, and addressed as a single recipient.

domain: A set of users and computers sharing a common namespace and management
infrastructure. At least one computer member of the set must act as a domain controller (DC)
and host a member list that identifies all members of the domain, as well as optionally hosting
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the Active Directory service. The domain controller provides authentication (2) of members,
creating a unit of trust for its members. Each domain has an identifier that is shared among its
members. For more information, see [MS-AUTHSOD] section 1.1.1.5 and [MS-ADTS].

Domain Name System (DNS): A hierarchical, distributed database that contains mappings of
domain names (1) to various types of data, such as IP addresses. DNS enables the location of
computers and services by user-friendly names, and it also enables the discovery of other
information stored in the database.

Drafts folder: A special folder that is the default location for Message objects that have been
saved but not sent.

Email Text Body: The textual portion of a message that is displayed, by convention, by industry
standard email clients. The Internet mail format, as described in [RFC822], allowed only text
messages to be transmitted. The concept of transmitting content other than text was not
codified until MIME was standardized. Handling of entities other than the textual portion of a
message, such as attachments, varies by implementation in email clients.

ghosted: A property that is not deleted by the server if the element is not included in a Sync
<Change> request message.

Global Address List (GAL): An address list that conceptually represents the default address list
for an address book.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

Hypertext Markup Language (HTML): An application of the Standard Generalized Markup
Language (SGML) that uses tags to mark elements in a document, as described in [HTML].

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Inbox folder: A special folder that is the default location for Message objects received by a user
or resource.

locale: A collection of rules and data that are specific to a language and a geographical area. A
locale can include information about sorting rules, date and time formatting, numeric and
monetary conventions, and character classification.

mailbox: A message store that contains email, calendar items, and other Message objects for a
single recipient.

meeting: An event with attendees.
meeting request: An instance of a Meeting Request object.

message body: The main message text of an email message. A few properties of a Message
object represent its message body, with one property containing the text itself and others
defining its code page and its relationship to alternative body formats.

message store: A unit of containment for a single hierarchy of Folder objects, such as a mailbox
or public folders.
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Multipurpose Internet Mail Extensions (MIME): A set of extensions that redefines and
expands support for various types of content in email messages, as described in [RFC2045],
[RFC2046], and [RFC2047].

named property: A property that is identified by both a GUID and either a string name or a 32-bit
identifier.

OOF message: A message that is sent in response to incoming messages and indicates that the
user is currently Out of Office (OOF).

organizer: The owner or creator of a meeting or appointment.

Out of Office (OOF): One of the possible values for the free/busy status on an appointment. It
indicates that the user will not be in the office during the appointment.

Outbox folder: A special folder that contains Message objects that are submitted to be sent.

Personal Information Manager (PIM): A category of software packages for managing
commonly used types of personal information, including contacts, email messages, calendar
appointments, and meetings.

plain text: Text that does not have markup. See also plain text message body.
recipient: An entity that can receive email messages.

recipient information cache: An information store that contains a list of the contacts (2) with
whom a user has interacted most often and most recently, and with whom the user is likely to
interact again.

recurrence instance: A single calendar event generated by the recurrence pattern of a recurring
series. Also referred to as an instance. If properties on the instance have changed after the
instance was generated, the instance can also be known as an Exception object.

resource: Any component that a computer can access where data can be read, written, or
processed. This resource could be an internal component such as a disk drive, or another
computer on a network that is used to access a file.

Root folder: The special folder that is the top-level folder in a message store hierarchy. It
contains all other Folder objects in that message store.

S/MIME (Secure/Multipurpose Internet Mail Extensions): A set of cryptographic security
services, as described in [RFC5751]7.

search folder: A Folder object that provides a means of querying for items that match certain
criteria. The search folder includes the search folder definition message and the search folder
container.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL uses two
keys to encrypt data-a public key known to everyone and a private or secret key known only to
the recipient of the message. SSL supports server and, optionally, client authentication (2) using
X.509 certificates (2). For more information, see [X509]. The SSL protocol is precursor to
Transport Layer Security (TLS). The TLS version 1.0 specification is based on SSL version 3.0

SSL3].

Sent Items folder: A special folder that is the default location for storing copies of Message
objects after they are submitted or sent.

Short Message Service (SMS): A communications protocol that is designed for sending text
messages between mobile phones.
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Simple Mail Transfer Protocol (SMTP): A member of the TCP/IP suite of protocols that is used
to transport Internet messages, as described in [RFC53217.

special folder: One of a default set of Folder objects that can be used by an implementation to
store and retrieve user data objects.

Transport Neutral Encapsulation Format (TNEF): A binary type-length-value encoding that is
used to encode properties for transport, as described in [MS-OXTNEF].

Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing
mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI):
Generic Syntax [RFC3986].

Uniform Resource Locator (URL): A string of characters in a standardized format that identifies
a document or resource on the World Wide Web. The format is as specified in [REC1738].

Universal Naming Convention (UNC): A string format that specifies the location of a resource.
For more information, see [MS-DTYP] section 2.2.57.

UTF-8: A byte-oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwise, this term refers to the UTF-8 encoding form specified in
[UNICODE5.0.0/2007] section 3.9.

Wireless Application Protocol (WAP) Binary XML (WBXML): A compact binary representation
of XML that is designed to reduce the transmission size of XML documents over narrowband
communication channels.

XML: The Extensible Markup Language, as described in [XML1.0].

XML namespace: A collection of names that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and
local name allows XML documents to use elements, types, and attributes that have the same
names but come from different sources. For more information, see [XMLNS-2ED].

XML schema: A description of a type of XML document that is typically expressed in terms of
constraints on the structure and content of documents of that type, in addition to the basic
syntax constraints that are imposed by XML itself. An XML schema provides a view of a
document type at a relatively high level of abstraction.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-ASAIRS] Microsoft Corporation, "Exchange ActiveSync: AirSyncBase Namespace Protocol".

[MS-ASCAL] Microsoft Corporation, "Exchange ActiveSync: Calendar Class Protocol".
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[MS-ASCNTC] Microsoft Corporation, "Exchange ActiveSync: Contact Class Protocol".

[MS-ASCON] Microsoft Corporation, "Exchange ActiveSync: Conversations Protocol".

[MS-ASDOC] Microsoft Corporation, "Exchange ActiveSync: Document Class Protocol".

[MS-ASDTYPE] Microsoft Corporation, "Exchange ActiveSync: Data Types".

[MS-ASEMAIL] Microsoft Corporation, "Exchange ActiveSync: Email Class Protocol".

[MS-ASHTTP] Microsoft Corporation, "Exchange ActiveSync: HTTP Protocol".

[MS-ASMS] Microsoft Corporation, "Exchange ActiveSync: Short Message Service (SMS) Protocol".

[MS-ASNOTE] Microsoft Corporation, "Exchange ActiveSync: Notes Class Protocol".

[MS-ASPROV] Microsoft Corporation, "Exchange ActiveSync: Provisioning Protocol".

[MS-ASRM] Microsoft Corporation, "Exchange ActiveSync: Rights Management Protocol".

[MS-ASTASK] Microsoft Corporation, "Exchange ActiveSync: Tasks Class Protocol".

[MS-ASWBXML] Microsoft Corporation, "Exchange ActiveSync: WAP Binary XML (WBXML) Algorithm".

[MS-KQL] Microsoft Corporation, "Keyword Query Language Structure Protocol".

[MS-OXCICAL] Microsoft Corporation, "iCalendar to Appointment Object Conversion Algorithm".

[MS-OXDISCO] Microsoft Corporation, "Autodiscover HTTP Service Protocol".

[MS-OXOSFLD] Microsoft Corporation, "Special Folders Protocol".

[MS-OXTNEF] Microsoft Corporation, "Transport Neutral Encapsulation Format (TNEF) Data Algorithm".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2447] Dawson, F., Mansour, S., and Silverberg, S., "iCalendar Message-Based Interoperability
Protocol (iMIP)", RFC 2447, November 1998, http://www.rfc-editor.org/rfc/rfc2447.txt

[RFC3986] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI): Generic
Syntax", STD 66, RFC 3986, January 2005, http://www.rfc-editor.org/rfc/rfc3986.txt

[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", STD
68, RFC 5234, January 2008, http://www.rfc-editor.org/rfc/rfc5234.txt

[RFC5751] Ramsdell, B., and Turner, S., "Secure/Multipurpose Internet Mail Extensions (S/MIME)
Version 3.2 Message Specification", RFC 5751, January 2010, http://www.rfc-
editor.org/rfc/rfc5751.txt

[WBXML1.2] Martin, B., and Jano, B., Eds., "WAP Binary XML Content Format", W3C Note, June 1999,
http://www.w3.0rg/1999/06/NOTE-wbxmlI-19990624

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-1-
20010502/
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1.2.2 Informative References

[MS-OXDSCLI] Microsoft Corporation, "Autodiscover Publishing and Lookup Protocol".

[MSDN-ADDP] Microsoft Corporation, "Establishing an ActiveSync Desktop-Device Partnership",
http://msdn.microsoft.com/en-us/library/aa917378.aspx

[MSFT-AUTODISCOVER] Masterson, J., Turick, J., Smith IV, R., "White Paper: Exchange 2007
Autodiscover Service", http://technet.microsoft.com/en-us/library/bb332063(EXCHG.80).aspx

[MSFT-DNS-SRV] Microsoft Corporation, "A new feature is available that enables Outlook 2007 to use
DNS Service Location (SRV) records to locate the Exchange Autodiscover service",
http://support.microsoft.com/?kbid=940881

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

1.3 Overview

This protocol consists of a set of XML-based commands that are used by a client device to
synchronize and exchange its email, files, and data with a server.

The client first uses the Autodiscover command (section 2.2.1.1) to get a user's account
configuration. The client can then view and modify server data related to that account, including email
messages and attachments, folders, contacts, and calendar requests.

The client then uses the Provision command (section 2.2.1.14) to send device information to the
server and to get and subsequently acknowledge security policy settings from the server. Next, the
client uses the FolderSync command (section 2.2.1.5) to retrieve the folder hierarchy of the user.

Next, the client typically uses the GetItemEstimate command (section 2.2.1.9) to retrieve the
number of changes that need to be downloaded to the client via the first Sync command (section
2.2.1.21) request. This is immediately followed by the Sync command, to get a synchronization key
and then messages from the server. Optionally, the Ping command (section 2.2.1.13) or Sync
command can then be issued to keep the device up-to-date on any server changes.

The client processes outgoing email using the SendMail (section 2.2.1.17), SmartReply (section
2.2.1.20), and SmartForward (section 2.2.1.19) commands. For incoming messages, the client can
call the ItemOperations command (section 2.2.1.10) to fetch the message, and then use the
Moveltems command (section 2.2.1.12). S/MIME messages are processed with the
ResolveRecipients (section 2.2.1.15) and ValidateCert (section 2.2.1.22) commands.

The client uses the FolderSync, FolderCreate (section 2.2.1.3), FolderUpdate (section 2.2.1.6),
and FolderDelete (section 2.2.1.4) commands to update, create, and delete mailbox folders on the
server.

For meeting requests, the client uses the MeetingResponse command (section 2.2.1.11).

The client can set and request server parameters by using the Settings command (section 2.2.1.18).
The client can use the Find command (section 2.2.1.2) or the Search command (section 2.2.1.16) to
find particular items on the server.

1.4 Relationship to Other Protocols

The ActiveSync commands described in this document are sent and received over a Hypertext
Transfer Protocol (HTTP) connection, as described in [RFC2616] in an HTTP POST method. The
information contained in the HTTP POST header is described in [MS-ASHTTP]. The information
contained in the HTTP message is sent and received in Wireless Application Protocol (WAP)
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Binary XML (WBXML) format, as described in [MS-ASWBXML], where the content of the WBXML
adheres to the commands described in this document.

Some of the ActiveSync commands described in this document are used to synchronize or retrieve
more than one class of content. For example, the Ping command (section 2.2.1.13) can be used to
monitor changes to the email, note, contact, calendar, or task classes. The elements included in the
Ping command change depending on which content class is being monitored. Because each content
class is used by multiple commands, each content class is described by an individual protocol. The
content class protocols are described in [MS-ASEMAIL], [MS-ASCNTC], [MS-ASDOC], [MS-ASCAL],
[MS-ASNOTE], [MS-ASMS], and [MS-ASTASK].

Another protocol that contains elements used by multiple commands is [MS-ASAIRS]. [MS-ASAIRS]
describes the AirSyncBase namespace, which is used by multiple commands to specify the
formatting preference of body content, truncation sizes, and other commonly used elements.

This document describes all of the ActiveSync commands except for the Provision command, which is
described in [MS-ASPROV] section 2.2.2.44.

The Autodiscover command (section 2.2.1.1) is described in this document, but more information
about Autodiscover publishing and lookup are available in [MS-OXDSCLI].

All simple data types in this document conform to the data type definitions in [MS-ASDTYPE].

For information about how to control the view of related email messages or conversations, see [MS-

ASCON].

For information about how outbound Short Message Service (SMS) email messages are sent from
mobile devices, see [MS-ASMS].

For conceptual background information and overviews of the relationships and interactions between
this and other protocols, see [MS-OXPROTO].

1.5 Prerequisites/Preconditions

This protocol assumes that authentication has been performed by the underlying protocols.

1.6 Applicability Statement

This protocol is applicable in scenarios where a client has to synchronize its messages and files with a
server.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport

This protocol consists of a series of XML elements contained in request or response messages
between a client and server. The encoded XML block containing the command and parameter
elements is transmitted in either the request body of a request, or in the response body of a response.
The request body and request response are always preceded by the HTTP header, as specified in [MS-
ASHTTP], except for the Autodiscover command<1>.

All command messages are encoded as WBXML, except for the Autodiscover command, which uses
plain XML. For more details about WBXML, see [MS-ASWBXML].

2.2 Message Syntax
2.2.1 Commands

2.2.1.1 Autodiscover

The Autodiscover command facilitates the discovery of core account configuration information by
using the user's Simple Mail Transfer Protocol (SMTP) address as the primary input. For
information about the Autodiscover service, see [MSFT-AUTODISCOVER]. For more details about the
Autodiscover HTTP Service, see [MS-OXDISCO].

The Autodiscover command request and response messages are sent in XML format, not WBXML
format.

When sending an Autodiscover command request, the Content-Type header value MUST be set to
text/xml.<2> For more details about the Content-Type header, see [MS-ASHTTP] section 2.2.1.1.2.3.

The client SHOULD use the Autodiscover command as an initial response to common HTTP errors.
Common HTTP errors are specified in [MS-ASHTTP] section 2.2.2.1.1. Autodiscover has the ability to
retrieve an updated URL when a mailbox has been moved, a user is trying to connect to a server that
cannot access the user's mailbox, or when there is a more efficient server to use to reach the user's
mailbox.

After a successful Autodiscover command response, the client sends an HTTP Options command to
the server identified in the Autodiscover command response. The HTTP Options command returns
the newly supported protocol versions and commands if they changed due to the Autodiscover
command.

The http://schemas.microsoft.com/exchange/autodiscover/mobilesync/requestschema/2006
namespace is the primary namespace for the Autodiscover command and this section of the
specification. Elements referenced in this section that are not defined in the
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/requestschema/2006 namespace
use the namespace prefixes defined in section 2.2.4.

The following table lists the elements that are used in Autodiscover command requests and
responses.

Element name Scope Reference
Autodiscover Request and Response section 2.2.3.15
Request Request section 2.2.3.150.1
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Element name Scope Reference
EMailAddress Request and Response section 2.2.3.56
AcceptableResponseSchema Request section 2.2.3.1
Response Response section 2.2.3.153.1
Culture Response section 2.2.3.38
User Response section 2.2.3.189
DisplayName Response section 2.2.3.49.1
Action Response section 2.2.3.6
Redirect Response section 2.2.3.147
Settings Response section 2.2.3.168.1
Server Response section 2.2.3.164
Type Response section 2.2.3.186.1
Url Response section 2.2.3.188
Name Response section 2.2.3.120.1
ServerData Response section 2.2.3.165
Error Response section 2.2.3.63
Status Response section 2.2.3.177.1
Message Response section 2.2.3.108
DebugData Response section 2.2.3.40
ErrorCode Response section 2.2.3.64

The XML schema for the Autodiscover command request is described in section 6.3. The XML
schema for the Autodiscover command response is described in section 6.4.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Command support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes
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Protocol version

Command support

16.1

Yes

2.2.1.2 Find

The Find command uses the Keyword Query Language (KQL) syntax to construct property restriction
based searches for entries in a mailbox.

The Find namespace is the primary namespace for this section. Elements referenced in this section
that are not defined in the Find namespace use the namespace prefixes defined in section 2.2.4.

The following table lists the elements that are used in Find command requests and responses.

Element name

Scope

Reference

Find Request and Response section 2.2.3.69
Searchld Request section 2.2.3.160
ExecuteSearch Request section 2.2.3.66
MailBoxSearchCriterion Request section 2.2.3.99
GALSearchCriterion Request section 2.2.3.82
Query Request section 2.2.3.142.1
FreeText Request section 2.2.3.80.1

airsync:Class

Request and Response

section 2.2.3.27.1

airsync:CollectionId

Request and Response

section 2.2.3.30.1

Options Request section 2.2.3.125.1

Range Request and Response section 2.2.3.143.1
DeepTraversal Request section 2.2.3.41.1

Status Response section 2.2.3.177.2

Response Response section 2.2.3.153.2
itemoperations:Store Response section 2.2.3.178.1

Result Response section 2.2.3.155.1
airsync:Serverld Response section 2.2.3.166.1
Properties Response section 2.2.3.139.1
email:Subject Response MS-ASEMAIL] section 2.2.2.75.1
email:DateReceived Response [MS-ASEMAIL] section 2.2.2.24
email:DisplayTo Response [MS-ASEMAIL] section 2.2.2.29
DisplayCc Response section 2.2.3.48

DisplayBcc Response section 2.2.3.47
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Element name Scope Reference
email:Importance Response [MS-ASEMAIL] section 2.2.2.38
email:Read Response [MS-ASEMAIL] section 2.2.2.58
email2:IsDraft Response [MS-ASEMAIL] section 2.2.2.42
Preview Response section 2.2.3.137
HasAttachments Response section 2.2.3.87

email:From Response [MS-ASEMAIL] section 2.2.2.36
gal:DisplayName Response section 2.2.3.49.7

gal:Phone Response section 2.2.3.133

gal:Office Response section 2.2.3.121

gal:Title Response section 2.2.3.182
gal:Company Response section 2.2.3.33

gal:Alias Response section 2.2.3.9
gal:FirstName Response section 2.2.3.70
gal:LastName Response section 2.2.3.95
gal:HomePhone Response section 2.2.3.89
gal:MobilePhone Response section 2.2.3.114
gal:EmailAddress Response section 2.2.3.55.3

gal:Picture Response section 2.2.3.135.3

gal:Data Response section 2.2.3.39.4

Total Response section 2.2.3.184.1

The XML schema for the Find command request is described in section 6.7. The XML schema for the
Find command response is described in section 6.8.

The Accept-Language header in a Find command request is used to define the locale of the client so
that the search is relevant. If the accept language is not specified, the search is conducted by using
the server language.

Searching the Global Address List (GAL)

The Find command is used to find contacts and recipients in the GAL, and to retrieve information
about them. When a search query matches more than one GAL entry, the Find command MUST return
as many entries as requested, up to a total of 100 entries by default.

For each GAL entry that is found, the Find command returns all the non-empty properties that are
indexed by the online ambiguous name resolution (ANR) in the global catalog server—for
example, email alias, display name, first and last names, company name, and so on.

The client can optionally specify the maximum number of entries to retrieve in the Find command
request by specifying the range. The server MUST return entries up to the number that is requested,
and MUST also indicate the total number of entries that are found.
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The text query string that is provided to the Find command is used in a prefix-string match. For
example, if the client performs a Find with a Query element value of "Michael A.", the command
returns the entries that contain the search string in any text field, such as "Michael Alexander”,
"Michael Allen". Because the Find command matches the Query element value against all GAL text
properties that are indexed by using ANR, the client can also search by email address, company name,
and so on.

The ANR system indexes the following properties:
= Display name

= Alias

= FirstName

= LastName

= EmailAddress

The Find command results are sorted by the server according to their ordering in the GAL (that is, by
the display name property). Because of how the search results are sorted, the client could have to sort
the results to display results in a relevant manner to users. For example, a search for "123" might
return all GAL entries that have mailing addresses or email addresses that begin with 123. The client
can choose to display matching email addresses before mailing addresses, if they know their users use
email addresses more frequently than mailing addresses, or mailing addresses before email addresses
if mailing addresses are used more frequently.

Searching Email Content
Search using the Find command involves the following phases.

1. The client issues a request to find specific emails that are returned by the server with preview
text.

2. The client uses subsequent requests to retrieve more results by incrementing the range.

3. The client can use the Serverld element and CollectionId element to determine if an email item
was previously synced.

4. If an email item has not already been synced, the client can issue an ItemOperations command
to fetch the item using the CollectionId and Serverld element.

5. Any other actions on the search results are carried out by using other protocol commands, such
SmartReply or SmartForward.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support

2.5

12.0

12.1

14.0
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Protocol version

Command support

14.1

16.0

16.1

Yes

2.2.1.3 FolderCreate

The FolderCreate command creates a new folder as a child folder of the specified parent folder. A
parent ID of 0 (zero) signifies the mailbox Root folder.

The FolderCreate command cannot be used to create a recipient information cache or a subfolder

of a recipient information cache.

The FolderHierarchy namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the FolderHierarchy namespace use the namespace prefixes

defined in section 2.2.4.

The following table lists the elements that are used in FolderCreate command requests and

responses.
Element name Scope Reference
FolderCreate Request and Response section 2.2.3.72
SyncKey Request and Response section 2.2.3.181.1
ParentId Request section 2.2.3.129.1
DisplayName Request section 2.2.3.49.3
Type Request section 2.2.3.186.2
Status Response section 2.2.3.177.3
Serverld Response section 2.2.3.166.2

The XML schema for the FolderCreate command request is described in section 6.9. The XML
schema for the FolderCreate command response is described in section 6.10.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
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Protocol version Command support

14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.4 FolderDelete

The FolderDelete command deletes a folder from the server. The ServerId (section 2.2.3.166.3) of
the folder is passed to the server in the FolderDelete command request (section 2.2.1.4), which
deletes the collection with the matching identifier. The server then sends a response indicating the
status of the deletion.

The FolderDelete command cannot be used to delete a recipient information cache. Attempting to
delete a recipient information cache using this command results in a Status element (section
2.2.3.177.4) value of 3.

The FolderHierarchy namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the FolderHierarchy namespace use the namespace prefixes
defined in section 2.2.4.

The following table lists the elements that are used in FolderDelete command requests and
responses.

Element name Scope Reference
FolderDelete Request and Response section 2.2.3.73
SyncKey Request and Response section 2.2.3.181.1
Serverld Request section 2.2.3.166.3
Status Response section 2.2.3.177.4

The XML schema for the FolderDelete command request is described in section 6.11. The XML
schema for the FolderDelete command response is described in section 6.12.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
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Protocol version Command support

16.0 Yes

16.1 Yes

2.2.1.5 FolderSync

The FolderSync command synchronizes the collection hierarchy but does not synchronize the items in
the collections themselves.

This command works similarly to the Sync command (section 2.2.1.21). An initial FolderSync
command with a SyncKey element (section 2.2.3.181.2) value of 0 (zero) is required in order to
obtain the list of folders and the synchronization key associated with that list. The synchronization key
is returned in the SyncKey element of the response if the FolderSync command succeeds. This
synchronization key is used in subsequent FolderSync commands to obtain folder hierarchy changes.

Unlike a Sync request, there is no GetChanges element (section 2.2.3.84) submitted in the
FolderSync request (section 2.2.1.5) to get changes from the server. All folders MUST be returned to
the client when initial folder synchronization is done with a synchronization key of 0 (zero).

The FolderHierarchy namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the FolderHierarchy namespace use the namespace prefixes
defined in section 2.2.4.

The following table lists the elements that are used in FolderSync command requests and responses.

Element name Scope Reference
FolderSync Request and Response section 2.2.3.76
SyncKey Request and Response section 2.2.3.181.2
Status Response section 2.2.3.177.5
Changes Response section 2.2.3.25
Count Response section 2.2.3.37
Update Response section 2.2.3.187
Serverld Response section 2.2.3.166.4
ParentId Response section 2.2.3.129.2
DisplayName Response section 2.2.3.49.4
Type Response section 2.2.3.186.3
Delete Response section 2.2.3.42.1
Add Response section 2.2.3.7.1

The XML schema for the FolderSync command request is described in section 6.14. The XML
schema for the FolderSync command response is described in section 6.15.

Protocol Versions
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The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.6 FolderUpdate

The FolderUpdate command moves a folder from one location to another on the server. The
command is also used to rename a folder.

The FolderUpdate command cannot be used to update a recipient information cache, or to move a
folder under the recipient information cache. Attempting to update a recipient information cache using
this command results in a Status element (section 2.2.3.177.6) value of 3.

The FolderHierarchy namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the FolderHierarchy namespace use the namespace prefixes
defined in section 2.2.4.

The following table lists the elements that are used in FolderUpdate command requests and
responses.

Element name Scope Reference
FolderUpdate Request and Response section 2.2.3.77
SyncKey Request and Response section 2.2.3.181.1
Serverld Request section 2.2.3.166.5
ParentId Request section 2.2.3.129.3
DisplayName Request section 2.2.3.49.3
Status Response section 2.2.3.177.6

The XML schema for the FolderUpdate command request is described in section 6.16. The XML
schema for the FolderUpdate command response is described in section 6.17.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
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ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.7 GetAttachment
The GetAttachment command retrieves an email attachment from the server.

Attachment data is not automatically included with email messages in a synchronization. Instead, an
Attachment element ([MS-ASAIRS] section 2.2.2.7) is included for each attachment. The
Attachment element specifies the location of an item on the server to retrieve in the FileReference
element ([MS-ASAIRS] section 2.2.2.24.1). Attachments are explicitly retrieved by attachment file
reference using the GetAttachment command.

This command is issued within the HTTP POST command, and does not require any additional
information in an XML body. The name of the attachment to be retrieved is specified in the
AttachmentName command parameter.

The content of the attachment is returned in the response body with the content type being specified
in the Content-Type header of the response. When the Content-Type header is missing, this indicates
that the default encoding of 7-bit ASCII has been used.

If the GetAttachment command is used to retrieve an attachment that has been deleted on the
server, a 500 status code is returned in the HTTP POST response.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes

12.0 Yes

12.1 Yes

14.0

14.1
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Protocol version Command support

16.0

16.1

In protocol versions 14.0, 14.1,16.0 and 16.1, an attachment is fetched via the Fetch element of the
ItemOperations command, as specified in section 2.2.3.67.1.

In version 2.5 of the protocol, the email:Attachment element ([MS-ASEMAIL] section 2.2.2.3) is
used instead of the airsyncbase:Attachment element ([MS-ASAIRS] section 2.2.2.7) element.

2.2.1.8 GetHierarchy

The GetHierarchy command gets the list of email folders from the server. Each folder's place within
the folder hierarchy is indicated by its parent ID. The list of folders returned by the GetHierarchy
command includes only email folders. For example, the Contacts folder and the Calendar folder are
not included in the list.

Because the GetHierarchy command does not return a synchronization state for a folder hierarchy,
the client uses the FolderSync command either to manipulate the folder hierarchy or to retrieve the
complete folder hierarchy. The client can use the GetHierarchy command to obtain the collection ID
of a folder, such as Sent Items folder or Deleted Items folder, that does not change and cannot
be deleted. The collection ID is obtained from the Serverld element of a previous FolderSync or
FolderCreate command. An HTTP status code of 500 is returned in the response if the
GetHierarchy command request fails.

The FolderHierarchy namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the FolderHierarchy namespace use the namespace prefixes
defined in section 2.2.4.

The following table lists the elements that are used in GetHierarchy command responses. There is no
XML body in a GetHierarchy command request.

Element name Scope Reference
Folders Response section 2.2.3.75.1
Folder Response section 2.2.3.71.1
DisplayName Response section 2.2.3.49.5
Serverld Response section 2.2.3.166.6
Type Response section 2.2.3.186.4
Parentld Response section 2.2.3.129.4

The XML schema for the GetHierarchy command response is described in section 6.19.

Note: Unlike other commands, the GetHierarchy command does not have a top-level element of the
same name. That is, there is no such top-level element called "GetHierarchy" that identifies the body

of the HTTP POST as containing a GetHierarchy command. Instead, the Folders element is the top-
level element.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
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ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version

Command support

2.5

Yes

12.0

Yes

12.1

Yes

14.0

14.1

16.0

16.1

In protocol versions 14.0, 14.1, 16.0 and 16.1, the FolderSync command, as specified in section

2.2.1.5, is used to retrieve email folders from the server.

2.2.1.9 GetItemEstimate

The GetItemEstimate command gets an estimate of the number of items in a collection or folder on
the server that have to be synchronized.

The GetItemEstimate namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the GetItemEstimate namespace use the namespace prefixes

defined in section 2.2.4.

The following table lists the elements that are used in GetItemsEstimate command requests and

responses.

Element name

Scope

Reference

GetItemEstimate

Request and Response

section 2.2.3.85

Collections

Request

section 2.2.3.31.1

Collection

Request and Response

section 2.2.3.29.1

airsync:SyncKey

Request

section 2.2.3.181.3

Collectionld

Request and Response

section 2.2.3.30.2

airsync:ConversationMode Request section 2.2.3.36.1
airsync:Options Request section 2.2.3.125.2
airsync:Class Request section 2.2.3.27.2
airsync:FilterType Request section 2.2.3.68.1
airsync:MaxItems Request section 2.2.3.103.1
Response Response section 2.2.3.153.3
Status Response section 2.2.3.177.7
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Element name Scope Reference

Estimate Response section 2.2.3.65

The XML schema for the GetItemEstimate command request is described in section 6.20. The XML
schema for the GetItemEstimate command response is described in section 6.21.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.10 ItemOperations

The ItemOperations command acts as a container for the Fetch element (section 2.2.3.67.1), the
EmptyFolderContents element (section 2.2.3.58), and the Move element (section 2.2.3.117.1) to
provide batched online handling of these operations against the server.

Operations that are contained within the ItemOperations element (section 2.2.3.94) MUST be
executed by the server in the specified order. The server MUST report the status per operation to the
client. Accordingly, the client correlates these responses to the initial operation and proceeds
appropriately.

The ItemOperations command cannot perform operations on items in the recipient information
cache.

The fetch operation is intended to be used on Microsoft Windows SharePoint Services technology, for
Universal Naming Convention (UNC) access, or for user mailbox access. Document metadata,
search results, and mailbox items and attachments can be retrieved.

The EmptyFolderContents operation enables the client to empty a folder of all its items. Clients
typically use the EmptyFolderContents operation to clear out all items in the Deleted Items folder
if the user runs out of storage quota.

The Move operation moves a conversation to a destination folder.

The ItemOperations namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the ItemOperations namespace use the namespace prefixes
defined in section 2.2.4.
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The following table lists the elements that are used in ItemOperations command requests and

responses.

Element name

Scope

Reference

ItemOperations

Request and Response

section 2.2.3.94

EmptyFolderContents

Request and Response

section 2.2.3.58

airsync:Collectionld

Request and Response

section 2.2.3.30.3

Options

Request

section 2.2.3.125.3

DeleteSubFolders

Request

section 2.2.3.44

Fetch

Request and Response

section 2.2.3.67.1

Store

Request

section 2.2.3.178.2

airsync:Serverld

Request and Response

section 2.2.3.166.7

documentlibrary:LinkId

Request and Response

section 2.2.3.50

search:LongId Request section 2.2.3.98.1
airsyncbase:FileReference Request section 2.2.3.8
Schema Request section 2.2.3.158
Range Request and Response section 2.2.3.143.2
UserName Request section 2.2.3.193.1
Password Request section 2.2.3.132.1
airsync:MIMESupport Request section 2.2.3.110.1

Move

Request and Response

section 2.2.3.117.1

Conversationld

Request and Response

section 2.2.3.35.1

DstFidId Request section 2.2.3.51.1
MoveAlways Request section 2.2.3.118
Status Response section 2.2.3.177.8
Response Response section 2.2.3.153.4
airsync:Class Response section 2.2.3.27.3
Properties Response section 2.2.3.139.2
Total Response section 2.2.3.184.2
Data Response section 2.2.3.39.2
Part Response section 2.2.3.130
Version Response section 2.2.3.197

The XML schema for the ItemOperations command request is described in section 6.23. The XML
schema for the ItemOperations command response is described in section 6.24.

Protocol Versions
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The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

In protocol version 2.5, items are fetched via the Fetch element of the Sync command, as specified in
section 2.2.3.67.2.

2.2.1.10.1 Delivery of Content Requested by Fetch

Because the ItemOperations response (section 2.2.1.10) potentially contains large amounts of
binary data, the client can choose a delivery method that is most efficient for its implementation by
providing the following two methods for delivering the content that is requested by the Fetch element
(section 2.2.3.67.1):

= Inline
= Multipart

The inline method of delivering binary content is including data encoded with base64 encoding inside
the WBXML. The inline method generally requires the client to read the whole response into memory
in order to parse it, thereby consuming a large amount of memory. The inline method is the default
method for ItemOperations responses.

The multipart method of delivering content is a multipart structure with the WBXML being the first

part, and the requested data populating the subsequent parts. This format enables a client to handle

large files without consuming large amounts of memory, because a file is read in pieces, one piece at

a time. Clients request multipart responses by including the MS-ASAcceptMultiPart header (specified in
MS-ASHTTP] section 2.2.1.1.2.5) set to "T" (TRUE) in the request.

Multipart responses have a Content-Type header with the value "application/vnd.ms-sync.multipart".
The format of the body of the response is a MultiPartResponse structure, specified in section
2.2.1.10.1.1.

For an example of requesting and receiving a multipart response, see section 4.10.5.

2.2.1.10.1.1 MultiPartResponse

The MultiPartResponse structure represents the format of the body of a multipart ItemOperations
command response.
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PartsCount

PartsMetaData (variable)

Parts (variable)

PartsCount (4 bytes): This field is an integer that indicates the number of PartMetaData structures
contained in the PartsMetaData field. It also indicates the number of binary parts contained in
the Parts field.

PartsMetaData (variable): This field is an array of PartMetaData structures, as specified in section
2.2.1.10.1.1.1. The length of the array is equal to the value of the PartsCount field.

Parts (variable): This field is an array of bytes that contains the data for the parts of the multipart
response.

The data in the Parts field is interpreted by using the offset and length information in the
PartsMetaData field.

2.2.1.10.1.1.1 PartMetaData

The PartMetaData structure is used in the PartsMetaData field of the MultiPartReponse structure
specified in section 2.2.1.10.1.1. It contains the offset and length of a single part of a multipart
ItemOperations command response.

—
N
w

0({1(2|3|4|5|6|7|8|9(0(1|2(3|4|5|/6|7|8|9|0|1|2|3|4|5|6[7(8]9|0]|1

Offset

Length

Offset (4 bytes): This field is an integer that contains the number of bytes from the beginning of the
MultiPartResponse structure where a part's data is located.

Length (4 bytes): This field is an integer that contains the number of bytes that comprise the part's
data.
2.2.1.11 MeetingResponse

The MeetingResponse command is used to accept, tentatively accept, or decline a meeting request
in the user's Inbox folder or Calendar folder.<3>

The MeetingResponse command can only be used when the CollectionId element (section
2.2.3.30.4) is being used to synchronize the folder that contains either the meeting request item or
the calendar item representing the meeting request.
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In protocol versions 2.5, 12.0, 12.1, 14.0, and 14.1, the SendMail command (section 2.2.1.17) can
be used to send a message back to the meeting organizer, notifying him or her that the meeting
request was accepted or declined. In protocol version 16.0 and 16.1, an email is sent back to the
meeting meeting organizer if the SendResponse element is present in the MeetingResponse

command request.

The MeetingResponse namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the MeetingResponse namespace use the namespace prefixes

defined in section 2.2.4.

The following table lists the elements that are used in MeetingResponse command requests and

responses.
Element name Scope Reference
MeetingResponse Request and Response section 2.2.3.106
Request Request section 2.2.3.150.2
UserResponse Request section 2.2.3.194
CollectionId Request section 2.2.3.30.4
Requestld Request and Response section 2.2.3.151
Instanceld Request section 2.2.3.92.1
Result Response section 2.2.3.155.2
Status Response section 2.2.3.177.9
CalendarId Response section 2.2.3.18
search:LongId Request section 2.2.3.98.2
SendResponse Request section 2.2.3.163

The XML schema for the MeetingResponse command request is described in section 6.25. The XML
schema for the MeetingResponse command response is described in section 6.26.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
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Protocol version Command support

16.1 Yes

When protocol versions 2.5, 12.0, 12.1, or 14.0 are used, the MeetingResponse command cannot be
used to modify meeting requests in the Calendar folder.

2.2.1.12 Moveltems

The MovelItems command moves an item or items from one folder on the server to another.

The item to be moved is identified by its server ID in the MoveItems command request (section
2.2.1.12). The source and destination folders are also identified by their server IDs in the command
request. The Moveltems command response shows the status of the move, the message that was
moved, and the new message ID.

When items are moved between folders on the server, the client receives Delete (section 2.2.3.42)
and Add (section 2.2.3.7) operations the next time the client synchronizes the affected folders.

An item that has been successfully moved to a different folder can be assigned a new server ID by the
server.

The Move namespace is the primary namespace for this section. Elements referenced in this section
that are not defined in the Move namespace use the namespace prefixes defined in section 2.2.4.

The following table lists the elements that are used in MoveItems command requests and responses.

Element name Scope Reference
Moveltems Request and Response section 2.2.3.119
Move Request section 2.2.3.117.2
SrcMsgld Request and Response section 2.2.3.175
SrcFildId Request section 2.2.3.174
DstFidId Request section 2.2.3.51.2
Response Response section 2.2.3.153.5
Status Response section 2.2.3.177.10
DstMsgld Response section 2.2.3.52

The XML schema for the Moveltems command request is described in section 6.27. The XML
schema for the MoveItems command response is described in section 6.28.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
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Protocol version Command support
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.13 Ping

The Ping command is used to request that the server monitor specified folders for changes that would
require the client to resynchronize.

The body of the request contains a list of folders on the server about which the client is requesting
notifications and an interval of time that specifies how long the server SHOULD wait before responding
if no new items are added to the specified folders. If the Ping element (section 2.2.3.136) is specified
in an XML request body, either the HeartbeatInterval element or the Folders element (section
2.2.3.75.2), or both elements MUST be specified.

The Ping namespace is the primary namespace for this section. Elements referenced in this section
that are not defined in the Ping namespace use the namespace prefixes defined in section 2.2.4.

The following table lists the elements that are used in Ping command requests and responses.

Element name Scope Reference

Ping Request and Response section 2.2.3.136
HeartbeatInterval Request and Response section 2.2.3.88.1
Folders Request and Response section 2.2.3.75.2
Folder Request and Response section 2.2.3.71.2
Id Request section 2.2.3.90
Class Request section 2.2.3.27.4
Status Response section 2.2.3.177.11
MaxFolders Response section 2.2.3.102

The XML schema for the Ping command request is described in section 6.29. A Ping command can
be sent with no body, in which case the cached version is used. The XML schema is applied only to
requests that have a body. The XML schema for the Ping command response is described in section
6.30.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.14 Provision

The Provision command enables client devices to request from the server the security policy settings
that the administrator sets, such as the minimum personal identification number (PIN) password
length requirement. The Provision command is specified in [MS-ASPROV].

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes
2.2.1.15 ResolveRecipients

The ResolveRecipients command is used by clients to resolve a list of supplied recipients, to retrieve
their free/busy information, and optionally, to retrieve their S/MIME certificates so that clients can
send encrypted S/MIME email messages.

The ResolveRecipients namespace is the primary namespace for this section. Elements referenced in
this section that are not defined in the ResolveRecipients namespace use the namespace prefixes
defined in section 2.2.4.
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The following table lists the elements that are used in ResolveRecipients command requests and

responses.

Element name

Scope

Reference

ResolveRecipients

Request and Response

section 2.2.3.152

To Request and Response section 2.2.3.183
Options Request section 2.2.3.125.4
CertificateRetrieval Request section 2.2.3.22
MaxCertificates Request section 2.2.3.101
MaxAmbiguousRecipients Request section 2.2.3.100

Availability Request and Response section 2.2.3.16
StartTime Request section 2.2.3.176.1
EndTime Request section 2.2.3.61.1
Picture Request and Response section 2.2.3.135.2
MaxSize Request section 2.2.3.105.2
MaxPictures Request section 2.2.3.104.2
Response Response section 2.2.3.153.6
Status Response section 2.2.3.177.12
RecipientCount Response section 2.2.3.146
Recipient Response section 2.2.3.145
Type Response section 2.2.3.186.5
DisplayName Response section 2.2.3.49.6
EmailAddress Response section 2.2.3.55.2
MergedFreeBusy Response section 2.2.3.107
Certificates Response section 2.2.3.23.1
CertificateCount Response section 2.2.3.21
Certificate Response section 2.2.3.19.1
MiniCertificate Response section 2.2.3.112
Data Response section 2.2.3.39.3

The XML schema for the ResolveRecipients command request is described in section 6.31. The XML
schema for the ResolveRecipients command response is described in section 6.32.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.
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Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

When protocol version 2.5, 12.0, or 12.1 is used, retrieval of free/busy information via the
Availability element is not supported.

2.2.1.16 Search

The Search command is used to find entries in an address book, mailbox, or document library
(UNC or Windows SharePoint Services).

The Search namespace is the primary namespace for this section. Elements referenced in this section
that are not defined in the Search namespace use the namespace prefixes defined in section 2.2.4.

The following table lists the elements that are used in Search command requests and responses.

Element name

Scope

Reference

Search Request and Response section 2.2.3.159
Store Request and Response section 2.2.3.178.3
Name Request section 2.2.3.120.2
Query Request section 2.2.3.142.2
And Request section 2.2.3.10
Or Request section 2.2.3.126
FreeText Request section 2.2.3.80.2

airsync:Class

Request and Response

section 2.2.3.27.5

airsync:Collectionld

Request and Response

section 2.2.3.30.5

ConversationIld Request section 2.2.3.35.2
GreaterThan Request section 2.2.3.86
email:DateReceived Request section 2.2.3.54
Value Request section 2.2.3.196
LessThan Request section 2.2.3.96
EqualTo Request section 2.2.3.62
documentlibrary:LinkId Request section 2.2.3.50
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Element name Scope Reference
Options Request section 2.2.3.125.5
airsync:MIMESupport Request section 2.2.3.110.2

Range Request and Response section 2.2.3.143.3
UserName Request section 2.2.3.193.2
Password Request section 2.2.3.132.2
DeepTraversal Request section 2.2.3.41.2
RebuildResults Request section 2.2.3.144
Picture Request section 2.2.3.135.3
MaxSize Request section 2.2.3.105.3
MaxPictures Request section 2.2.3.104.3
Status Response section 2.2.3.177.13
Response Response section 2.2.3.153.7
Result Response section 2.2.3.155.3
LongId Response section 2.2.3.98.3
Properties Response section 2.2.3.139.3
gal:DisplayName Response section 2.2.3.49.7
gal:Phone Response section 2.2.3.133
gal:Office Response section 2.2.3.121
gal:Title Response section 2.2.3.182
gal:Company Response section 2.2.3.33
gal:Alias Response section 2.2.3.9
gal:FirstName Response section 2.2.3.70
gal:LastName Response section 2.2.3.95
gal:HomePhone Response section 2.2.3.89
gal:MobilePhone Response section 2.2.3.114
gal:EmailAddress Response section 2.2.3.55.3
gal:Picture Response section 2.2.3.135.3
gal:Data Response section 2.2.3.39.4
Total Response section 2.2.3.184.3

The XML schema for the Search command request is described in section 6.34. The XML schema for

the Search command response is described in section 6.35.
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The Accept-Language header in a Search command request is used to define the locale of the client
so that the search is relevant. If the accept language is not specified, the search is conducted by using
the server language.

Searching the Global Address List (GAL)

The Search command is used to find contacts and recipients in the GAL, and to retrieve information
about them. When a search query matches more than one GAL entry, the Search command MUST
return as many entries as requested, up to a total of 100 entries by default.

For each GAL entry that is found, the Search command returns all the non-empty properties that are
indexed by the online ambiguous name resolution (ANR) in the global catalog server—for
example, email alias, display name, first and last names, company name, and so on.

The client can optionally specify the maximum number of entries to retrieve in the Search command
request by specifying the range. The server MUST return entries up to the number that is requested,
and MUST also indicate the total number of entries that are found.

The text query string that is provided to the Search command is used in a prefix-string match. For
example, if the client performs a Search with a Query element value of "Michael A.", the command
returns the entries that contain the search string in any text field, such as "Michael Alexander”,
"Michael Allen". Because the Search command matches the Query element value against all GAL text
properties that are indexed by using ANR, the client can also search by email address, company name,
and so on.

The ANR system indexes the following properties:
= Display name

= Alias

= FirstName

= LastName

= EmailAddress

The Search command results are sorted by the server according to their ordering in the GAL (that is,
by the display name property). Because of how the search results are sorted, the client could have to
sort the results to display results in a relevant manner to users. For example, a search for "123" might
return all GAL entries that have mailing addresses or email addresses that begin with 123. The client
can choose to display matching email addresses before mailing addresses, if they know their users use
email addresses more frequently than mailing addresses, or mailing addresses before email addresses
if mailing addresses are used more frequently.

The Range option is a zero-based index specifier in the form of "m-n". For more details about the
meaning of the Range values, see section 2.2.3.143.3.

Searching Outside the GAL

Typical Usage

Essentially, search involves the following three phases:

6. The client issues a request for specific search results.

7. The client uses subsequent requests to retrieve more results by incrementing the range.

8. Any actions on the search results are carried out by using other protocol commands, such as
ItemOperations, SmartReply, or SmartForward.
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The following figure shows the typical usage of the Search command to retrieve successive result sets
from the server and then perform some action based on those results (for example, retrieve the full
message body for an email search result).

Client Server

_'_‘—-—Re . A I ran 1er _‘—-—>
quest. SE RC '(Sto e, que y, a gel Sc e a)
’

CH(total, rangel, results) —

[
Responsel: SEARCH(total, range2, results)
-

‘——‘Out-of-Band’Act'
on: Fetch Smal’tRe
’ Ply, SmartForward
—

Figure 1: Search command process

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

All protocol versions support search of an address book. Protocol version 2.5 does not support search
of a mailbox or document library (UNC or Windows SharePoint Services).

For a mailbox search, the classes are supported as follows.
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= Email, Calendar, Contacts, and Tasks are supported by protocol versions 12.0, 12.1, 14.0, 14.1,
16.0, and 16.1.

= SMS and Notes classes are supported only by protocol versions 14.0, 14.1, 16.0, and 16.1.

2.2.1.17 SendMail

The SendMail command is used by clients to send MIME-formatted email messages to the server.
The body of the request depends on the protocol version that is being used. See the details about
protocol versions at the end of this section.

The ComposeMail namespace is the primary namespace for this section. Elements referenced in this
section that are not defined in the ComposeMail hamespace use the namespace prefixes defined in
section 2.2.4.

The following table lists the elements that are used in SendMail command requests and responses.

Element name Scope Reference
SendMail Request and Response section 2.2.3.162
Clientld Request section 2.2.3.28.1
AccountId Request section 2.2.3.3.1
SavelnSentItems Request section 2.2.3.157
Mime Request section 2.2.3.109
Status Response section 2.2.3.177.14

The XML schema for the SendMail command request is described in section 6.36. The XML schema
for the SendMail command response is described in section 6.37. If the message was sent
successfully, the server returns an empty response.

HTTP/1.1 200 OK
Date: Thu, 03 Sep 2009 21:05:44 GMT
Content-Length: 0

Clients SHOULD NOT save messages directly to the local Sent Items folder; instead, clients SHOULD
use the SaveInSentItems element (section 2.2.3.157) to automatically save the messages on the
server. It is not possible to reconcile the local Sent Items folder with the server's Sent Items folder by
using the Sync command (section 2.2.1.21). Items in the server's Sent Items folder can be added to
the client by using the Sync command, but it is not possible to add items that are in the local Sent
Items folder to the server.

Note that the From: MIME header in the outgoing message is set on the server to the primary email
address of the authenticated user.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

The body of the request differs as follows, depending on the protocol version being used by the client.

=  For protocol versions 2.5, 12.0, and 12.1, the body of the SendMail request is the MIME
representation of the message to be sent. In this case, the client sets the Content-Type header to
"message/rfc822".

= For protocol versions 14.0, 14.1, 16.0, and 16.1, the body of the SendMail request is WBXML
data generated by using the XML elements specified in the table of elements shown earlier in this
section.

2.2.1.18 Settings

The Settings command supports get and set operations on global properties and Out of Office
(OOF) settings for the user. The Settings command also sends device information to the server,
implements the device password/personal identification number (PIN) recovery, and retrieves a list of
the user's email addresses.

The Get (section 2.2.3.83) and Set (section 2.2.3.167) operations act on named properties. In the
context of the Get and Set operations, each named property can contain a set of property-specific
data nodes.

The Settings command can contain multiple Get and Set requests and responses in any order. The
implication of this batching mechanism is that commands are executed in the order in which they are
received and that the ordering of Get and Set responses will match the order of those commands in
the request.

The following is the generic form of the Settings request, where "PropertyName" is a named property
(that is, the actual name of the property).

<Settings>
<PropertyName>
Data nodes
</PropertyName>

</Settings>

The Settings command can be used on the following named properties:
= OOF (section 2.2.3.122)
= DevicePassword (section 2.2.3.46)

= DeviceInformation (section 2.2.3.45)
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= UserInformation (section 2.2.3.192)
= RightsManagementInformation (section 2.2.3.156)

Clients SHOULD send DeviceInformation parameters in a Set block to the server as soon as the
client has been provisioned, and before the FolderSync command (section 2.2.1.5), so that the
server can use this information to determine what the device has access to.<4>

The argument or data nodes are Get or Set, which can also have their own arguments. It is up to the
individual property handlers to parse and interpret them as necessary.

It is possible to have between 0 (zero) and 5 PropertyName elements in a Settings request (that is,
each of the four named properties can appear zero or one time in a request). Each property MUST be
processed in order. There can be cases in which one property call affects another property call. The
server will return responses in the same order in which they were requested.

Each response message contains a Status element (section 2.2.3.177.15) value for the command,
which addresses the success or failure of the Settings command, followed by Status values for each
of the changes made to the Oof, DeviceInformation, DevicePassword or UserInformation
elements.

The Status node MUST indicate success if the Settings response contains property responses. If the
command was not successful, the processing of the request cannot begin, no property responses are
returned, and the Status node MUST indicate a protocol error.

Any error other than a protocol error is returned in the Status elements of the individual property
responses. All property responses, regardless of the property, MUST contain a Status element to
indicate success or failure. This Status node MUST be the first node in the property response.

The Settings namespace is the primary namespace for this section. Elements referenced in this
section that are not defined in the Settings namespace use the namespace prefixes defined in section
2.2.4.

The following table lists the elements that are used in Settings command requests and responses.

Element name Scope Reference
Settings Request and Response section 2.2.3.168.2
RightsManagementInformation Request and Response section 2.2.3.156
Get Request and Response section 2.2.3.83
Oof Request and Response section 2.2.3.122
BodyType Request and Response section 2.2.3.17
Set Request section 2.2.3.167
OofState Request and Response section 2.2.3.124
StartTime Request and Response section 2.2.3.176.2
EndTime Request and Response section 2.2.3.61.2
OofMessage Request and Response section 2.2.3.123
AppliesTolnternal Request and Response section 2.2.3.14
AppliesToExternalKnown Request and Response section 2.2.3.12
AppliesToExternalUnknown Request and Response section 2.2.3.13
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Element name

Scope

Reference

Enabled

Request and Response

section 2.2.3.59

ReplyMessage

Request and Response

section 2.2.3.149

DevicePassword

Request and Response

section 2.2.3.46

Password

Request

section 2.2.3.132.

3

DeviceInformation

Request and Response

section 2.2.3.45

Model Request section 2.2.3.115
IMEI Request section 2.2.3.91
FriendlyName Request section 2.2.3.81
(01 Request section 2.2.3.127
OSLanguage Request section 2.2.3.128
PhoneNumber Request section 2.2.3.134
UserAgent Request section 2.2.3.190
EnableOutboundSMS Request section 2.2.3.60
MobileOperator Request section 2.2.3.113

UserInformation

Request and Response

section 2.2.3.192

Status Response section 2.2.3.177.15
Accounts Response section 2.2.3.5
Account Response section 2.2.3.2
Accountld Response section 2.2.3.3.2
AccountName Response section 2.2.3.4
UserDisplayName Response section 2.2.3.191
SendDisabled Response section 2.2.3.161
EmailAddresses Response section 2.2.3.57
SMTPAddress Response section 2.2.3.171
PrimarySmtpAddress Response section 2.2.3.138

The XML schema for the Settings command request is described in section 6.39. The XML schema

for the Settings command response is described in section 6.40.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.
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Protocol version Command support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.1.19 SmartForward

The SmartForward command is used by clients to forward messages without retrieving the full,
original message from the server. The body of the request depends on the protocol version that is
being used. See the details about protocol versions at the end of this section.

The SmartForward command is similar to the SendMail command (section 2.2.1.17), except that
the outgoing message identifies the item being forwarded to and includes the text of the new
message. The full text of the original message is retrieved and sent by the server. Using the server
copy of the original message saves network bandwidth by not downloading the original message to
the client and then uploading it again with the forward.

The SmartForward command lists the message recipients.

The ComposeMail namespace is the primary namespace for this section. Elements referenced in this
section that are not defined in the ComposeMail namespace use the namespace prefixes defined in
section 2.2.4.

The following table lists the elements that are used in SmartForward command requests and
responses.

Element name Scope Reference
SmartForward Request and Response section 2.2.3.169
Clientld Request section 2.2.3.28.1
Source Request section 2.2.3.173
Folderld Request section 2.2.3.74
ItemlId Request section 2.2.3.93
LongId Request section 2.2.3.98.4
Instanceld Request section 2.2.3.92.2
Accountld Request section 2.2.3.3.1
SavelInSentItems Request section 2.2.3.157
ReplaceMime Request section 2.2.3.148
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Element name Scope Reference

Mime Request section 2.2.3.109
Status Response section 2.2.3.177.16
Forwardees Request section 2.2.3.79
Forwardee Request section 2.2.3.78
Name Request section 2.2.3.113.3
Email Request section 2.2.3.51

The XML schema for the SmartForward command request is described in section 6.41. The XML
schema for the SmartForward command response is described in section 6.42. If the message was
forwarded successfully, the server returns an empty response.

HTTP/1.1 200 OK
Date: Thu, 03 Sep 2009 21:05:44 GMT
Content-Length: 0O

Clients SHOULD NOT save messages directly to the local Sent Items folder; instead, clients SHOULD
use the SaveInSentItems element (section 2.2.3.157) to automatically save the messages on the
server. It is not possible to reconcile the local Sent Items folder with the server's Sent Items folder by
using the Sync command (section 2.2.1.21). Items in the server's Sent Items folder can be added to
the client by using the Sync command, but it is not possible to add items that are in the local Sent
Items folder to the server.

The SmartForward command can be applied to a meeting or an appointment. When SmartForward
is applied to a recurring meeting, the Instanceld element (section 2.2.3.92.2) specifies the ID of a
particular occurrence in the recurring meeting. If SmartForward is applied to a recurring meeting
and the Instanceld element is absent, the server SHOULD forward the entire recurring meeting. If
the value of the Instanceld element is invalid, the server responds with Status element (section
2.2.3.177.16) value 104, as specified in section 2.2.2.

By default, because the original message and the forward messages can use different character sets,
this command will always send the outgoing message by using the UTF-8 character set for the body
of the message.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
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Protocol version Command support

16.0 Yes

16.1 Yes

The body of the request differs as follows, depending on the protocol version being used by the client.

= For protocol versions 2.5, 12.0, and 12.1, the body of the SmartForward request is the MIME
representation of the message to be sent. In this case, the client sets the Content-Type header to
"message/rfc822".

=  For protocol versions 14.0, 14.1, 16.0, and 16.1, the body of the SmartForward request is
WBXML data generated by using the XML elements specified in the table of elements shown
earlier in this section.

For protocol version 2.5, the server includes the original message as an attachment to the outgoing
message regardless of the type of item to which the SmartForward command is applied. For all other
protocol versions, the server includes the original message as an attachment to the outgoing message
only when SmartForward is applied to an appointment.

2.2.1.20 SmartReply

The SmartReply command is used by clients to reply to messages without retrieving the full, original
message from the server. The body of the request depends on the protocol version that is being used.
See the details about protocol versions at the end of this section.

The SmartReply command is similar to the SendMail command (section 2.2.1.17), except that the
outgoing message identifies the item being replied to and includes the text of the new message. The
full text of the original message is retrieved and sent by the server. Using the server copy of the
original message saves network bandwidth by not downloading the original message to the client and
then uploading it again with the reply.

The SmartReply command lists the message recipients, so it is used to implement both Reply and
Reply-to-All functionality. It is the responsibility of the client to implement Reply and Reply-to-All
functionality.

The ComposeMail namespace is the primary namespace for this section. Elements referenced in this
section that are not defined in the ComposeMail namespace use the namespace prefixes defined in
section 2.2.4.

The following table lists the elements that are used in SmartReply command requests and responses.

Element name Scope Reference
SmartReply Request and Response section 2.2.3.170
Clientld Request section 2.2.3.28.1
Source Request section 2.2.3.173
Folderld Request section 2.2.3.74
Itemld Request section 2.2.3.93
Longld Request section 2.2.3.98.4
Instanceld Request section 2.2.3.92.2
AccountId Request section 2.2.3.3.1
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Element name Scope Reference
SavelInSentItems Request section 2.2.3.157
ReplaceMime Request section 2.2.3.148
Mime Request section 2.2.3.109
Status Response section 2.2.3.177.16

The XML schema for the SmartReply command request is described in section 6.43. The XML
schema for the SmartReply command response is described in section 6.44. If the message was sent
successfully, the server returns an empty response.

HTTP/1.1 200 OK
Date: Thu, 03 Sep 2009 21:05:44 GMT
Content-Length: 0

Clients SHOULD NOT save messages directly to the local Sent Items folder; instead, clients SHOULD
use the SaveInSentItems element (section 2.2.3.157) to automatically save the messages on the
server. It is not possible to reconcile the local Sent Items folder with the server's Sent Items folder by
using the Sync command (section 2.2.1.21). Items in the server's Sent Items folder can be added to
the client by using the Sync command, but it is not possible to add items that are in the local Sent
Items folder to the server.

The SmartReply command can be applied to a meeting. When SmartReply is applied to a recurring
meeting, the Instanceld element (section 2.2.3.92.2) specifies the ID of a particular occurrence in
the recurring meeting. If SmartReply is applied to a recurring meeting and the Instanceld element
is absent, the server SHOULD reply for the entire recurring meeting. If the value of the Instanceld
element is invalid, the server responds with Status element (section 2.2.3.177.16) value 104, as
specified in section 2.2.2.

By default, because the original message and the reply messages can use different character sets,
this command will always send the outgoing message by using the UTF-8 character set for the body
of the message.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes
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The body of the request differs as follows, depending on the protocol version being used by the client.

2.2.1.21
The Sync command synchronizes changes in a collection between the client and the server.

The AirSync namespace is the primary namespace for this section. Elements referenced in this

For protocol versions 2.5, 12.0, and 12.1, the body of the SmartReply request is the MIME
representation of the message to be sent. In this case, the client sets the Content-Type header to

"message/rfc822".

For protocol versions 14.0, 14.1, 16.0, and 16.1, the body of the SmartReply request is WBXML
data generated by using the XML elements specified in the table of elements shown earlier in this

section.

Sync

section that are not defined in the AirSync namespace use the namespace prefixes defined in section
2.2.4.

The following table lists the elements that are used in Sync command requests and responses.

Element name

Scope

Reference

Sync Request and Response section 2.2.3.180
Collections Request and Response section 2.2.3.31.2
Collection Request and Response section 2.2.3.29.2
SyncKey Request and Response section 2.2.3.181.4

Collectionld

Request and Response

section 2.2.3.30.6

Supported Request section 2.2.3.179
DeletesAsMoves Request section 2.2.3.43
GetChanges Request section 2.2.3.84
WindowsSize Request section 2.2.3.199
ConversationMode Request section 2.2.3.36.2
Options Request section 2.2.3.125.6
FilterType Request section 2.2.3.68.2
Class Request and Response section 2.2.3.27.6
Conflict Request section 2.2.3.34
MIMESupport Request section 2.2.3.110.3
MIMETruncation Request section 2.2.3.111
MaxItems Request section 2.2.3.103.2
Commands Request and Response section 2.2.3.32
Change Request and Response section 2.2.3.24
Serverld Request and Response section 2.2.3.166.8

ApplicationData

Request and Response

section 2.2.3.11
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Element name Scope Reference

Delete Request and Response section 2.2.3.42.2

Add Request and Response section 2.2.3.7.2

Clientld Request and Response section 2.2.3.28.2

Fetch Request and Response section 2.2.3.67.2

Wait Request section 2.2.3.198
HeartbeatInterval Request section 2.2.3.88.2

Partial Request section 2.2.3.131

Status Response section 2.2.3.177.17

Limit Response section 2.2.3.97

SoftDelete Response section 2.2.3.172

Responses Response section 2.2.3.154
MoreAvailable Response section 2.2.3.116
airsyncbase:Instanceld Request and Response MS-ASAIRS] section 2.2.2.25
airsyncbase:Location Request and Response [MS-ASAIRS] section 2.2.2.28
email2:Send Request MS-ASEMAIL] section 2.2.2.69

The XML schema for the Sync command request is described in section 6.45. The XML schema for
the Sync command response is described in section 6.46.

For more details about the AirSyncBase elements that are used by this command, see [MS-ASAIRS]
section 2.2.

Synchronization requires a priming of the system; therefore for each collection that the client wishes
to synchronize, it MUST issue an initial Sync request by sending a synchronization key of 0 (zero).
This request establishes a synchronization relationship with the server and initializes the
synchronization state there. The server responds with an initial value of the synchronization key,
which the client MUST then use to get the initial set of objects from the server. (From this point
forward, client requests MUST always include the synchronization key that was received in the last
response from the server.) The client then sends a Sync command request to the server with the
response synchronization key and includes any changes that were made on the client.

If the client device has not yet synchronized a folder, there SHOULD be no client-side changes. The
device MUST synchronize the full contents of a given folder, and then have its changes, additions, and
deletions applied.

The response from the server indicates whether the client's changes were accepted, and includes any
changes that were made on the server. The server response also contains a synchronization key that
is to be used for the next synchronization session for the folder.

This protocol has been optimized for the case in which there are no changes to any of the collections
that are specified in the Sync request. In such a case, the client can receive an empty response from
the server. After the client receives an empty response, the client can issue an empty Sync request.
The server then re-executes the previous request, which it cached.

Certain ActiveSync classes support ghosted properties. A ghosted property whose value has not
changed from the last Sync response can be excluded from the request body, and its value on the
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server will be preserved instead of being deleted. A client uses the Supported element to specify to
the server which properties are managed by the client and not ghosted by the server. For more
information, see section 2.2.3.179.

The following diagram shows request and response processing by the client.

T

Reset folders-
enumerator
Add client
|
changes
Entry/Get next
folder
False
True
Always up to date Add folder Reset folders-
(AUTD) changes enumerator
Entry/Send Sync
request and wait False
Sync response
received True
Process Sync
—’.
response

Figure 2: Sync command client processing

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.1.21.1 Empty Sync Request

If the client sends a Sync request (section 2.2.1.21) with no client additions, changes, or deletes, the
server caches the request. If no changes are detected on the server, the Sync response includes only
HTTP headers, and no XML payload, and is referred to as an empty Sync response.

When the client receives the empty Sync response, if there are no pending client changes, the client
in turn can send only the HTTP headers, and no XML payload in the Sync request to save bandwidth.
This request is referred to as an empty Sync request. If bandwidth is not a concern, the client can
send a Sync request with an XML payload.

When the server receives the empty Sync request, the server assumes the request is identical to the
cached request, so it retrieves the cached request and uses it. The cached request is discarded when

the server receives a Sync request with an XML payload (a non-empty Sync request). This exchange
of the empty Sync requests and responses continues until a change is detected on either the client or
server. For an example empty Sync request and response, see section 4.5.10.

2.2.1.21.2 Empty Sync Response

The server sends a Sync response (section 2.2.1.21) with only HTTP headers, and no XML payload, if
there are no pending server changes to report to the client. This Sync response is referred to as an
empty Sync response. The client can respond to the empty Sync response with an empty Sync
request if there are no pending client changes and if the client is required to conserve bandwidth;
otherwise, a Sync request with an XML payload can be sent. For more information about empty Sync
requests, see section 2.2.1.21.1. For an example of an empty Sync request and response, see section
4.5.10.

2.2.1.22 ValidateCert

The ValidateCert command is used by the client to validate a certificate that has been received via
an S/MIME mail.

To validate a certificate, the server MUST verify that the certificate has not expired and has not been
revoked. The server MUST walk up the certificate chain, verifying that each intermediate CA certificate
has not expired and has not been revoked and that the root certificate is a trusted certification
authority (CA). Certificate validation is particularly important for verifying signatures (for example,
on S/MIME signed mail). The validation details are not within the scope of this protocol.

The ValidateCert namespace is the primary namespace for this section. Elements referenced in this
section that are not defined in the ValidateCert namespace use the namespace prefixes defined in
section 2.2.4.
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The following table lists the elements that are used in ValidateCert command requests and

responses.
Element name Scope Reference
ValidateCert Request and Response section 2.2.3.195
CertificateChain Request section 2.2.3.20
Certificate Request and Response section 2.2.3.19.2
Certificates Request section 2.2.3.23.2
CheckCRL Request section 2.2.3.26
Status Response section 2.2.3.177.18

The XML schema for the ValidateCert command request is described in section 6.47. The XML
schema for the ValidateCert command response is described in section 6.48.

Protocol Versions

The following table specifies the protocol versions that support this command. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Command support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.2 Common Status Codes

The status values returned for each command are specified in the Status element (section 2.2.3.177)

section corresponding to each command. Links to the Status element sections are listed in the

following table.

Command Status element section
Autodiscover (section 2.2.1.1) Section 2.2.3.177.1
FolderCreate (section 2.2.1.3) Section 2.2.3.177.3
FolderDelete (section 2.2.1.4) Section 2.2.3.177.4
FolderSync (section 2.2.1.5) Section 2.2.3.177.5
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Command

Status element section

FolderUpdate (section 2.2.1.6)

Section 2.2.3.177.6

GetItemEstimate (section 2.2.1.9)

Section 2.2.3.177.7

ItemOperations (section 2.2.1.10)

Section 2.2.3.177.8

MeetingResponse (section 2.2.1.11)

Section 2.2.3.177.9

Moveltems (section 2.2.1.12)

Section 2.2.3.177.10

Ping (section 2.2.1.13)

Section 2.2.3.177.11

Provision (section 2.2.1.14)

MS-ASPROV] section 2.2.2.54

ResolveRecipients (section 2.2.1.15) Section 2.2.3.177.12
Search (section 2.2.1.16) Section 2.2.3.177.13
SendMail (section 2.2.1.17) Section 2.2.3.177.14
Settings (section 2.2.1.18) Section 2.2.3.177.15
SmartForward (section 2.2.1.19) Section 2.2.3.177.16
SmartReply (section 2.2.1.20) Section 2.2.3.177.16
Sync (section 2.2.1.21) Section 2.2.3.177.17
ValidateCert (section 2.2.1.22) Section 2.2.3.177.18

Many of the status values listed in the Status element sections have a scope assigned to them. The

following table defines the scope values.

Value Meaning

Global The status pertains to the overall client request.

Item The status pertains to a particular item within the overall client request.
Policy The status pertains to a particular policy within the Provision command.

In addition to the status values specified for individual commands in the Status element sections of
this document, the following table lists the Status element values that are common to all commands.
The protocol versions that support each value are specified in the "Protocol versions" column of the
table. When protocol version 2.5, 12.0, or 12.1 is used, an HTTP status code 4xx or 5xx instead of a
Status element value 1xx is returned in the response. The specific HTTP status codes corresponding
to some Status element values are specified in the table.

Note: The client indicates the protocol version being used by setting either the MS-ASProtocolVersion
header, as specified in [MS-ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in

[MS-ASHTTP] section 2.2.1.1.1.1, in the request.

Value | Element name Meaning

Protocol Versions

101 InvalidContent
client is invalid.

The body of the HTTP request sent by the

Ensure the HTTP request is using the
specified Content-Type and length, and that
the request is not missing (when an empty

Supported by: 14.0, 14.1, 16.0, 16.1

When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 400 response is returned instead of this
status value.
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Value | Element name Meaning Protocol Versions
body is not allowed).
Examples:
Ping command (section 2.2.1.13) with a
text/plain body, or SendMail command
(section 2.2.1.17) with version 12.1 and a
WBXML body.
102 InvalidWBXML The request contains WBXML but it could not Supported by: 14.0, 14.1, 16.0, 16.1
be decoded into XML.
103 InvalidXML The XML provided in the request does not Supported by: 14.0, 14.1, 16.0, 16.1
follow the protocol requirements. When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 400 response is returned instead of this
status value.
104 InvalidDateTime The request contains a timestamp that could Supported by: 14.0, 14.1, 16.0, 16.1
not be parsed into a valid date and time.
105 InvalidCombinati The request contains a combination of Supported by: 14.0, 14.1, 16.0, 16.1
onOfIDs parameters that is invalid.
106 InvalidIiDs The request contains one or more IDs that Supported by: 14.0, 14.1, 16.0, 16.1
could not be parsed into valid values. When protocol version 2.5, 12.0, or 12.1 is used,
That is different from specifying an ID in the an HTTP 400 response, or an HTTP 500 response
proper format that does not resolve to an for the SendMail command, is returned instead
existing item. of this status value.
107 InvalidMIME The request contains MIME that could not be | Supported by: 14.0, 14.1, 16.0, 16.1
parsed.
108 DeviceldMissingO | The device ID is either missing or has an Supported by: 14.0, 14.1, 16.0, 16.1
rInvalid invalid format.
109 DeviceTypeMissin | The device type is either missing or has an Supported by: 14.0, 14.1, 16.0, 16.1
gOrlInvalid invalid format.
110 ServerError The server encountered an unknown error, Supported by: 14.0, 14.1, 16.0, 16.1
the device SHOULD NOT retry later. When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 500 response is returned instead of this
status value.
111 ServerErrorRetry The server encountered an unknown error, Supported by: 14.0, 14.1, 16.0, 16.1
Later the device SHOULD retry later. When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 503 response is returned instead of this
status value.
112 ActiveDirectoryAc | The server does not have access to Supported by: 14.0, 14.1, 16.0, 16.1
cessDenied read/write to an object in the directory When protocol version 2.5, 12.0, or 12.1 is used,
service. an HTTP 403 response is returned instead of this
status value.
113 MailboxQuotaExc | The mailbox has reached its size quota. Supported by: 14.0, 14.1, 16.0, 16.1
eeded When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 507 response is returned instead of this
status value.
114 MailboxServerOffl | The mailbox server is offline. Supported by: 14.0, 14.1, 16.0, 16.1
ine
115 SendQuotaExcee The request would exceed the send quota. Supported by: 14.0, 14.1, 16.0, 16.1
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Value | Element name Meaning Protocol Versions
ded
116 MessageRecipient | One of the recipients could not be resolved to | Supported by: 14.0, 14.1, 16.0, 16.1
Unresolved an email address.
117 MessageReplyNot | The mailbox server will not allow a reply of Supported by: 14.0, 14.1, 16.0, 16.1
Allowed this message.
118 Message The message was already sent in a previous Supported by: 14.0, 14.1, 16.0, 16.1
PreviouslySent request or the request contains a message ID
that was already used in a recent message.
The server determined this by remembering
the values of the ClientId element (section
2.2.3.28) from the last few sent messages.
119 MessageHasNoRe | The message being sent contains no Supported by: 14.0, 14.1, 16.0, 16.1
Cipient recipient.
120 MailSubmissionFa | The server failed to submit the message for Supported by: 14.0, 14.1, 16.0, 16.1
iled delivery.
121 MessageReplyFail | The server failed to create a reply message. Supported by: 14.0, 14.1, 16.0, 16.1
ed
122 AttachmentIsToo | The attachment is too large to be processed Supported by: 14.0, 14.1, 16.0, 16.1
Large by this request.
123 UserHasNoMailbo | A mailbox could not be found for the user. Supported by: 14.0, 14.1, 16.0, 16.1
X
124 UserCannotBeAno | The request was sent without credentials. Supported by: 14.0, 14.1, 16.0, 16.1
nymous Anonymous requests are not allowed.
125 UserPrincipalCoul | The user was not found in the directory Supported by: 14.0, 14.1, 16.0, 16.1
dNotBeFound service. When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 403 response is returned instead of this
status value.
126 UserDisabledForS | The user object in the directory service Supported by: 14.0, 14.1, 16.0, 16.1
ync indicates that this user is not allowed to use When protocol version 2.5, 12.0, or 12.1 is used
ActiveSync. an HTTP 403 response is returned instead of this
status value.
127 UserOnNewMailb The server is configured to prevent users Supported by: 14.0, 14.1, 16.0, 16.1
oxCannotSync from syncing.
128 UserOnlLegacyMai | The server is configured to prevent users on Supported by: 14.0, 14.1, 16.0, 16.1
IboxCannotSync legacy servers from syncing.
129 DevicelsBlockedF | The user is configured to allow only some Supported by: 14.0, 14.1, 16.0, 16.1
orThisUser devices to sync. This device is not the allowed
device.
130 AccessDenied The user is not allowed to perform that Supported by: 14.0, 14.1, 16.0, 16.1
request.
131 AccountDisabled The user's account is disabled. Supported by: 14.0, 14.1, 16.0, 16.1
132 SyncStateNotFou | The server’s data file that contains the state Supported by: 14.0, 14.1, 16.0, 16.1
nd of the client was unexpectedly missing. It

might have disappeared while the request
was in progress. The next request will likely
answer a sync key error and the device will

When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 403 response for the Provision
command, or an HTTP 500 response is returned
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Value | Element name Meaning Protocol Versions
be forced to do full sync. instead of this status value.
133 SyncStatelLocked The server’s data file that contains the state Supported by: 14.0, 14.1, 16.0, 16.1
of the client is locked, possibly because the
mailbox is being moved or was recently
moved.
134 SyncStateCorrupt | The server’s data file that contains the state Supported by: 14.0, 14.1, 16.0, 16.1
of the client appears to be corrupt.
135 SyncStateAlready | The server’s data file that contains the state Supported by: 14.0, 14.1, 16.0, 16.1
Exists of the client already exists. This can happen
with two initial syncs are executed
concurrently.
136 SyncStateVersion | The version of the server’s data file that Supported by: 14.0, 14.1, 16.0, 16.1
Invalid contains the state of the client is invalid.
137 CommandNotSup | The command is not supported by this server. | Supported by: 14.0, 14.1, 16.0, 16.1
ported When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 501 response is returned instead of this
status value.
138 VersionNotSuppo | The command is not supported in the protocol | Supported by: 14.0, 14.1, 16.0, 16.1
rted version specified. When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 400 response, or an HTTP 505 response
for version 1.0 devices, is returned instead of
this status value.
139 DeviceNotFullyPr The device uses a protocol version that Supported by: 14.0, 14.1, 16.0, 16.1
ovisionable cannot send all the policy settings the admin
enabled. For more details, see [MS-ASPROV]
section 3.1.5.2.
140 RemoteWipeRequ | A remote wipe was requested. The device Supported by: 14.0, 14.1, 16.0, 16.1
ested SHOULD provision to get the request and When protocol version 2.5, 12.0, or 12.1 is used,
then do anotht_er provision to acknowledge it. an HTTP 403 response for no policy key header,
For more details, see [MS-ASPROV] section or an HTTP 449 response is returned instead of
3.1.5.1. this status value.
141 LegacyDeviceOnS | A policy is in place but the device is not Supported by: 14.0, 14.1, 16.0, 16.1
trictPolicy provisionable. For more details, see [MS- When protocol version 2.5, 12.0, or 12.1 is used,
ASPROV] section 3.1.5.2. an HTTP 449 response is returned instead of this
status value.
142 DeviceNotProvisio | There is a policy in place; the device needs to | Supported by: 14.0, 14.1, 16.0, 16.1
ned provision as specified in [MS-ASPROV] section | when protocol version 2.5, 12.0, or 12.1 is used,
3.1.5.1. an HTTP 449 response is returned instead of this
status value.
143 PolicyRefresh The policy is configured to be refreshed every | Supported by: 14.0, 14.1, 16.0, 16.1
few hours. The device needs to re-provision When protocol version 2.5, 12.0, or 12.1 is used,
as specified in [MS-ASPROV] section 3.1.5.1. | 55 HTTP 449 response is returned instead of this
status value.
144 InvalidPolicyKey The device's policy key is invalid. The policy Supported by: 14.0, 14.1, 16.0, 16.1
has probably changed on the server. The When protocol version 2.5, 12.0, or 12.1 is used,
device needs to re-provision as specified in an HTTP 449 response is returned instead of this
[MS-ASPROV] section 3.1.5.1. status value.
145 ExternallyManage | The device claimed to be externally managed, | Supported by: 14.0, 14.1, 16.0, 16.1
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Value | Element name Meaning Protocol Versions
dDevicesNotAllow | but the server doesn't allow externally
ed managed devices to sync. For more details,
see [MS-ASPROV] section 3.1.5.2.
146 NoRecurrenceIlnC | The request tried to forward an occurrence of | Supported by: 14.0, 14.1, 16.0, 16.1
alendar a meeting that has no recurrence.
147 UnexpectedIitemC | The request tried to operate on a type of Supported by: 14.0, 14.1, 16.0, 16.1
lass items unknown to the server. When protocol version 2.5, 12.0, or 12.1 is used,
an HTTP 400 response or an HTTP 501 response
is returned instead of this status value.
148 RemoteServerHas | The request needs to be proxied to another Supported by: 14.0, 14.1, 16.0, 16.1
NoSSL server but that server doesn't have Secure
Sockets Layer (SSL) enabled. This server is
configured to only proxy requests to servers
with SSL enabled.
149 InvalidStoredReq | The server had stored the previous request Supported by: 14.0, 14.1, 16.0, 16.1
uest from that device. When the device sent an
empty request, the server tried to re-execute
that previous request but it was found to be
impossible. The device needs to send the full
request again.
150 ItemNotFound The value of either the Itemld element Supported by: 14.0, 14.1, 16.0, 16.1
(section 2.2.3.93) or the Instanceld
element (section 2.2.3.92.2) specified in the
SmartReply (section 2.2.1.20) or the
SmartForward (section 2.2.1.19) command
request could not be found in the mailbox.
151 TooManyFolders The mailbox contains too many folders. By Supported by: 14.0, 14.1, 16.0, 16.1
default, the mailbox cannot contain more
than 1000 folders.
152 NoFoldersFound The mailbox contains no folders. Supported by: 14.0, 14.1, 16.0, 16.1
153 ItemsLostAfterMo | After moving items to the destination folder, Supported by: 14.0, 14.1, 16.0, 16.1
ve some of those items could not be found.
154 FailureInMoveOp The mailbox server returned an unknown Supported by: 14.0, 14.1, 16.0, 16.1
eration error while moving items.
155 MoveCommandDi | An ItemOperations command request Supported by: 14.0, 14.1, 16.0, 16.1
sallowedForNonP (section 2.2.1.10) to move a conversation is
ersistentMoveActi | missing the MoveAlways element (section
on 2.2.3.118).
156 MoveCommandIn | The destination folder for the move is invalid. | Supported by: 14.0, 14.1, 16.0, 16.1
validDestinationF
older
160 AvailabilityTooMa | The command has exceeded the maximum Supported by: 14.0, 14.1, 16.0, 16.1
nyRecipients number of exactly matched recipients that it
can request availability for.
161 AvailabilityDLLimi | The size of the distribution list is larger than Supported by: 14.0, 14.1, 16.0, 16.1
tReached the availability service is configured to
process.
162 AvailabilityTransi Availability service request failed with a Supported by: 14.0, 14.1, 16.0, 16.1
entFailure transient error.
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Value

Element name

Meaning

Protocol Versions

163 AvailabilityFailure | Availability service request failed with an Supported by: 14.0, 14.1, 16.0, 16.1
error.
164 BodyPartPreferen | The BodyPartPreference node (as specified Supported by: 14.1, 16.0, 16.1
ceTypeNotSuppor | in [MS-ASAIRS] section 2.2.2.12) has an
ted unsupported Type element (as specified in
[MS-ASAIRS] section 2.2.2.41.4) value.
165 Devicelnformatio | The required DeviceInformation element Supported by: 14.1, 16.0, 16.1
nRequired (as specified in [MS-ASPROV] section
2.2.2.53) is missing in the Provision
request.
166 InvalidAccountId The AccountId (section 2.2.3.3) value is not | Supported by: 14.1, 16.0, 16.1
valid.
167 AccountSendDisa | The AccountId value specified in the request | Supported by: 14.1, 16.0, 16.1
bled does not support sending email.
168 IRM_FeatureDisa | The Information Rights Management feature Supported by: 14.1, 16.0, 16.1
bled is disabled.
169 IRM_TransientErr | Information Rights Management encountered Supported by: 14.1, 16.0, 16.1
or an error.
170 IRM_PermanentE | Information Rights Management encountered Supported by: 14.1, 16.0, 16.1
rror an error.
171 IRM_InvalidTemp | The Template ID value is not valid. Supported by: 14.1, 16.0, 16.1
lateID
172 IRM_OperationNo | Information Rights Management does not Supported by: 14.1, 16.0, 16.1
tPermitted support the specified operation.
173 NoPicture The user does not have a contact photo. Supported by: 14.1, 16.0, 16.1
174 PictureToolarge The contact photo exceeds the size limit set Supported by: 14.1, 16.0, 16.1
by the MaxSize element (section 2.2.3.105).
175 PictureLimitReach | The number of contact photos returned Supported by: 14.1, 16.0, 16.1
ed exceeds the size limit set by the
MaxPictures element (section 2.2.3.104).
176 BodyPart_Conver | The conversation is too large to compute the Supported by: 14.1, 16.0, 16.1
sationToolLarge body parts. Try requesting the body of the
item again, without body parts.
177 MaximumbDevices | The user's account has too many device Supported by: 14.1, 16.0, 16.1
Reached partnerships. Delete partnerships on the
server before proceeding.
178 InvalidMimeBody | The SmartForward command request Supported by: 16.0, 16.1
Combination included elements that are not allowed to be
combined with either the Forwardees
element (section 2.2.3.79) or the
airsyncbase:Body element ([MS-ASAIRS]
section 2.2.2.9), as specified in section
2.2.3.169.
179 InvalidSmartForw | The Forwardees element or the Supported by: 16.0, 16.1

ardParameters

airsyncbase:Body element in the
SmartForward command request could not
be parsed.
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Value

Element name

Meaning

Protocol Versions

request (section 2.2.1.21) to add a calendar
series with exceptions. This code will be
returned on the item level, and the client
SHOULD check the status on each of the
exceptions to see which ones failed and just
resend those.

183 InvalidRecipients A draft email either has no recipients or has a | Supported by: 16.0, 16.1
recipient email address that is not in valid
SMTP format.
184 OneOrMoreExcept | The server failed to successfully save all of Supported by: 16.0, 16.1
ionsFailed the exceptions specified in a Sync command

2.2.3 Elements

2.2.3.1 AcceptableResponseSchema

The AcceptableResponseSchema element is a required child element of the Request element in
Autodiscover command requests that indicates the schema in which the server MUST send the

response.
Child Number
Command request/response Parent elements elements Data type allowed
Autodiscover command request | Request (section None string ([MS- 1...1
(section 2.2.1.1) 2.2.3.150.1) ASDTYPE] section (required)
2.7)

The value of this element MUST be
"http://schemas.microsoft.com/exchange/autodiscover/mobilesync/responseschema/2006".

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes
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2.2.3.2 Account

The Account element is a required child element of the Accounts element in Settings command
responses that contains all account information associated with a single account.

All elements referenced in this section are defined in the Settings namespace.

Parent Number
Command request/response | elements Child elements Data type allowed
Settings command Accounts AccountId (section container ([MS- 1..N
UserInformation response (section 2.2.3.3.2) ASDTYPE] section | (required)
(section 2.2.1.18) 2.2.3.5) AccountName (section 2.2)
2.2.3.4)

UserDisplayName
(section 2.2.3.191)

SendDisabled (section
2.2.3.161)

EmailAddresses
(section 2.2.3.57)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.3 AccountId

The AccountId element is used in the following command requests and responses:
= SendMail command requests (section 2.2.1.17)

= SmartForward command requests (section 2.2.1.19)

= SmartReply command requests (section 2.2.1.20)
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= Settings command responses (section 2.2.1.18)

The definition of the AccountId element differs according to the context in which it is used. For more
details, see section 2.2.3.3.1 and section 2.2.3.3.2.

2.2.3.3.1 Accountld (SendMail, SmartForward, SmartReply)

The Accountld element is an optional child element of the SendMail element in SendMail command
requests, an optional child element of the SmartForward element in SmartForward command
requests, and an optional child element of the SmartReply element in SmartReply command
requests. In all contexts, it identifies the account from which an email is sent.

Elements referenced in this section are defined in the ComposeMail namespace, except where
otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Child Number
Command request/response Parent elements elements Data type allowed
SendMail command request SendMail (section None string ([MS- 0...1
(section 2.2.1.17) 2.2.3.162) ASDTYPE] section (optional)

2.7)

SmartForward command SmartForward None string 0...1
request (section 2.2.1.19) (section 2.2.3.169) (optional)
SmartReply command request SmartReply (section None string 0...1
(section 2.2.1.20) 2.2.3.170) (optional)

If the AccountId element is not present in the request, the server sends the email using the account
identified by the settings:PrimarySmtpAddress element (section 2.2.3.138) returned in the
Settings command response (section 2.2.1.18).

If AccountlId is included in the request, the value MUST equal one of the settings:AccountId
element values included in the Settings command response.

The server MUST validate that the Accountld element value provided is valid for sending email. A
Status element (section 2.2.3.177) value of 166 is returned if the Accountld element value is not
valid. A Status element value of 167 is returned if the account does not support sending email.

Note The server sends the email using the account specified by the Accountld element, and not the
account specified by the From element ([MS-ASEMAIL] section 2.2.2.36).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Element support, Element support, Element support,
Protocol version SendMail SmartForward SmartReply
2.5
12.0
12.1
14.0
14.1 Yes Yes Yes
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Element support, Element support, Element support,
Protocol version SendMail SmartForward SmartReply
16.0 Yes Yes Yes
16.1 Yes Yes Yes

2.2.3.3.2 Accountld (Settings)

The AccountId element is an optional child element of the Account element in Settings command
responses (section 2.2.1.18). The value of this element identifies an account. The server MAY return
this element in Settings command responses.

All elements referenced in this section are defined in the Settings namespace.

Child Number
Command request/response Parent elements | elements Data type allowed
Settings command response Account (section None string ([MS-ASDTYPE 0..1
(section 2.2.1.18) 2.2.3.2) section 2.7) (optional)

The primary account, as identified by the PrimarySmtpAddress element (section 2.2.3.138), does
not have an AccountId value.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.4 AccountName

The AccountName element is an optional child element of the Account element in Settings
command responses (section 2.2.1.18). The value of this element specifies the friendly name for the
given account. The server MAY return this element in Settings command responses.

All elements referenced in this section are defined in the Settings namespace.
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Child Number
Command request/response Parent elements | elements Data type allowed
Settings command Account (section None string ([MS- 0.1
UserInformation response 2.2.3.2) ASDTYPE] section 2.7) | (optional)

The AccountName element value is a string value up to 512 characters in length.
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.5 Accounts

The Accounts element is an optional child element of the Get element in Settings command
responses that contains all aggregate accounts that the user subscribes to.

All elements referenced in this section are defined in the Settings namespace.

Parent Child Number
Command request/response elements elements Data type allowed
Settings command Get (section Account container ([MS- 0..1
UserInformation response (section 2.2.3.83) (section ASDTYPE] section (optional)
2.2.1.18) 2.2.3.2) 2.2)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5
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Protocol version Element support
12.0

12.1

14.0

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.6 Action

The Action element is an optional child element of the Response element in Autodiscover
command responses that encapsulates the server action type for the request.

All elements referenced in this section are defined in the
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/responseschema/2006 namespace.

Command Number
request/response Parent elements Child elements Data type allowed
Autodiscover command Response (section | Redirect (section container ([MS- 0...1
response (section 2.2.1.1) 2.2.3.153.1) 2.2.3.147) ASDTYPE] section (optional)

Settings (section 2.2)

2.2.3.168.1)

Error (section

2.2.3.63)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes
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2.2.3.7 Add

The Add element is used in the following command requests and responses:
* FolderSync command responses (section 2.2.1.5)

= Sync command requests and responses (section 2.2.1.21)

The definition of the Add element differs according to the context in which it is used. For more details,
see section 2.2.3.7.1 and section 2.2.3.7.2.

2.2.3.7.1 Add (FolderSync)

The Add element is an optional child element of the Changes element in FolderSync command
responses that creates a new folder on the client. Child elements of the Add element specify the
server ID of the folder, the server ID of the parent folder, the display name of the folder, and the type
of folder.

All elements referenced in this section are defined in the FolderHierarchy namespace.

Command Parent Number
request/response elements Child elements Data type allowed
FolderSync command Changes Serverld (section container ([MS- 0...N
response (section 2.2.1.5) (section 2.2.3.166.4) ASDTYPE] section (optional)
2.2.3.25) ParentId (section 2.2)

2.2.3.129.2)

DisplayName

(section 2.2.3.49.4)

Type (section

2.2.3.186.3)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.7.2 Add (Sync)
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The Add element is an optional child element of the Commands element in Sync command requests
and an optional child element of the Commands element and the Responses element in Sync

command responses. It creates a new object in a collection on the client or on the server.

Elements referenced in this section are defined in the AirSync namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command
request/response

Parent
elements

Child elements

Data type

Number
allowed

Sync command request
(section 2.2.1.21)

Commands
(section 2.2.3.32)

ClientId (section
2.2.3.28.2)

container ([MS-
ASDTYPE] section

0...N
(optional)

ApplicationData (section 2.2)

2.2.3.11)
Class (section 2.2.3.27.6)
email2:Send ([MS-

ASEMAIL] section
2.2.2.69)

0...N
(optional)

Sync command response Commands Serverld (section container

2.2.3.166.8)

ApplicationData (section
2.2.3.11)

0...N
(optional)

Serverld container
ClientId

Class
ApplicationData

Status (section
2.2.3.177.17)

Sync command response Responses
(section

2.2.3.154)

When a new item is being sent from the client to the server, the ClientId element specifies a
temporary ID for the item, which is unique on the client. The ApplicationData element specifies the
item data. The server then responds with an Add element in a Responses element, which specifies
the client ID and the server ID that was assigned to the new item.

When the client sends a Sync command request to the server and a new item has been added to the
server collection since the last synchronization, the server responds with an Add element in a
Commands element. This Add element specifies the server ID and data of the item to be added to
the collection on the client.

One or more Add elements can appear as a child of the Commands and Responses elements for a
particular collection.

The Add element cannot be used to add any non-draft email items from the client to the server, or to

modify the contents of the recipient information cache. Draft email items are not supported in protocol
versions 2.5, 12.0, 12.1, 14.0, and 14.1. If a client attempts to add a non-draft email to the server, a

Status element with a value of 6 is returned as a child of the Add element. If a client attempts to add
an item to the recipient information cache, a Status element with a value of 4 is returned as a child of
the Sync element.

If the server ID in an Add element from the server matches the server ID for an item on the client,
the client treats the addition as a change to the client item.

The server is not required to send an individual response for every operation that is sent by the client.
The client only receives responses for successful additions, successful fetches, successful changes that
include an attachment being added, and failed changes and deletions. When the client does not
receive a response, the client MUST assume that the operation succeeded unless informed otherwise.
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Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

When protocol version 16.0 or 16.1 is used and the Add element is a child of the Responses
element, the ApplicationData element is supported as a child of the Add element.

2.2.3.8 airsyncbase:FileReference

The airsyncbase:FileReference element is an optional child element of the Fetch element in
ItemOperations command requests and responses that specifies a unique identifier that is assigned
by the server to each attachment to a given item.

Elements referenced in this section are defined in the ItemOperations namespace, except where
otherwise indicated by the presence of a hamespace prefix (as defined in section 2.2.4).

Parent Child Number
Command request/response elements elements Data type allowed
ItemOperations command request and Fetch (section None string ([MS- 0...1
response (section 2.2.1.10) fetch 2.2.3.67.1) ASDTYPE] section (optional)
operation 2.7)

The client MUST store the file reference for any item that is retrieved by means of the Sync command
(section 2.2.1.21) or Search command (section 2.2.1.16). In an ItemOperations request, only one
airsyncbase:FileReference identifier can exist per Fetch node. Violation of this constraint results in
a Status element (section 2.2.3.177.8) value of 2 being returned from the server. The client can,
however, retrieve multiple attachments by using one Fetch node per attachment.

If the airsyncbase:FileReference element is present, then the Range element (section 2.2.3.143.2)
is the only valid child element of the Options element (section 2.2.3.125.3).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version

Element support

2.5

12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.9 Alias

The Alias element is used in the following command responses:

= Find command responses (section 2.2.1.2)

= Search command responses (section 2.2.1.16)

The definition of the Alias element differs according to the context in which it is used. For more

details, see section 2.2.3.9.1 and section 2.2.3.9.2.

2.2.3.9.1 Alias (Find)

The Alias element in the GAL namespace is an optional child element of the find:Properties element
in Find command responses. The Alias element is only present in response to Find command
requests that contain the GALSearchCriterion element as specified in section 2.2.3.82. It contains
the alias of a recipient in the GAL that matched the search criteria from the corresponding Find

command request.

Command Child Number

request/response Parent elements elements Data type allowed

Find command response Properties (section None string ([MS- 0...1

(section 2.2.1.2) 2.2.3.139.1) ASDTYPE] section (optional)
2.7)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version

Element support

2.5

12.0

12.1
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Protocol version

Element support

14.0

14.1

16.0

16.1

Yes

2.2.3.9.2 Alias (Search)

The Alias element in the GAL namespace is an optional child element of the search:Properties
element in Search command responses. The Alias element is only present in response to Search
command requests that contain a search:Name element with a value of "GAL", as specified in section
2.2.3.120.2. It contains the alias of a recipient in the GAL that matched the search criteria from the

corresponding Search command request.

Child Number
Command request/response | Parent elements elements Data type allowed
Search command response Properties (section None string ([MS- 0...1
(section 2.2.1.16) 2.2.3.139.3) ASDTYPE] section (optional)
2.7)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.10 And

The And element is an optional child element of the Query element in Search command requests. It
contains elements that specify items on which to perform an AND operation.
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Elements referenced in this section are defined in the Search namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Parent Number
request/response elements Child elements Data type allowed
Search command Query (section | FreeText (section 2.2.3.80.2) container 0...1
request (section 2.2.3.142.2) airsync:Class (section ([IMS-ASDTYPE (optional)
2.2.1.16) 2.2.3.27.5) section 2.2)

airsync:Collectionld (section

2.2.3.30.5)

ConversationId (section

2.2.3.35.2)

GreaterThan (section 2.2.3.86)

LessThan (section 2.2.3.96)

Or (section 2.2.3.120)

If multiple And elements are included in the request, the server responds with a Status element
(section 2.2.3.177.13) value of 8 (SearchTooComplex).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.11 ApplicationData

The ApplicationData element is a required child element of the Change element and the Add
element in Sync command requests, and a required child element of the Change element, the Add
element, and the Fetch element in Sync command responses. It contains data for a particular object,
such as a contact, email message, calendar appointment, or task item. The ApplicationData element
can be used to change items, add items, or fetch items on the client device or server. The format of
this data is determined by the schema for the object.

Elements referenced in this section are defined in the AirSync namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).
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airsyncbase:NativeBodyType
airsyncbase:Location
rm:RightsManagementLicense

Data elements from the content classes. For
details about the content classes, see [MS-
ASCAL], [MS-ASCNTC], [MS-ASDOC], [MS-
ASEMAIL], [MS-ASMS], and [MS-ASTASK].

Command Parent Number
request/response elements Child elements Data type allowed
Sync command Change Data elements from the content classes. For container 1.1
request (section (section details about the content classes, see [MS- ([MS- (required)
2.2.1.21) 2.2.3.24) ASCAL], [MS-ASCNTC], [MS-ASEMAIL], [MS- | ASDTYPE]
Add ASMS], [MS-ASNOTE], and [MS-ASTASK]. section 2.2)
(section airsyncbase:Location ([MS-ASAIRS
2.2.3.7.2) section 2.2.2.28)
Sync command Change Data elements from the content classes. For container 1.1
response (section details about the content classes, see [MS- (required)
2.2.3.24) ASCAL], [MS-ASCNTC], [MS-ASDOC], [MS-
ASEMAIL], [MS-ASMS], [MS-ASNOTE], and
Add
(section [MS-ASTASK].
2.2.3.7.2) airsyncbase:Body ([MS-ASAIRS] section
2.2.2.9)
airsyncbase:BodyPart ([MS-ASAIRS]
section 2.2.2.10)
airsyncbase:NativeBodyType ([MS-
ASAIRS] section 2.2.2.32)
rm:RightsManagementLicense ([MS-
ASRM] section 2.2.2.14)
airsyncbase:Instanceld ([MS-ASAIRS]
section 2.2.2.25)
airsyncbase:Location
Sync command Fetch airsyncbase:Attachments ([MS-ASAIRS] container 1.1
response (section section 2.2.2.8) (required)
2.2.3.67.2) airsyncbase:Body

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
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Protocol version Element support

16.0 Yes

16.1 Yes

2.2.3.12 AppliesToExternalKnown

The AppliesToExternalKnown element is an optional child element of the OofMessage element in
Settings command requests and responses that indicates that the OOF message applies to known
external users. A known external user is a user who is outside the sending user's organization, but is
represented in the sending user's contacts.

All elements referenced in this section are defined in the Settings namespace.

Command Parent Child Data

request/response elements elements | type Number allowed

Settings command Oof OofMessage None None | 0...1 (Choice of AppliesToInternal

request and response (section (section 2.2.3.14),

(section 2.2.1.18) 2.2.3.123) AppliesToExternalKnown, and
AppliesToExternalUnknown (section
2.2.3.13))

The AppliesToExternalKnown element is an empty tag element, meaning it has no value or data
type. It is distinguished only by the presence or absence of the <AppliesToExternalkKnown/> tag.

When the AppliesToExternalKnown element is present, its peer elements (that is, the other
elements within the OofMessage element) specify the OOF settings with regard to known external
users.

The following are the peer elements of the AppliesToExternalKnown element:

= Enabled (section 2.2.3.59)—Specifies whether an OOF message is sent to this audience while the
sending user is OOF.

= ReplyMessage (section 2.2.3.149)—Specifies the OOF reply message.
= BodyType (section 2.2.3.17)—Specifies the format of the OOF message.
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes
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Protocol version Element support

16.0 Yes

16.1 Yes

2.2.3.13 AppliesToExternalUnknown

The AppliesToExternalUnknown element is an optional child element of the OofMessage element
in Settings command requests and responses that indicates that the OOF message applies to
unknown external users. An unknown external user is a user who is outside the sending user's
organization and is not represented in the sending user's contacts.

All elements referenced in this section are defined in the Settings namespace.

Command Parent Child Data

request/response elements elements | type Number allowed

Settings command Oof OofMessage None None | 0...1 (Choice of AppliesToInternal (section

request and response (section 2.2.3.14), AppliesToExternalKnown

(section 2.2.1.18) 2.2.3.123) (section 2.2.3.12), and
AppliesToExternalUnknown)

The AppliesToExternalUnknown element is an empty tag element, meaning it has no value or data
type. It is distinguished only by the presence or absence of the <AppliesToExternalUnknown/> tag.

When the AppliesToExternalUnknown element is present, its peer elements (that is, the other
elements within the OofMessage element) specify the OOF settings with regard to unknown external
users.

The following are the peer elements of the AppliesToExternalUnknown element:

= Enabled (section 2.2.3.59)—Specifies whether an OOF message is sent to this audience while the
sending user is OOF.

= ReplyMessage (section 2.2.3.149)—Specifies the OOF reply message.
= BodyType (section 2.2.3.17)—Specifies the format of the OOF message.
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes
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Protocol version Element support

16.0 Yes

16.1 Yes

2.2.3.14 AppliesTolInternal

The AppliesTolInternal element is an optional child element of the OofMessage element in Settings
command requests and responses that indicates that the OOF message applies to internal users. An
internal user is a user who is in the same organization as the sending user.

All elements referenced in this section are defined in the Settings namespace.

Command Parent Child Data

request/response elements elements | type Number allowed

Settings command Oof OofMessage None None | 0...1 (Choice of AppliesToInternal,

request and response (section AppliesToExternalKnown (section

(section 2.2.1.18) 2.2.3.123) 2.2.3.12), and
AppliesToExternalUnknown (section
2.2.3.13))

The AppliesToInternal element is an empty tag element, meaning it has no value or data type. It is
distinguished only by the presence or absence of the <AppliesTolnternal/> tag.

When the AppliesTolInternal element is present, its peer elements (that is, the other elements
within the OofMessage element) specify the OOF settings with regard to internal users.

The following are the peer elements of the AppliesToInternal element:

= Enabled (section 2.2.3.59)—Specifies whether an OOF message is sent to this audience while the
sending user is OOF.

= ReplyMessage (section 2.2.3.149)—Specifies the OOF message itself.
= BodyType (section 2.2.3.17)—Specifies the format of the OOF message.
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes
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Protocol version Element support

16.1 Yes

2.2.3.15 Autodiscover

The Autodiscover element is a required element in Autodiscover command requests responses that
identifies the body of the HTTP POST as containing an Autodiscover command (section 2.2.1.1). It is
the top-level element in the XML stream.

Parent Number
Command request/response | elements Child elements Data type allowed
Autodiscover command None Request (section container ([MS- 1.1
request (section 2.2.1.1) 2.2.3.150.1) ASDTYPE] section (required)
2.2)
Autodiscover command None Response (section container 1.1
response 2.2.3.153.1) (required)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.16 Availability

The Availability element is an optional child element of the Options element in ResolveRecipients
command requests that indicates to the server that free/busy data is being requested by the client
and identifies the start time and end time of the free/busy data to retrieve. The Availability element
is an optional child element of the Recipient element in ResolveRecipient command responses that
returns the status and free/busy data of the users or distribution lists identified in the request for
the time identified by the StartTime and EndTime elements.

All elements referenced in this section are defined in the ResolveRecipients namespace.
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Command Parent Number
request/response elements Child elements Data type allowed
ResolveRecipients Options (section | StartTime (section container ([MS- 0...1
command request (section 2.2.3.125.4) 2.2.3.176.1) ASDTYPE] section (optional)
2.2.1.15) EndTime (section 2.2)

2.2.3.61.1)
ResolveRecipients Recipient Status (section container 0...1
command response (section 2.2.3.177.12) (optional)

2.2.3.145) MergedFreeBusy
(section 2.2.3.107)

When the Availability element is included in a ResolveRecipients request, the server retrieves
free/busy information for the users identified in the To elements included in the request, and returns
the free/busy information in the MergedFreeBusy element in the response. If the Availability
element is included in the ResolveRecipients request, the request MUST also include a valid
StartTime element value. When the server parses the request, the server first resolves the recipients
identified by the To elements, and then determines the users free/busy information for the specified
time span, before returning the free/busy data in the MergedFreeBusy element.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.17 BodyType

The BodyType element is a required child element of the Get element in Settings command Oof
requests. It is a required child element of the OofMessage element in Settings command requests
and responses if a ReplyMessage element (section 2.2.3.149) is present as a child of the
OofMessage element. In all contexts, it specifies the format of the OOF message.

All elements referenced in this section are defined in the Settings namespace.

Command Parent Child
request/response elements elements Data type Number allowed
Settings command Oof Get (section None string ([MS- 1...1 (required)
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Command Parent Child

request/response elements elements | Data type Number allowed

Get request (section 2.2.3.83) ASDTYPE

2.2.1.18) section 2.7)

Settings command Oof OofMessage None string 1...1 (required) if a

Set request (section ReplyMessage element is

2.2.3.123) present; otherwise, 0...1

(optional)

Settings command Oof OofMessage None string 1...1 (required) if a

response ReplyMessage element is
present; otherwise, 0...1
(optional)

The following are the permitted values for the BodyType element:
= Text
= HTML

If the BodyType element has the value "HTML", all message strings are sent in the HTML format. If
the BodyType element has the value "Text", the message strings are sent in plain text. Because
there is no default value, the BodyType element MUST be present (with a non-NULL value) in a
Settings command Oof Get operation request and MUST be present (with a non-NULL value) in a
Settings command Oof Set operation request if the ReplyMessage element (section 2.2.3.149) has
been set, and MUST always be present (with a non-NULL value) in a Settings command Oof Get
operation response if the ReplyMessage element is returned.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.18 Calendarld

The CalendarId element is an optional child element of the Result element in MeetingResponse
command responses that specifies the server ID of the calendar item. The CalendarId element value
can be up to 64 characters in length.
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All elements referenced in this section are defined in the MeetingResponse namespace.

Child Number
Command request/response Parent elements elements Data type allowed
MeetingResponse command Result (section None string ([MS- 0...1
response (section 2.2.1.11) 2.2.3.155.2) ASDTYPE] section (optional)
2.7)

The CalendarlId element is included in the MeetingResponse command response that is sent to the
client if the meeting request was not declined. If the meeting is accepted or tentatively accepted, the
server adds a new item to the calendar, if none is present, and returns the item's server ID in the
CalendarlId element in the response. If the client created a tentative meeting calendar item, the
client updates that item with the new server ID. The client also changes the busy status from tentative
to busy. When a meeting is accepted, the server also creates a new calendar item with the same
server ID. This means there is a conflict that will be resolved the next time the calendar is
synchronized.

If the meeting is declined, the response does not contain a CalendarId element.
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.19 Certificate

The Certificate element is used in the following command requests and responses:
= ResolveRecipients command responses (section 2.2.1.15)

= ValidateCert command requests and responses (section 2.2.1.22)

The definition of the Certificate element differs according to the context in which it is used. For more
details, see section 2.2.3.19.1 and section 2.2.3.19.2.

2.2.3.19.1 Certificate (ResolveRecipients)
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The Certificate element is an optional child element of the Certificates element in
ResolveRecipients command responses that contains the X509 certificate binary large object
(BLOB) that is encoded with base64 encoding.

All elements referenced in this section are defined in the ResolveRecipients namespace.

Child Number
Command request/response | Parent elements | elements Data type allowed
ResolveRecipients command Certificates None string ([MS-ASDTYPE 0...N
response (section 2.2.1.15) (section section 2.7) (encoded with (optional)
2.2.3.23.1) base64 encoding)

This element is returned by the server only if the client specifies a value of 2 in the
CertificateRetrieval element (section 2.2.3.22) in the ResolveRecipients command request.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.19.2 Certificate (ValidateCert)

The Certificate element is a required child element of the Certificates element and the
CertificateChain element in ValidateCert command requests that contains the X509 certificate
BLOB that is encoded with base64 encoding. The Certificate element is an optional child element
of the ValidateCert element in ValidateCert command responses that contains the status of the
certificate validation.

All elements referenced in this section are defined in the ValidateCert namespace.

Command Number
request/response Parent elements Child elements Data type allowed
ValidateCert command Certificates (section | None. string ([MS-ASDTYPE 1...N
request (section 2.2.1.22) 2.2.3.23.2) section 2.7) (encoded (required)

CertificateChain with base64 encoding)

(section 2.2.3.20)
ValidateCert command ValidateCert Status (section container ([MS- 0...N
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Command Number
request/response Parent elements Child elements Data type allowed
response (section 2.2.3.195) 2.2.3.177.18) ASDTYPE] section 2.2) (optional)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.20 CertificateChain

The CertificateChain element is an optional child element of the ValidateCert element in

ValidateCert command requests that contains the list of certificates to be validated.

All elements referenced in this section are defined in the ValidateCert namespace.

Command Number

request/response Parent elements Child elements Data type allowed

ValidateCert command ValidateCert Certificate container ([MS- 0..1

request (section 2.2.1.22) (section 2.2.3.195) (section ASDTYPE] section (optional)
2.2.3.19.2) 2.2)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version

Element support

2.5

Yes

12.0

Yes
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Protocol version Element support
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.21 CertificateCount

The CertificateCount element is an optional child element of the Certificates element in
ResolveRecipients command responses that specifies the number of valid certificates that were
found for the recipient.

All elements referenced in this section are defined in the ResolveRecipients namespace.

Command Child

request/response Parent elements | elements Data type Number allowed

ResolveRecipients command Certificates None integer ([MS- 0...1 (optional) per

response (section 2.2.1.15) (section ASDTYPE] section | Certificates parent
2.2.3.23.1) 2.6) element

If a Status element (section 2.2.3.177.12) value of 8 is returned with the Certificates element, the
CertificateCount element specifies the number of recipient certificates that were not returned.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes
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2.2.3.22

The CertificateRetrieval element is an optional child element of the Options element in

CertificateRetrieval

ResolveRecipients command requests that specifies whether S/MIME certificates are returned by
the server for each resolved recipient.

All elements referenced in this section are defined in the ResolveRecipients namespace.

2.6)

Child Number
Command request/response Parent elements elements Data type allowed
ResolveRecipients command Options (section None integer ([MS- 0...1
request (section 2.2.1.15) 2.2.3.125.4) ASDTYPE] section (optional)

Value | Meaning

1 Do not retrieve certificates for the recipient (default).

2 Retrieve the full certificate for each resolved recipient.
3 Retrieve the mini certificate for each resolved recipient.

Protocol Versions

The following table shows valid values for the CertificateRetrieval element.

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.23 Certificates

The Certificates element is used in the following command requests and responses:

= ResolveRecipients command responses (section 2.2.1.15)

» ValidateCert command requests (section 2.2.1.22)
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The definition of the Certificates element differs according to the context in which it is used. For
more details, see section 2.2.3.23.1 and section 2.2.3.23.2.

2.2.3.23.1 Certificates (ResolveRecipients)

The Certificates element is an optional child element of the Recipient element in
ResolveRecipients command responses that contains information about the certificates for a
recipient.

All elements referenced in this section are defined in the ResolveRecipients namespace.

Command Parent Number

request/response elements Child elements Data type allowed

ResolveRecipients command Recipient Status (section container ([MS- 0...1

response (section 2.2.1.15) (section 2.2.3.177.12) ASDTYPE] section (optional)
2.2.3.145) CertificateCount 2.2)

(section 2.2.3.21)

RecipientCount
(section 2.2.3.146)
Certificate (section
2.2.3.19)

MiniCertificate
(section 2.2.3.112)

Although multiple Certificates elements can be included in a response, only one Certificates
element is allowed per Recipient parent element.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.23.2 Certificates (ValidateCert)

The Certificates element is a required child element of the ValidateCert element in ValidateCert
command requests that contains the list of certificates to be validated.

All elements referenced in this section are defined in the ValidateCert namespace.
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Command Number

request/response Parent elements Child elements Data type allowed

ValidateCert command ValidateCert Certificate container ([MS- 1.1

request (section 2.2.1.22) (section 2.2.3.195) (section ASDTYPE] section (required)
2.2.3.19.2) 2.2)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes
2.2.3.24 Change

The Change element is an optional child element of the Commands element in Sync command
requests that modifies properties of an existing object on the client device or the server. The Change
element is an optional child element of the Commands element and the Responses element in Sync
command responses that contains properties of an existing object on the client device or the server
that were modified. The changed object is identified by its Serverld element.

Elements referenced in this section are defined in the AirSync namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).
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Command Parent Number
request/response elements Child elements Data type allowed
Sync command request | Commands Serverld (section 2.2.3.166.8) container 0...N
(section 2.2.1.21) (section ApplicationData (section ([IMS-ASDTYPE (optional)
22332) 2.2.3.11) section 22)

airsyncbase:Instanceld ([MS-

ASAIRS] section 2.2.2.25)

email2:Send ([MS-ASEMAIL

section 2.2.2.69)
Sync command Commands Serverld container 0...N
response ApplicationData (optional)

Class (section 2.2.3.27.6)
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Command Parent Number

request/response elements Child elements Data type allowed

Sync command Responses Serverld container 0...N

response (section airsyncbase:Instanceld (optional)
2.2.3.154) Class

ApplicationData
Status (section 2.2.3.177.17)

The server is not required to send an individual response for every operation that is sent by the client.
The client only receives responses for successful additions, successful fetches, successful changes that
include an attachment being added, and failed changes and deletions. When the client does not
receive a response, the client MUST assume that the operation succeeded unless informed otherwise.

In a Sync command request or response, one or more Change elements can appear as a child
element of the Commands element for a particular collection.

Certain in-schema properties remain untouched in the following cases:

= If there is only an email:Flag ([MS-ASEMAIL] section 2.2.2.34), email:Read ([MS-ASEMAIL]
section 2.2.2.58), or email:Categories ([MS-ASEMAIL] section 2.2.2.16) change (that is, if only
an email:Flag, email:Categories, or email:Read element is present), all other properties will
remain unchanged and the client SHOULD NOT send the other elements in the request. If all the
other elements are sent, extra bandwidth is used, but no errors occur.

= If a calendar:Exceptions ([MS-ASCAL] section 2.2.2.22) node is not specified in a client request,
the properties for that calendar:Exceptions node will remain unchanged. If a
calendar:Exception ([MS-ASCAL] section 2.2.2.21) node within the calendar:Exceptions node
is not present in a client request, that particular exception will remain unchanged.

= If the airsyncbase:Body, airsyncbase:Data, or contacts:Picture elements are not present,
the corresponding properties will remain unchanged.

= If an element specifying a calendar property is not present in the client request, the calendar
property will remain unchanged on the calendar item. This case does not apply to protocol
versions 2.5, 12.0, 12.1, 14.0, and 14.1.

= If a property is not returned in an ApplicationData element that is contained in the Responses
element (section 2.2.3.154) in a server response, it should be considered unchanged. This case
does not apply to protocol versions 2.5, 12.0, 12.1, 14.0, and 14.1.

In all other cases, if an in-schema property is not specified in a change request, the property is
actively deleted from the item on the server. A client MUST be aware of this when it is sending Sync
requests; otherwise, data can be unintentionally removed.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
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Protocol version Element support
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

When protocol version 16.0 or 16.1 is used and the Change element is a child of the Responses
element, the ApplicationData element is supported as a child of the Change element.

When protocol version 16.0 or 16.1 is used and the changed object is a calendar item, the object is
identified by both the ServerId element of the master item as well as the airsyncbase:Instanceld
element of the specific occurrence.

The airsyncbase:Instanceld and email2:Send elements are supported as child elements of the
Change element only when protocol version 16.0 or 16.1 is used.

2.2.3.25 Changes

The Changes element is an optional child element of the FolderSync element in FolderSync
command responses that contains changes to the folder hierarchy. It is used to update the client with
folder additions, deletions, and updates on the server.

All elements referenced in this section are defined in the FolderHierarchy namespace.

Command Number
request/response Parent elements Child elements Data type allowed
FolderSync command FolderSync Count (section container ([MS- 0..1
response (section 2.2.1.5) (section 2.2.3.76) 2.2.3.37) ASDTYPE] section (optional)

Update (section 2.2)

2.2.3.187)

Delete (section

2.2.3.42.1)

Add (section

2.2.3.7.1)

The server SHOULD maintain the same set of folder data being returned across synchronization key 0
(zero), in terms of ServerId (section 2.2.3.166.4) and DisplayName (section 2.2.3.49.4) mapping.
While the server SHOULD maintain this mapping, clients MUST be able to handle having the server
return a completely different set of mapped data.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
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Protocol version Element support
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.26 CheckCRL

The CheckCRL element is an optional child element of the ValidateCert element in ValidateCert
command requests that specifies whether the server ignores an unverifiable revocation status.

All elements referenced in this section are defined in the ValidateCert namespace.

Child Number
Command request/response Parent elements elements Data type allowed
ValidateCert command request | ValidateCert None integer ([MS- 0...1
(section 2.2.1.22) (section 2.2.3.195) ASDTYPE] section (optional)
2.6)

The revocation status of a certificate cannot be verified when the certificate revocation lists (CRLs)
cannot be retrieved.

When the CheckCRL element value is set to 1 (TRUE), the server MUST NOT ignore an unverifiable
revocation status. When the CheckCRL element value is set to 0 (FALSE), the server SHOULD ignore
an unverifiable revocation status. The default value is 0 (zero).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes
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2.2.3.27 Class

The Class element is used in the following command requests and responses:
= Find command requests and responses (section 2.2.1.2)

= GetItemEstimate command requests (section 2.2.1.9)

= ItemOperations command responses (section 2.2.1.10)

= Ping command requests (section 2.2.1.13)

= Search command requests (section 2.2.1.16) and responses

= Sync command requests and responses (section 2.2.1.21)

The definition of the Class element differs according to the context in which it is used. For more
details, see section 2.2.3.27.1, section 2.2.3.27.2, section 2.2.3.27.3, section 2.2.3.27.4, section
2.2.3.27.5 and section 2.2.3.27.6.

2.2.3.27.1 Class (Find)

The airsync:Class element is a required child element of the Query element in Find command
requests and a required child element of the Result element in Find command responses. In both
contexts, it specifies the class of items retrieved by the search.

Elements referenced in this section are defined in the Find namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Child Number
request/response Parent elements elements Data type allowed
Find command request Query (section None string ([MS-ASDTYPE 1...1
(section 2.2.1.2) 2.2.3.142.1) section 2.7) (required)
Find command response Result (section None string 1.1
2.2.3.155.1) (required)

In Find command requests, the only supported value for the airsync:Class element is "Email".
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5

12.0

12.1

14.0

14.1

16.0
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Protocol version Element support

16.1 Yes

2.2.3.27.2 Class (GetItemEstimate)

The airsync:Class element is an optional child element of the airsync:Options element in
GetItemEstimate command requests. The getitemestimate:Class element is an optional child
element of the Collection element in GetItemEstimate command requests. The namespace and
parent element of the Class element depend on the protocol version being used. See the details about
protocol versions at the end of this section.

As a child of the Collection element, the getitemestimate:Class element specifies the type of a
collection. As a child of the airsync:Options element, the airsync:Class element assigns the filters
within the airsync:Options container to a given class.

Elements referenced in this section are defined in the GetItemEstimate namespace, except where
otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Child Number
Command request/response Parent elements elements Data type allowed
GetItemEstimate command Collection (section None string ([MS- 0...1
request (section 2.2.1.9) 2.2.3.29.1) ASDTYPE] section (optional)
airsync:Options 2.7)
(section 2.2.3.125.2)

Options for the same class within the same collection MUST NOT be redefined. The airsync:Class
element is not necessary for the default items contained within the collection (contacts in a Contacts
folder for example).

For example, to sync SMS messages, include an airsync:Options node with class "SMS". To also
sync email messages at the same time, include another airsync:Options node with class "Email".
Only SMS messages and email messages can be synchronized at the same time; a request for any
other combination of classes will fail with a status value of 4.

The valid airsync:Class element values are:

= Tasks

= Email

= Calendar

= Contacts

= SMS

= Notes

The valid getitemestimate:Class element values are:
= Tasks

=  Email

= Calendar
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= Contacts

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Element support, child of

Protocol version Element support, child of Collection airsync:Options

2.5 Yes

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

The namespace and parent element of this element depend on the protocol version being used. For
protocol versions 2.5, 12.0, and 12.1, the namespace is GetItemEstimate and the parent element is
the Collection element. For protocol versions 14.0, 14.1, 16.0, and 16.1, the namespace is AirSync

and the parent element is the airsync:Options element.

2.2.3.27.3 Class (ItemOperations)

The airsync:Class element is an optional child element of the Fetch element in ItemOperations
command responses that indicates the class of the content of the fetched item. This element is defined

in the AirSync namespace.

Elements referenced in this section are defined in the ItemOperations namespace, except where

otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

2.7)

Parent Child Number
Command request/response elements elements Data type allowed
ItemOperations command response Fetch (section None string ([MS- 0...1
(section 2.2.1.10) fetch operation 2.2.3.67.1) ASDTYPE] section (optional)

The valid airsync:Class element values are as follows for the latest protocol version. Details about
the protocol versions are provided at the end of this section.

=  Email
= Contacts
= Calendar
= Tasks

= SMS
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= Notes
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

The "SMS" and "Notes" values are valid only when the protocol version being used is 14.0, 14.1, or
16.0. The values "Tasks", "Email", "Calendar", and "Contacts" are valid for protocol versions 12.0,
12.1, 14.0, 14.1, 16.0 and 16.1.

2.2.3.27.4 Class (Ping)

The Class element is a required child element of the Folder element in Ping command requests that
specifies the content class of the folder to be monitored.

All elements referenced in this section are defined in the Ping namespace.

Command Child Number
request/response Parent elements elements Data type allowed
Ping command request Folder (section None string ([MS-ASDTYPE 1.1
(section 2.2.1.13) 2.2.3.71.2) section 2.7) (required)

The valid Class element values are as follows for the latest protocol version. Details about the
protocol versions are provided at the end of this section.

»  Email

= Calendar

= Contacts

= Tasks

= Notes

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

When the protocol version being used is 2.5, 12.0, or 12.1, the value "Notes" is not valid. The values
"Email", "Calendar, "Contacts", and "Tasks" are valid for all protocol versions.

2.2.3.27.5 Class (Search)

The airsync:Class element is an optional child element of the And element and the Schema element
in Search command requests and an optional child element of the Result element in Search
command responses. In all contexts, it specifies the classes that the client wants returned for a given
collection.

Elements referenced in this section are defined in the Search namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Child Number
Command request/response | Parent elements elements Data type allowed
Search command request And (section None string ([MS- 0...N
(section 2.2.1.16) 2.2.3.10) ASDTYPE] section 2.7) | (optional)
Schema
Search command response Result (section None string 0.1
2.2.3.155.3) (optional)

The valid airsync:Class element values are as follows for the latest protocol version. Details about
the protocol versions are provided at the end of this section.

= Tasks

= Email

= Calendar
= Contacts
= Notes

= SMS

The Search request can include one or more airsync:Class elements in the request to limit the type
of data included in the Search response. If one or more airsync:Class elements are not included in
the Search request, the server will return all supported classes.

If the airsync:Class element is included as a child of any element other than the And element in the
request, the server responds with a Status element (section 2.2.3.177.13) value of 8
(SearchTooComplex).

100/ 527

[MS-ASCMD] - v20170228

Exchange ActiveSync: Command Reference Protocol
Copyright © 2017 Microsoft Corporation

Release: February 28, 2017


%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3
%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

The "SMS" and "Notes" values are valid only when the protocol version being used is 14.0, 14.1, 16.0,
or 16.1. The values "Tasks", "Email", "Calendar", and "Contacts" are valid for protocol versions 12.0,
12.1, 14.0, 14.1, 16.0, and 16.1.

2.2.3.27.6 Class (Sync)

The Class element is an optional child element of the Collection element, the Add element, or the
Options element in Sync command requests. The Class element is an optional child element of the
Collection element, the Delete element, the Change element, or the Add element in Sync
command responses. The parent element of the Class element in command requests and command
responses depends on the protocol version being used. See the details about protocol versions at the
end of this section.

All elements referenced in this section are defined in the AirSync namespace.

Command Child Number
request/response Parent elements elements Data type allowed

Sync command request Collection (section None string ([MS- 0...1
(section 2.2.1.21) 2.2.3.29.2) ASDTYPE] section 2.7) | (optional)
Add (section
2.2.3.7.2)
Options (section
2.2.3.125.6)

Sync command response Collection (section None string 0...1
2.2.3.29.2) (optional)

Delete (section
2.2.3.42.2)

Change (section
2.2.3.24)

Add (section
2.2.3.7.2)
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As a child of the Collection element in the Sync command request or response, the Class element
identifies the class of the item being added to the collection, deleted from the collection, or changed in
the collection.

As a child element of the Add element in the Sync command request, the Class element identifies
the class of the item being added to the collection.

As a child element of the Options element in the Sync command request, the Class element assigns
the filters within the Options container to a given class. Options for the same Class within the same
Collection (section 2.2.3.29.2) MUST NOT be redefined. A Status element (section 2.2.3.177.17)
value of 4 is returned if options for the same Class within the same Collection are redefined. The
Class element is not necessary for the default items contained within the collection (contacts in a
contacts folder for example). For example, to sync SMS messages, include an Options node with
class "SMS". To also sync email messages at the same time, include another Options node with class
"Email". Only SMS messages and email messages can be synchronized at the same time; a request for
any other combination of classes will fail with a status value of 4. The result of including more than
one Class element as child elements of the Options element is undefined. The server MAY return a
protocol status error in response to such a command request.

As a child element of the Delete element in the Sync command response, the Class element
identifies the class of the item being deleted from the collection.

As a child element of the Change element in the Sync command response, the Class element
identifies the class of the item being changed in the collection.

As a child element of the Add element in the Sync command response, the Class element identifies
the class of the item being added to the collection. The Class element is not included in Sync Add
responses when the class of the collection matches the item class. For example, a Sync command
response for an email added to the Inbox folder would not include a Class element value of "Email"
as the Inbox contains email class content by default. However, a Sync command response for an SMS
message added to the Inbox does include the Class value as SMS items are not the default class type
of the Inbox.

In all contexts of a Sync command request or Sync command response, the valid Class element
values are as follows for the latest protocol version. Details about the protocol versions are provided
at the end of this section.

= Tasks

*  Email

= Calendar

= Contacts

= SMS

= Notes

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Element support, child of Add,
Protocol version Element support, child of Collection Options, Delete, Change

2.5 Yes
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Element support, child of Add,

Protocol version Element support, child of Collection Options, Delete, Change

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

The parent element of this element depends on the protocol version being used. For protocol versions
2.5, 12.0, and 12.1, the parent element is the Collection element in both a command request and a

command response. For protocol versions 14.0, 14.1, 16.0, and 16.1, the parent element is the Add

element or the Options element in a command request; it is the Add element, the Delete element,

or the Change element in a command response.

The "SMS" and "Notes" values are valid only when the protocol version being used is 14.0, 14.1, 16.0,
or 16.1. The values "Tasks", "Email", "Calendar", and "Contacts" are valid for all protocol versions.

The Class element is not present in the Sync response for an SMS deletion when protocol version
14.0 is used.

2.2.3.28 Clientld

The ClientId element is used in the following command requests and responses:
» SendMail command requests (section 2.2.1.17)

= SmartForward command requests (section 2.2.1.19)

= SmartReply command requests (section 2.2.1.20)

= Sync command requests and responses (section 2.2.1.21)

The definition of the ClientId element differs according to the context in which it is used. For more
details, see section 2.2.3.28.1 and section 2.2.3.28.2.

2.2.3.28.1 Clientld (SendMail, SmartForward, and SmartReply)

The Clientld element is a required child element of the SendMail element in SendMail command
requests, a required child element of the SmartForward element in SmartForward command
requests, and a required child element of the SmartReply element in SmartReply command
requests. In all contexts, it specifies the client's unique message ID (MID).

All elements referenced in this section are defined in the ComposeMail hamespace.

Child Number
Command request/response Parent elements elements Data type allowed
SendMail command request SendMail (section None string ([MS- 1...1
(section 2.2.1.17) 2.2.3.162) ASDTYPE] section (required)
2.7)
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Child Number
Command request/response Parent elements elements Data type allowed
SmartForward command SmartForward None string 1...1
request (section 2.2.1.19) (section 2.2.3.169) (required)
SmartReply command request SmartReply (section None string 1...1
(section 2.2.1.20) 2.2.3.170) (required)

The ClientId element value can be up to 40 characters in length and MUST be unique for each
message, as the server will use the ClientId element value to identify duplicate messages. The
ClientId element value can be a simple counter incremented for each new message.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Element support, Element support, Element support,
Protocol version SendMail SmartForward SmartReply
2.5
12.0
12.1
14.0 Yes Yes Yes
14.1 Yes Yes Yes
16.0 Yes Yes Yes
16.1 Yes Yes Yes
2.2.3.28.2 Clientld (Sync)

The Clientld element is a required child element of the Add element in Sync command requests and
responses that contains a unique identifier (typically an integer) that is generated by the client to
temporarily identify a new object that is being created by using the Add element. The client includes
the ClientId element in the Add element request that it sends to the server. The server response
contains an Add element that contains the original client ID and a new server ID that was assigned for
the object, which replaces the client ID as the permanent object identifier.

All elements referenced in this section are defined in the AirSync namespace.
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Parent Child Number
Command request/response | elements elements Data type allowed
Sync command request (section | Add (section None string ([MS-ASDTYPE 1.1
2.2.1.21) 2.2.3.7.2) section 2.7) (required)
Sync command response Add (section None string 1.1
2.2.3.7.2) (required)
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The ClientId element is a unique identifier that consists of up to 64 digits and letters. The client
generates this ID. The value only has to be unique for the device during the duration of the Sync
request that adds the object to the server. The client stores the client IDs until the synchronization
session is completed successfully, to make recovery easier if the synchronization process fails.

An easy way to implement the client ID is to use a counter that is incremented for each new object
that is created on the client.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.29 Collection

The Collection element is used in the following command requests and responses:
» GetItemEstimate command requests and responses (section 2.2.1.9)

= Sync command requests and responses (section 2.2.1.21)

The definition of the Collection element differs according to the context in which it is used. For more
details, see section 2.2.3.29.1 and section 2.2.3.29.2.

2.2.3.29.1 Collection (GetItemEstimate)

The Collection element is a required child element of the Collections element in GetItemEstimate
command requests and an optional child element of the Response element in GetItemEstimate
command responses. In both contexts, it contains elements that apply to a particular collection. A
maximum of 300 Collection elements can be included in a single Collections element.

Elements referenced in this section are defined in the GetItemEstimate namespace, except where
otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Parent Number
request/response elements Child elements Data type allowed
GetItemEstimate Collections Class (section 2.2.3.27.2) container 1...300
command request (section airsync:SyncKey (section ([MS-ASDTYPE (required)
(section 2.2.1.9) 2.2.3.31.1) 2.2.3.181.3) section 2.2)
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Command Parent Number
request/response elements Child elements Data type allowed

CollectionId (section
2.2.3.30.2)

airsync:FilterType (section
2.2.3.68.1)

airsync:ConversationMode
(section 2.2.3.36.1)

airsync:Options (section

2.2.3.125.2)
GetItemEstimate Response Class (section 2.2.3.27.2) container 0.1
command response (section CollectionId (section (optional)
2.2.3.153.3) 2.2.3.30.2)

Estimate (section 2.2.3.65)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

The Class element and the airsync:FilterType element are supported child elements of the
Collection element only when protocol version 2.5, 12.0, or 12.1 is used.

2.2.3.29.2 Collection (Sync)

The Collection element is a required child element of the Collections element in Sync command
requests, and an optional child element in Sync command responses. In both contexts, it contains
commands and options that apply to a particular collection.

All elements referenced in this section are defined in the AirSync namespace.

Command Parent Number
request/response elements Child elements Data type allowed
Sync command request Collections Class (section 2.2.3.27.6) | container ([MS- 1...N
(section 2.2.1.21) (section SyncKey (section ASDTYPE] section (required)
2.2.3.31.2) 2.2.3.181.4) 2.2)
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Command Parent
request/response elements Child elements

Data type

Number
allowed

Supported (section
2.2.3.179)

CollectionId (section
2.2.3.30.6)

DeletesAsMoves
(section 2.2.3.43)

GetChanges (section
2.2.3.84)

WindowsSize (section
2.2.3.199)

Options (section
2.2.3.125.6)

ConversationMode
(section 2.2.3.36.2)

Commands (section
2.2.3.32)

Sync command response Collections Class
SyncKey
CollectionId

Status (section
2.2.3.177.17)

MoreAvailable (section
2.2.3.116)

Commands

Responses (section
2.2.3.154)

container

0..N
(optional)

The Collection element contains identification information (Collectionld), synchronization state

(SyncKey), commands (GetChanges, Commands), and options (WindowSize, Options,

DeletesAsMoves, MoreAvailable).

There is a strict ordering of the XML elements within a Collection node in a Sync command request.

The order is as follows:
1. SyncKey
CollectionId
Supported
DeletesAsMoves
GetChanges
WindowsSize

ConversationMode

® N o 0 A~ LN

Options

9. Commands

A single Collections element can contain multiple Collection elements. Therefore, each Collection
does not require its own Sync command. That is, a Sync command request can specify multiple

collections to be synchronized.
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Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

Only one collection can be specified when protocol version 2.5 or 12.0 is used.

The Class element is a supported child element of the Collection element only when protocol version
2.5,12.0, or 12.1 is used.

2.2.3.30 CollectionId

The CollectionId element is used in the following command requests and responses:
= Find command requests and responses (section 2.2.1.2)

» GetItemEstimate command requests and responses (section 2.2.1.9)

= ItemOperations command requests and responses (section 2.2.1.10)

= MeetingResponse command requests (section 2.2.1.11)

= Search command requests and responses (section 2.2.1.16)

= Sync command requests and responses (section 2.2.1.21).

The definition of the CollectionId element differs according to the context in which it is used. For
more details, see section 2.2.3.30.1, section 2.2.3.30.2, section 2.2.3.30.3, section 2.2.3.30.4,
section 2.2.3.30.5, and section 2.2.3.30.6.

2.2.3.30.1 Collectionld (Find)

The airsync:Collectionld element is an optional child element of the Query element in Find
command requests that specifies the folder in which to search. The airsync:CollectionId element is a
required child element of the Result element in Find command responses that specifies the folder in
which the item was found.

Elements referenced in this section are defined in the Find namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).
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Command Child Number
request/response Parent elements elements Data type allowed
Find command request Query (section None string ([MS-ASDTYPE 0...1
(section 2.2.1.2) 2.2.3.142.1) section 2.7) (optional)
Find command response Result (section None string 1...1
2.2.3.155.1) (required)

If no airsync:CollectionId element is present, the Find command request will apply to all folders
returned in FolderSync and conduct a global search.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version

Element support

2.5

12.0

12.1

14.0

14.1

16.0

16.1

Yes

2.2.3.30.2

CollectionId (GetItemEstimate)

The CollectionId element is a required child element of the Collection element in GetItemEstimate
command requests and responses that specifies the server ID of the collection from which the item

estimate is being obtained.

Elements referenced in this section are defined in the GetItemEstimate namespace, except where

otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Child Number
Command request/response Parent elements elements Data type allowed
GetItemEstimate command Collection (section | None string ([MS- 1.1
request (section 2.2.1.9) 2.2.3.29.1) ASDTYPE] section (required)
2.7)
GetItemEstimate command Collection None string 1...1
response (required)

The CollectionId element value can be up to 64 characters in length. The CollectionId element

value sent in the GetItemEstimate command request corresponds to the Server ID value assigned to
the folder containing the item to retrieve. The collection ID is obtained from the
folderhierarchy:Serverld element (section 2.2.3.166) of a previous FolderSync command
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response (section 2.2.1.5) or FolderCreate command response (section 2.2.1.3). (The client SHOULD
store folderhierarchy:Serverld values as they are returned by the server in FolderSync and
FolderCreate command responses.)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.30.3 Collectionld (ItemOperations)

The airsync:Collectionld element is a child element of the EmptyFolderContents element and the
Fetch element in ItemOperations command requests that enables a client to specify the folder to be
emptied or the item to be fetched. The airsync:CollectionId element is a child element of the
EmptyFolderContents element and the Fetch element in ItemOperations command responses
that identifies the folder that was emptied or the folder that was fetched.

Elements referenced in this section are defined in the ItemOperations namespace, except where
otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Child
request/response Parent elements elements | Data type Number allowed
ItemOperations EmptyFolderContents None string ([MS- | 1...1 (required in
command request (section 2.2.3.58) ASDTYPE EmptyFolderContents
(section 2.2.1.10) Fetch (section section 2.7) operation)
2.2.3.67.1) 0...1 (optional in fetch
operation)
ItemOperations EmptyFolderContents None string 1...1 (required in
command response Fetch EmptyFolderContents
operation)
0...1 (optional in fetch
operation)

Protocol Versions
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The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.30.4 Collectionld (MeetingResponse)

The CollectionId element is a child element of the Request element in MeetingResponse command
requests that specifies the folder that contains the meeting request.

Elements referenced in this section are defined in the MeetingResponse namespace, except where
otherwise indicated by the presence of a hamespace prefix (as defined in section 2.2.4).

Command Parent Child

request/response elements elements Data type Number allowed
MeetingResponse Request None string ([MS- 0...1 (Required, or optional if
command request (section (section ASDTYPE search:LongId (section
2.2.1.11) 2.2.3.150.2) section 2.7) 2.2.3.98.2) is included)

Because meeting requests are most commonly sent to the Inbox folder, the CollectionId element
value that specifies the Inbox folder is the most common value for this element.

The CollectionId element value can be up to 64 characters in length and is obtained from the
folderhierarchy:Serverld element (section 2.2.3.166) of a previous FolderSync command
response (section 2.2.1.5) or FolderCreate command response (section 2.2.1.3).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes

111 /527

[MS-ASCMD] - v20170228

Exchange ActiveSync: Command Reference Protocol
Copyright © 2017 Microsoft Corporation

Release: February 28, 2017


%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d
%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d
%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3
%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3
%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d
%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d

Protocol version Element support
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.30.5 CollectionId (Search)

The airsync:CollectionlId element is an optional child element of the And element in Search
command requests that specifies the folder in which to search. The airsync:Collectionld element is
an optional child element of the Result element in Search command responses that specifies the
folder in which the item was found.

Elements referenced in this section are defined in the Search namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Child Number
Command request/response | Parent elements elements Data type allowed
Search command request And (section None string ([MS- 0...N
(section 2.2.1.16) 2.2.3.10) ASDTYPE] section 2.7) | (optional)
Search command response Result (section None string 0...N
2.2.3.155.3) (optional)

In a Search command request, multiple folders can be specified by including multiple
airsync:CollectionId elements. If the DeepTraversal element (section 2.2.3.41.2) is present, it
applies to all folders under each airsync:CollectionId element. If the airsync:Collectionld element
is included as a child of any element other than And, the server responds with a Status element
(section 2.2.3.177.13) value of 8 (SearchTooComplex).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes
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2.2.3.30.6 CollectionId (Sync)

The Collectionld element is a required child element of the Collection element in Sync command
requests and responses that specifies the server ID of the folder to be synchronized.

Elements referenced in this section are defined in the AirSync namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Child Number
request/response Parent elements elements Data type allowed
Sync command request Collection (section None string ([MS- 1.1
(section 2.2.1.21) 2.2.3.29.2) ASDTYPE] section 2.7) | (required)
Sync command response Collection (section None string 1.1
2.2.3.29.2) (required)

The server ID of the folder is obtained from the folderhierarchy:ServerId element (section
2.2.3.166) of a previous FolderSync command response (section 2.2.1.5) or FolderCreate command
response (section 2.2.1.3). The Collectionld element value can be up to 64 characters in length.

The CollectionId value "RI" specifies the recipient information cache, which contains a list of contacts
that the user has interacted with most often in the near term, and with whom the user is likely to
interact again. The recipient information cache is a special folder (similar to the Inbox folder),
which limits the operations that can be performed on it.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.31 Collections
The Collections element is used in the following command requests and responses:
= GetItemEstimate command requests (section 2.2.1.9)

= Sync command requests and responses (section 2.2.1.21)
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The definition of the Collections element differs according to the context in which it is used. For more
details, see section 2.2.3.31.1 and section 2.2.3.31.2.

2.2.3.31.1 Collections (GetItemEstimate)

The Collections element is a required child element of the GetItemEstimate element in
GetItemEstimate command requests that serves as a container for one to 300 Collection elements.

All elements referenced in this section are defined in the GetItemEstimate namespace.

Command Number

request/response Parent elements Child elements | Data type allowed

GetItemEstimate command | GetItemEstimate Collection container ([MS- 1.1

request (section 2.2.1.9) (section 2.2.3.85) (section ASDTYPE] section (required)
2.2.3.29.1) 2.2)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.31.2 Collections (Sync)

The Collections element is an optional child element of the Sync element in Sync command requests
and responses that serves as a container for the Collection element.

All elements referenced in this section are defined in the AirSync namespace.

Command Parent Number
request/response elements Child elements Data type allowed
Sync command request Sync (section Collection (section | container ([MS- 0...1
(section 2.2.1.21) 2.2.3.180) 2.2.3.29.2) ASDTYPE] section 2.2) | (optional)
Sync command response Sync Collection container 0...1
(optional)
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The Collections element is optional. If the Collections element is present, it can contain multiple
Collection elements.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes
2.2.3.32 Commands

The Commands element is an optional child element of the Collection element in Sync command
requests and responses that contains operations that apply to a collection. Available operations are
add, delete, change, fetch, and soft delete. Client operations are sent in the POST request; server
commands are sent in the POST response.

This element is optional. If it is present, it MUST include at least one operation. It is a child of the
Collection element.

All elements referenced in this section are defined in the AirSync namespace.
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Command Number
request/response Parent elements Child elements Data type allowed
Sync command request Collection Add (section container ([MS- 0...1
(section 2.2.1.21) (section 2.2.3.7.2) ASDTYPE] section (optional)
2.2.3.29.2) Delete (section 2.2)

2.2.3.42.2)

Change (section

2.2.3.24)

Fetch (section

2.2.3.67.2)
Sync command response Collection Add container 0...1

Delete (optional)

Change

SoftDelete

(section 2.2.3.172)
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The result of including no child elements for the Commands element is undefined. The server MAY
return a protocol status error in response to such a command request. See section 3.1.5.4 for
information regarding the number of child elements contained in a Commands element.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.33 Company

The Company element is used in the following command responses:
= Find command responses (section 2.2.1.2)

= Search command responses (section 2.2.1.16)

The definition of the Company element differs according to the context in which it is used. For more
details, see section 2.2.3.33.1and section 2.2.3.33.2.

2.2.3.33.1 Company (Find)

The Company element in the GAL namespace is an optional child element of the find:Properties
element in Find command responses. The Company element is only present in response to Find
command requests that contain the GALSearchCriterion element as specified in section 2.2.3.82. It
contains the company of a recipient in the GAL that matched the search criteria from the
corresponding Find command request.

Command Child Number

request/response Parent elements elements Data type allowed

Find command response Properties (section None string ([MS- 0...1

(section 2.2.1.2) 2.2.3.139.1) ASDTYPE] section (optional)
2.7)

Protocol Versions
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The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5

12.0

12.1

14.0

14.1

16.0

16.1 Yes

2.2.3.33.2 Company (Search)

The Company element in the GAL namespace is an optional child element of the search:Properties
element in Search command responses. The Company element is only present in response to
Search command requests that contain a search:Name element with a value of "GAL", as specified
in section 2.2.3.120.2. It contains the company of a recipient in the GAL that matched the search
criteria from the corresponding Search command request.

Child Number
Command request/response | Parent elements elements Data type allowed
Search command response Properties (section None string ([MS- 0...1
(section 2.2.1.16) 2.2.3.139.3) ASDTYPE] section (optional)
2.7)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
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Protocol version Element support

16.1 Yes

2.2.3.34 Conflict

The Conflict element is an optional child element of the Options element in Sync command requests
that specifies how to resolve the conflict that occurs when an object has been changed on both the
client and the server. The value specifies which object—the client object or the server object—to keep
if there is a conflict.

All elements referenced in this section are defined in the AirSync namespace.

Command Child Number
request/response Parent elements elements Data type allowed
Sync command request Options (section None unsignedByte ([MS- 0...1
(section 2.2.1.21) 2.2.3.125.6) ASDTYPE] section 2.8) (optional)

The following table lists valid values for the element.

Value | Meaning

0 Client object replaces server object.

1 Server object replaces client object.

If the Conflict element is not present, the server object will replace the client object when a conflict
occurs.

A value of 0 (zero) means to keep the client object; a value of 1 means to keep the server object. If
the value is 1 and there is a conflict, a Status element (section 2.2.3.177.17) value of 7 is returned to
inform the client that the object that the client sent to the server was discarded.

The Conflict element applies to the entire collection; therefore, it is not possible to apply the Conflict
element value to individual items within the collection.

The Conflict element is a child of the Options element, and therefore the Conflict element appears
only in requests to the server from the client.

The result of including more than one Conflict element as the child of an Options element is
undefined. The server MAY return a protocol status error in response to such a command request.

If a Delete element (section 2.2.3.42.2) conflicts with an Add (section 2.2.3.7.2) or Change element
(section 2.2.3.24), the Delete element takes precedence.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5 Yes
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Protocol version Element support
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.35 ConversationId

The ConversationlId element is used in the following command requests and responses:
= ItemOperations command requests and responses (section 2.2.1.10)

= Search command requests (section 2.2.1.16)

The definition of the ConversationlId element differs according to the context in which it is used. For
more details, see section 2.2.3.35.1 and section 2.2.3.35.2.

2.2.3.35.1 Conversationld (ItemOperations)

The Conversationld element is a required child element of the Move element in ItemOperations
command requests and responses that specifies the conversation to be moved.

All elements referenced in this section are defined in the ItemOperations namespace.

Child Number
Command request/response Parent elements | elements Data type allowed
ItemOperations command request Move (section None string ([MS- 1...1
(section 2.2.1.10) Move operation 2.2.3.117.1) ASDTYPE] section (required)
2.7)
ItemOperations command response Move None string 1...1
Move operation (required)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5

12.0

12.1
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Protocol version Element support
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.35.2 Conversationld (Search)

The Conversationld element is an optional child element of the And element in Search command
requests that specifies the conversation for which to search. The value is a GUID. For details, see

MS-ASCON].

All elements referenced in this section are defined in the Search namespace.

Parent Child Number
Command request/response elements elements Data type allowed
Search command request And (section None string ([MS-ASDTYPE 0...1
(section 2.2.1.16) 2.2.3.10) section 2.7) (optional)

If the Conversationld element is included as a child of any element other than the And element, the
server responds with a Status element (section 2.2.3.177.13) value of 8 (SearchTooComplex).

The result of including more than one Conversationld element in a Search command request is
undefined. The server SHOULD return a protocol status error in response to such a command request.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.36 ConversationMode

The ConversationMode element is used in the following command requests:
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= GetItemEstimate command requests (section 2.2.1.9)
= Sync command requests (section 2.2.1.21)

The definition of the ConversationlId element differs according to the context in which it is used. For
more details, see section 2.2.3.36.1 and section 2.2.3.36.2.

2.2.3.36.1 ConversationMode (GetItemEstimate)

The airsync:ConversationMode element is an optional child element of the Collection element in
GetItemEstimate command requests that specifies whether to include items that are included within
the conversation modality within the results of the GetItemEstimate command response (section
2.2.1.9). A single conversation MAY span multiple collections and therefore
airsync:ConversationMode is a child of the Collection element, rather than the airsync:Options
element (section 2.2.3.125.2).

Elements referenced in this section are defined in the GetItemEstimate namespace, except where
otherwise indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Child Number
request/response Parent elements elements Data type allowed
GetItemEstimate Collection (section None boolean ([MS- 0...1

command request 2.2.3.29.1) ASDTYPE] section 2.1) (optional)

Setting the airsync:ConversationMode element to 0 (FALSE) in a GetItemEstimate request
results in an Estimate element (section 2.2.3.65) value that only includes items that meet the
airsync:FilterType element (section 2.2.3.68.1) value. Setting the airsync:ConversationMode
element to 1 (TRUE) expands the result set to also include items with identical
email2:Conversationld element (as specified in [MS-ASEMAIL] section 2.2.2.21) values to those in
the airsync:FilterType result set. The airsync:ConversationMode element value has no impact on
items outside the collection specified by the Collectionld element (section 2.2.3.30.2), the result set
is always limited to items in the specified collection. The airsync:ConversationMode element value
only limits or expands the results determined by the airsync:FilterType element value.

Specifying the airsync:ConversationMode element for collections that do not store email results in
an invalid XML error, Status element (section 2.2.3.177.7) value 103.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes
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2.2.3.36.2 ConversationMode (Sync)

The ConversationMode element is an optional child element of the Collection element in Sync
command requests that specifies whether to include items that are included within the conversation
modality within the results of the Sync response. A single conversation MAY span multiple classes,
and therefore ConversationMode is a child of the Collection element as opposed to the Options
element (section 2.2.3.125.6).

Elements referenced in this section are defined in the AirSync namespace, except where otherwise
indicated by the presence of a namespace prefix (as defined in section 2.2.4).

Command Child Number
request/response Parent elements elements Data type allowed
Sync command request Collection (section None boolean ([MS- 0...1
(section 2.2.1.21) 2.2.3.29.2) ASDTYPE] section 2.1) (optional)

Setting the ConversationMode element value to 1 (TRUE) results in retrieving all emails that match
the conversations received within the date filter specified. However, although the body of the emails
outside of that time based filter will not be retrieved, the text previews will be retrieved if the previews
were requested.

Setting the ConversationMode element value to 0 (FALSE) in a Sync request results in the
synchronization of items that meet the criteria of the FilterType element (section 2.2.3.68) value.
Setting the ConversationMode element value to 1 (TRUE) expands the result set to also include any
items with identical email2:ConversationId ([MS-ASEMAIL] section 2.2.2.21) values to those in the
FilterType result set. The ConversationMode element value has no impact on items outside the
collection specified by the CollectionId element (section 2.2.3.30.6); the result set is always limited
to items in the specified collection. The ConversationMode element value only limits or expands the
results determined by the FilterType element value.

Specifying the ConversationMode element for collections that do not store emails results in an
invalid XML error, Status element (section 2.2.3.177.17) value 4.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes
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2.2.3.37 Count

The Count element is an optional child element of the Changes element in FolderSync command
responses that specifies the number of added, deleted, and updated folders on the server since the
last folder synchronization. These changes are listed in the Changes element. If there are no changes
since the last folder synchronization, a Count element value of 0 (zero) is returned.

All elements referenced in this section are defined in the FolderHierarchy namespace.

Parent Child Number
Command request/response elements elements Data type allowed
FolderSync command response | Changes None unsigned integer ([MS- 0.1
(section 2.2.1.5) (section ASDTYPE] section 2.6) (optional)
2.2.3.25)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.38 Culture

The Culture element is an optional child element of the Response element in Autodiscover
command responses that specifies the client culture, which is used to localize error messages.

All elements referenced in this section are defined in the
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/responseschema/2006 namespace.

Child Number
Command request/response Parent elements elements Data type allowed
Autodiscover command Response (section None string ([MS- 0...1
response (section 2.2.1.1) 2.2.3.153.1) ASDTYPE] section (optional)
2.7)
The string value MUST be of the form "en:us".<5>
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Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.39 Data

The Data element is used in the following command responses:
= Find command responses (section 2.2.1.2)

= ItemOperations command responses (section 2.2.1.10)

= ResolveRecipients command responses (section 2.2.1.15)
= Search command response (section 2.2.1.16)

The definition of the Data element differs according to the context in which it is used. For more
details, see section 2.2.3.39.1, section 2.2.3.39.2, section 2.2.3.39.3, and section 2.2.3.39.4.

2.2.3.39.1 Data (Find)

The gal:Data element is an optional child element of the gal:Picture element in Find command
responses that contains the binary data of the contact photo.

Child Data Number
Command request/response Parent elements elements type allowed
Find command response (section gal:Picture (section None Byte 0...1 (optional)
2.2.1.16) 2.2.3.135.1) array

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Element support

2.5

12.0

12.1

14.0

14.1

16.0

16.1 Yes

2.2.3.39.2 Data (ItemOperations)

The Data element is an optional child element of the Properties element in ItemOperations
command responses that contains the item content for inline content responses.

All elements referenced in this section are defined in the ItemOperations namespace.

Child Number
Command request/response Parent elements elements Data type allowed
ItemOperations command response Properties None string ([MS- 0...1
(section 2.2.1.10) fetch operation (section ASDTYPE] section (optional)
2.2.3.139.2) 2.7)

The content of the Data element is a base64 encoding of the binary document, attachment, or body
data. The size of the data (in bytes) that is contained within the Data element is indicated by the
Range element (section 2.2.3.143.2). The total size of the item (in bytes) is indicated by the Total
element (section 2.2.3.184.2).

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes
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2.2.3.39.3 Data (ResolveRecipients)

The Data element is an optional child element of the Picture element in ResolveRecipients
command responses that contains the binary data of the contact photo.

All elements referenced in this section are defined in the ResolveRecipients namespace.

Child Data Number
Command request/response Parent elements elements type allowed
ResolveRecipients command response Picture (section None Byte 0...1 (optional)
(section 2.2.1.15) 2.2.3.135.2) array

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0

12.1

14.0

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.39.4 Data (Search)

The gal:Data element is an optional child element of the gal:Picture element in Search command
responses that contains the binary data of the contact photo.

Child Data Number
Command request/response Parent elements elements type allowed
Search command response (section gal:Picture (section None Byte 0...1 (optional)
2.2.1.16) 2.2.3.135.3) array

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Element support
2.5

12.0

12.1

14.0

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.40 DebugData

The DebugData element is an optional child element of the Error element in Autodiscover
command responses that represents information about the failure that can help the system
administrator debug the source of the problem.

Parent Child Number
Command request/response elements elements Data type allowed
Autodiscover command response Error (section None string ([MS- 0...1
(section 2.2.1.1) 2.2.3.63) ASDTYPE] section 2.7) | (optional)

This element is not intended for use by developers debugging their own data.
Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.341 DeepTraversal

The DeepTraversal element is used in the following command requests:
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* Find command requests (section 2.2.1.2)
= Search command requests (section 2.2.1.16)

The definition of the DeepTraversal element differs according to the context in which it is used. For
more details, see section 2.2.3.41.1 and section 2.2.3.41.2.

2.2.3.41.1 DeepTraversal (Find)

The DeepTraversal element is an optional child element of the Options element in Find command
requests that indicates that the client wants the server to search all subfolders for the folder that is
specified in the query.

All elements referenced in this section are defined in the Find nhamespace.

Child Data Number
Command request/response Parent elements elements type allowed
Find command request (section Options (section None None 0...1 (optional)
2.2.1.2) 2.2.3.125.1)

The DeepTraversal element is an empty tag element, meaning it has no value or data type. It is
distinguished only by the presence or absence of the <DeepTraversal/> tag. If the DeepTraversal
element and the CollectionlId element are not present, all folders returned in FolderSync and their
subfolders will be searched. If the DeepTraversal element and the Collectionld element are
present, the folder specified by the CollectionId and all its subfolders are searched.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5

12.0

12.1

14.0

14.1

16.0

16.1 Yes

2.2.3.41.2 DeepTraversal (Search)

The DeepTraversal element is an optional child element of the Options element in Search
command requests that indicates that the client wants the server to search all subfolders for the
folders that are specified in the query.

All elements referenced in this section are defined in the Search namespace.
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Child Data Number
Command request/response Parent elements elements type allowed
Search command request (section Options (section None None 0...1 (optional)
2.2.1.16) 2.2.3.125.5)

The result of including more than one DeepTraversal element in a Search command request is
undefined. The server MAY return a protocol status error in response to such a command request.

The DeepTraversal element is an empty tag element, meaning it has no value or data type. It is
distinguished only by the presence or absence of the <DeepTraversal/> tag. If the DeepTraversal
element is not present, the subfolders are not searched.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes

2.2.3.42 Delete

The Delete element is used in the following command requests and responses:
= FolderSync command responses (section 2.2.1.5)

= Sync command requests and responses (section 2.2.1.21)

The definition of the Delete element differs according to the context in which it is used. For more
details, see section 2.2.3.42.1 and section 2.2.3.42.2.

2.2.3.42.1 Delete (FolderSync)

The Delete element is an optional child element of the Changes element in FolderSync command
responses that specifies that a folder on the server was deleted since the last folder synchronization.

All elements referenced in this section are defined in the FolderHierarchy namespace.

Command Parent Number
request/response elements Child elements Data type allowed
FolderSync command Changes ServerlId (section container ([MS- 0...N
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Command Parent Number

request/response elements Child elements Data type allowed

response (section 2.2.1.5) (section 2.2.3.166.4) ASDTYPE] section (optional)
2.2.3.25) 2.2)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.42.2 Delete (Sync)

The Delete element is an optional child element of the Commands element in Sync command
requests and responses that deletes an object on the client device or the server. The Delete element
is an optional child element of the Responses element in Sync command responses. The object is
identified by its Serverld element.

All elements referenced in this section are defined in the AirSync namespace.

Command Parent Number
request/response elements Child elements Data type allowed
Sync command request Commands ServerlId (section 2.2.3.166.8) container 0...N
(section 2.2.1.21) (section airsyncbase:InstancelId ([MS- (IMS-ASDTYPE (optional)
2.2.3.32) ASAIRS] section 2.2.2.25) section 2.2)
Sync command Commands Serverld container 0...N
response Class (section 2.2.3.27.6) (optional)
Sync command Responses Serverld container 0...N
response (section airsyncbase:Instanceld (optional)
2.2.3.154) .
Status (section 2.2.3.177.17)

The server is not required to send an individual response for every operation that is sent by the client.
The client only receives responses for successful additions, successful fetches, successful changes that
include an attachment being added, and failed changes and deletions. When the client does not
receive a response, the client MUST assume that the operation succeeded unless informed otherwise.
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Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

The Delete element is not returned in the Sync response for an SMS deletion when protocol version
14.0 is used.

When protocol version 16.0 or 16.1 is used and the object is a recurrence instance, the object is

identified by both the ServerId element of the master item as well as the airsyncbase:Instanceld
element of the specific occurrence.

2.2.3.43 DeletesAsMoves

The DeletesAsMoves element is an optional child element of the Collection element in Sync
command requests that indicates that any deleted items SHOULD be moved to the Deleted Items
folder.

All elements referenced in this section are defined in the AirSync namespace.

Command Child Number
request/response Parent elements elements Data type allowed
Sync command request Collection (section None boolean ([MS- 0...1
(section 2.2.1.21) 2.2.3.29.2) ASDTYPE] section 2.1) (optional)

The DeletesAsMoves element appears only in requests sent to the server from the client. If the
DeletesAsMoves element is set to false, the deletion is permanent.

If the client wants to permanently delete items, the request MUST include the DeletesAsMoves
element with a value of 0 (FALSE). A value of 1 (TRUE), which is the default, indicates that any
deleted items are moved to the Deleted Items folder. The default is assumed when the
DeletesAsMoves element is either empty or not present.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Element support
2.5 Yes
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.44 DeleteSubFolders

The DeleteSubFolders element is an optional child element of the Options element in

ItemOperations command requests for the EmptyFolderContents (section 2.2.3.58) operation. It

is a flag that indicates whether to delete the subfolders of the specified folder.

All elements referenced in this section are defined in the ItemOperations namespace.

Child Data Number
Command request/response Parent elements elements type allowed
ItemOperations command request (section Options (section None None 0...1
2.2.1.10) EmptyFolderContents operation 2.2.3.125.3) (optional)

If the DeleteSubFolders element is not present in the request, the default behavior is to not delete

subfolders.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section

2.2.1.1.1.1, in the request.

Protocol version Element support
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes

16.0 Yes

16.1 Yes
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2.2.3.45 DeviceInformation

The DeviceInformation element is an optional child element of the Settings element in Settings
command requests and responses, and an optional child element of the Provision element in
Provision command requests. In Settings and Provision command requests, it is a container node
that is used for sending the client device's properties to the server. In Settings command responses,
it is a container node that is used to return the status of the request.

All elements referenced in this section are defined in the Settings namespace.

Command Number
request/response Parent elements Child elements Data type allowed
Settings command request Settings (section Set (section container ([MS- 0...1
(section 2.2.1.18) 2.2.3.168.2) 2.2.3.167) ASDTYPE] section (optional)
2.2)
Settings command response Settings Status (section container 0...1
2.2.3.177.15) (optional)
Provision command request Provision ([MS- Set container 0...1
(IMS-ASPROV] section 2.2) ASPROV] section (optional)
2.2.2.44)

If the protocol version is not 14.1, the client uses the Settings command to send
DeviceInformation to the server, as specified in section 3.1.5.2. More details about the protocol
versions are provided at the end of this section.

The DeviceInformation element allows the following information about a client device to be sent to
the server:

= Device model

= International Mobile Equipment Identity (IMEI)

= Device friendly name

= Device operating system

= Telephone number

= Device operating system language

= User Agent

= Whether to enable outbound SMS (see [MS-ASMS])
= Mobile operator name

The device information is represented as a list of settings under the DeviceInformation node in the

Settings command request and the Provision command request. The DeviceInformation element

has only one child element, Set, which contains the list of device information items in the request and
the status in the response. The DeviceInformation element supports only the Set element because

the device information is write-only from the device.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.
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Protocol version Element support, Settings Element support, Provision
2.5

12.0 Yes

12.1 Yes

14.0 Yes

14.1 Yes Yes

16.0 Yes Yes

16.1 Yes Yes

When protocol version 14.1, 16.0, or 16.1 is used, the DeviceInformation element MUST be present
as a child element of the Provision element in the initial Provision command request. When protocol
version 14.0, 12.1, or 12.0 is used, the DeviceInformation element MUST NOT be present as a child
element of the Provision element in the initial Provision command request. In this case, the client
uses the Settings command to send the device's properties to the server.

2.2.3.46 DevicePassword

The DevicePassword element is an optional child element of the Settings element in Settings
command requests and responses. In Settings command requests, the DevicePassword element is
a container node that is used to send the recovery password of the client device to the server. In
Settings command responses, the DevicePassword element is a container node that is used to
specify the status of the Settings command DevicePassword Set operation.

All elements referenced in this section are defined in the Settings namespace.

Command Number
request/response Parent elements Child elements Data type allowed
Settings command request Settings (section Set (section container ([MS- 0...1
(section 2.2.1.18) 2.2.3.168.2) 2.2.3.167) ASDTYPE] section (optional)
2.2)
Settings command response | Settings Status (section container 0...1
2.2.3.177.15) (optional)

Clients use the Set operation within the DevicePassword element to enable the device to send or
store a recovery password on the server. The recovery password is stored in the user's mailbox and
can be retrieved by the administrator or the end-user if the user forgets his or her password.

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5
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Protocol version Element support
12.0 Yes
12.1 Yes
14.0 Yes
14.1 Yes
16.0 Yes
16.1 Yes

2.2.3.47 DisplayBcc

The DisplayBcc element is an optional child element of the Properties element in Find command
responses that specifies the blind carbon copy (Bcc) recipients of an email as displayed to the
user.

The value of this element contains one or more display names. If there are multiple display names,
they are separated by semi-colons.

All elements referenced in this section are defined in the Find nhamespace.

Command Child Number

request/response Parent elements elements Data type allowed

Find command response Properties (section None string ([MS- 0.1

(section 2.2.1.2) 2.2.3.139.1) ASDTYPE] section (optional)
2.7)

Protocol Versions

The following table specifies the protocol versions that support this element. The client indicates the
protocol version being used by setting either the MS-ASProtocolVersion header, as specified in [MS-
ASHTTP] section 2.2.1.1.2.6, or the Protocol version field, as specified in [MS-ASHTTP] section
2.2.1.1.1.1, in the request.

Protocol version Element support

2.5

12.0

12.1

14.0

14.1

16.0

16.1 Yes

135 /527

[MS-ASCMD] - v20170228

Exchange ActiveSync: Command Reference Protocol
Copyright © 2017 Microsoft Corporation

Release: February 28, 2017


%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3
%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3
%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d
%