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1 Introduction

This document specifies the Search Service Administration Web Service Protocol. This protocol
enables the protocol client to configure and control the indexing functions of the search system. It
allows the protocol client to define the scope of indexing by configuring starting points and
restriction rules, credentials used during indexing by the protocol server, and control when the
indexing process takes place.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory

anonymous authentication
certificate

directory service (DS)

domain

domain name

drive letter

GUID

HRESULT

Hypertext Transfer Protocol (HTTP)
Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS)
share

Universal Naming Convention (UNC)
X.509

The following terms are defined in [MS-OFCGLOS]:

access URL

anchor content source
anchor crawl

authority hops

binary large object (BLOB)
Business Data Connectivity (BDC)
configuration database
content source

cookie

crawl

crawl account

crawl mapping

crawl queue

crawl rule

crawler

delete crawl

display URL

exclusion list

file

folder

forms authentication
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full crawl

full-text index catalog

host hop

HTTP GET

HTTP POST

inclusion list

incremental crawl

index server

item

metadata index

page hop

portal content project

query component

query server

search catalog

search database

search query

search service account

security trimmer

Shared Services Provider (SSP)
Simple Object Access Protocol (SOAP)
site

SOAP action

SOAP body

SOAP fault

start address

Uniform Resource Identifier (URI)
Uniform Resource Locator (URL)
URL encode

URL space

user profile import

web application

web server

web service

Web Services Description Language (WSDL)
website

WSDL message

XML namespace

XML namespace prefix

The following terms are specific to this document:

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the technical documents, which are updated frequently. References
to other documents include a publishing year when one is available.
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1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-NRTP] Microsoft Corporation, ".NET Remoting: Core Protocol Specification".

[MS-TSCH] Microsoft Corporation, "Task Scheduler Service Remoting Protocol Specification".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2396] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI):
Generic Syntax", RFC 2396, August 1998, http://www.ietf.org/rfc/rfc2396.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.ietf.org/rfc/rfc2616.txt

[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP)
1.1", May 2000, http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/

[SOAP1.2/1] Gudgin, M., Hadley, M., Mendelsohn, N., Moreau, J., and Nielsen, H.F., "SOAP Version
1.2 Part 1: Messaging Framework", W3C Recommendation, June 2003,
http://www.w3.0rg/TR/2003/REC-soapl2-part1-20030624

[SOAP1.2/2] Gudgin, M., Hadley, M., Mendelsohn, N., Moreau, J., and Nielsen, H.F., "SOAP Version
1.2 Part 2: Adjuncts", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soap12-
part2-20030624

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

[XMLSCHEMA1] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures"”, W3C Recommendation, May 2001,
http://www.w3.0rg/TR/2001/REC-xmlschema-1-20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlIschema-2-20010502/

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-OFCGLOS] Microsoft Corporation, "Microsoft Office Master Glossary".

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

1.3 Protocol Overview (Synopsis)

The Search Service Administration Web Service protocol enables a protocol client to configure and
control the crawl function of the search service’s index server.
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A crawl process involves traversal of the URL space by discovering and following the links from
items. Before a crawl can be started, the URL space is defined by specifying a set of start address
URLs and a set of rules that prevent the crawl from following links beyond desired boundaries of the
potentially infinite unrestricted URL space, for example to prevent it from crawling the Internet.

During a crawl, the index server typically produces a set of data structures, such as the full-text
index catalog and the metadata index that can be used to efficiently serve search queries.

Another specialized application of the crawl process is to perform a user profile import.
A typical scenario for using this protocol involves the following steps:

= Configuring one or more content sources containing at least one start address.

= Configuring zero or more crawl rules.

= Starting a crawl.

= Configuring a user profile import by specifying one or more user profile import accounts.

= Starting a user profile import.

1.4 Relationship to Other Protocols

This protocol uses the SOAP message protocol for formatting request and response messages, as
described in [SOAP1.1], [SOAP1.2/1] and [SOAP1.2/2]. It transmits those messages by using
HTTP, as described in [RFC2616], or Hypertext Transfer Protocol over Secure Sockets Layer
(HTTPS), as described in [RFC2818].

The following diagram shows the underlying messaging and transport stack used by the protocol:

Search Service Administration Web Service
Protocol

SOAP
HTTP | HTTPS
IR
IP

This Protocol

Industry Standard

Figure 1: This protocol in relation to other protocols

1.5 Prerequisites/Preconditions

This protocol operates against a Web site(2) that is identified by a URL that is known by protocol
clients. The protocol server endpoint is formed by concatenating the URL of the Web site with an
ending '/’ character, the name of the SSP, and "/Search/SearchAdmin.asmx" together, for example
http://www.contoso.com:56737/SharedServicesl/Search/SearchAdmin.asmx.

This protocol assumes that authentication has been performed by the underlying protocols.
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1.6 Applicability Statement

This protocol is designed for configuring index server with not more than 500 content sources and
100 crawl rules.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

= Supported Transports: This protocol uses multiple transports with SOAP as specified in section
2.1.

= Localization: This protocol includes text strings in various messages. Localization
considerations for such strings are specified in section 2.2 and section 3.1.4.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

In the following sections, the schema definition might be less restrictive than the processing rules
imposed by the protocol. The WSDL in this specification matches the WSDL that shipped with the
product and provides a base description of the schema. The text that introduces the WSDL specifies
additional restrictions that reflect actual Microsoft product behavior. For example, the schema
definition might allow for an element to be empty, null, or not present but the behavior of the
protocol as specified restricts the same elements to being non-empty, not null, and present.

2.1 Transport

Protocol servers MUST support SOAP over HTTP. Protocol servers MAY additionally support SOAP
over HTTPS for securing communication with clients.

Protocol messages MUST be formatted as specified either in [SOAP1.1], section 4, or in
SOAP1.2/1], section 5. Protocol server faults MUST be returned either using HTTP Status Codes as
specified in [RFC2616], section 10, or using SOAP faults as specified either in [SOAP1.1], section
4.4 or in [SOAP1.2/1] , section 5.4. The version of the SOAP fault returned MUST correspond to the
version of SOAP used for the request WSDL message.

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses
XML Schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and WSDL as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified
in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-
specific and not significant for interoperability.

Prefix Namespace URI Reference
S http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1
1
soapl2 http://schemas.xmlsoap.org/wsdl/soap12/ SOAP1.2/1
SOAP1.2/2
mime http://schemas.xmlsoap.org/wsdl/mime/
tns http://microsoft.com/webservices/OfficeServer/Search/SearchApplicationWebSer
vice
soap http://schemas.xmlsoap.org/wsdl/soap/ SOAP1.1
tm http://microsoft.com/wsdl/mime/textMatching/
(none) http://microsoft.com/webservices/OfficeServer/Search/SearchApplicationWebSer
vice
soapen http://schemas.xmlsoap.org/soap/encoding/
c
wsdl http://schemas.xmlsoap.org/wsdl/ WSDL
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2.2.2 Messages

The operations defined in section 3.1.4 MAY return a SOAP fault. A SOAP fault element is used to
carry error and status information within a SOAP message when there is API misuse or where there
are configuration failures.

2.2.3 Elements

This specification does not define any common XML Schema element definitions.

2.2.4 Complex Types

The following table summarizes the set of common XML Schema complex type definitions defined by
this specification. XML Schema complex type definitions that are specific to a particular operation
are described with the operation.

Complex Type Description

ArrayOfString An array of arbitrary string values.

ContentSourceDynamicPropsinternal | The crawl status of a content source with respect to the most
recent crawl.

CrawlRuleInternal The crawl rule properties.

ContentSourcelnternal The content source properties configured by the protocol client.

2.2.4.1 ArrayOfString

The ArrayOfString type represents an array of arbitrary string values.

<s:complexType name="ArrayOfString">
<s:sequence>
<s:element name="string" type="s:string" nillable ="true" minOccurs="0"
maxOccurs="unbounded" />
</s:sequence>
</s:complexType>

string: A single string value.

2.2.4.2 ContentSourceDynamicPropsInternal

The ContentSourceDynamicPropsInternal type represents crawl status information for a content
source.

<s:complexType name="ContentSourceDynamicPropsInternal">
<s:sequence>
<s:element name="crawlStatus" type="s:int"/>
<s:element name="crawlStarted" type="s:dateTime"/>
<s:element name="crawlCompleted" type="s:dateTime"/>
<s:element name="errorCount" type="s:int"/>
<s:element name="crawlSuccesses" type="s:int"/>
</s:sequence>
</s:complexType>
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crawlStatus: The crawl status. MUST be one of the following values:

Value | Meaning

0 No crawl is in progress.

1 A full crawl is in progress.

2 The crawl is paused, and no further activity will take place for the current crawl until the crawl is
resumed.

4 The crawl is resuming after system startup.

5 The crawler application is shutting down, because the search service was stopped.

6 An incremental crawl is in progress.

8 The crawl is being stopped. The request to stop the crawl has been received, but the crawl hasn’t
stopped yet.

9 The crawl is being paused. The request to pause the crawl has been received, but the crawl
hasn’t paused yet.

crawlStarted: The start time for the most recent crawl. If no crawls have been started for the

content source yet, this element MUST contain the value of 1899-12-30T00:00:00.

crawlCompleted: The end time of the last finished crawl. If the content source has not been

crawled, this element MUST contain the value of 1899-12-30T00:00:00.

errorCount: The number of items that the crawler failed to get crawl during the most recent crawl.
errorCount MUST be greater than or equal to 0. If no crawls have been performed on the content

source, the number MUST be 0.

crawlSuccesses: The number of items successfully crawled during the most recent crawl of the
content source. crawlSuccesses MUST be greater than or equal to 0. If no crawls have been

performed on the content source, the number MUST be 0.

2.2.4.3 CrawlRulelInternal

The CrawlRuleInternal type represents the properties for a crawl rule.

<s:complexType name="CrawlRuleInternal">
<s:sequence>

<s:element name="path" type="s:string" minOccurs="0"/>
<s:element name="type" type="s:int"/>
<s:element name="authenticationType" type="s:int"/>
<s:element name="accountName" type="s:string" minOccurs="0"/>
<s:element name="contentClass" type="s:string" minOccurs="0"/>
<s:element name="suppressIndexing" type="s:boolean"/>
<s:element name="followComplexUrls" type="s:boolean"/>
<s:element name="crawlAsHttp" type="s:boolean"/>
<s:element name="enabled" type="s:boolean"/>
<s:element name="pluggableSecurityTrimmerId" type="s:int"/>
<s:element name="authUrl" type="s:string" minOccurs="0"/>
<s:element name="authData" type="s:string" minOccurs="0"/>
<s:element name="miscData" type="tns:ArrayOfString" minOccurs="0"/>
<s:element name="accountLastModified" type="s:dateTime"/>
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</s:sequence>

</s:complexType>

path: A crawl rule path expression. MUST be present, and the length MUST be greater than 0 and
less than 2048 characters. MUST be either a Universal Naming Convention (UNC) path or a URL,
with the following characters allowed: **" and *?".

type: The crawl rule type. MUST be one of the following values:

Value Meaning
0 Inclusion rule. URLs matching the path are included in the crawl.
1 Exclusion rule. URLs matching the path are not included in the crawl.

authenticationType: The authentication type for accessing matching URLs. MUST be one of the
following values:

Value | Meaning

0 Default access.

1 Integrated authentication.

2 Basic authentication. The user name and password are required for this authentication type.
3 Authentication using a certificate (1). A valid client certificate name is required for this

authentication type.

4 forms authentication. A valid URL for HTTP POST or HTTP GET, public and private
parameters, and a list of error pages are used by this authentication type.

5 Cookie based authentication. Private parameters and a list of error pages are used by this
authentication type.

Default access implies integrated authentication using credentials of the default crawl account for
the crawler application.

accountName: If present, the length MUST be less than 256 characters. This element MUST be
interpreted differently depending on the value of authenticationType. The following table specifies
interpretation and restrictions for this element:

authenticationType value accountName interpretation

0 MUST be ignored.

1 The user name for integrated authentication.
2 The user name for basic authentication.

3 The X.509 certificate name.

4 MUST be ignored.

5 MUST be ignored.
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contentClass: Arbitrary metadata for the crawl rule. If present, the length MUST be less than 1024
characters.

suppressIndexing: MUST be one of the following values:

Value | Meaning

false The protocol server MUST crawl any URLs that match the URL specified for the crawl rule’s path.

true The protocol server MUST NOT crawl any URLs that match the URL specified for the crawl rule’s
path.

followComplexUrls: Specifies the crawl behavior on the matched URLs with a query component
(1). MUST be one of the following values:

Value Meaning
false Matching URLs with a query component (1) MUST be followed during the crawl.
true Matching URLs with a query component (1) MUST be discarded during the crawl.

crawlAsHttp: Specifies whether to use the HTTP protocol to crawl matching links with the http:
scheme. MUST be one of the following values:

Value | Meaning

false The protocol server crawls matching URLs with http: scheme using any protocol available for the
repository.
true The protocol server crawls matching URLs with http: scheme using the HTTP protocol.

enabled: Specifies whether the crawl rule is enabled or disabled. Disabled crawl rules are ignored
by the protocol server. MUST be one of the following values:

Value Meaning
false The crawl rule is disabled.
true The crawl rule is enabled.

pluggableSecurityTrimmerld: The security trimmer identifier.

authUrl: If authenticationType is 4, authUrl contains the URL for the forms authentication type.
If present, the length MUST be less than 2048 characters. The forms authentication type implies an
HTTP GET or an HTTP POST to the authentication URL, as specified in [RFC2616], to obtain the
authorization cookie. If authenticationType is set to 0, 1, 2, 3 or 5, this element MUST not be
interpreted.

authData: If authenticationType is 4, this element represents the public authentication
parameters for authUrl, according to the format of the HTTP form in authUrl. If
authenticationType is set to 0, 1, 2, 3 or 5, this element MUST not be interpreted.

miscData: If authenticationType is set to 4 or to 5, this element represents a collection of error
page URLs. When requests to retrieve content get redirected by item repositories during a crawl,
these error page URLs are used to determine authentication errors. If authenticationType is set to
0, 1, 2 or 3, this element MUST not be interpreted.
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accountLastModified: The latest time credentials were set or modified for this rule.

2.2.4.4 ContentSourcelnternal

The ContentSourcelnternal type represents the properties and status information for a content
source.

<s:complexType name="ContentSourcelnternal">
<s:sequence>
<s:element name="id" type="s:int"/>
<s:element name="systemCreated" type="s:boolean"/>
<s:element name="type" type="s:int"/>
<s:element name="name" type="s:string" minOccurs="0"/>
<s:element name="wssCrawlStyle" type="s:int"/>
<s:element name="metadata" type="s:string" minOccurs="0"/>
<s:element name="followDirectories" type="s:boolean"/>
<s:element name="pageDepth" type="s:int"/>
<s:element name="siteDepth" type="s:int"/>
<s:element name="startAddresses" type="tns:ArrayOfString" minOccurs="0"/>
<s:element name="throttleStart" type="s:int"/>
<s:element name="throttleDuration" type="s:int"/>
<s:element name="fullCrawlTrigger" type="s:base64Binary" minOccurs="0"/>
<s:element name="incCrawlTrigger" type="s:base64Binary" minOccurs="0"/>
<s:element name="nextIncCrawlStart" type="s:dateTime"/>
<s:element name="nextFullCrawlStart" type="s:dateTime"/>
<s:element name="incScheduleDescription" type="s:string" minOccurs="0"/>
<s:element name="fullScheduleDescription" type="s:string" minOccurs="0"/>
<s:element name="dynamic" type="tns:ContentSourceDynamicPropsInternal"” minOccurs="0"/>
</s:sequence>
</s:complexType>

id: The content source identifier. The identifier MUST be greater than 0.

systemCreated: Specifies whether the content source was created automatically by the system or
if the protocol client created it using this protocol. MUST be one of the following values.

Value Meaning
True The content source was automatically created after server installation.
False The content source was created by the protocol client using this protocol.

type: The content source type. MUST be one of the following values.

Value Meaning

0 Web sites

1 Sites (2)

2 Lotus Notes database

3 File shares

4 Exchange public folders
5 Custom

25 /239

[MS-ADMWS] — v20121003
Search Service Administration Web Service Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: October 8, 2012


%5bMS-OFCGLOS%5d.pdf
%5bMS-OFCGLOS%5d.pdf
%5bMS-GLOS%5d.pdf

Value Meaning

6 Business Data Connectivity (BDC)

name: The content source name. MUST be present, and the length of the name MUST be greater
than 0 characters and less than or equal to 255 characters.

wssCrawlStyle: The scope of start addresses. MUST be one of the following values.

Value Meaning
0 All Web applications (1) pointed to by the start addresses are to be crawled.
1 Only sites pointed to by the start addresses are to be crawled.

metadata: An arbitrary custom string that the protocol client associated with the content source. If
present, the length MUST be less than 1024 characters. The utilization of the metadata string
depends on the protocol client implementation details.

followDirectories: Specifies how items are discovered by the crawler during the crawl. MUST be
one of the following values.

Value Meaning
true Items are discovered through folder links.
false Items are discovered through hyperlinks.

pageDepth: The maximum number of page hops allowed when this content source is crawled. The
number MUST be greater than or equal to 0. If there is no limit, the number MUST be 2147483647.

siteDepth: The maximum number of host hops allowed when this content source is crawled. The
number MUST be greater than or equal to 0. If there is no limit, the number MUST be 2147483647.

startAddresses: An array of zero or more start addresses. This element MUST be present. Each
element in the array MUST contain a single URL or UNC path of a start address, and the length
MUST be less than 2048 characters.

throttleStart: This element is unused. throttleStart SHOULD contain 0 and MUST be ignored by
the protocol server.

throttleDuration: This element is unused. throttleDuration SHOULD contain 0 and MUST be
ignored by the protocol server.

fullCrawlTrigger: If this element is present, it MUST contain a trigger as defined in [MS-TSCH],
section 2.4.2.11 for the full crawl schedule. If this element is not present, it means that the trigger
is not defined.

incCrawlTrigger: If this element is present, it MUST contain a trigger as defined in [MS-TSCH],
2.4.2.11 for the incremental crawl schedule. If this element is not present, it means that the trigger
is not defined.

nextIncCrawlStart: The start time of the next scheduled incremental crawl. If there is no
incremental crawl scheduled, this element MUST contain the value 9999-12-31T723:59:59.9999999.
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nextFullCrawlStart: The start time of the next scheduled full crawl. If there is no full crawl
scheduled, this element MUST contain the value 9999-12-31T23:59:59.9999999.

incScheduleDescription: The text description for an incremental crawl schedule. If the
incCrawlTrigger element is present, this element MUST also be present. If the incCrawlTrigger
element is not present, this element MUST NOT be present.

fullScheduleDescription: The text description for a full crawl schedule. If the fullCrawlTrigger
element is present, this element MUST be also be present. If the fullCrawlTrigger element is not
present, this element MUST NOT be present.

dynamic: This element MUST be present and MUST contain the content source status information
as specified in section 2.2.4.2.

2.2.5 Simple Types

This specification does not define any common XML Schema simple type definitions.

2.2.6 Attributes

This specification does not define any common XML Schema attribute definitions.

2.2.7 Groups

This specification does not define any common XML Schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML Schema attribute group definitions.

2.2.9 Exception Types

This section specifies exceptions that are used by this protocol. The exception definitions in this
section use the notation specified in [MS-NRTP], section 2.2.5. The instructions to map the
exceptions to the SOAP Format [SOAP1.1] are specified in [SOAP1.1], section 4.4 or in
SOAP1.2/1], section 5.4.

2.2.9.1 ConcurrencyException

The ConcurrencyException exception type is a derived class of System.Exception as specified in
MS-NRTP], section 2.2.2.7.

The type name is "Microsoft.Office.Server.Search.Administration".

The library name is "Microsoft.Office.Server.Search, Version=12.0.0.0, Culture=neutral,
PublicKkeyToken=71e9bcel111e9429c".

There are no members other than those inherited from the System.Exception class.

Namespace Microsoft.Office.Server.Search.Administration
{

Class ConcurrencyException:System.Exception

{

}
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A ConcurrencyException is thrown when multiple protocol clients send conflicting requests to the
protocol server.

2.2.9.2 UpdatedConcurrencyException

The UpdatedConcurrencyException exception type is a derived class of the
ConcurrencyException class as specified in section 2.2.9.1.

The type name is "Microsoft.Office.Server.Search.Administration”.

The library name is "Microsoft.Office.Server.Search, Version=12.0.0.0, Culture=neutral,
PublicKkeyToken=71e9bcel111e9429c".

There are no members other than those inherited from the ConcurrencyException class.

Namespace Microsoft.Office.Server.Search.Administration
{

Class

UpdatedConcurrencyException:Microsoft.Office.Server.Search.Administration.ConcurrencyExceptio
n

{
}

An UpdatedConcurrencyException is thrown when the protocol server receives conflicting update
requests from multiple protocol clients.

2.2.9.3 DeletedConcurrencyException

The DeletedConcurrencyException exception type is a derived class of ConcurrencyException
as specified in section 2.2.9.1.

The type name is "Microsoft.Office.Server.Search.Administration". The library name is
"Microsoft.Office.Server.Search, Version=12.0.0.0, Culture=neutral,
PublicKkeyToken=71e9bce111e9429c".

There are no members other than those inherited from the ConcurrencyException class.

Namespace Microsoft.Office.Server.Search.Administration
{

Class

DeletedConcurrencyException:Microsoft.Office.Server.Search.Administration.ConcurrencyExceptio
n

{
}

A DeletedConcurrencyException is thrown when protocol server receives a request to operate on
an object already deleted.

2.2.9.4 ExternalException

The ExternalException exception type is a derived class of SystemException as specified in [MS-
NRTP], section 2.2.2.8. The library name of the class is "mscorlib". There are no members other
than those inherited from the SystemException class.
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Namespace System.Runtime.InteropServices

{
Class ExternalException:System.SystemException
{
}

2.2.9.5 COMException

The COMException exception type is a derived class of ExternalException as specified in section
2.2.9.4 of this document. The library name of the class is "mscorlib". There are no members other
than those inherited from the ExternalException class.

Namespace System.Runtime.InteropServices

{
Class COMException:System.SystemException.ExternalException
{
}

2.2.9.6 KeyNotFoundException

The KeyNotFoundException exception type is a derived class of SystemException as specified in

MS-NRTP], section 2.2.2.8. The library name of the class is "mscorlib". There are no members
other than those inherited from the SystemException class. This class has an additional constraint
that the HRESULT MUST be the hex value 0x80131577.

Namespace System.Collections.Generic

{
Class KeyNotFoundException:System.SystemException
{
}

2.2.9.7 ArgumentException

The ArgumentException exception type is a derived class of SystemException as specified in

MS-NRTP], section 2.2.2.8. The library name of the class is "mscorlib". There is one member other
than those inherited from the SystemException class. This class has an additional constraint that
the HRESULT MUST be the hex value 0x80070057.

Namespace System

{
Class ArgumentException:System.SystemException
{

String ParamName;

}

ParamName: The parameter name of the argument which caused this exception to be raised.
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2.2.9.8 InvalidEnumArgumentException

The InvalidEnumArgumentException exception type is a derived class of ArgumentException
as specified in section 2.2.9.7 of this document. The library name of the class is "mscorlib". There
are no members other than those inherited from the ArgumentException class.

Namespace System

{

Class InvalidEnumArgumentException:System.ArgumentException
{

}

2.2.9.9 InvalidOperationException

The InvalidOperationException exception type is a derived class of SystemException as
specified in [MS-NRTP] section 2.2.2.8. The library name of the class is "mscorlib". There are no

members other than those inherited from the SystemException class. This class has an additional
constraint that the HRESULT MUST be the hex value 0x80131509.

Namespace System

{

Class InvalidOperationException:System.SystemException

{
}
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3 Protocol Details

In the following sections, the schema definition might differ from the processing rules imposed by
the protocol. The WSDL in this specification matches the WSDL that shipped with the product and
provides a base description of the schema. The text that introduces the WSDL might specify
differences that reflect actual Microsoft product behavior. For example, the schema definition might
allow for an element to be empty, null, or not present but the behavior of the protocol as
specified restricts the same elements to being non-empty, not null, and present.

The client side of this protocol is simply a pass-through. That is, no additional timers or other state
is required on the client side of this protocol. Calls made by the higher-layer protocol or application
are passed directly to the transport, and the results returned by the transport are passed directly
back to the higher-layer protocol or application.

Except where specified, protocol clients SHOULD interpret HTTP Status Codes returned by the
protocol server as specified in [RFC2616], section 10.

This protocol allows protocol servers to notify protocol clients of application-level faults using SOAP
faults. Except where specified, these SOAP faults are not significant for interoperability, and protocol
clients can interpret them in an implementation-specific manner.

This protocol allows protocol servers to perform implementation-specific authorization checks and
notify protocol clients of authorization faults either using HTTP Status Codes or using SOAP faults as
specified previously in this section.

This protocol allows protocol servers to perform implementation-specific localization of text in
various messages. Except where specified, the localization of this text is an implementation-specific
behavior of the protocol server and not significant for interoperability

3.1 SearchApplicationWebService Soap Server Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

3.1.1.1 Object hierarchy

The protocol server maintains a hierarchy of objects representing state of the Search Service
Administration Web Service protocol. The properties of these objects affect the behavior of the index
server during the crawl.
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Figure 2: Object hierarchy

3.1.1.2 Crawler Application

This is the top level object of the hierarchy. There is one instance of the crawler application per SSP.
Accordingly, there is one instance of the server endpoint for this protocol, the Web service URL.

version: The configuration version of this crawler application. The version is incremented whenever
the application state is updated by the protocol client. Any method that updates of the application
state requires the last known configuration version from the protocol client. If the protocol client
version does not match with the current application version, the operation fails. This will typically
happen when multiple protocol clients try to update the application state at the same time.

name: A GUID that uniquely identifies the crawler application.
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retryLimit: The number of times the index server will retry fetching the item from any content
source, (for example, a Web server) during the crawl in case certain types of recoverable protocol
errors occur, for example, timeouts.

defaultCrawlingAccount: The name of the default crawl account that the index server uses to
authenticate itself during the crawl when no other account is specified in a matching crawl rule.

defaultCrawlingAccountPassword: The password required for authentication of the
defaultCrawlingAccount.

lotusNotesConfigured: If true, the Lotus Notes configuration was complete. This is specific for

crawl configuration of the Lotus Notes content source. The configuration details for a Lotus Notes
content source is specific to the implementation of the index server, but as far as this protocol is

concerned the protocol server MUST be aware when the Lotus Notes configuration took place and
communicate this information to the protocol client.

listKknownLotusNotesServers: The list of known Lotus Notes server names. This is specific for
crawl configuration for Lotus Notes content sources.

3.1.1.3 Portal Content Project

The crawler application contains exactly one instance of the portal content project. This object’s
properties control the index server behavior and state during crawls for all types of content source
except for the user profile content source.

extension: A list of file name extensions recognized by the index server. The index server parses all
links discovered during the crawl and extracts the file extension from them. The file extension is
checked against the extension list. Depending on the setting of isExtensionIncludeList property
the link is discarded or added to the crawl queue.

isExtensionIncludelist: A Boolean value that specifies whether the list of file extensions in
extension is an inclusion list or an exclusion list. If true, extension is an inclusion list;
otherwise, extension is an exclusion list.

contentSourcesMetadata: A custom metadata string associated with the portal content project.
The value of this property is ignored by the protocol server, but can be interpreted by the protocol
client to associate arbitrary metadata with the collection of content sources.

clientCertificateNames: The list of names of X.509 client certificates used by crawl rules with
authentication type of 3.

activeDocuments: The list of URLs of items currently being crawled by the index server.

pauseReason: A 32-bit number that contains the set of reasons why the search catalog is
paused. Each bit indicates a particular reason. If there is more than one reason why the search
catalog was paused, multiple bits corresponding to the reasons are turned on. The search catalog is
resumed when all bits are turned off. MUST only turn on the following bits:

Value Meaning

0x00000001 Paused because of certain unspecified internal event not initiated by the protocol client.

0x00000002 Paused because of certain unspecified internal event not initiated by the protocol client.

0x00000004 Paused for backup.

0x00000008 Paused for query server initialization.
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Value Meaning

0x00000010 Paused because of an unresponsive query server.

3.1.1.4 Content Source

The portal content project contains a collection of zero or more content source objects. This obj